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Abstract: This overview describes not only the nature and applications of the
Internet of things (IoT) but also some challenges and open research issues. Some
of the established working definitions are presented, and the state of the IoT
system is shown, incl. its reference model is based on a multi-layered architecture.
Different characteristics of [oT are described and the communication technologies
that are most often used are compared. Various applications of [oT and some
challenges to the development of IoT innovations are shown. Based on the
analysis of 10T, guidelines for future development of research in the field, which
form the development of technology, are summarized.
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1. Introduction

The concept of the Internet for non-use was first used in 1999 by Kevin Ashton
(Atlam, Walters & Wills, 2018). From Ashton's point of view, the Internet of
things has the potential to change the world in different ways like using the
Internet. Traditionally, technology can also be seen as the next step in the
operation of the Internet. In practice, [oT can provide a connection to almost all
objects in the real world (Sharabov & Tsochev, 2020), including communication
and collaboration via the Internet (Borissova, Dimitrova, Dimitrov, 2020).
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Although there is no generally accepted definition of the Internet of things
in the academic and professional community, one of the most widely accepted
working definitions of the phenomenon was presented by the International
Telecommunication Union in 2012. According to the Union, the Internet of things
should be understood as: a global infrastructure of the information society that
provides the opportunity to create advanced services by interconnecting (physical
and virtual) things from the real world, based on existing and evolving
interoperable information and communication technologies. (ITU, 2012).

An interesting overview of reaching a definition is provided by Madakam,
Ramaswamy & Tripathi (2015), according to which the definition of the Internet
of things includes: "an open and comprehensive network of intelligent objects that
can self-organize, share information, data, and resources, reactions and actions
in situations and changes in the environment”. Beyond their definition, the
authors also provide a quick overview of the most popular definitions, including:

o  The Internet of things can be perceived as a global network of connected
physical objects, which allows connectivity of all things at any time and
not just for everyone (Kosmatos, Tselikas & Boucouvalas, 2011);

o The Internet of things can mean a global network that allows
communication between person and person, person and things, and things
and things, that can relate to anything in the real world, providing a
unique identity to each person and each object (Aggarwal & Lal Das,
2012).

Beyond the nuances in the stated formulations, most researchers in the field
of the Internet of things reach a consensus that the term generally means a
connection between people, computers, and real objects through the Internet. A
key prerequisite for real-world connectivity is the presence of sensors that convert
raw data from the physical world into digital signals, which are sent to a control
center (Suresh, Parthasarathy & Aswathy, 2014).

2. Description of IoT

The Internet of things is often perceived as a “new paradigm” that belongs to the
next wave of technological innovations that promote integration between the
physical world and the cyber world (Colakovi & Hadzialic, 2018). In addition to
high-tech services, technology also provides highly personalized services in
which the user interacts with specific "things" from the physical world through
various communication models (Kirchev et al., 2006).

Over the last decade, the Internet of things technology has been
characterized by exponential growth. One of the main factors that favor this is the



low cost of production of sensors, communication protocols, embedded systems,
and hardware components (Pattar et al., 2018). The main reason and motivation
for such a development, however, is undoubtedly the unlimited industrial
application of the technology.

It is important to note that the Internet of things is based on the integration
of different standards and key technologies with different capabilities in terms of
sensory, connectivity, storage, and more. This necessitates the development of
models for collecting data from different devices (Vodyaho et al., 2020). On the
other hand, intensive use of these technologies requires research to establish the
psychological and physical effects on consumers (Borissova et al., 2020; Tianxing
et al., 2021).

The specificity of the Internet of things consists in the way it is realized.
This includes multi-layered architecture and communication technologies, which
will be considered in turn.

3. Architecture of IoT

Based on a review of various academic sources, it can generally be assumed that
the Internet of things architecture is a multi-layered architecture based on services
(SOA-based architecture). To facilitate the industry in terms of technology
deployment in practice, in 2014 the International Telecommunication Union
published a reference model of the Internet of things architecture developed by
Cisco, which is presented in Fig. 1:
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Fig. 1. Internet of things reference model [22]



This model contains seven layers, each with its specific characteristics:
Layer 1 — Physical devices and controllers. This layer represents the
"things" in technology and consists of a huge number of different end
devices that receive and send information. Although extremely different,
these end devices are united by the following features: they can perform
analog to digital conversion, generate data, and be controlled via the
Internet.

Layer 2 — Connectivity (communication network). The most important
function of this layer is the transmission of information, which is realized
at least at three levels: between the different devices and the network,
between the different networks, between the network, and the processing
of low-level information in layer 3.

Layer 3 — Peripheral calculations. This is the layer in which the primary
processing of the information takes place so that it can be prepared for
storage in layer 4. The main processes that take place here include data
evaluation, formatting, decoding, and more.

Layer 4 — Data collection. In this layer, the data is converted from a state
of motion to a state of rest, stored, and prepared for use by higher levels.
Layer 5 — Data extraction. Here, the data is summarized and formatted so
that it can be used by applications in a more efficient and manageable
way.

Layer 6 — Applications. The interpretation of the data takes place in this
layer. It includes several applications that can use data from the Internet
of things as an input.

Layer 7 — Cooperation and processes. In this last layer, the focus is on
the people who work with the data and how the right data can reach the
right people in the right way.

It can be assumed that this model, although derived from the industrial

community, finds a good consensus in both business and academic circles.

4. Features of IoT

A brief and synthesized overview of the essential characteristics of the Internet of
things is presented in (Atlam, Walters & Wills, 2018). According to them, the
Internet of things is characterized by the following features:

large scale — refers to the significant number of included smart devices that
generate data;



¢ intelligence — with the help of software algorithms the devices included in
the networks used in the Internet of things are transformed into smart
devices;

¢ sensors — the Internet of things cannot be realized without sensors of objects
in the physical world;

e complex systems — billions of devices can participate in the Internet of
things;

e dynamic environment — in the system of the Internet of things objects are
constantly included and excluded;

e huge amounts of data — this data is generated by the many devices involved
in the system;

e heterogeneity — different devices, platforms, operating systems, and
services participate in the Internet of things system, which connects through
different protocols;

e minimum energy consumption — most of the devices on the Internet of
things work with a minimum amount of energy;

e connectivity — devices on the Internet of things have the ability for network
accessibility and compatibility;

o self-configuration — most devices are capable of self-configuration.

The IoT brings with it an exceptional range of benefits but also risks for the
organizations that implement it. Some of them are related to big data management,
which is both its advantage and challenge. The Internet of things can collect data
from identification and tracking technologies, wired and wireless sensors, device
networks, improved communication protocols, and other intelligent objects that
are in constant data exchange. This also determines the immediate need to ensure
their security and confidentiality (Fatkieva et al., 2020).

5. Communication Technologies and IoT

The 10T is a concept of the modern, interconnected world that relies on different
heterogeneous communication technologies depending on the problem domain
and quality of solutions based on the concept of IoT (Sikimic et al., 2020). The
IoT comes with several high-end applications and has requirements for better
connectivity through wireless communication protocols. The goal of IoT is to
create an integrated ecosystem where devices can communicate with each other
via the Internet network. This imposes to achieve an effective integration among
Device to Device (D2D) communication technologies (Bello, Zeadally & Badra,
2017). Low energy consumption is a prerequisite to ensure a continuous real-time



connection of the transmitted data (Bahashwan et al., 2021). The heterogeneity of
data originating from different devices is resolved through different
communication protocols that allow devices to network and collaborate. Some of
the main functions performed by the protocols are to specify the form of data
exchange, to encode them, to control the sequence of exchange, and more.
Communication protocols together with architecture form the backbone of the IoT
system (Hofer-Schmitz & Stojanovic, 2020).

The Internet of things uses many different communication protocols, the
most common being ZigBee, Bluetooth, ZWave, 6LOWPAN, and NFC. Fig. 2
presents the wireless communication technologies used in the Internet of things,
according to Colakovi & Hadzialic (2018).
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Fig. 2. Wireless communication technologies for IoT

Often, choosing wireless technology for the Internet of things is not a trivial
task. Nevertheless, this choice can be determined both by the prevailing
communication protocol, which is available in modern communication devices
such as smartphones and by the purpose of the network (Taylor, 2019).

For completeness, this review will present the main features of some of the
most commonly used communication technologies in the context of loT.

5.1. WiFi

WiFi, along with Bluetooth, has been the most widely used communication
protocol since 1997. At present, the common 802.11n standard is widely used. It
is based on IEEE 802.11, but the application of 802.11ac is also growing rapidly
due to the ability to achieve low latency and high speed in the end networks
(Hassani et al., 2021). Although this protocol is particularly convenient for
communication between devices involved in the Internet of things, it uses a large



amount of energy. Typically, WiFi is the preferred protocol for transferring files
between devices (Taylor, 2019).

5.2. ZigBee

The ZigBee protocol was introduced by the ZigBee Alliance in 2004 and became
operational in 2005. It is based on the open-source standard IEEE802.15.4, which
has the lowest energy consumption. ZigBee is a suitable protocol for applications
with a low data range, longer battery life, and better security (Balan et al., 2019).
The protocol can work with a variety of technologies and is often used for
automation solutions for home or industrial sites that operate on low energy
consumption (Kuang & Li, 2021).

5.3. Bluetooth

Bluetooth is also one of the most widespread communication protocols with the
longest history and relatively short-range, usually up to 10 meters (Krasteva et al.,
2005). Its more modern versions are called Bluetooth Smart or Bluetooth Low-
Energy (BLE), and the latest version Ver. 5.0 technology has been developed and
optimized specifically for the Internet of things (Todtenberg & Kraemer, 2019).
It also introduces an additional Internet Protocol file. The technology is preferred
in smart wearables.

5.4. EnOcean

EnOcean technology is a pioneer in energy harvesting for sensors used by IoT
(DeFeo, 2015). The technology allows the conversion of energy from the
environment into digital data and is widely used on the Internet of things such as
tracking maximum power and collecting photovoltaic energy (Ahmad et al.,
2021).

5.5. LoRaWAN

The main application of the LoRaWAN protocol (Long Range Wide Area
Network) is found in wireless devices with a wide range of operations that operate
on batteries (Queralta et al., 2019). One of the strengths of this protocol is its
ability to communicate widely. The protocol finds particularly good application
in the construction of smart cities for air quality monitoring and due to
communication technology (LoRaWAN) can be used in large geographical areas
(Simo et al., 2021).



5.6. Z-Wave

Z-Wave is a low-energy and radio-frequency communication protocol that
provides reliable communication for small data packets developed by Zensys in
1999 (Tournier et al., 2020). The protocol operates with a frequency of the order
0f 900 MHz, which varies from country to country, and its range is in the diapason
(30-100) m, so it is assumed that its interaction with other communication
protocols such as WiFi is negligible. It is used in the construction of smart home
solutions (Kim et al., 2020).

5.7. NFC

The Near Field Communication (NFC protocol) provides simplified
communication, connecting two devices that are less than 4 cm apart (Yugha &
Chithra, 2020). It is used for contactless payments, access to digital content, and
connection to electronic devices.

5.8. 6LoWPAN

6LoWPAN is the first common Internet of things communication protocol (Low
Power Wireless Personal Area Network IPv6). The protocol uses IEEE802.15.4
for its operation (Chalappuram et al., 2016). On this basis, it can be easily
connected to other IP networks directly and without intermediaries.

All communication protocols discussed to support the Advanced
Encryption Standard (AES) platform and, except for NFC, can be classified as a
Wireless Personal Area Network (WPAN). NFC is a Peer-to-Peer (P2P) network.

6. Applications of IoT

Applications of IoT promise to bring immense value in lives due to newer wireless
networks, modern sensors, and contemporary computing capabilities. The IoT
applications in various industries and society as a whole are limitless. A general
idea of the most popular industrial applications of the Internet of things is
presented in Fig. 3 (Pattar et al., 2018).

The diagram covers mainly three main categories — industry, society,
environment, which are deployed in different sectoral applications. Although
schematic, this presentation is broad enough to illustrate the potential of the
Internet of things to improve almost any area of the social and industrial world.

Of particular importance in recent years is the place of the Internet of things
in the so-called “Industry 4.0”, which is often seen as a new stage of the industrial
revolution (Santhosh, Srinivsan & Ragupathy, 2020).
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Fig. 3. Some of the most popular industrial applications of IoT

In this aspect, the literature usually discusses the application of the Internet
of things in so-called smart factories. Their main prerequisite for work is the
integration of all components of the existing industrial environment for better
resource management through smart data management based on the information
from sensors, software, and corresponding decision-making models (Mustakerov
& Borissova, 2013; Borissova & Mustakerov, 2013; Fernandex-Carames &
Fraga-Lamas, 2018).

6.1. Healthcare

The contribution of the Internet of things to healthcare is undeniable. Three main
phases can be distinguished such as clinical care, remote monitoring, and context
awareness (Dhanvijay & Patil, 2019). The phase related to data collection allows
reducing the risks of human error using the automatic medical data collection
method. This contributes to the improvement of the diagnosis quality and
decreases the human errors responsible to collect or transmission of false
information. The monitoring systems with sensors aim to collect and store a
variety of data for further analysis (Gustafson et al., 2017). Context-awareness
makes it possible to find the patient’s condition (Vahdat-Nejad et al., 2021).
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6.2. Smart cities

The Internet of things is widely used in building smart cities with better services
for citizens, lower costs, and more efficient management of public resources
(Marques et al., 2019; Borissova et al., 2020). Areas such as urban transport
management and other vehicles are essential for large settlements (Garvanov et
al., 2021). Through the Internet of things, citizens have both better access to local
public services and better access to information about their governance processes
(Clement & Crutzen, 2021).

6.3. Smart homes

The opportunity for people to facilitate the use of various innovative services in
their homes has always enjoyed good development. The Internet of things gives
additional impetus to these innovations by providing both remote control of
devices that do not require the presence of the user to the home appliance and
smart energy consumption, integration, safety, and many other benefits (Choi,
Kim, Lee, Park, 2021). This technology is particularly important for facilitating
the lifestyle of the elderly, people with disabilities, and other vulnerable groups
(Debauche et al., 2019; Sokullu et al., 2020).

6.4. Related industry

This is one of the areas that is experiencing the most rapid industrial development.
The focus is on the connectivity of different machines in enterprises,
synchronization of their communication, productivity, with control and
management capabilities to increase efficiency and for fair ethical business
development (Margherita & Braccini, 2021). Of particular importance is the
opportunity provided by technology through the exchange of information and data
so that machines can make their own decisions about implementation, automate
processes, and more. (Santhosh, Srinivsan & Ragupathy, 2020).

6.5. Autonomous cars

When cars are equipped with WiFi, through which they can communicate with
other cars involved in traffic, the likelihood of human error, accidents, driving
stress, and other similar risks are significantly reduced. An overview of the
existing applications of FPGA for the design of control systems in autonomous
cars is presented (Marinova, 2018). By 2040, 75% of cars on the road are projected
to be equipped with WiFi (Atlam, Walters & Wills, 2018).
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6.6. Intelligent energy-saving and Intelligent electricity networks

The utmost importance attached to this sector by both governmental and
international sustainable development programs stimulates research into the
potential contribution of the Internet of things. Due to the complexity of the
matter, it is considered that no single final solution has yet been found (Shah et
al., 2018). Nevertheless, the new technology contributes to several improvements
in energy saving, mainly through the introduction of smart energy management
devices (Guliashki, Marinova & Groumpos, 2019).

6.7. Environmental monitoring

The contribution of the Internet of things to environmental monitoring can be
classified into a separate category. This is mainly due to the ability of the
technology to deploy sensors over a large area, which extracts huge data on the
various sources of environmental pollution and the quality of its various
components such as land, air, water, biomass, etc. (Singh et al., 2021; Trevathan
et al., 2021; Gopikumar et al., 2021). Data from such observations can be used by
various stakeholders such as owners, managers, policy experts to facilitate
forecasting, planning, and decision-making.

6.8. Intelligent agriculture

One of the most important aspects of the application of the Internet of things in
agriculture is in helping farmers to control the parameters of the environment in
the cultivation of production, as well as to improve production efficiency
(Moysiadis et al., 2021; Boursianis et al., 2020). In addition, the technology can
apply various aspects of automation to the entire production and logistics chain
and thus facilitate the end-user with information about the origin and quality of
the product (Huang et al., 2021; Carlos et al., 2020). The IoT application in agro-
industrial and environmental fields is contributing to irrigation control, air, soil,
and water monitoring including plant or crop monitoring as well as lumination
and Fertilizer and pesticide control (Talavera et al., 2017).

6.9. Wearables

The main purpose of smart wearable devices is to collect, transmit and analyze
data and in some cases to make intelligent decisions. Depending on their
application, smart wearables are classified into four major groups: health, sports,
and daily activity, tracking and localization, and safety (John Dian, Vahidnia
&Rahmati, 2020)). The Internet of things can also be used for smart wearables to
monitor the health status of quarantined patients with Covid-19 (Al Bassam et al.,
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2021). In addition to improving the functionality of the modern accessories, we
use in training, various smart devices introduce innovations to support the
independent living of certain vulnerable groups. One example of this is smart
devices that are designed to support the independent living of older people (Baig
etal., 2018).

7. Challenges

As mentioned above, in addition to its many benefits, the Internet of things brings
with it its challenges, the most important of which we have outlined in the section
below.

7.1. Big data

The ability of the Internet of things to generate large amounts of data is directly
related to the challenge of their integration, storage, and management. This is
essential and forms the subject of analysis of several focused academic studies.
For example, the dual effect of the Internet of things describing big data through
the prism of the BOLD category (Big, Open, Linked Data) is presented in (Brous,
Janssen & Herder, 2020). According to the authors, through this concept, we can
trace both the benefits and challenges of big data. One of the most obvious
advantages of these data is their better quality compared to data generated by
traditional means, especially in terms of accuracy, variety, speed of generation,
and volume. Not to be underestimated is the ability of data being generated from
one place to be used for different purposes. At the same time, however, their
management faces the immediate challenges of infrastructure capacity,
governance itself, ensuring their security and confidentiality (Tsochev et al.,
2019). The latter aspects could hide other unforeseen risks, as well as lead to high
costs for the organization when introducing the technology.

7.2. Network provision

Networking and the Internet of things system is a challenge itself, just as its
network brings together both smart and traditional networks. The development of
a network protocol and network typology creates related challenges that are not
easy tasks (Aboubakar et al., 2021).

7.3. Heterogeneity

The wide variety of devices, operating systems, and services, as well as the
constant expansion of networks that use the Internet of things, bring to the fore
the problem of connectivity and coordination of different devices. Sometimes this
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heterogeneity can affect the design of the architecture and other aspects of the
system (Mesmoudi et al., 2020). A related problem with heterogeneity is the
standardization of things on the Internet, which is a major challenge for the future
development of technology.

7.4. Interoperability

Interoperability refers to the ability of devices to communicate regardless of the
hardware and software used. Given the interconnectedness of the various
components and devices on the Internet of things, their interoperability is critical
(Guimaraes et al., 2020). This is one of the areas that is developing quite rapidly
due to market needs. Nevertheless, interoperability remains one of the open issues
facing the development of networks that use the Internet of things.

7.5. Scalability

Scalability refers to the ability of a system to add new devices and services without
affecting the technologies used. Thus, scalability related to the size of IoT systems
becomes a significant concern (Arellanes & Lau, 2020). Here the challenges are
related to the maintenance of a large number of memory devices and other
resources, directly affecting the interoperability and architecture design.

7.6. Security and confidentiality

Ensuring data security and confidentiality is currently a major challenge for the
widespread use of the Internet of things (Babun et al., 2021). These two problems
are directly related to big data management, but their guarantee is inevitable so
that the user can enjoy the other benefits of the Internet of things.

The need for globalized IoT laws to ensure the common user to be aware of
the security, ethical, and privacy threats due to IoT technology is discussed in
(Karale, 2021).

7.7. Support

The need to support millions of devices that belong to different versions from
different manufacturers can sometimes be crucial. This is especially true if the
system includes older devices that are not supported by the retailer, as well as
those that have not been updated to their latest operating platforms.

The challenges that such a picture brings have an impact not only on the
operation of the network. In practice, this is perceived as a weakness of the
Internet of things technology itself (Atlam, Walters & Wills, 2018).
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8. Research Directions

Like any relatively new technology, the Internet of things offers a wide field for
academic and applied research. Although the number of academic publications in
the field has grown significantly in recent years, the topics that could be analyzed
are practically related to every aspect of the topic.

The presented overview of current research in the field of [oT systematizes
some key aspects, including topics such as standardization, system architecture,
interoperability and integration, reliability, data storage and processing,
scalability, management and self-configuration, performance, identification and
identity, energy, and consumption, security and protection of personal data,
environmental issues.

In the next section, we will briefly look at two of the most common
guidelines for future analysis, namely standardization, and data security and
confidentiality.

8.1. Standardization

Despite the efforts of the various standardization bodies, there is still no single
framework for the concept of the Internet of things. Nevertheless, the contribution
of these organizations to the industrial application of the technology, its rapid
entry, and overall development is indisputable. The framework of architecture
presented above, which is part of the basis of the system, can be taken as an
illustration.

Creating uniform standards for such diverse technological standards is a
real challenge. Standardization has a key role to play in the future development of
the Internet of things. It could affect different aspects of the system. For example,
it could have a direct bearing on improving interoperability, but also on the open
standards that the Internet uses for things like security, identification,
communication. It is believed that standardization will expand the opening of
technology to new traders and consumers (Atlam, Walters & Wills, 2018).

8.2. Security and privacy

This challenge forms a key area of future analysis, as, through the continuous
transmission of data between different devices and users, it is at the heart of the
functioning of the Internet of things. In this sense, the data in its networks are
exposed to constant risks, attacks, and threats. Due to low processing power and
storage capacity, smart things are vulnerable to attacks because existing security
techniques or cryptography are not appropriate (Mohanta et al., 2021). This
problem could be considered from different points of view. On one hand, it is a
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prerequisite for gaining public consensus for a more comprehensive application
of the Internet of things, and on the other hand, it is associated with numerous
technological challenges, which in themselves form topics for analysis. One
example of such a study focuses on ensuring the security and confidentiality of
data on the Internet of things through the use of mobile computing devices (Liao
et al., 2020).

Fig. 4 shows how analysts structure the main categories of data security and
confidentiality analysis, namely: key technologies, services, and applications,
business applications, social and environmental impact (Colakovi & Hadzialic,
2018).

Enabling technologies Services and applications Social impacts Erwironmental impacts

* Sensors * Smart cities * New business models * Users acceptance * Green ICT principles

* loT devices * Smart home * New value chains * Human health impact * Environment monitoring
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Security and Privacy

Fig. 4. Categorization of data security and confidentiality analysis

To clarify the complicated security and privacy issues, some authors
propose to use the 3-stage protection of pre-working, in-working, and post-
working (Yao et al., 2020). In such a way, this physical object-based security
architecture allows an analysis of in detail physical objects at different working
stages.

Conclusion

In the last two decades, the Internet of things has gained its place as one of the
leading trends in the development of new technologies. The main reasons for this
are its potential to improve the quality of human life and its wide public
application, which provokes equal interest among the scientific and industrial
community. Not coincidentally, technology is described as the next stage in the
development of the Internet or as the new industrial revolution. And although
there is no generally accepted definition, technology, and standards, the Internet
of things is associated with providing the ability to communicate between objects
in the physical and cyber world through the Internet. The Internet of things is
generally based on the use of different sensors, multi-layered architecture, and a
set of communication protocols that vary according to the specifics of the system.
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The Internet of things is used in almost all fields of public and industrial
life. Particular importance is attached to environmental monitoring. In industry,
its application is often associated with the creation of a qualitatively new type of
management of the systems in which it is applied, due to the ability to manage
large and different types of data. It is the management of these data and their
characteristics that form part of the challenges for the future development of
technology.

The 10T is characterized by several features that influence its directions for
future development. The review shows that the challenges facing the IoT are
mainly related to the standardization of technology, as well as the need to ensure
the security and confidentiality of the data that is generated and exchanged. The
topics of IoT research cover practically all its aspects, but as leaders, one can
distinguish several important areas related to the nature of IoT, namely data
collection, data transmission, data processing, and data sharing.
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