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One of the most conplex problems, retarding the society informatization speed, is the
necessity for priority ensuring of the natianal security — social, ecomanic, ecological ad
military-strategic — in the receiving and processing of valusble, confidertial and secret
information in state and private enmterprisss, in state authorities, inbank and stodk-ex-
dae infrastructure [1].

Information seaurity willl denote the status of protection of society information evi-
roment, providing its formation and development with respect to the interests of the
citizas, the organizatiosad tre state [2]-

The social-economiic consequences from the wilde application of carputers in mate-
rial production and the society practice have caused a nunber of problems concemiing
the informattion seaurity, such as:

— Protection of the property rights of the citizens, the state and the econanic sub-
Jjects possessing their oan information in conformence with the requirerents of the civil,
adninistrative and camercial right. These property rights include the protection of the
ocorrespording secret data as vielll as of the intellectual property.

— Maintenance of carplex offices for autaration and informatization, that will
provide the necessary physical safety of the people, of the ecolagical enviroment and of
the most valuable material and property achievements by their continuous and correct
fuctoirg.

— Defence of the citizens rights and freedan, guararteed by the respective legisla-
an

The problers of protecting the property rights on certain information occur due to
the necessity of ensuring the proper functioning of the adninistrative-maneging, social
and economic mechanisms during the wide informatiization of the material production
and the society practice, which leads to the information convertion into a property doject,
i.e., Into andyject of stodk-mretary relatias.

The aims of protecting the information in computer networks and systems can be
defined most gererally in the folloving way:
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— Corstraining the enbezzling, the losses, the illegitinate destruction, distortion,
the illggrtimate modirfication, the illegal oopying, blocking, outflovand other intenen-
tions on information and information systars;

— Preserving the acopleteress, the validity ad the integrity of the information in
the correspandiing filles and programs for its prooessing, created by the oaner or a persm,
authorized by him;

— Preserving the possibility to direct the prooedures of information prooessing ad
use depending on the conditions, established by the possessor of the informetion or a
person, authorized by him;

— Bauring the constitutional rights of the citizens 1o presene their personal and
cortfidential irformetion stored in data bases;

— Protecting the rights of the authors of software information products, used in
information systars.

The praobllems and purposes above mentioned lead to a large amount of different
problems and requirements tonards modem irformation technologies, which inplies the
necessity for develgoment of methods and means for informatiion protection, as well as
the desiign of efficient systens for information ssaurity (SIS).-

\\hen evaluating the current stattus of SIS in society, analyzing the efficiency of the
realized activities and predictirng the efficiency of sare future actions, It is necessary to
acoount the following most inportant facts and circunstances:

Inall the corporents of ratianal seaurity — political, econamic, military, juridical,
eoological, etc. — the weight of the corresponding informatiion factors continual ly in-
creases. The quality of the information, its validity, actuality ad completeness deperd
not onlly on the qual ity of the decisions acoepted by the authorities. The information-
psydhological irflluences, invoked by the mass mediia activirty can cause an atmosphere of
tension and instability, can provoke social, natioral o religious conflicts and disorders,
leading in this way 1o destructive sequences for the democratic develoament of society.
The illegal enbezzling, use or distortion of business (bark, comercial, statistical) infor-
metion leads inevitably to great economic losses. The level of the information technolo-
gies determines the status of moderm secret sexvices, of the radio-electronic battle, the
aontrol of the armies and the precise aiming of the wegpans, which on 1ts tum resolhves the
settlerent of military conflicts. Sare purpossful information activities can leed to hardly
overoome dostacles for the equal In rights cooperation of the democratic world countries.
The information interactions inflluence to a significant degree the educational prooesses
and personality formation and can provoke inedequatte social or criminal behaviour of a
group of people or of separate persons, causing physical, material or moral dareges to
the citizens. Al this inplies the necessity of paying particullar attention to the dangers
agpirst ratioal ssaurity, resulting fran unamtrol lzble processes in the infomation sphere.

As a rule SIS are develgped on the basis of the folloving main notions:

a) The dojects of information security include the irformation resources, despite of
the information content, representing a state secret or being with restricted access, a
comercial secret or any other confadential information, and also gpen, acoessible infor-
mation, aswell as the ways for Its storing.

b) The systars that are generating, distributing and using the information resources
aosist of different classes of information systens with different purposes - libraries, ar-
chives, data bases, means for telecomuniication, irformattion technolagies, scientific-
tedmical ad seyvice staft.

©) The information infrastructure, involving different centers for information pro-
cessing and analysis, chanrels for information exdiange and telecomunications, meda-
nisms providing the efficient functioning of the telecomunication systens and networks,
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including systems and means for informettion protection.

d) The informattion spreed by the mass mediia, which inflluences the view of life, the
polrtical conoepts, the moral values, the social and individual behaviour of people, etc.

e) The rights of the citizens, the state and the organizattions 1o receive, distribute
and use information, protection of the cotfidential information and of the intellectual

The informattion secur ity of the dbjects in all the main notions above mentioned
cregtes aoditios for religble functioning of the state ad public institutions, asvell as
the formation of a properly functioning democratic society.-

The camplete classification of the dangers for the information security and their
sources is inmpassible to be done. Some of them may be outside the country. The inmer
sources of danger involve the illegal activity of improperly registered organizations or
eqonanic structures in the area of the information gohere, asvell as the irregular activity
of some state organs, leading to the violation of the legal rights of the citizens ad
organizations. There are sore inolluntary faults of the regulations defined for informa-
tion acquisition, prooessing and transmission; unintentional errors of the irformation
systams persorel ; failures of the tedniical means and randam ervors in the realization of
the software iIn information and telecamunication systems — all this influences also
necatively the information security.

In order to provice the information seaurity at all the lewels of material production,
servicess ad public practice as awhole, it is goorgpriate 1o realize efficient activity aon-
nected with the formulation of a conocept about information security, which nust esteem
‘the fol loMing agpects:

1. Orgenizational-juridical insurance of the information protection:

— Legal regulating and orgenization of the activities providing information seou-

nity;

— Methodological, organizational and standard technical docurents and manuals
in information tedrologies areq;

— Organizattional activities and prooedures assuring the information protection in
carputer systans.

2. Protection of the irnformation against illegitimate aooess:

— Main presurptions in the protection against il legitinate access;

— Formalized modells of such a protection;

— Systars for aocess distinction.

3. Information protection in telecomunication chamels:

— Archirtecture of the information protection at the level of sanple mocels of the
Qpen systars interaction;

— Algorithms and protocols for encoding in the computer systems, cryptosystens
wirth secret and open keys;

— Algorithms and protocols realizing the functions of a digital sign in computer
networks and systans.

4. Protection against informettion outflow through the damels due to side electro-
megnetic emissions:

— Methodology for protection against information outflow due to side electraneg-
retic enissias;

— Protection against information outflow achieved with the help of corputer tools
improvement;

— Chjective means for information protection.

5. Information protection against conputer viruses and other dangeraus inflluences
alog the darels of software distribution:
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— Types and ways of distribution of the destroying prograns (Vinses);

— duridical ad orgenizational procedures for protection;

— Software-hardware methods and means for protection.

6. Protection of programs and valuable data bases against illegal copying and
distribuao.

7. Coordinating of the activities for irnformation security in corformance with the
requirements of the Intermattional Standard Organization.

8. Baluation of the efficiency of the information security systams (SIS):

— Stating of the general system aspects in the design of SIS;

— Cererating an gopropriate class of SIS functional structures;

— Davelgoment of the prablem for estimating the efficiency of SIS ad the informa-
o, eterirg It

— Development of methods for the evaluation of SIS.

The above mentiioned does not cover alll the aspects of information security in soci-

These problems possess to a large extent sore national specifics also and that is
why their develgamant requires the study of various experts ad specialists in the country.
They have to be integrated inworking teans, where the information security problens
must be carplexly discussed and developed.
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B crarbe mHOOpMalMOHHasA Oe30IaCHOCTL pacCMaTpuBaeTCcsa Kak ""cocTosHME
3alMTE MHOOPMALIMOHHOM Cpelrl ofimecTBa", obecrneunpaniiey ero GopM/POBaHVE U
pasBUTHME B MHTEpecax I'baXHOaH, OpraHM3allal M TOCyIapCTBa.

B ofieM BuIe COOPMYJIMPOBAHE LIeJIM 3alMThE MHQOPMAalIMM B KOMIIBIOTEPHEIX
ceTsax U cucTeMax. JJaHbl psald OCOOEHHOCTEM, BO3HMKAKIMX IIpU ObecClredeHu
VHOOPMAaLIMOHHOM 6e30M1aCHOCTY Ha PasHEIX YPOBHSX — B HEIIPaBUTEJIbCTBEHHEBIX
opraHMzalMax, B OOUECTBE U B T'OCYHAPCTBEHHHBIX CTPYKTYPaX .

[IpuBeOeHH pall TPeOOBaHMM K CHUCTeMaM, ODecleurBailMM MHOOPMALIMOHHYIO
Be30MacHOCTb Ha Pa3HBEX YPOBHAX OOIECTBa M I'OCYNapCTBa .
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