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Abstract
Smaft thrms, as a part olhigh-tech agricultur.e, collect a huge anrount ofdata fiorn IoT devices
about the conditions ofanintals, plarrts, and the envirorrntent. These data are most otten stored
locally and ale not used in intelligent nronitoring systems to provide opportunities tbr
extractilrg rreaningful knorvledge for. the farnrers. This often leads to a sense of missed
tl?nsparency, t'airness, and accountahility, and a lack of motivation for the nraior.ity of fhrmers
to invest in sensor-based intelligent s)stelrs to support al'td imptove the technological
developnrent ol their larm and the decision-making process. In this paper, a data-dtiven
intelligcnt rnonitoring system in a cloud environnrcnt is proposcd. 'lhe designed ar.chitecture
euables a comprehensive solution for interactiolr between data extraction fiorr IoT devices,
pteprocessing. stolage. leature engineeling, modelling, arrcl visualization. Streaming data liorr
IoT devices to interactive live repolts along \vith built rnachine learning (ML) models are
included. As a result ofthe ptoposed intelligent monitoring system. the collected data and ML
modelling oLltcomes are visualized using a poweriirl dynarnic dashboard. The dashboard allows
users to nronitor Yarious palatneters across the tarrrr and provides an accessible \vay to view
trends, deviations, and patterns in the data. ML nrodels ar.e trained on the collected clata and are
updated peliodically. The data-dliven visualization enables fatmers to exanrine, organize. and
represent collected farm's data with the goal of beuer.sewing their. needs. perfornrance and
durability tests ofthe s5,sts6'r ... t,..rided. The proposed solution is a teclrnological bridge with
which lamers can easil1,, all'ordably, ancl understantlably rnonitor ancl tracl< the progress of
their larnrs with easy integralion into an existing IoT systern.

A6crpaxr
14ulerrr reHrs ure tlteplru, raro vacr or BHcoKo'rexHollotHrtHo.l.o 3eMeAeJrt,le. c.u6lpar ot.powno
KoJurqecrBo IaHHlr or IoT ycrpoiicrea 3a ycnoBHrra Ha )KHBorH Te, pacreHHaaa u oKorHara
cpeAa. Te3fl AarrHfl llai:i-.recro ce crxpaHrrBar JroKaJrlro x }re ce H3[oJr3BaT B fltrTeJlirerrrrrr.r
cHcTeNrlt 3a NIoHt4Top H[ 3a aa ]tpclocTaBrT Bb3l\,toxtiocTtj 3a I{3BJtuqaHe Ha 3Haq}lM}t 3HaHH,



3a oepMepHre. Toga qecro Boarl llo yceuaHe 3a llponycHara Ilpo3paqHocr' cn pa BeAJI l'l Bocr ll

orqerHocr r r nc a Ha MorIIBarlI'r, 3a MH o:llucreoT o or tfepNlepl'{Te ,{a ItHBec rl par s 6a:upanlt

Ha ceH3opr uHTerttfeHTH!r crtcrelltt 3a IolttoNtaraHe tt no4odpraaue Ha rexH o.ilol]l Ll H oro

pa3Brrue Ha r{xHala (teplra tt ttporleca Ha B3eMaHe Ha pellteHlJr' B ta':ll ctattut ce lIPe.AJIal'a

ynpaBnrBalta or .qa H r{HTeritfeHTHa crrcreMa 3a MoHIllopllHt e o6'lavua cpe4a.

IIpoeKTHpaHara apxureKT),pa Ito3BoJlrlBa qIJ'loc'l Ho peueHlle 3a B3a!ll\4oAei:icrBlle Nle]i.!y

u3BJraL{aHc Ha aaHHu or IoT ycrpofrcrBil, rrpqllBapHTcJlHl o6pa6orxa. c'bxpaHcHtlc.

lxNexepunr Ha (lyHKrIHlr. MonenrlpaHe rI Bll:ryarr3autlfl. Br,ruleHo e llorotlHo npeaaBaHe Ha

AaHHr'r or IoT ycrpoiicrBa KUM tiHTepam BHlr orLleru Ha xllBo 3ae.quo c Bfpanc'Hl'l MoaeJIl{ 3a

MauHHHo o6yueuue (ML). B pe:y,rrar Ha rpe.{ror(eHara I'IHTertireHTHa cHcrel\Ia 3a

MoHl{Topllllr, cr,6patture .qarrfi H pe3ynrartre o't ML Moa€Jlfipallero ce BH3)'aJltt3upar c

noMorqra Ha -[rIHaM{rqHo ra6ro. Ta6ttoro ro3Borflaa ua lorpe5tlre.tlltre ra rra6rpAaear

pa3nHqHLr flapaNte]pl4 nr.e (tepuata H npe]1ocTaBs AocTbneH HaqrH 3a II llelJleJ HareHAeHlll'lx,

orr{JroHeHLL Ii Mo.t1err{ B AaHHHle. ML lroAe,lure ce o6yvasar Ha cr,6pauttre AaHHII ll ce

aKT)aJIIl3ltpar flepro.(Hr{Ho. Btt:yalu:aqttrla. ynpaBrxBaHa or AaHHI'1, II03Bor'lflBa Ha

$epveplrre Aa pa3rJlexAar'. opraH 3rpar IIpe.qcraBflr cr6paurre.laHHLi or (lepuara c qe,'t

no-4o6po o6c,ryxeane Ha rexr'rrre uyx1u. [Ipe.roclaeeH!t ca reo'foBe 3a npou3Bo]lllrerHocr

H Ii3Ap'bxrl!4tsoct'Ha crcr'eMafa. flpegltoxenoro pc[leHlie c'fexHo]lufllqell NILrcl: c Koi:iro

rlepueplre m o rar ,recHo, .{octln lro tt pa:6upaeuo 1a Ha6rrcaaear tl npocrlerrBal Hanpea'l,Ka

ua ceoure rlepun c neclta HHTefpau rl B cturecrByBalra IoT clrcreuit.
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Abstract

Irr thc ccological tututc of thc planct, intclligent agticullurc rclies on CPS and IoT to ii'ee up

human resources and increase production efficiencl'. Due to the growirrg nutlrber ofconnected

IoT devices, the maximum scalabiliLy capacity, and available computirlg pou'er of the existing

ar.chitectural ir.arrervolks will be reaclred. This necessitates linding a solutiorr that rleets the

cohtinuously growing denrands in smart l'arrning. Cloud-based IoT solutions itre achieving

incrcasingly high popularity. 'l'hc airrr ol this str'rdy was to design a scalablc cloud-based

architectllfe for a srnatt livestock rronitoring systen] fbllowing Agile nrethodology and

featuring environl'Dental trronitoring. health. g|or,vth. behaviour. teproduction. elllotional state.

and stress levels of animals. The AWS services used. arrd their specilic tasl$ related to the

proposed architecture are explained in detail. A stress 1es[ was pertbttnecl to pl'ove the data

ir.rgesting and processing capability ol the proposed architecture. Exporilrental tesults proved

Lhat the proposed arohitectu[e using A\l'S artlomatecl scaling tlleclranisms and IoT devioes arc

{ully capable ofprocessing the grorvir.rg anrount of data, r.vlrich itr turn allorv tbt'rneeting the

required needs olthe constantly expanding nuntber ofCPS s)'stenrs.
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B exororlr.rHoro 6r,4erue ua flraHerara HHTeJrHreHTHoro 3eMeAenue pa:uata ua xu6ep-

dtr:rl'llure cllcrevu (CPS) u l4nrepter Ha uenlara (lo'l').3a Aa ocBo6oA], qoBetrrrtr pecypcr
fr aa noBr,rull erlexrrrauocrra Ha npor,r3BoAcrBoro. [1opa,1u tapacrsaqur 6poii car,p:raun lo'f
yc'tpoiicrBa rtle 6r,/te llocrnlgar Nra(cu MaJIH tI 11. Kaltatltrrer 3a cKajrr,,pycMorJl HaJrBqHara
u3rrricJllreJHa N,rottlHocr Ha cr]uecrByBaulure apxltreKTypuu pauxlt. Toaa Harara HaMnpaHero
Ha peueHxe, xoeTo Aa oTfoBap, Ha HenpeKLcHaTo HapacTBau{}.tT9 t{3HcKBaHHr B

B HTc.ll lt feHTH oro 3eMe1c,lric. Eaeupauure B o5raK IoT peueH , nocllrar Bcc no-forrMa
norr),JrrpHocx lJe,rra na roBa flpo) L{BaHe e Ja ce npoeKTrlpa llaua6apyeva o6lavHa
apxirreKTypa 3a HTerrreHTHa cHcreua 3a ua6,rrogeHae na xo6un xa, cneABaula
NreroAoJlorurrra Agile n aurcvnaula MoHr{Top}tHr Ha or{o,THara cpera! 3apaBe. pacre)K.
noBele lre. B1,3npo 3BoncTBo, eMouHo}ta]Illo cl,cToruue x lluBa a cTpec Ha )r(H tsoTlt t4.t.e.

H:lnol:eanrre AWS (Arrazon Web Setvices) ycnyrfl t,r rexnure crequ{ruqH[ 3aAaqu,
ce'bp3aHr o rrpe;lJroxeHata apxr.l'r'eKlypa. ca tl6rcHeHLt rro,qpo6uo. l4:uupureu c c.t.pec tec,r.,3a
Aa ce Ao(axe Bb3t\,toxHocrra .ra noflrttlaxe lt o6pa6orxa Ha AaHHI.t Ha npeAroxeHara
apxureKrypa. Excnepuuettta,rrrare pe3yrrar AoKa3axa, qe fl pelnoxeHara apx reKTypa,
a3IIoJI3Baura McxaHr.r3Mr 3a aBToNr.lrli3ripaHo vaula6uparc Ha AWS H IoT ycrpoircrea. ca
ttanr,rso cnoco6ult Ia o6pa6orBar HapacrBaruoro KoJlr.lgecrBo IaHHr, Koero or cBofl crpaHa
II03BoJrsBa rrocpeulaHe ua neo6xonrlrHle HyxAr4 Ha rrocrorllHo yBenrrqaBaulx, ce 6poii CpS
c|lcTeM H.
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Abstract
The concept of the Internet ofThings (loT) is based on the idea ofa pern.ranent connection
betNeen the physical and digital rvorld. which is nou,techtrologically feasible. The lo'f can
describe a scenario in which a large number of objects have built-in uniquely itlentifiable
corlrputing devices corrnected to the IntenteL that allow them to collect. store. share and analyze
data and to be nranaged remotelv via other. devices rvitlr an Intel net corrnection. It is important
to provide adequate processing ol Lhe data to see what is behind it and to assess the situation.
Tlre lack ofReference Modelling IoT Architecture prevents a comrrron approach to processing
the generated data, The data front various sources has different nature, r.ange, rate and volunre.
Thc necd to retricvc and analyze this data from thc loT cornplex systclns in rcal-time requircs
tlre application ofrvidc scope ofnrethods and tools. This paper discusses different approaches
to process the data 1'Krnr various sources according to cliffel.ent goals: sensing, data analytics,
and machine learning with hope that using of loT rvill inrprove all aspects of our. life.

46crparr
KoHqenqnrra ra tr4nrepHer Ha Herrlara (loT) ce octonana Ha rrlerrra:ta noc.rorHHa Bpb3Ka
uexny t!rrsr,rvecrur lr qnQpoeul cBrr, Korlo Beqe e rexHororll,{Ho oc.bulecrBuMa, IoT tr.loxe
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ra on14ue cueHapl.iii, npx KoiiTo rontM 6poii o6erru HN{ar BlpaAeHH yHHKarHo pa3lro3HaBaeMU

lt3rIr-.IcJrxrerHx ycrpoficrea, cBr,p3aHlt c IrHTeplrer. Korlro IIM rl03BoJltBar 4a cr,6ltprr,

crxpaflrBat cnorenrr Il aHarlt3 par !aHHrr rr aa 6r,lar ynpae,rlaaull llttcraHulloHHo Llpe3

apyrfi yc'r'poiicrBa c HTepHel' aptrxa. l3arxlro c Jla ce ocllryp]t alleKBalHa o6pa6orxa ua

.4aHH Te, 3a ,&a ce Bu.qn KaKBo crott 3aa rrx tl Aa ce olleHli cliryaultrra. Jluncara ua

pe{epexruo MoAeJrrrpaHe ua IoT apxttrerrypa B'blfipensrcrBa o6ul loAxoA:a oSpa6orxa Ha

rcHepupaHltre gauHu. f{annutc o't pa3nxL{Hlr }r3r'oltH14uH tlMar pa3lHecH raparrcp. o6loar.

cxopocrtl o6elr. Heo6xoAuiltocrra or fl3BrllqaHe tr aHaII 3 Ha re3ll aallHll or cr-loxHlrre

cr.icrer\lu Ha loT a pealHo BpeMe fr3ucKBa rptrJlaraHero Ha ultpot( ua6op or ltetontt tl

lllcrpyMeHTr. Ta:lu crarrg o6ctN;1a pa:,rurnu lo,qxolu :a o6pa6orKa I{a IaHHH or pa3nrl{Htl

u3TolnrHuti cnopea pa3rHLrlru qe,ru: cr,6lpatte !Ia cett3opttll .&all]lu. allarfl3 lta Aallltl, ll

\{alInHHo o6yveuue c HaAexrara. ge u3rror3BaHero na IoT ute no.qo6pll actt'txtt acneKTII Ha

HAIII14'I )I(14 BOT.
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Atrstrast

The health and r.velfare of livestock are significanl lor ensuting the sustainability and

prol'itabilir)' ol the agricultural industly. Addressing ellicient ways to rronitor arrd report the

health status of individual corvs is critical to prevenl outbreaks and naintain herd productivity

The purpose olthe study is to develop a nrachine lealning (ML) rnodel to classify the healtlr

status of rrill< cows into three categoties. In this rescalch. data are collected fiotn existing non-

invasive IoT devices and tools in a dairy lhrm, monitoring the micro- and lracfoenvironnlellt

ofthe cow irr conrbination with particular infotnration on age. days in nrilk, lactation' and more.

A rvorkllorv of various datafroccssing rrcthods is systcntatizcd and ptesentcd to crcalc a

complete, efficient. and reusable roadmap tbr data processing. nlodeling, and real-world

integration. Follorving the proposcd trotkflorv, the clala were tteated. and llr e difl'erent ML
algoritlrms were trained and tested to select tlte nlost descriptive one to monitor the health status

of individual corvs. The highest t'esult fbr health status assessment is obtained by random forest

classifier (RFC) witlr an accuracl,ot'0.959, rccall ol'0.954, and prccision of0.97 To incrcase

the security, speed, and reliabilit5' of the u'ork process. a cloutl architectute ofservices is
presented to integrate the trair]ed model as an additional flnctionality in the Amazon Web

Services (AWS) environrnent.'Ihe classiticatiorr results ofthe ML rnodel are visualized in a

newly created interface in the client application.

A6crpax'r'

3gpaaero rr 6rarocrclor tt uero ua 1o6urrra ca BaxHH 3a oc lyprBaHe Ha vcroii'lllBocr ll
peura6ulHocr I'la cencxocrollaHcKara fiHrycrpltt. I-laN4flpaHero ua etllerrtteul Haq Hu 3a

sa6lro.qenncaroxna.lBaHcHa3!paBHH,crarycHaolacJIHtircKpaBHcolpclxaBaulo3HaqeH c

3a npeaorBparrBaHe Ha orHrura rt nortrtpxafle Ha tlpoll)'KTI'ItsHocrra Ha craAoro. IJelra Ha

,ricjreaBaHeTo e Ia ce pa3pa60Tlr ri,lo,4ejl 3a MauIlHHo oovqeHlle (ML). KoilTo aa KnacLi{!llul.lpa



3npaBlul{ craryc Ha MJteqHrrre r{paBLr B Tpr,r KarefopxB. B toaa u:c:re4aaHe ce cr,6lpar gauHlt
or cr,qecrByBaulrr Herr H Ba3r.r BHr,r lo"l'vcrpoiicraa lI HcrpyMeHTx B MieqHa $eplra. raro ce
tra6ro,qasa MrKpo- 1{ MaKpocpeaara Ha KpaBara a KoN{6ttHauflr c KoHKpcrHa rH(toplraqlr ta
Bb3pacrra. JIH14Te B MJrrKole. JlaKtaulrrta rr gp. Pa6o.r.ea ro.roK o.t pa3rrdrtHx Me.ro,lltl 3a

o6pa6orKa rra AaHHx e cucreMar!.r3lpau Il flpeAcraBeHr 3a Aa ce cb3Aale n,t,lHa, erferrtaua l
MHorol<parHo rr3rroJr3BaeMa nr,Tr.ra Kapra:a o6pa6orxa Ha raHHrr. Mo;lerflpaue r.r rrHTerpaqufl
B peaJlHlt, cBrT. CnelBaiiKl.t npcAjto)KcHLi, pa6orca npo(ec..lauxnrc 6lxa oSpa6oreHH l.i ncr
pa3nrrlHu ML alroplrr,lra 6rxa o61,verl r,t recrBaHr, :a 1a ce lr:6epe Haii-onHcare,tHHrr 3a

ua6l}oleure Ha 3npaBocnoBHoro ct crorHt{e Ha otAerHlire KpaBu. Hail-BllcoKr.tr r pe3)'nrar 3a
oueHKa Ha 3IpaBHIrs craryc ce noJyqana vpet uactr(laxarop Ratrdom Forest Classifier (Rl.-C)
c roLrlrocr 0,959. npunourrnle 0.954 u ro.ntocr 0,97. 3a ,qa ce noBtlrrlli clrrypuocrra,
cxopocrra lr HalexJtlocrra Ha pa6orHr,rr npouec. e npeAcraBeHa o6la.rra apxnremypa ua
ycJr)/ru 3a aHrerplrpauc Ha o6yr{eHn, Mor'terr Karo Ao n,trllH l.rrer'r.r a (tyu r<rqtoua,r H ocr B cpe1ara
sa Arrazon Web Ser-vices (AWS). Pe3yrrartrre or x-.:racrlrllrrraullrrra Ha ML rronela ce
Br3yarr,r3rpar B HoBoclr3Aa1eHrj, llHreprfetic B KrrltcHTcKoro npltJio)r{eHxe.
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Abstract
Digital Twins can be seen as porver.ing the next generation of IoT-connected solutions. Digital
Trvins nrodel the real u,o|ld bv using historical and real-tinre data to represent the past and
plesent and simulate the predictatrle firture. Digital twius are related to a set ofconcepts such
as digital lepresentation and 3D visualization, integr.ation, monitoring, control, computation,
prediction, and decision-nraking. Thcy arc digital replicas of phl,sical objects having
bidirectional data flow. The phl,sical object and its digital twin are synchtonized, arrd tlre
sinrulations. optimizalions and visualizations ar.e in real-time.
Using Digital T$/ins supports the processes of gaining insights tlrat drive better pr.oducts,
optitnize operations, reduce costs, and implove the custotlrer. experien ce. These benefits can be
used in any type of enr.'ironment. including buildings, thctories, thr.ms, power grids. and cven
entite cities.
Data gathered as a result of the inrplenrentation of Precision Livestock Far.ming (pLF)
techniques allor,vs the creation of digital twins though out the farm. As a result, t'anners can
malrage the fatnt rentotely based on feal-time digital inlorlrratiol'I, r.atller.tl]an relying on direct
observation and manual tasks on tlte glound. This allows them to act ilulnediately in case of
deviations. sinrulate the eflect of intelvenLions basecl orr real-lile data and automate various
decision-making processes.

The rnain goal ofthe article is rnodelling and sinrulations oldigital twins for.smarr farming in
a Cloud cnvironmcnt. Dul ing opcrational use, digital twins can be used not onl) to monitor and
sinrulate the eft'ects of interventions but also to rentotel) control objects by using autonrated



actuators. Finally, digital rrvins are also vely valuable lbr traceabiliry, conrpliance, and training

as they optimize larm operations and provide measurable data tbr increasing sustainability.

A6crpaxr
lJr.rrfpoarrre 6lu:Ha( (Digital Trvins) uorar:a ce pa3nflexxar Karo 3a\paHBaulr cJIe.xBauloro

noxoJreHxe perueHHr! cB'bp3aHx c IoT. Digital l wins rtonetapar pearfl , cBrl'. Karo [t3ror3Bar

r.lcropaqecKu .laHHrl H AaHHr.l B pcarHo BpeMc,3a.qa npeaclaBrT Nll,tHaroro u flacrofulero H

aa cxMyllr.rpar npeac(a3)ie roro 6t4eute. I{u$poertre 6,tu:uaqu ca cBbp3arrr,r c Ha6op or
KoHuenqru xaro us4rpoao npe.acraBrHe u 3D Bu3ya:rrl3auri rI, r.rHTefPaut!r. rlroHH topl'lHl
xoHTpolt. lt3qHcJIeHHe, npofHo3xpaHe ,t B3eMaHe Ha peueHfirl. Te ca uurlrPoev Koflli, Ha

rfu:nuecrn o6errn c,&oynoco.teH roror( or.qalrIlH. @u:uqecrcurr o6en n tteroeurr utt(tpoe
6lg:gar ca cxHxpoHu3t{paHII, a c!rN{yJIauxrre. ortrttM}I3autlure It B 3yarfl3aullrlre ca B

peanHo Bpe\{e.

I4:nonseaHero }ra Digital Twins nogg'spxa npol(ecr'rre I{a rloJryqaBaHe Ha lrpo3peHfir. Konro

crnrvyJl par u3rpax.qaHe ua no-go6pu npoAyr{r . onruvlr3HPar otlepauutlre, HaMarrBar

pa3xoaxre u no;o6plsar L3xIrBrBaHero Ha KJIHeHTtre. 'fe3u npea McrBa Morar ,qa ce

r{3rlor3Bar BbB BcrKaKbB Trin cpe,Ia. BKJ'IloLl}lrerHo crpalu. (la6plirr,r. (tepnttt. eLtexrpuvecxu

NrpexH !r ,4opn rleJru fpaAoBe.

,[auuure, c'u6paur e pe3ynrar Ha t]ptirafaHero Ha -rexHUKti'te 3a npe(r3Ho )t(ttBol HoBb,llcrBo

-Precision livestock farming (PLF). flo3BonflBar crJ3naBaHero Ha rl{ruranHH 6,rtt:Haqtt tt:sl,u

t|leprllara. B pe3yJ,rar Ha roea (repvepure Morar ra )'npaBnr{Bar (tepnala gucrax(uoHHo B}3

ocHoBa Ha ulrrf;loaa nHrfoglivtauxt B peaJrHo BpeMe, BMecro Aa pa3tlIITar Ha arPeKTHo

Ha6,rroAeulre !r pbtrHo r'I3rlr'IHeHue Ha 3a,qaqll Ha Nlrc'lo. ToBa Hlt tlo3Bo,'lrBlr Ia AelicrBar
Hesa6aeHo B cny.raii Ha orxnorteHttr. Aa cHtuyltrpar e(rexra or 14HTepBeHlll'lllre Br,3 ocHoBa Ha

AaHHrr or peaj'Ilfl4,r )rir4Bor pi Aa aBToMar[3flpar pa3rtl'I-lHH npoqecll Ila B3e]!(alle IIa peuellHf.

OcnoeHara ue;r Ha crarltflTa e r{oaennparte tt cltlrryllarMn ua ullQpoarr 6rlrgHautl sa

,rHTelrfireHTHo )r(lrBorHoBl,AcrBo s o6,ra.IHa cpe4a. IIo BPe\te Ha oI]epart{BHa yltorpe6a

r1a(lpoerre 6,rr:gaus Morar ,{a ce IJ3ItoJI3Bar He callo 3a ua6,rrcneHtle tt ctlilly:IllpaHe Ha

e(rerrure or rrHTgpBeHuHH. Ho LI 3a .lllcl'aH ul{ oH H o ynpaBJIeHIle ua o6erru qpe3 H3ror3aaHe

Ha aBToi\tara3upaHr4 3ajlBt4xBaulH MexaHH3l,1{. I4 Haxpar. allrr.rraJlHtirc 6,Tlt:Hallu clulo ca

r{Horo ueHHrr 3a npocllelrll\Iocr, c}orBercrBlte u o6y.renttc. rbii Karo re onr}lMx3lipar

olepaquure Ha (tepivarra tr rrpeAocraBr't H3Mellti\'r14 IaHHtl 3a noBUulaBdHe Hl-t vcroii'-lltBoclTa.

f7-3. Baliatrova, N., Atanasova, T., Bakanor', A. "Applying Machine Leauing to f)ata frrnr a

Stluctu|ed Database in a Research Institute to Suppofi Decision Making" (2020) Lecture Notes

in Computer Scierrce (including subseries Lecturc Notes in Artificial lrrtelligence and Lectule

Notes in Bioinforrlatics). 12563 LNCS. pp.712-722.

IS BN :97ti--l-0-10-6(r-170- |

SJR:0,320 (Scopus)

https:/kloi.org/1 0. I 007/978-3-030-(1647 I -8J4

Abstract
The articlc dcals rvith thc problenrs ot crcating att intbrrration base 1bt accumulaling data on

the scientific activities of enrployees in the research otganization. to stttdy these data as the

basis ofscientonretrics indicalors and 1o provide tools tbr making strategic decisions at tesearch



institutions. The study is based on Weka - open source machine learning environment that
gives several mechanisms tbr finding consistent patterns in the data.

A6c'rpaxr
Crarlsla ce 3asnvaaa c npo6,revttre ua ct3naBaHero ra fr u rfoplraqlt oH ua 6a3a 3a HarpynBaHe
Ha AaHHH 3a HayqHa't'a leEaocr Ha cnyxlrreJlire B 3cnenoBare;rcl(ara op[aHr,r3arJxr. 3a

,l3cJlclBaHe HaTc3u naHI{ kaTO OCHOBa Ha HayKOMCTpHLIHIT flOKa3aTeJr ll 3a npeaocTaBrHe Ha
xHcTpyMeHTr.r 3a B3eMaHe Ha cTpaTetxqecK pe[JeHx, B ].I3cJIeaoBaTeJrCKrTe LIHCTITTyUH]i_

fipoyvaaueroceocHoeasaHaWelta-cpela3aMault{HHoo6yteuuecoraopeuKol{,KorroAaBa
Hr(oJrKo MexaHr.r3r\ta 3a HaNr[paHe Ha nocJ'reloBaTeJlHfl MolIeIB B naHH[Te.

I7-4. Blagoev. L, Atanasova, T. .,Problems of Ensur.ing Data Security in Digital Management
ofProcesses in Animal Husbandry" (2022) 8th International Corrference on Energy Et'frciency
and Agricultulal Engineering. EE and Al-i 2022. pp,1-4

IS IIN: 97lJ-1 -6(i5{-07(}1)-(}
Scopus

https://doi.orq/ I 0.1 I 09/EEAE5i789.2022.9831 280

Abstract
Witlr tlre advancenrent of digitalization and digital transfbrnration, more and more activities
and ser.rices arc being transferred to the digital space. Digital nranagemenI of technoiogical
processes in animal lrusbandq, is based on the use of data at all stages of anirnal husbandry.
Pood producers throughout the chain - farners. pr.ocessors, distributors, traders. regulators -
need to guamntee data securitv in existing processes Io ensure greater protection ofdata pri\ acy
and to have unalteled digital content on the whole chain. Irr this rvay, end-users can be informed
about the path of lood in today's digital global world. This article locuses on the problerrs of
data seculitl, in digital rnanagenrent ol livestock processes. An appr.oaclr that combines TSA
and Blockchain technologies is proposed for ensuring data tr"aceability. Advantages oi the
sustainablc uses ofthc bloclichain technology combined rvith tinrcstarrp ser.vices 1br the animal
husbandry chain are presented.

A6crpaxr
C HaflpelBarrero ]ra nrrrfiTartr,r3ar1rrrra rr I]trHTaJrHara rparrc$oplraqul Bce noBeqe.leiiHocru
H ),cnyrH cc npcxBl,pJlrr s ut{lpoaoro npocrpaHcrBo. [nrmalnoro ).npaBJrcHr.rc fla
TexH0JIOTl4.tHHTe I]potlec't B )I{l,i B0TH oB},/ICTBOTO Ce OCHOBaBa Ha !t3ilOJ]3BaHeTO HA AAHHP- Ha

BcrlrrKtl erarlu or rrrBorHoBl,acreoro. flpou:sogareraTe Ha xpaHx no qsnara Bep ra -
Qepr'repri. n pepa6oreare,r r, ,aucrpu6yropu, TlproBuli! perynaropn - rprSea Aa mpaHrrrpar
cxrypHocTTa Ha IaflH1,lTe B cT,tlecTByBar(rtTe npoqecH. 3a,{a ocxfyprBaT no-foJTrMa 3atqHTa
Ha rtoBepnrel]Hoorra Ha IaHHltre u .[a r,]Mar Henpot\reBeHo uurhpoeo c.ba.bpNaHHe ro urJtara
repura. IIo'r'o3r{ HaLruH Kpai:iHlrre rrorpe6ri re;rn nora.r Ia 6,sllar uu$opuupauu 3a trb.t., Ha
xpa,tara B AHcrxHur.qlrlrraneH r,lo6a,res cssr. Ta:l crmu, ce rforyo,rpa s.upxy npo6,revure
Ha cr4rvpltocrra Ha AaHrutre e qu(rpoeor.o ynpaBreHr4e Ha xrlBorHoBl,AHtire rrpoqecft.
flpearara cc noaxo.q, Koiiro ci,.tcraea rcxHoltorlntre TSA u BIocl<chain 3a oc ryprBaHe Ha

fipocleAlrlrocr Ha naHr{fiTe. llpelcraeeuu ca npeAur,tcrBara rra ycroi.i,txBoro x3rIoJ,l3BcHe Ha

6,roxqei:iH TexHollon,rrra, cblsraHa c ycnyr 3a BpeMeBtr nelrar 3a rolBorHoB.bAHara Bepxra.



f7-5. Dineva. K., Atanasova. -l'. ..lixpandable IoT Architeclute lbr Livestock in Agt-iculLtrre

5.0- (2021 ), International Multidisciplinary Scientific GeoCortlerence Surveying Geology and

Mining Ecology Management, SGEM, 2I (6.1 ). pp. 93- 100

SJR:0.123 (Scopus)
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Abstract
The technological progress naturally leacls to a transition lrom AgricLtltute 4.0 to Agricirltule
5.0, r.vhich includes key technologies as Wireless Sensot Netr.vorlis- Internet ofThings. Cloud

age, Arlificial Intelligence. and Machirre l,earning acconrpanl ing agronontic activities. These

technologies allor.r'collection ofinlbrnration. analyzing and drar,ving nreaninglitl irrsights tionl
it in a nrore accurate, timely ard reliable mannet. Io'l- in this context refers to the use of lo-l-

devices to convert data lloll surrounding elentents alld actions related to agticultule. 'l he

nunrber of loT agricultural active contrectiorrs in tlre EU irt 2016 is repofted to be 0.5I million,

increasing to 12.03 nrillion in 2019 and expccted to leach 46.92 million bv 2022 ancl'7026

million connections by 2025. Moreover. IoT techtlologies (sensors. cal.rleras, drones, and

connected devices) ate considered as tlre ntain reason agriculture cal'l generate so muclr

valr:able inlbrrration, The agricultute sector as expected is higlrly influenced by the advances

irr these technologies. Smart Farming is in tbcus norv. l'here are various proposed solutions

utilizing the IoT concept in Snran Farming. Howevet, the architectute of these developntents

is very dillicult to reorganize to provide lbt the expansion oltheir iunctionality. the integration

of new Iol'devices and data soulres using various cotttmunication protocols, I'-inally. rnanaging

IoT devices is still a challenge. Catching trp rvith the eve r'-increasing demands and

technologies. Agricultule 5.0 neecls an effective apptoach to the desigrr ol exterrsible IoT

architectures. By adopting AWS Cloud IoT seryices this Paper proposes an expandable IoT

architecture, wlrich can work with a variety of conllrtln ication plotocols. allowirrg cent|alized

dcvicc managemcrrt and Big Data processing abilitics.

ASclpax'r
TcxHonorfi.IHrlrr nporpcc ecrecrBeHo Bo.4x ,lo flpexor or 3eivelelue 4.0 xuv 3eue.lelue 5 0,

koero Br{rroqBa r(JrolroBr{ TexHororHr.r raro 6e3rrtrqHu cerrioprlI vpexu, Hrrreptter tra Ireulara.

o6:raqssre ll3tu-lcJleHlrfl. t43KycrBeH rHTeJ'rcK-r' r MauIlHHo o61''lcHttc. cttlrrcrBaulll
arpoHo[,trqecKrre aeiiuocrr. Te': n texsoltotrtr flt.l3Bor'lrBar cr,6upaue Ha tlH(loptvaulr.
aHaJII,r3r4paHe L fl3BjlrqaHe Ha 3Haql,lMIl npo3peHIL oT tlefl l-lo flo_ToI{eH, HaBpeMeHel',l H

Ha,qexAeH HaqlH. IoT B To3H t(oHTeKcr ce orHacr Ao ll3tloll3BaHero ua loT ycrpoi:icrea :a
npeo6pa:yaaue Ha,qaHHtl or oKoJtHltre erer4eHTtt t1 ]lciicrBHfl. cBbp3aHIl c'bc oercroro
croraHcrBo. Dporr ua IoT celcxocrolaucKltre aKlllBHLI Bpl,3Kll B EC rrpe:r 2016 r ce

cr,o6qaua ua 0,51 rru:ruoua. Karo cc ),BeirrLIaBa ro 12,03 nrnttrtoua ttpel 2019 I ll oe oqaKaa

Aa Aocrsrne 46,92 MnJurona Ao 2022 r. a 70,26 r\rrlrr.roHa Bpl,3Krr ao 2025 r: OcBeH 'roBa IoT

TexHojror-rr14Te (ceH30pn, Ka[{ep}.r! xPoHoBe }t ycrpoi.IcrBa 3a cBbp3BaHe) ce crlHTar 3a

ocHoBHara nprlriraHa cercKoro crolrarcrBo Ia fcHcpupa roJIKoBa N4Horo ucuHa uuQopuauur.
Cerropr,r Ha ceJlcKoro crottaHc rBo! KaKTo ce oqaKBa. e cr.rilHo IIoBJIIITH or HarPe/:l'bKa B Te3rl

TexHoJIon{H. 14nteluregluoto 3eMeIeJllle e Ha q)okyc cera. [4ua pa3rL]tlHl'l flpeAr'Iox(eHu



perxeHHr, l,r3nor,r3Baur KoHlleflq rTa 3a IoT B Smaft Farming. ApxflreKrypaTa Ha Te3fi
pa3pa6oTKn o6a.re e t\{Horo TpynHa 3a peopraHH3[paHe, 3a !a ce ocHfyplt pa3[IlzpflBaHe Ha

TrxHara (byHr(uloHanHocr, trHTerpupaHe Ha HoBlt loT ycrpoi:icraa u r3TolrHlrqr! Ha AaHHli,
L:llolr3Barr(r4 pa3.ltjrlHr Kot\ry H u KarIlroHH a lrpotoKolrlt. h uaxpal. yrrpaurenne'ro na IoT
ycrpoiicrBa Bce oule e npeAr.i3BltKarercrBo. HaBaKcBai.iKll HenpeKbcHaro Hapacr8aulrre
I,I3LIcKBaHufl fi TexHoJronrfi, Agt'icultule 5.0 ce ul,xnae or erlerraseH rroAxon KrrM

npoexTttpaHero Ha pa3rlHpreMH IoT apxurexwpn. 9pc: npuenraucro Ha o6lauHr IoT vclyru
ua AWS (Arnazon Web Services) B ra3li crarrl{ ce npeAnara pa3ur4p{eMa IoT apxrrrexrvpa"
Kolro Nloxe .ra pa6oru c pa3;luqHrr KoMyHuKauLtoHHl,r nporoKoJl14, r03BorrBaiiKrr
qeHTpanrr3rrpaHo ynpaBJreHlle Ha vcrpoiicrBa n B.r,3MoxHocru :a o6pa5orxa Ha roreM AaHH

17-6. Dineva K., Atanasova T., Petrov P, Parvanov D., Mateeva G., Kostadinov G. .,'lbrvards
CPS/loT Systenr fbr [.ivestock Srnart Far.m Monitoring". (2021). Intenrational Conl'erence
Automatics and Infornratics (lCAl), IEEE. 2$21.25?-255

I SSN : 97lt- I -6(r5.1-2 6{1 1 -9
Scopus

https:i/doi.otq/l 0. i 1 09/1CA152893.2021.9639460

Abstract
Cyber-physical systents (CPS) reptesent an in{ornration techrrology notion that involves the
incorporaiion of conrpLrtirlg t)roperties into phl sical objects of all hinds. biological or artificial.
These systems are called to flee up hurnan resources, increase modern production effioiency
and be of great help in improving the qualitv of productiorr. Sensors built into agricultur.al
equipment. located on pastures or attached to lalnr animals, n'tonitor ceftain palan.teters and
send data for storagc and plocessing. This is done to optimize decision-mal<ing processes r,vith
the help of nrachine learnil]g soltwale that can analyze latge antour]ts of data and ol.rtinrize
plocesses in real time. The paper proposes CPS systelr for n'tonitot.ing the envilonment, healtlt,
growth. behavior, leltroduction. emotions and stress of aninrals. as well as CPS nrarking for
tracking and counting anintals using IoT dcvices. Thc sl,stcrn collects heterogencous data fl.om
various sensors and conrnrunication nrodules and provides rrodelling of' processes and
phenomena rvith nranaging ol lalge volumes of daLa and application of mathernatical and
con]putational tools in AWS Cloud.

4.6crpaxr
Kr6eprlu:nrHnre cxcre\lH (CPS) npeAcraBrrBar nger :a ua(topuarluoHHL 't.cxHoJ.torn14,

KO'ITO BXITOTIBA BKJ'IloqBAHETO HA H3T{fiC,]'ITE,IHT CBOI,::iCTBA A'UE rIW:AVCCTU O6CKTI. OT BC'KAKtB
eag. 6uolorn.rHn ulrr'r l43K),crBeH . Te3tt cttcreNl Lt !rMar 3a tleJ,l ga ocao6ogrr loeeurxr,l
pecypcr.rl Aa noeuuar e(terrrurocrra Ha o.bBpeMenuoro rrpol3BoAcroo lr la 6r,gar or ro:rrua
nor3a 3a no4o6praaue Ha KaqecrBoro Ha npoAyKuurra. Ceu:opn, Btpa,qeHu B

coJlcxooTo{taHcKa'tcxHriKa, pa3t,oJtoxeHu Ha Itacl,lUla rt.I rlpl,tKpetIcH14 KbM cejlct(oc.follaHcKtl
xlrBorHti. cre.lrr onpeAeJleHu flapaMerpu l lt3flpau]ar AaHHH 3a ctxpaHeHlre u o6pa6orxa.
Toaa ce rpaatt,3a Ia ce orruMrr3lpar rrpoqeclrre na B3eMaHe Ha peueHx, c loNtoll1Ta Ha

co$ryep sa MauirdHHo o6y.reHuc. KoiiTo Moxc !a rHanlrsupx rorlcMu KoJrdeeuB:d gaHHA Aa
onrr.rMr.r3t{pa flpollecr{Te B pea"rHo BpeMe. Ctarutra npe,{nara CPS cxctenra ta na6:rrc;enre
Ha oxoriHaTa cpeAa, 3apaBeTo, pasTe)Ka, IroBeAeHtrgro, B]r3n po tr3 BOAcTBoTo, eMouIl.rTe u



crpeca Ha )IiHBorHHTe, Ka(To I GPS r'rapxupaHe:a npocnearBaHe u lpe6poraaue Ha rxlleorutt

c noMoulra Ha I o'l' ycrpoiicraa. Clfic'reMara cT'6upa Pa3Hopo.xHx AaHHll or pa3nIILlHll ceH30p14

rr KoM)H KaquoHHrr Moaylr fl ocllfyprBa NIoaeJlrpaHe Ha spouecH ll ,BJIeHll, c ynpaBneH e

na lottevlt o6eva or,l(aHH 11 IIpuJtamHe Ha MareMalr4qecKIi tt H39 trcitli reJtH ti t4Hcl pyNleHTl{ B

AWS Cloud.

f7-7. N. Bakanova, A. Bakanov, T. Atanasova ,.Modelling Hurnan-Computer Inter?ctions

based on Cognitive Styles withirl Collective Decision-Making' . (2021). Advances in Science,

Technology and Etrgineering Systeus Journal, vol, 6. no. l. pp.631-635.

ISSN:2115-(169ll
SJR:0188 (Scopus)

hn D,s:/-hr191l!alt !!

Ahstract
-l'lre article proposes an approach to evaluate hutlan-computer interaction in the collective

decision-nraking rnodel. It is believed that all teanr members interact r.vitlr each other through

a distributed inlbrntation system. 
-l'hc apptoach involves cotrsidering, uhen modelling^ the

pelsonalitl cl'raracteristics ofperception, each mettlbel ofthe teal'l'l as a set ofcognitive styles.

Within the scope ol the proposed technique. it is believed that inlbrnration tlows ate

interconnected with the plocesses ofcollective decision-rraking, rvhich trrakes it possible to

model the process ofcollective decision-making. monitor and analyse the ettectiveness ofthe
collective's activities. Experimental studies accontplished with statistical clata processing rvere

can ied out and discussed.

A6clparr
Crarua'ra flpe,qnafa EoIxoA 3a otleHKa Ha B3allMoleil.IcTBxero qoBeK-KoMrIIorbP B MoAera 3a

KoJreKTr,lBHo B3er,raHe Ha peueHIrr. Cltrra ce, qe BcIlLIKl{ L{reHoBe Ha erl'l[a ts3allNloAel"{crBar

rroMexay cr.r rJpe3 pa3npe.{ereHa au$opuaurouHa cHcreMa. o.[xozlt r sxrloqsa pa3r,'lexAal]e

Bcexrr qJreH Ha erarra Karo aaSop or xoruurueHH crltiroBc npu r{oae;IllpaHc Ha JIIIT'lHocrll!tre

xapaKTepxcrr{xr{ Ha Bb3nplirrtlero. B partrttle Ha npernoxeHa'ra rexHI{Ka ce cN{tra. qe

r.ruQopivrauloHuu're ro'follll ca B3au N{oc B-bp3itH rt c rrpouecrr-fe Ha KoJleKTtlBHo B3el\laHe Ha

peueHHr. Koero flo3BoJlflBa.{a ce l\toleJlllpa flpouec'br Ha KoJleKTrBHo B3eMaHe Ha peueHI"lrJ

Aa ce tta6,rrolaea n altalu:rpa etlerr Bllocrra I{a lleiittocrra Ha KoJIeKTI{Ba. Brxa npoee,4eHH

u o6cr,'Aegtz crcflepxlleHTaJIHtI H3creIBaHIlr! x3B15plx(]Hl1 cbc cTaTucTl'ILIccKa o6pa6orxa ua

IAH H H.

ll7-8. Kostadinov, G,, Atanasova, T., Peoov, P ..Reducing the Number of lncidents in

Converged IT Inlrastructure Using Corlelation Approach'. (2020), lnternational Conl'erenoe

Automatics and Intblnratics, ICAI 2020 - Ploceedings. at. no. 93 I 1349

Scopus
https://doi.org/ I 0. I 109/tCAI50593.2020.931 I 349

Abstract
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The operatiorral staff in IT is obliged to conrply with the requirenrents for digital business
transfortr ation. which should change the tradilional l-l'management techniqnes. ln the spirit of
these changes, a furrdamental requirenrent is the collection and anal.v-sis of data on IT
infiaslructure. The use ol'the correlation approach Lo analyses the clata oollected, detect
anomalies, and deternrine causalitS, are key to reducing the number of incidents in rhe IT
intl'astructure. 1-his paper discusses a conelatiorl approach to identilying indir.ect relationships
betr.veen dillerent types of incidcnts tn the CI. In this rvork, the enrphasis is on discussing thc
Artificial intelligence for IT operations (AIOps) which cxplains the nrodel adjushrrent needed
to handle digital changes in IT operations.

r\6crpar<r
Onepatranrrrr nepcoHan a I4T e g,rr,Nen Ia crra3Ba rr3ucxBaH rra :a garnralua 6lr:nec
rpauc(roplrarlur, rolro lpr6ea 1a opoNleHr,r rpaAu llr,toHH nre rexHnKn aa ynpaelerlle na [4T.

B 4yxa aa reslr npoNleHr octloBHo r.r:ucraaue e cr.6npaHero fi aHanli3r{panero Ha laHuu :a l4'f
url$pacrpyxrypara. 14:rol:r:asero Ha Kopera(rolltH, floAxotr 3a aHanlr3r.jpaHe ua c.s6paunr.e

naHHrr" oTKpt{8aHe Ha aHoMaJr H r{ onpenellrHe Ha tIpxqxHHo-cIeacTBeHaTa Bp.b3l{a oa
KrlottoBr 3a HaMarrBaHe Ha 6por na trHulueHTt{Te e l,l1' rl n$pacrpyxrypara. Ta:u crartn
o6cr.x;1it xoperraqnoHeH rroAxoll:a nleulu(;nqupaue Ha KocBeH Bpb3r{lt Mexly pa3Jr*rl
BIAoBe uHrlr4leHrr.r B KoHBepreHrHa I4T H(lpacrpyxrypa (CI). B ra:ri pa6ora aKueHTrr e

eT pxy o6cr,xgauero Ha r43KycrBeHH, rrHreJrerr :a I4T orepaquw (AlOps), Koero o6rcHqsa
KopeKuurra Ha MoAera. ueo6xognlra:a cnpaarrre c qu$poeure npoMeHu B tr4T oflepaUfiH.re.

f7-9. Petlov, P.D., Atauasova -l'. ., l'he Ellect of augnented reality on students' learning
performance in STEM education" (2020) lnlbrnration (Su,rtzer.land). 11 (4). ar1. no. 209,MDPI

IS SN:21)7lt-24,t9
IF:3.1 (WoS), S,IR:0.662 (Scopus)

htQs://doi.ore/ I 0.1390/lNliO I I 040209

Abstract
Tlre efl'ect of orre ofthe ntost popular'3D visualization arrd rrrodelling technologies lvith haptic
and touch leedback possibilities-augmented reality (ARFis analysed herein. That inoludes
a specific solution, incorporating augnlented realiry. A case study for delivering STEM
(science. techrrology. engineedng, and mathenratics) content using this tool at one secondary
school in Sotia is presented. Thc cxpcrience gained in onc school year of using lacilities fbr a

STEM enrichrrent progrant has lreen exarrrined.

A6crpaxT
Ty t< ce auaru:apa etferrr,r or e.qHa or Haii-nonyrrpH Te rexHororur.t:ra 3D en:ya,ru:aqul u

NtogeJrrpaHe c BTr3r\lo)i\Hocra 3a xarrrltrlHa r cel3opHa o6parua spr.:ta Ao6asexa pea:rHocr
(AR). Toua BKrroqBa KoHKperHo peueHLre, BKlloqBarlo Ao6aseHa peaJrHocr. flpe1crareuo e

npoyrlBaHe 3a rrpeAocraBxHe Ha ob,ItrpxaH e lro STEM (Science, Technology, Engineering,
and Matlr - Hayr<a, Texuo,rorllu, I,lHxeHepcrBo !t MareMarlKa) c noMoulra Ha ro3u
HHcrpyMeHT B eIHo cpelHo yrrriir14ule B Co(trr. Pa:r,renau e onrttlT. xarpynau :a egua yve6ua
fo.qHHa oT B3nor3RaHeTo Ha TcxHortofll4 a nporpava ra o6orarreaHc Ha STEM.
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f7-10, Dineva. K.. Atanasova. -l'. ..Archilectural ML I-'tanrewotk tbr Io'l Services Delivery

Based on Microservices" (2020) Lecture Notes in Computer Science (ittcludiug subseries

[,ectue Notes in Artificial Intelligence an.l [,ecture Noles in Bioin lbtntatics). 12563 I.NCS,

pp. 698-71 I .
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Absh?ct
The Internet ofThings (loT) is the interconnection 01'devioes and sewices that allorvs tree data

flow. Managing and analyzing this data is the actual added value that loT is benellcial for.

Machine learning plays an incteasingly impo*ant role in peltblrning data analysis in IoT

solutions. This papel presents an atchitectural il-atnervorl. with maclrine learning soltttions

irnplemented as a selvice in the mictoservice gloup. This architecttllal ttanlelvotk fbr IoT
services delivery is designed lbllowing the Agile rrethodology. The requiremetrts fbr the

sottrvare architecture and expected 1'unctionalities ofthe system ate defined.-l-he nticrosen'ices

collection is explained by providing a separate description lbr every service. Machine learning

(MI..) analytics on IoT (as thq processing paradignr lol intelligenlly handling the IoT tlata) is

represented as a part ofthe nticroservice platfo[m. Sevel?I strategic advantages olthe proposed

nricloselvice-based IoT architectule over othels are disoussed together with implelrentation

issues.

A6crpaxr
14urepner ua ueuqara (loT) e a:anuttoro cBl'p3BaHe Ha )'crpoiicrBa II ycrylx, Koero Il03BollfBa

cso6oAett norororgauuu. Yrpaueluero x aflarx3t'IpaHero ltare3fi.qallll e1eiicrB Tenllara

,[o6aBeHa cror,iHocr,:a xogro IoT e or nolsa. Maullsuoro o6yleHtle urpae ace ro-BaxHa poJL

rrpt,r !.r38],lllrBaHero r.ra aHa:rIt] Ha .[aHHr a IoT pctlteuur. 'l'attt ctatttn rrllc/lr:laBfl

apxr{Tei{Typga paM(a c peuJeHult 3a NrttlllrHHo o6ylcttte. EHeapeHtt Karo )rc.llyla B fpynara Ha

r!o{KpocepBx3xre. Tasu apxttrexlyprta patv{xa 3a ape.qocraBrlle na loT yc,lyrrl e npoeKrxpaHa

c,reJIBaiittu Mero)lollorHrra Agilc. ,{cr}runNpaH}t ca tt3ltcKBaHllrra K'LM cor}ryepnara

apxllTeKrypa H oqaKBaHl,rTe $yr rcultoHaluocru Ha c]rcrer\{ara. Ko,lexutxra or MtlKpoycryrll

ce o6scHqsa qpc3 Irpe,aoc'ritBrHe Ha or]lerrHo orltacaHLrc ail BcrKa ycnyra. Atattr:r.'r ua

uauruuuo o6yveaue (ML) 3a loT (Karo napa4nrua :a o6pa6orra sa au telttreH rHo onepapate
c IoT aaHrrn) e npeAcraBer karo iracr or uaT (ropr"tara 3a MH(llocepBlt3H. Hcxo,lro
crpzrrcrrrJccKr.r npeAnMcl'Ba Ha rlpcano)IieHara IoT apxltrcxrypa, 6a:upana Ha MHKpoycnyft,t,

ce o6cr,rraar:aeAuo c npo6lievure Ha RHellprBaHero.

f7-11. Dineva, K., Atanasova, T. ..Systerratic look at nrachine learning algorithms -
Advantages, disadvantages antl plactical applications" (2020) International Multidisciplinary
Scientiflc GeoConf-erence Surveying Ceology and Mining Ecology Management, SCEM.
2020-August (2. l), pp. 3 I 7-32.1.

SJR:0.12J (Scopus)

ISBN:978-619-7603-06-4, ISSN:1314-2704 lrttns://cloi.ors/10.559:l/sscnrl0l(l/2.1/s07.041
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Abstract
Machirre Leanring (ML) is the study and rhe usage ol'tlre mathematical algorithrns which can
inprove tlreir perfbrmance without the need tbr human interaction. These algorithms are

considered as a subseL ofAriificial Intelligence (AI ). Machine lealning algorithms use past data
as input and ploduce nelv ptedicted values as an output, Machine learning algorithnrs have
been used in nrany areas for solving an innumerable nurrber of tasks. Horvever., the various
tasks need applying ofdifiblcnt machirre learning algorithms tbr obtaining ntayinrunr accuracy
of tlre target results. In this paper. an analysis with consideration of the advantages,
disadvantages, and dilferent areas ofapplications in thc real rvor.ld are nrade for each olthe
four ML algorithm groups - supetvised. unsupervised, semi-supervised. and reinforcement
leaming. Alier the comparative analysis is done, tlre ensenrble nrethods boostirrg. stackirrg, and
bagging are introduced, deso ibed, and compared. Emphasis is done on defining the accuracy
of which ML algorithnrs can be inproved and which ensenrblc nrethods can be used for.that.
Machirre Learning algorithrrs combined rvith ensenrble nrethods are highly competitive and
provide the best lesults in most cases whele they are applicable.

A6crparr
MtuuttHuoro o6yleune (ML) e LI3yqaBaHelo 14 r'j3rroJr 3BaHero Ha N,rzreuarl4 qec K tr a.iu'opxlM14.

Korro Morar.4a nogo6prr r{xtiara npor,i3Bonr.rrerHocr 6eg r:eo6xoAuuocr or goBeulKo

e:aavoneiicreue. Te3r aJrropxrMrr ce cq14Tar 3a noANtHoxecrBo or aJrfopHTMI,I Ha H3K) crBeHxr
HHTeJTeKT (AI). A,rroprrrrvrrre 3a MatruHno o6yveuue lt3lolr3Bar MHHaTH IaHHfi Karo Bxo,4 tI
npon:lBeliAar rroBlr croiiHocrr.r Karo !llxo,q. Anrol'lurltrrc 3a MaurrrrHo o6yletlre ca 6l,rn
Ll3tror3BaHrr s \,{uoro o6,tacrr 3a peutaBaHe Ha 6e:6poli MHoro 3anaqu. Pa:luquute gaAaqu

o6aue tt:xcxsar npr,rJlalaHe lla pa3rxqHw aJrroptTTt\{H 3a MauuHHo o6yqeHwe 3a nocrtttaHe lla
Nrar(cIr{arr{a roqrrocr rra uejreBlt re pe3yJrrarfl. B ra3u crarHfl e tranpaBerj alrar}i3 c orrfilralle
Ha rrpearrlrcrBara, HeAocralrluxre tr pa:,rrrlnrrre o6lacrH Ha nprrltoxeHm B peaJlHufl cBrr 3a
BcrKa or qerlil.rre fpyrrll artoprlr\rri 3a M[, - caMoo6)r.teHrero c y.rareJr, calroo6yveuueto
6es lvrtrel, crtreceuo cauoo6vvenue l o6yteulre c nonctrJrBaHe. C:reg rt:etpuraae ta
cpaBHHTeJIltIL aHaJur3 ce BbBexAar. orMcBar H cpaBHrBar Mero,4HTe Ha aucan6r,la ta
ycrir'rBaHc! I]o,&pcx.[aHe ]r naKcrr{paHc. AxuenTr,r c rocraBcH B6pxy oIIpLueJ,lrHero rra

Toqrrocrra Ha KoH aJlroprlri\{}.r 3a ML Morar aa 6r,rar noro6peglt H KoI,I Merorlt ua agcatr6.ul
N,rorar,ra ce rr3loJt3Ba'r' :a roaa. A:ttoplrlltl4're 3a [{au HHo carloo6yqeHxe, tiotrr6nrnpauu c

ueroprl ua ancalr6'r,r, ca clrJ'rHo KoHKypeHTHr.t l.t ocfiryprBar Haii-,{o6pu pe3ynrartr B noBeltero
cjTyqali. KoraTo ca II p It J] o)K]t t\{ l{.

f7-12. Dineva, K., Atanasova, 'I. ,,Machine Iealning solntion 1br,

International MulLidisciplinary Scientific CeoConlbrence Sur.veying
Ecology Management, SCEM, 2020-August (2. I ), pp. 20'1-214.

IoT big data" (2020)
Geology and Minirrg

SJR:0.I23 (Scopus)
ISBN:978-619-7603-06-4, ISSN:1314-2704 https:/tio i.s11/,lQ.j-!93/sgenr?020/2. l/s07.017

Abstract
Norvadavs it is critical to llave the abiliry to quickly and leliably fetch huge amounts of
Ireterogeneous data and apply Machine Learning (ML) models against it tbr better.decision
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mal(ing. Successful processirrg of strealrs with data is crucial lor real-tinre opetations like
extracting, liltering, transforming, aggregating with other data sources, pe$isting data to data

warehouses. publishing to a ditlerent messagirg topics ol pipelines. With Macltine Learning
gaining high in populality serious concettts are appearing around llre pcrlbrltlance 01'lhe

Machine Learning rnodels in prodttction and there is a l eason lor that. It is essential to choose

wisely the right technologies userl for creating robust data pipelines. deploying accurate

Machine Lcarning modcls and monitoring the pcrlbrmancc in production cnvironrncnts. In this
paper. an approach is proposed 1br building a distributed platfolm using c nressaging svstettt

rvhich is capable of extractilrg, pt'ocessing, and analyzing infblmation from slretrming data in

real-tinre. Kafka strealring concepts tbt ingesting data are discussed along with rvays to

operationalize the data pipelines. Using Spark Structured Stleaming ibr enriching Kafka events

with a Machine Learning algorithnr is shorvn. Witlr stteatring data continuing to anive, the

Spark engine will react to the data changes and will irrcrementally and cotttitrttotisll process

the data. Important conceptual reasons ar: cliscussed that aIe explaining the lbctols which have

a huge impact on the accuracy and tlre peribrmance ofthe deplo),ed Machine Learning models

in a production envilonll]ent. '['he overall inrproyed result can be used latet to produce the

proper conclusions and better predictions.

,46crpaxl
B :HeuJHo BpeMe e H3K,,rxlqtcreJIHo Baxno na urta cltoco6uocrra 6'tp:o H Ha,qexaHo Aa ce

l.l3BJlllvaT ofp0l\,,11l1 KOJII'jLIecTBa Pa3HopOAHu AaHHll Ii .qa ce IpllJlalaT i\lo,IeJ]u Ha MaulHHHo

cavoo6l'reHne (ML) s'tpxy rrx:ra no-go6po B3eNlaHe Ha 1relUeHtlr. Ycneutrara o6paSorxa ua

norour4 c.qaH x e or pelllaBauJo 3HaqeHne 3a onePau ll B pearHo Bpelle Ka'I o H3Tenl,He.

(rr,rlrpapane, rpaxcrlopvupane, arperlrpaHe c .4p)'r-u Lr3rolrt{xufi Ha faHHIt, 3ana3BaHe Ha

!aHIIx B xparrxnt{rlJa 3a naHIIx, n,vdrttxl'narte B lra3ntrrrrlr tattalu. C HapacrBartero IIa

nonyJrrpHocrra Ha rlraurlHHoro o6yreHtte ce trorBrBar oeprr03Hlr oraceHH, orHocHo

npoa3Bor'lrnerHocrra Ha NroreJIlITe Ha \4arrrrrHHo cawooSSteutte B peaJlHIi ycJtoBLta tl uNIa

pr{qr.rHa 3a roBa. Ot ct,ulecrseHo :rtaHettt{e e,qa ce rt:6epe pa3yNtHo IpaBi'tJIHIITe rexHoJ]ortttt,

fi3noJl3BaHfi 3a c'b3raBage ga cra6N,rHtt KaHarr la raHHrr. BHe.qprBaHe Ha tollrllt lvoAeJIH Ha

vautunHo o6l,lculle lr Ha6rr:Acnrc Ha n poH3BoaHtcJrH ocrra B npolrsBollcrBcHtl cpc4u. B ra:tt
crarr{, ce npeaJrara noilxo.a 3a [3]-pax.qaHe Ha pa3ltpe.qeneHa nrar$opiva. tr3flor3Bau{a

o cr'eNra 3a cto6uleuug, Korro e B c'bclorHt{c ,4a u3BJrtrLla. o6pa6o1'Ba ti aHann3Hpa

xa(ropvauar or fioroLrHI,t AaHH14 B peanHo epeue. KoHqenquure 3a roloqtlo npeAaBaHe Ha

Kafl<a :a norrrr,ulalre rra aarrrl ce o6cr-xr'lar:aerrro c Ilattttttttre 3a onellt4patle IIa cepu, or
crtrrKlr 3a o6pa6orxa ua l1aHH{t. Ilora:aso e fr3ror3BaHclo ua Spalk Sttttctutcd Siteaming':a

o6orarrnane Ha Kafka ct6nrrtr c antopxrbM 3a [talrrt4HH(l o(lyleHne. T'],i,i Karo rororlHl'Ire

IaHHr.r npor',l'r,JrxaBaT .qa flpucTrrra'r, cllcTeMaTa Spark ure pearllpa Ha [pol\{eHrTe B IaHHI{Te
qe o6pa6orsa rocrereHHo 14 HenpeK'bcHaro.qausnre. O6crxaal ce Ba)KHtt KoHLlenryarHrt

npxLrliHr{, rorrro o6scsggat $axropure. (oriro oxa3Ba'r ofpoi\rHo Br'ItrrH}Ie abpxy ro.{tJocrra ti

npo!r3Bo.{ TerrHocma Ha pa3f'bpHarI rl] Mol]enlt Ha ivatxuHHo caltoo6yleuue B

r r poH:tBo)lcrBeHa cpera.06ulNgl tto!o6pett peryLttar cetr3rroJt3tsaIro-x'bcHo:3aJla{JeHaIrpaBrT

I paBur'r H llTe {fl Krr roqeH ffi tt t to-.to6ptt fl porHo ll l.
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f7-13. Bakanov, A., Atanasova, T.. Bakanova. N. ..Cognitive Appr.oach to Modeling Hurran-
Clomputer lnteraction with a Disn'ibuted Intellectual Iltibrmation Environment,, (2019) Z0l9
Big Data, Knolvledge and Coutrol Systems Engirreer.ing. BdKCSE 20 I 9, arr. no. 9010597.

WoS, Scopus
IS BN:9?8- l -72lt I -6J81-(r https://doi.ors/ 10. I 109/BdKCSE48644.20l 9.90 10597

Abstlact
The paper proposes an approach to nrodelling hunran interaction with the distr.ibuted
intellectual information environntent, using the slsteln o f "power-society" as an exanrple. The
approach involves the consideration of the huntan iactor. in rrrodellit'tg of infol.llatioll
interaction. The human tacror in this article is considered simplified, as a set of cognitive
characteristics ofthe user'. Within the f'ranrervorl< ofthe developed approach. it is proposed, in
the process of hLtrran-colllputer interaclion, to inrplicitly iest Lrser.s in order to obtain
infornration about tlre cognitive styles o1'each specific user, the effecliveness and elliciency of
human-computer intelaction, and the degr.ee of subjective satisfaction fi.orn the human-
computef interaction. Sincc the infonration system "po\,ver-society" will operate on a national
scale, the processirrg of collecled data is supposed to be can.ied out using the technology of
"big data". The proposed approach allorvs us to take into accounl. the influence of a person,s
cogrritive equalities on indicators of his interaction with the inforrlation systems tltat
inrplenrent a set of pr.rblic services on the Internet.

A6crpaxr
Crarama npe1lara nonxo.4 3a NroAen paHeHa qoBeuKoro B3axMoAei:icrBue c pa3rrpeAe.,reHara
xHTeJIexryaJrHa nn(toptvaquouna cpela, jflo,'r3B:li,iKl Karo npHMep cHcreMara ,,Bracr-
o6ulecrBo''. I logxontr BKrIoqBa orrlrrafle IIa qoBeurxr.l, $axrop npu MoAerupatlero IIa
rai!oplra{uoHxoro a:arruo.:1eficrelle. tloseulxt.ltr rlraxrop a ra3rr crar!i, ce pasl-Irer(.{a
onpocreHo raro ua6op or KorHurlrBHa xapaxTeprlcruxr{ na lorpe6ute:rl. B pauxxre na
pa:pa6oreuur no,qxoA ce flpeAnafa B Ipoueca Ha B3a M oxeiicrBlte rtoBeK-KoMn]oTbp

xMnJlIzur'rrHo Aa ce recrBar lorpe6ure,rtte.3a.4a ce fionyqr{ Nx$opvauur 3a KorHHTrrBHtrre
crlrJloBc Ha BCeKr,r KoHKpcreH norpeSur.el, erlexrlraHoct,ta u erluxacnocrra na
a:altuolericrrneto qoBeK-KoNrrTIorlp tr crereHTa ua cy6exrtrsHo ynoBnerBopeHHe oI
B3aflN4ollei,ic1'Brio'.i) qoBeK-KoNtrrK)tr,1t. T'ril xaro In(toptraqloHuara or.jc-l.eMa ..Blrac.f-
o6ruecrBo" u1e pa6oru B HaultoHa.rreH ttatqa6. ce rrpentrolara, ve o6pa6orxara Ha cb6paHr.rre
AaHIrIr ule ce H3BrrprrrBa c rroMorqra rra rexHolrorr4rra .,roJrevr 21aula". flpeg:ro>renal.r uo21xo4
Hrr ro3BoJTrBa aa B3eMcNi rrpeaBlu BnfirHncTo Ha xot-HrrTHBHr,rTc xapaKTepucTxKx Ha qoBeK

Br,pxy nora3arenrire 3a HeaoBoro e:auvoleiicrnlle c turfoplrallr.roNxtrre cucreMu, Kou,to
u:ntluraar na6op or o6ulecrsenl,r 1,c,rvru a 14Hrepner.

l-7-14. Dineva, K., Atanasova. T. ..Methtxlologv lor Data Processing in Moclular Io1'Systenr".
(201 9) Distributed Compuler and Cornmunication Networks, 22-st International Conf-erence,
DCCN 20i9. Splinger Nature Sr,vitzerland AG 2019. V M. Vishnevskiy et al. (Eds.): DCCN
2019, LNCS 11965, pp. 457-468,20t9.1SSN 0302-9743

SJR:0.320 (Scopus), WoS
https://doi.ors:/ I 0. I 00 7/97 8-3-030-3 66 I 4-8 35
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Allstract
The Intetnei ofThings (loT) is a lechnological paradign in the sphere ofnetworks that has the

potential to influence hou,rve live and horv',ve rvork. This technology allows cornnrunication

between all types ofphysical objects over the Internet that inc ludes data sharing and also allows
data to be collected and actior]s taken based on the intbrnration received. "'fhings" in the

"lnternet of'Things" consist ofa valiety ofhardr.varc spccilications, conrmunication capabilities

and sen,ice qualities. making IoT heterogeneous in its natr.rre. 'l'he lack ofReltrence Modelling
IoT Architecture ptevents a cornnron apptoach to ptocessing the generated data. The need to

retlieve and analyze this data from the Internet based contplex systems in real-titrte requires

applying of statistical data analysis and machine lealning (ML) techniques as tvell as a

sulicient amount olcor11putational resources. In the paper a methodology to deal with a variety
ofdata is proposed. A nrodulal IoT systerlr is consideled as an instance for implenrentation of
several methods for processing ol heterogen eotls data. The approaches tbl resoh,ing problems

that can affect the creation ofpredictive nrodels are outlined.

A6clpaxr
trtulepHer Ha Helqara (loT) e'r'exrio.irolu.rHa uapa/Llfua s c(lepara Ha NIpexlile, Korlo tiMa

noreHllHala .(a [roBJrr{re Ha roBa KaK }I{!tBee\4 Ii xax pa6orttu. Ta:u lexHo.ltortirl Iro3BorrBa

t(otlyHuKarpu Mex,{y BcH,lKtI eu4ore (lu:u.tecxa oSexrtt ro It}ITepHer. Koero BKJIroqBa

cno.leJrrHe Ha naHHlr rz cluro raKa rtoJBoJrrBa ct6ttpaHero Hc ,4arr.ui u llpe11flpreMaHelo Ha

aeilcrBr,r, Brr3 ocHoBa Ha no:rytienara uu(ropvaurr. .,Heutala" a ,,l.4HrepHer Ha Heulara' ce

cl,crorr or pa3rlrrrH14 xapayepnlt cleqtr(ttrraquu, xoMyHlrKauHoHttt4 81,31\1o)Kltocl'lt ti KaLIecrBa

Ha J.rcnyruTe. Koero npaBx loT xereporeHeu rto cBosra cbLIIHocr. Jlnncata tta perlepentuo

uoge,rupaue ra Io'l apxfi'rexTypa Bb3flperxrcrsa o6u roitxo.il:]a o6pa6orra tta teHeplipatlrtre

1auru. I leo6xolr'tuocrra or r,r3Blldqane r.r aHaJtl3 Ha re3r,I ,[aHH or I,rHTepHer 6a:upann

cJtoxHl.I ct4cTeiltu B pealHo BpeMe r3rlcKBa rpllJlafaHe Ha cTaTrlcT[r{ecKr aHaill{3 Ha aaHHfi Il

TexHriKrr 3a Maurr,rltto cavoo6l,.leHI'le (ML), KaKTo u jlocrartrtHo KoutlqecrBo I.t3qttcJII{TerHIi

pecypcN. B craurra e npe.lroxeHa Meronolorltr :a pa6ol a c pa3JtlttlHx AaHatl. Moly:rHa IoT

clcreMa cc pa3rrexaa r(alo rlpulrcp 3a npunaraue Ha HfiKoJtKo t\tcroAa 3c oopa6ortr Ht
pa3HopoIHL{ IaHHu. O,repraHl ca no.{xo.(}ITe 3a pa3peuaBaHe Ha ttpo6leltu. Kor4To Morar.qa

ItoBlroflfll'Ha c'b3llaaaHe_fo Ha IlPol H03Hlj N{oaeJLl.

17-15. l)ineva, K.1., Atanasova, T.V ..Regression analysis on data receivetl liotn trodular loT
systenr" (2019) 33rd Annual European Simulation and Modelling Conltrence 2019.

ESM'2019, EUROSIS-E'11.. pp. Il4- 118.

ISBN: 978-9{92859-09-9

(ScoIrus)

Abstl'act

This paper is ainred a[ choosing a nrodel to tletermine in the short tem] the anrount olhoney in

beehives based on historical data. The data is gathered fiom IoT-based rnonitoring system rvitlr
modular atchitecture. whiclr consists ofsensors being Iocated inside and outside tlre bee hives.

Thc ploposed solution cnablcs better decision making by providing lbrccast rcsults, thus

beekeepers are able to plan their logistics to visit their apiaries. Regressior anall,sis is usetl as

techniques for motleling and analysis of variables in the tbrecasting model. Feature selection
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is provided as knorving the data is one ofthe first steps that must be taken before choosing the
variables in the rlodel. Pledicting results are realized by using the lnodel.

A6clpaxr
Taau ctarlrl ni\{a 3a rleJr Aa tt:6epe vore,r :a xparKocpor{Ho onpenerr He Ha KoJIl L{ecl Boro Me.q

B nqeirHr'rre Koulepu B'b3 ocHoBa Ha rrcropxqecKr{ naHrJH. [aHunre ce c,s6lrpar or 6asupaaa ua
IoT ctrcrcua 3a NI0HrtropuHf c r.roryJr Ha apxrrrekrypa. Koqro cc c.bc,r.ou or. osH3opr.{,

pa3rronoxeHx Bl,Tpe l fl3B'hH nqeJrHflTe xouepll. [Ipel.noxeHoro petrreHxe raBa Br,3t\,toxHocr
ra no-po6po B3eMaHe Ha pellteHt{, qpe3 npeAocraBrHe Ha npofHo3Hl.r pe3yJlTart , Karo o,r.o3x
HaqHH I1qenapxTc MoraT .qa [naHrlpaT cBorrTa Jrofr,rcTr,rta 3a flocelueHHe Ha TexHr,rTe fiqeJrrjHu.
Perpecuoriuntt atrarH3 ce u3no.:l3Ba Karo rexrruKa 3a Morer,rHparre H aHaru3 Ha n poN{etj Jr !.r Brrre
B IIpotHo3Hr.rfl Mo,ler. ['lpeAocraBeH e u:6opr,r na xapaKTepr,rcruKH, ,rr,ii Karo rt03HaBaHero Ha

AaHHHTe e eIHa or nbpBHTe cmnKfl. rorrro rpr6na rla 6r,Iar npeAnpt,rerfi. npenlr 1a u:6epere
IrpoMeHruBltre B N{oAena. IlporHo:upaHero Ha pe3),rrar}ire ce oc.LqecrBqBa c [oMot{Ta Ha

rv oaeJl a.

F7-16. Dineva. K.. Atanasova, T. ,.Security in IoT systems" (2019) Pr.oceedings 19th
lntetnational Multidisciplinary Scientifis Geoconference SGEM 2019. I9. 2.1, Internatiorral
Multidisciplinary Scierrtitic Geocorrterence SGEM. 20 19, pp.57 6-51 7.

S.IR:0.123 (Scopus)
ISBN:978-619-7408-79-9, ISSN: I3l4-2704 htqrs;//doi.ors/DOI: I 0.5593/ssc.rn20 I c)/2. l

Abstlact
Intelnet ofThings (loT) has a dit-fererlt meaning to diflerent people. The term has been known
for a lorrg tirne. The use of interconnected devices has become more and more necessaly to
solve established business problems. It turns out that data acquired fr.om IoT sensors and
controllers are valuable cnough to have the porver lo change the overall business nrodels and
behaviour of entile industries in a given econonr)/. Thelefore. the luture of IoT as a cutting-
edge technology depends on the security capabilities that IoT systems can provide to its users.
In order to be able to protect an IoT s),stenl, we need to l<now what it represents - wltat
architectllre is used, how it rvorks, what l<ind of cotnponents and parts it has, protocols used,
main application arcas. and so on. I(norving its dependcncics, strengths, and weaknesses can
provide us a conrplete and accurate idea ofthe types o'f'attack vector.s to \ hich an IoT systetns
ate vulnerable. The article presents lhe \/ulnerabilities that are tvpical lbr dift-erent types ofloT
systems, the results the attackels strive for., the sequence of stages dur.irrg the attack process,
the potential benefits the attackers would have and the consequences that rvould have occurred
il arr attack nas success{ . Parlicular attention is paid to the capabilities of ptotecting a
cleveloped IoT rnonitoring system llonr sLloh attacks and the ways in rvhich thcse oapabilities
can be significantll, improyed.

46crpaxr
l4nrepuer Ha lreqara (loT) nrva pa3rx.iHo 'tHaqenr,re 3a pa3rrr.rr{HTe xopa, Teplruur.r. e

n?BecreH orAaBHa. I.4:nolgsaxero Ha B3alMorBbp3aHx ycrpuiicrBa craBa aoe no-ueo6xo4ul,ro

).7



3a peuaBaHe Ha ycraHoBeHrr 6r:uec npo6,reuu. oKa3Ba ce, qe AaHHrre, ao,qyqeHu or IoT
ceH3opn ,{ KoHTponepx. ca.locTaTl,lrHo qeHHI{. 3a Aa xMaT cll.rraTa Aa npoMeHrT IITJI0CTHIITe

6rr:uec uoaelu rr [roBe.[eHl.iero Ha r]erlt uHAyctplrt B ,qa.{er{a }rKofroMlrKa. C,reAoeareituo

5r,,relr(ero tla loT rcar'o aBaHfapllHa rexHolrofr, 3aBlcrl o'r' ul'3r\roxHocr-lrlc aa gr'rlypHoc'r'.

xouro IoT cr'icreMnre l4ofar .qa flperocratsrr Ha cBol,lre rorpe6uleln. 3a ,{a voxrelt .la
3aulrrrrr\r egHa loT cucretra. rpr6ea ga :Haeu KaKBo rpe;loraBrrBa u KaKBa apxlrrexTypa ce

3flor3Ba, rar pa6oru, KaKBI KoMIroHcHl'H r-i LIacrH !rMa. Ir3IIoJI3BaHu nporoKoJ'IH, ocHoBHfr

o6,'racrrr na flp(noxeHr{e rt tu. Ilo3HasaHero Ha HeroBlire 3aBucrlr\rocrr. stt:tHN tt cra6fi
cTpaHIi Mo)t(e.4a Hlt aa,&e n'bJIHa li ToqHa npeacTaBa 3a l 14lloBeTe BeKTopl.l Ha aTaKu. I(1,!\l KollTo

ca yfl3BlMl.r IoT clrcrevrre. Cratrq-ra npe,qcraB, yr38xMocrrtre. xaparrcpHIt 3a pa3JIIILIHrtre

rfinoee IoT ctrcreN.Il.], pe3yrrrarure. K]M Koti'to ce crpeMrr araKyBaulHTe. noc.JteiloBaITeJIuocrra

or erarrlr ro BpeMe Ha npoqeca Ha araKa. floreHl]uarHure rIorI3II. xottro araryaaulttte 6rtxa

14Mar14 H locJrercreulra, xolrro 6uxa nacrlnui'rH, aKo araKara e ycnetrtna. Oco6eno gHtttiaHue

e or,4elleHo Ha Bb3MoxHocrr4Te 3a 3auIHTa na pa:lpa6oreua IoT qncrefi{a 3a t\4oHtlToplrHr or
rono6Hu araxlr fi HaqltHure, no Kouro re3n Bt 3l\loxHocrr.r rltofar Aa 6r,aar:taqule,tlo
nogo6peHr.
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The ainr olrhis paper is to point out and sunrtnat ise existing ptobletrs and research trerrds that

arise rvhen assessirrg and enstrring the quality of information services. On the foctls olthis u'ork

are smart buildings. Basic infotnration iunctions that are conlposed in difi'erent services are

described. Tlrc scts and stluctLrrcs of thc compositiorr tbrnr various scenarios. Problcms in

deternrination the quality ofthese scenarios. ancl their intplententatiotl [o lreet the rcquirelrents
ofthe custonrers are consideted.

,46crpaxr
Llerra rra rracrorrurr.r, rotiyvettr e aa rocor]H l o6o6uttl c'bulecrBygatqure lpo6leuu u

TqHJeHIIHT'l B B3cneABaHUrTa. KOI'ITO B],3lJl{KBaT Ilpll otlCHKaTa H OCxfyprBaHeTo Ha KaqCC rBOTO

ua uu(roplrartuor-tH14'r'e )cJryn4. Blc rloxyca na-ra:lt pa6ora ca rHreJ'r reHTHtrre crpa.lltt.

Onlrcanu ca ocaoenNre ua(ropMalrroHHH t]11'uxuutr- xottro ce (roprtupar B pa3JIuttHI,t )'cnyrx.
Kovnlexrure fi crpyKryprrre Ha KoMn03HLlHrra cbcraBrr pa3nriqHI,i oueltapn . Pasr,leaaH ca

lpo6letaure nprr onpelerrHe Ha Ka.IecTBoTo Ira Te3li cqeHaplrl Ii TrxHoTo BHeAprBaHe 3a

y.qoBneTBoprBaHe Ha H3 cKBaHrrl'a Ha KJIIleHTtire.
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