leopru LLapKoB, KOHKypC

AHoTauuMu Ha nybauKkauum

AHoTauuA Ha ny6auKauum no rpyna nokasarenu B.

PeabT M HOMepaLMATa ca UOAEHTUYHM C APYrMTe CNpaBKM (HomepaTa ca oT Buaa Bxx, KakTo U MmeHaTa Ha dainoBeTe B CbOTBETHUTE Gponabpu).

Homep

Ny6naukaumns

Annotation

AHoTauua

B4. XabuauTauMoHeH Tpya — Hay4yHu nybankauum (He no-manko ot 10) B M3aaHMA, KOUTO ca pedepupaHn U MHAEKCMPaHU

BO1 George Sharkov. 2016. From This paper presents the holistic approach to cyber To3un aoknag npeacraBs LANOCTEH ,XONUCTUYEH
Cybersecurity to Collaborative resilience as a means of preparing for the “unknown | noaxoa Kbm Knbep ycToiMyMBOCTTa Ha HaLMOHANHO
Resiliency. In Proceedings of the unknowns” in cyberspace. Principles of augmented HMBO 3a NOCPELLAHE Ha ,HEU3BECTHUTE HEM3BECTHU"
2016 ACM Workshop on cyber risks management and resilience management | B Knbep npoctpaHcTBOTO. MPUHLMNM 3@ pa3WMPEHO
Automated Decision Making for model at national level are presented, with ynpas/ieHne Ha Knbep pucKkoBeTe U MOAEN 33
Active Cyber Defense (SafeConfig’ elaboration on multistakeholder engagement and ynpaB/ieHne Ha Knbep yCToMUMBOCT Ha HaUMOHANHO
16). ACM, New York, NY, USA, 3-9. partnership for the implementation of national HWBO Ca NPeACTaBEHM, C aKLLEHT BbPXY aHraxupaHe
ISBN: 978-1-4503-4566-8. cyber resilience collaborative framework. A system- | Ha BCMYKM 3aMHTEpPECOBaHM /1MLLIA M NAPTHLOPCTBO 3a
https://doi.org/10.1145/2994475.2 | of-systems (SoS) approach to national cybersecurity | peanusunpaHe Ha HaumoHanHa (onepaTuBHa) Mpeska
994484 system is presented with mechanisms for threat 3a B3aumogeicTeme. MNoaxoabT Ha CUCTEMU-OT-

(in SCOPUS, WoS) intelligence and coordinated risk management and cuctemu (CoC) e pasBuT 3a LeIMTe Ha HaLMOHaNHa
response. The model is implemented for defining cMcTemMa 3a KMbep-yCcToMYMBOCT, KAaKTO M MEXAHU3MMU
the cyber maturity levels and operational network in | 3a OTKpuBaHe Ha 3aniaxu U KOOPAUHUPAHO
the National Cybersecurity Strategy of Bulgaria ynpaB/ieHne Ha Knbep pUCKOBETE N OTFTOBOPUTE Ha
“Cyber resilient Bulgaria 2020” (2016). aTakun. MogensbT e BHeApPEH Npu U3roTBsAHE Ha

HauunoHanHa ctpatervsa 3a kubepcurypHoct ,,Knbep
ycToiumea bwarapuma 2020 (2016).
B02 Sharkov, G., Todorova, C., Koykov, In this paper, the authors present an approach for Tasu cTaTuA pasrnexkaa noaxos 3a cb3aBaHe Ha

G., Zahariev, G. Hybrid exercising
for cyber-resilient healthcare and
cross-sector crisis response
operability (2021), CEUR Workshop
Proceedings, Vol. 2933, pp. 329-
351. ISSN: 1613-0073.

(in SCOPUS). Online at: http://ceur-
ws.org/Vol-2933/paper32.pdf

the creation of a complex generic cyber range
containing a variety of exercise polygons simulating
and propagating vertical escalations related to the
healthcare sector, its logistics, and supply chains
within the context of COVID-19. The conceptual
model for cross-sector crisis response presented is
based on “system-of-intelligent-systems” concept,
proposed by the authors. A special focus is put on
the organizational aspects for the creation of a
complex intersection of technical, tabletop,
communications, and operational exercise
environment and experience. The application of
Al/ML methods and tools for simulation of cyber-
attacks (red-teaming) and exercise facilitation is

KOMMNEKCEH U reHepuyeH Knbep noaunroH (cyber
range) cbAbpKall, LLMPOKa ramMa YCTaHOBKM,
CYMY/INPALLM BEPTUKAJIHM €CKaNnaLuum B CEKTOPA Ha
3/ paBeona3BaHeTo, IOrMCTUKATa U BEpUrUTe 3a
[0CTaBKM B KOHTeKcTa Ha COVID-19. MNMpeactaseHUAT
KOHLLeNTyaseH MoAe N 3a OTTOBOP Ha KPOC-CEKTOPHMU
KpuM3u e 6asmpaH Ha KOHUenuuaTa ,CMCTeMu oT
MHTENUTEeHTHU cucTeMmn”, paspaboTeH oT aBTopuTe.
CneupaneH aKLEeHT e NOCTaBeH BbPXY
OpraHun3aLMOoHHWTE acMeKkTU U NpecevyHnTe TOYKU
meXay TexHu4yecku, tabletop n
KOMYHWKaUMOHHK/onepaTUBHN Knubep yyeHus.
N3cnepnBaHeTo NpeactaBa v npernes Ha
npunoxexuaTa Ha Al/ML metoam 3a cumynmpaHe Ha
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overviewed. Lessons learned from three types of
pilot exercises “Cyber Shockwave” in critical
infrastructures are discussed.

Knbep aTaku (red team) 1 cb3gaBaHeTo, U
ynpaB/ieHNeTo Ha xnbpuaHu Knbep yuyeHwmsa.
0606LeH e 1 oNUTLT € KMbep NoAnUroHn, 6asmpaH Ha
npoBeXaaHeTo Ha Tpu MawabHu knbep yyeHums ot
Tmna,,Cyber Shockwave”.

BO3 Sharkov, G. (2020) Assessing the This paper presents a critical overview of existing To3un aoknag npeacTaBa KPUTUYEH Npernes, Ha
Maturity of National Cybersecurity standards and methods for assessing the M3BECTHUTE CTaHAAPTN U METOAM 33 OLEHKa Ha
and Resilience, December 2020, cybersecurity and resilience maturity at national CbCTOAHWETO U 3PesioCTTa Ha KubepcurypHocTTa u
Connections:The Quarterly Journal level. An approach towards defining and applying Knbep ycTomumBoCTTa Ha HaLMOHANHO HUBO.
19(4):5-24, ISSN 1812-1098, e-ISSN | the enterprise resilience requirements and MpeanoxeH e nogxo, 3a gepuHMpaHeTo 1
1812-2973, indicators at the level of critical sectors and entire npwuaaraHe Ha UHAYCTPUANHM U OPraHM3aLLMOHHN
https://doi.org/10.11610/Connecti countries is presented. Cyber maturity levels of large | M3ncKBaHMA M MHAMKATOPU KbM LLeIN KPUTUYHM
0ns.19.4.01 interoperable complex systems are defined and CEeKTOpPM M AbpKasu. [lednHUpaHM ca HMBA Ha
(in SCOPUS) used to map indexes and assessment results. These | ,Knbep 3psanocT” Ha roleMn U CNOXKHU
levels are applied to determine cyber readiness and | B3aMmoAeincTBaLLM CM CUCTEMM 3@ LLEINTE HA
maturity of nations. A success story of implementing | cbnocTaBaHe Ha MHAEKCUTE M Pe3yATaT OT OAUTM.
such assessment in Bulgaria is given. Mpumep c ycnewHo npuaaraHe B bvarapusa e
npeacTaBeH.
BO4 Todor Tagarev, Nikolai Stoianov, This paper presents an integrative approach to the [JoknagbT npeactaBa MHTErpMpaH NoAxXo4 Kbm
and George Sharkov, “Integrative exploration of ‘systems of systems’ (SoS) conceptin | u3cneasaHeTo Ha KoHUeNUMATA 3a ,,CUCTEMM OT
Approach to Understand five domains: communications and information cuctemn” (CoC) B neT 061acTu: KOMYHUKALNOHHU U
Vulnerabilities and Enhance the systems and networks; cyber-physical system; bio- MHOOPMALMOHHN CUCTEMU N MPEXKMU;
Security of Cyber-Bio-Cognitive- integrated systems; cognitive processes, i.e. the Knbepousmuecka cuctema; bUOMHTErpUpaHn
Physical Systems” in Proceedings of | processes of shaping perceptions, assessing a CUCTEMMW; KOTHUTUBHM MPOLLECH, T.€. MPOLLECH Ha
the 18th European Conference on certain situation and options and making decisions; dopmUupaHe Ha Bb3NPUATUSA, OLEHKA Ha onpeaesieHa
Cyberwarfare and Security and drones, remotely controlled or autonomous. CMTyaLMA U Bb3MOXKHOCTM U B3EMAHE Ha peLleHus; 1
(ECCWS19), edited by Tiago Cruz The latter case is particularly reliant on advances in OPOHOBE, ANCTAHLLMOHHO YNPaBAABaHU UK
and Paulo Simoes, University of artificial intelligence. It outlines the problem of aBTOHOMHM, KaTo NoCAeAHUAT cny4yait e ocobeHo
Coimbra, Portugal, 4-5 July 2019, vulnerability of each of the five domains to 3aBMCUM OT Hanpeabka B 061acTTa Ha U3KYCTBEHMSA
pp. 492-500, ISBN: 9781510890091, | influences from cyber space and gives criteria for MHTeneKT. Tol oyepTaBa npobaema c ya3BUMOCTTa Ha
http://www.proceedings.com/4981 | cross-domain dependencies and risks based on SoS BCEKM OT NeTTe AoMelHa noj Bb3AencTBuA oT Kubep
6.html model.. NPOCTPAHCTBOTO M AaBa KPUTEPUM 33 MEXKAY-
(in SCOPUS, WoS) CEKTOPHM 3aBUCMMOCTU M pUCKoBe Ha 6asaTta Ha CoC
mozaen.
BO5 Todor Tagarev, George Sharkov: This paper outlines six high-level, computationally To3un goknag oyepTasa WecT GYHKUUM Ha BUCOKO

Computationally Intensive
Functions in Designing and

demanding functions. The first three relate to the
formulation and implementation of cybersecurity

HWBO, U3UCKBALLM 3HAYMTE/IHA U3YMNCIUTEHA
MOLLHOCT. [TbpBMTE TPMU Ca CBBP3AHM C
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Operating Distributed Cyber Secure
and Resilient Systems.
CompSysTech "19: Proceedings of
the 20th International Conference
on Computer Systems and
Technologies June 2019 Pages 8-18
https://doi.org/10.1145/3345252.3
345255

(in SCOPUS, WoS)

policy: understanding risk; planning and
implementing cybersecurity measures; and
continuous adaptation to the changing
technological, threat and policy landscape. The
other three functions are operational: situational
awareness, including detection of cyberattacks and
hybrid malicious activities; operational decision
making, e.g. selecting a course of action under
attack; and cyber forensics. A system-of-systems
view to analyze and mitigate the risks at different
levels is described.

bopMynnpaHeTo M NpuUNaraHeTo Ha NONTUKATA 33
KnbepcurypHocT: pasburpaHe Ha PUCKA; NaaHUPaHe U
npuaaraHe Ha MepKM 3a KNbepcUrypHocT; u
HenpeKbCcHATO aJanTMpaHe KbM MPOMEHALLMA ce
TEXHONOTMYEH, Knbep-3acTpaweH TepeH. OcTaHanuTe
TPy GYHKLMM Ca ONepaTUBHU: CUTYaLMOHHa
OCBEAOMEHOCT, BKNHOYMTENIHO OTKPUBAHE Ha
KnbepaTtakum U XMbpuaHU 310HaMePEHU AENHOCTY;
onepaTMBHO B3eMaHe Ha pelueHusa, Hanp. u3bop Ha
KYPC Ha oeincTBme nNpu aTtaka; 1 kubep
KPUMUHANUCTMKA. NpeanoxKeH e noaxos Ha
,cuctema ot cuctemun” (CoC) 3a aHanM3npaHe U
CMeK4YaBaHe Ha PUCKOBETE.

BO6 Yavor Papazov, George Sharkov, This article is an experience report about the Tasum cTaTMAa NpeacTaBnaBa A0OKNA4 3a ONUTA Ha
Georgi Koykov, Christina Todorova authors’ efforts in applying the “serverless” aBTOpwWTE B NpunaraHeTo Ha 6e3cbpBbpHaTa
(2021/3) Managing Cyber- computation paradigm for managing cyber M34YUCINTENIHA NapaAnurmaTa 3a ynpaBiaeHMeTo Ha
Education Environments with education environments through the Course cpeay v NOMIoHM 3a obyyeHunsa No KMbepcurypHocT
Serverless Computing, In: “Digital Manager platform developed by the authors’ team. | upes nnatdpopmata Course Manager, paspaboTeHa oT
Transformation, Cyber Security and | This paper further provides an in-depth overview of | ekuna Ha aBTOpuTe. CTaTuATa NpegocTaBA
Resilience of Modern Societies”, pp. | an innovative architecture and frontend of a cyber- 3aabn604eH npernes Ha MHOBATUBHA apXUTEKTypaTa
49-60, Springer Nature. ISBN 978-3- | education environment management framework, M GpoHTEeHA Ha NaaTdopmaTa, NPOEeKTMpPaHa Aa
030-65721-5, ISSN 21976503, designed to work in a serverless environment. It pabotu B ,6e3cbpBbpHa” cpeaa. AHannsmpar ce
https://doi.org/10.1007/978-3-030- | analyses the lessons learnt from using said Hay4yeHuTe ypoLM OT N3MN0A3BAHETO Ha NocoYeHaTa
65722-2 4 framework in providing cyber trainings to students pamKa npu nposexxaaHeTo Ha KnbepobyyeHusa 3a
(in SCOPUS) and IT professionals for more than a year to shrink cTyaeHTM n UT cneumanncti B Npogb/KeHne Ha
the skills and competences gap within the Bulgarian | noBeuye oT roguHa c uen HamanAaBaHe Ha HeAoOCTUra
cybersecurity sector. Ha YMEHMA N KOMMETEHTHOCTWN B CEKTOpPa Ha
KnbepcurypHocTTa B bbarapus.
BO7 Sharkov, G., Todorova, C., This paper will investigate the shift of demands from | ToBa nscneasaHe pasrnexkaa npomsaHaTa B

Varbanov, P. (2022) Harnessing the
Power of Responsible Innovation:
The Shift Towards Human-Centered
Skills and Competences in Al
Engineering, CEUR Workshop
Proceedings ISGT'22, Vol. 3191,
ISSN 1613-0073, pp. 1-17
http://ceur-ws.org/Vol-
3191/paper01.pdf

Al specialists in the context of the rising body of
legal, regulatory, and compliance frameworks, using
current research and empirical data from a needs
and market study. Based on a series of focus group
interviews and quantitative studies, this paper
presents results from representatives from
European companies in three major groups -
research and academia, small and medium-sized
enterprises, and large enterprises. The study reveals

M3MCKBAHMATA KbM NpodecroHanncTu B coepaTta Ha
MW, B KOHTEKCTa Ha HapacTBalma 6poi NpaBHU U
perynaTopHu pamKku, Ha 6asata Ha eMIUPUYHK
[JaHHM OT NPOyYBaHe Ha HYXAuUTe U Nasapa,
HanpaBeHo OT aBTopuTe. Bb3 ocHOBa Ha NopeauLa ot
WHTepPBIOTa C GOKYC rpynm, KOMBUHUPAHU C
KO/IMYECTBEHM NPOYYBaAHMSA, TO3M AOKYMEHT
npeacTaBs pesyataTv, NOJyYeHu oT aHaAu3 Ha
OTroBOPM Ha NpeacTaBUTENN HA €BPOMENCKU
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(in SCOPUS)

a critical shift in skills and competencies required
from Al professionals, a growing talent gap that
needs to be filled by relevant educational initiatives
and interdisciplinary, hands-on exercises.

KOMMaHWM B TPU OCHOBHU FPynu - U3Ce40BaTENICKU U
aKageMMYHM OpraHmn3aLmmn, Maakm u cpeaHmn
npeanpuaTMa U ronemm npegnpuatua. MNpoyysaHeTo
pa3sKpWBa KPUTMYHA NPOMSAHA B U3UCKBAHUATA KbM
YMEHUATA U KoMMneTeHTHoCTUTe Ha MU cneupnanunctu
M TeXHUAT HapacTBall, HeJoCTUr, KoNTo TpabBa Aa
cneaBa Aa 6bae KomneHcupaH Ypes obpa3osBaTenHu
MHULUMATUBK, CbYETAHU C UHTEPANCUMMNANHAPHN U
NPaKTUYECKN YNParKHEHUA,

B0O8 Sharkov, G., Stoeva, M. (2022) This paper descries a methodology and theoretical To3u foknag onucea MeToL010MUA U TeopeTUYHa
Multi-disciplinary approach to background to reshape the content and the way of OCHOBA 33 NPOMSAHA HA CbAbP!KAHMETO N HAYMHA Ha
industry standards in the IT higher training IT and cybersecurity professionals: obyyeHue Ha cneumanucti no UT n KnbepcurypHocT:
education programs, CEUR informatics, software engineering, software MHPOPMATUKA, COPTYEPHO MHIKEHEPCTBO, COPTYEPHMU
Workshop Proceedings ISGT'2022, technology and design, and business information TEXHONIOTMN U AM3aNH N BU3HEC MHPOPMALNOHHU
Vol. 3191, ISSN 1613-0073, pp. 51- technologies. It is based on the combination of TexHonornu. basunpa ce Ha NnpunaraHeTo Ha
62, http://ceur-ws.org/Vol- structured knowledge, theoretical models for KOMBUHALMA OT CTPYKTYPUPAHW 3HAHWUSA, TEOPETUYHU
3191/paper05.pdf designing complex systems, secure coding MOZE/IN 33 MPOEKTUPAHE HA CIOXKHU CUCTEMMU,

(in SCOPUS) requirements and designing cyber-resilient systems. | M3MCKBaHMA 3a CUIYPHO KOAMPAHE U NPOEKTUPAHE Ha
Industry de-facto standards such as Capability Knbep-yctonumsn cuctemu. MHagyctpmaniu ge ¢pakto
Maturity Model Integration (CMMI), CMMI with cTaHgapTv KaTo Capability Maturity Model
Scrum, Test Maturity Model integration (TMMi), Integration (CMMI), CMMI cbc Scrum, Test Maturity
CERT Resilience Management Model (CERT-RMM) Model Integration (TMMi), CERT Resilience
are “translated” to be applicable in small Management Model (CERT-RMM) ca ,npeBeaeHun”,
organizations with practical tasks and project 33 Aa 6bAaT NPUNOKUMM B MAJIKM OpPraHU3aLmm c
implemented in teams. DevOps concept is extended | NpaKTUYECKM 33ia4n U MPOEKT, PEaNM3NPaH B EKUNU.
to meet security requirements, namely DevSecOps. KoHuenuuata DevOps e pa3swmpeHa, 3a Aa OTroBOpwU
This methodology has been applied in two pilot Ha U3MCKBAHWUATA 3@ CUFYPHOCT, @ UMEHHO
courses at Plovdiv University (FMI) for 4 years. DevSecOps. Tasn meTog010rMA e NPUNOXKeHa B ABa

NUAOTHU Kypca B MnoBaMBCKK yHUBepcuTeT (PMUN).
B09 Ivaylo Gueorguiev, Christina This contribution outlines the findings of an B TO3M maTepunan ca onucaHu pesyntatuTe ot

Todorova, Pavel Varbanov, Petar
Sharkov, George Sharkov, Carina
Girvan, Nikoleta Yiannoutsou and
Marianthi Grizioti: Educational
Robotics for Communication,
Collaboration and Digital Fluency.
In: Lepuschitz W., Merdan M.,
Koppensteiner G., Balogh R.,

empirical investigation into the conception,
execution, and outcomes of an educational robotics
workshop in Bulgaria. A methodology for exploiting
robots and automated devices to facilitate
“learning-by-discovery” is presented with a focus on
STEM and collaborative problem-solving. Initial
steps towards complex interoperable systems are
conducted, including features like reliability, safety,

eMMNUPUYHO M3cneaBaHe Ha KOHUEeNuuaTa,
M3MbAHEHMETO U aHANU3BT OT cepua PaboTUAHMLM
no obpasosaTesiHa poboTHKa B Bbarapums.
MeToaon0rus 3a n3non3BaHe Ha poboTu u
aBTOMaTM3MPaHU YCTPOICTBA 3a NOCTUFAHE Ha ,y4eHe
ypes OTKpMBaHe” e NpeaCcTaBeHa C aKLEeHT BbpPXyY
STEM 1 KonabopaTUBHOTO pellaBaHe Ha Npobaemu.
HauanHu cTbNKW KbM CNOXHU B3aMMOZAENCTBALLN CU
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Obdrzalek D. (eds) Robotics in
Education. RiE 2017. Advances in
Intelligent Systems and Computing,
vol 630, pp. 113-125. Springer,
Cham, ISBN 978-3-319-62874-5.
DOI: https://doi.org/10.1007/978-
3-319-62875-2 10. (in SCOPUS,
WoS)

security. The workshops designed and piloted aim to
build educational robotics activities for the
cultivation of hard and soft skills and competences.
The study was conducted with 312 in 2016.

CUCTEMM Ca U3MbAHEHU, BKAKOUYNTENHO U ACNEKTH
KaTo HaZeXAHOoCT, 6e30MacHOCT, CUIYPHOCT.
CeMWHapuTe UMaT 3a Len Aa usrpagart
obpasoBaTtenHu geiHocTM no poboTuKa 3a
pasBMBaHE Ha TBBPAM U MEKM YMEHUA U
KOMneTeHTHOCTU. M3cnepBaHeTo e nposegeHo ¢ 312
yvyeHuun npes 2016 .

B10

Vanderstraeten D, Chaerle L,
Sharkov G, Lambers H, Van
Montagu M (1995): “Salicylic-acid
enhances the activity of the
alternative pathway of respiration
in tobacco-leaves and induces
thermogenicity”. Planta 196
(SPRINGER VERLAG), ISSN:
00320935, Pp.412-419,

https://doi.org/10.1007/BF0020363

7

(in SCOPUS, WoS)

The article presents a completely new concept and
model to monitor and study the behavior of
complex biological systems, such as plants, under
stress and infection. It is based on infrared
thermography methods and tools, and a
development of specific new methods to
automatically measure and analyze the surface
temperature of leaves with infrared thermography
and map to biochemical processes. New Al-based
methods and tools have been elaborated to match
the complex theoretical models and detect the
correlations. This work is part of my post-doc in
University of Gent, Laboratory of Genetics. Based on
these results and the development and introduction
of new model-based and Al-empowered methods
for thermal imaging, a revolutionary new line of
research was created which is still global leader.
Citations of this paper and work are still growing
(more than 45 in Scopus).

CTatTusaTa NpeAcTaBA HAaMb/IHO HOBA KOHLEMLMA U
MoZen 33 HabsloaeHWe 1 n3cieasaHe Ha
NoBeAEHNETO Ha CIOXKHU BUONOTUYHM CUCTEMM,
KaKBUTO Ca pacTeHuATa, NpuU cTpec U nHdeKums.
basupa ce Ha meToaM M cpeacTBa 3a MHOpPayepBeHa
Tepmorpaduma, KaKTo 1 Ha pa3paboTeHnTe OT MeH
cneumoUYHM HOBU METOAM 33 aBTOMATUYHO
M3MepBaHe M aHa/IN3 Ha NOBbPXHOCTHATA
TemnepaTypa Ha anctaTa ¢ uHppavepseHa
Tepmorpaduma U CbNoCTaBAHETO C BUOXMMUYHUTE
npouecu. Hoswu, 6asmpaHun Ha MU meToam m
MHCTPYMEHTH 6sXa Cb3AaAEeHM 3a CbNOCTaBAHE HA
TE3M CIOXKHU TEOPETUYHU MOAENN U OTKPUBAHE Ha
KopenaumuTe. Tasmn paboTa e YacT OT MoATa NocT-
[OKTOpaHTypa B YHMBEpcUTeTa B MeHT, B
JlabopaTtopwma no reHeTuka. Ha 6a3aTa Ha Te3n
pe3ynTaTu u paspaboTeHnTe HOBU MeToaM 3a
06paboTKa Ha TePMUYHM M306paXKeHMA C MOMOLLTA
Ha NN, 6elwe pa3BuTa HOBA PEBOJIIOLMOHHA IMHUA HA
n3cneaBaHuATa , KOATO e CBETOBEH naep. Liutatute
Ha To3u JoKnaz u paboTaTta Bce ole pacTe (Hag 45
LuTaTa camo B Scopus).
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7. Hay4yHu nybanKaumm B U3gaHuUs, KOMTO ca pedepmpaHm 1 MHAEKCUPAHU B CBETOBHOM3BECTHWN 6a3n AaHHW C Hay4yHa MHpOopMaLma

(1990): “Knowledge-Based
Interpretation of Biophysical Images”.

In: Philippe Jorrand, Vasil Sgurev (Eds.):

Artificial Intelligence IV: Methodology,
Systems, Applications - Proceedings of
the Fourth International Conference
AIMSA 90, North-Holland, 1990, ISBN
0-444-88771-7. Pp. 405-414

(in WoS, WOS:A1990BT97200040)

methods and tools dedicated to modeling biophysical
objects and processes and their use for analysis and
interpretation of biophysical images and video
sequences. The multi-level knowledge representation
structure follows the organization of knowledge
already formalized in referenced expert systems for
planning biophysical experiments. The reasoning of
the system is based on abstract models of objects
investigated and the physicochemical processes
observed. The system ISIA can process and analyze 2-
d static and dynamic images, and applies heuristic
rules as formulated by experts for recognizing the
objects and measuring their parameters. An

G01 Sharkov, G., Stoeva, M. (2021) This paper descries a methodology for applying To3n AOKYMEHT ONUCBA METOA0N0MUA 3a NpuaaraHe
Introducing software quality industry-defined “maturity models” and up-to-date Ha geduHUpaHU OT WHAOYCTpUATA ,MOAENM Ha
maturity models in software requirements to software and IT systems, including 3PANOCT” U aKTya/IHU U3UCKBAHMA KbM codTyepa U
engineering education and small their reliability, robustness, safety, and cybersecurity. | T cuctemunte, BKAOUMTENHO TAXHATA HaAEMXAHOCT,
organisations, CEUR Workshop This research was performed both at the university ycToinumsocT, 6e3onacHOCT U KnbepcurypHoct. ToBa
Proceedings, Vol. 2933, pp. 97-113. | (form small studio course team projects) and some u3cnefBaHe e U3BbPLUEHO KaKTO B yHMBepcuTeTa (oT
ISSN: 1613-0073 http://ceur- small companies. It is based on the combination of MK CTYAUIAHU €KUMNHU NPOEKTHU), TaKa U B HAKOJIKO
ws.org/Vol-2933/paperl0.pdf structured knowledge, theoretical models for Ma/IKu KoMnaHuu. basupa ce Ha KOmMbBbUHaumaTa oT
(in SCOPUS) designing complex systems, secure coding CTPYKTYPUPAHMU 3HAHMA, TEOPEeTUYHW moaenn 3a
requirements and designing cyber-resilient systems. NPOEKTUPaHe Ha CNOXKHWU CUCTEMM, U3UCKBAHMUA 33
Industry de-facto standards such as CMMI, tests- CUTYPHO KoAMpaHe M MNpOeKTUpaHe Ha Kubep-
model TMMi, CERT Resilience Management Model yctonumemn cuctemun. UHAayctpuanHm ae  ¢akrto
(CERT-RMM) and others. This methodology has been | ctaHgapt™ kato CMMI, TectoB mogen TMMi, CERT
applied in two pilot courses at Plovdiv University Resilience Management Model (CERT-RMM) u gpyru
(FMI) for 4 years. Ca BKAOYEHU. Tasnm MeTof0N0TUsA CMe NPUIOKMUIN B
ABa NUAOTHWM Kypca B [MNOBAMBCKUA yHUBEPCUTET

(PMMU) B npoabiKEHUE Ha 4 TOAUHM.
G02 Boiko M. Balev, George I. Sharkov This paper presents a knowledge-representation | Tasn ctaTMa npencrtaBa MeToAM U MHCTPYMEHTU 33

npeacrTaBsHe  Ha  3HaHMA,  MNOCBETEHW  Ha
MozenMpaHeTo Ha 6MoPpuanyHM 06eKTM U NpoLecu u
TAXHOTO M3MON3BAHE 3@ aHA/N3 U UHTEepNpeTaLma Ha
6uodpunsnyHu n3obparkeHus " BMAEO
nocsefoBaTenHOCTU. MHOroc/io0MHaTa CTPYKTypa Ha
npeacTaBaHe Ha 3HAHWA clefBa OpraHM3aLMATa Ha
3HaHUATa, Beye QGopmanusnpaHn B pedepeHTHU
€KCMepTHU CUCTEMM 33 NaHUpPaHe Ha BUODU3NYHM
eKcrnepMmeHTU. PascbXKAeHMATa Ha cucTemaTta ce
OCHOBaBaT Ha abCTPaKTHM MOLeNn Ha uscneasBaHuTe
06ekTM 1 HabnwopgasaHuTe  GU3MKOXMMUYHMU
npouecu. Cuctemata ISIA moxe aa obpabortBa U
aHanM3upa L[BYMEPHU CTAaTUYHU UM AUHAMMYHM
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innovative, behavior driven and predictive approach
to image recognition, tracing and measurements was
presented for microscopic and other image sequences
from biological experiments. It is generic and has been
applied for the next thermographic research
performed as post-doc in University of Gent.

M306paXKeHUa W npuaara eBPUCTUYHM MpaBuAa,
dbopmynmpaHnM OT eKcnepTu 3a pasno3HaBaHe Ha
06EKTM UK UM3MepBaHE Ha TeXHUTe napameTpu.
JemoHcTpupaH e pa3paboTeHMAT MHOBATUBEH,
nosBefeHYeckM noaxof 33 pasno3HaBaHe C
npeackasaHve, npocnejABaHe M M3MepBaHMA Ha
M300paXKeHUA 338  MUKPOCKOMUYHM U ApYyrH
nocnefoBaTesIHOCTU oT n306parkeHns oT
6MONOrMYHM eKcnepuMeHTU. Tol e reHepuyeH Mu
belwe BRnOCNeACTBME NPUAOXKEH 3a CNeAgaloTo
uscnegBaHe ¢ Tepmorpadcku  M3obpaxkeHus,
M3BbPLIEHO KaTO NOCT-AOKTOpP B YHMBepcuTeTa Ha
FeHT.

r8. HayyHu nybavkaumu B HepedeprpaHu CNMCAHMA C HAyYHO PeLeH3npaHe UK B peAaKTMPaHN KOIEKTUBHU TOMOBE

G03 Posea, Vlad, George Sharkov, Adrian ENISA (the European Cybersecurity Agency) | ENISA (EBponeiickaTa areHUMa 3a KMBepCUrypHocT)
Baumann, and Georgios Chatzichristos. | highlighted the need for a common reporting | nogYepta Heo6X04MMOCTTa OT 06LLa TAKCOHOMMA 3a
“Towards Unified European Cyber taxonomy for cybersecurity incidents to be used by | moknagsaHe Ha MHUMAEHTM B KMBepcUrypHoOCTTa,
Incident and Crisis M,anagement, cybersecurity analysts across Europe. The analysis of | koaTo ga ce wu3nonsBa oT aHanAM3aToOpUTE Ha
OnmlogY'" Information & Security: An the domain revealed a large number of taxonomies for | kubepcurypHoctta B uyana Espona. AHanM3bT Ha
International Journal 53, no. 1 (2022): X ] - N N
33.44. different areas of the cybersecurity domain (types of | fomeliHa paskpu ronam 6poit TaKCOHOMMUM 3a
https://doi.org/10.11610/isii.5303 attacks, vulnerabilities, sectors, harm), but those | pasanunu obnactu Ha JomeliHa Ha

needed to be linked together in a model that allows a | kubepcurypHocTTa (BMAOBE aTaku, YA3BMMOCTH,
cybersecurity officer to report and track an incident | cektopu, wetn), Ho Te3n Tpsabsawe pga 6baaTt
fast and accurately. The taxonomy should also treat | cBbp3aHM 3aegHO B MoAen, KOMTO NO3BOAsABa Ha
the cybersecurity domain not only from the technical | cnyxuten no KubepcurypHocTta Aa AoOKnazga w
point of view but also from the socio-economical | npocnegssa MHUMAEHT  6bp30 M TOYHO.
aspect. This document describes the theoretical | TakcoHomusaTa TpabBa CbWO Taka ha TpeTupa
ontology model, composed by different established | obnactta Ha KubepcurypHocTTa He camo OT
taxonomies, and the methodology used to develop it | TexHMYecka rnegHa To4YKa, HO M OT coOUMANHO-
and define the use for information sharing, crisis | MIKOHOMMYecKM acneKkT. To3M [OKYMeHT onucea
management and response. TEOPETUYHMA OHTONOTMYEH MOAEN, CbCTAaBEH OT
pasnnyHu YCTaHOBEHM TAKCOHOMMM, "
MeTOA0N0rnATa, U3MNoA3BaHa 3a paspaboTBaHeTo My
W onpefensHe Ha M3NO/A3BaHETO 3a cCnogenfHe Ha

MHPOPMaLMA, yNpaBaeHME HA KPU3K U peakums.
G04 Sharkov, G., Todorova, C., Koykov, G., | The current contribution describes the authors’ experience | CTaTMaTa onucea onuta Ha aBTOPUTE NPU MPOEKTUPAHETO

Nikolov, I. (2022) Towards a Robust and
Scalable Cyber Range Federation for
Sectoral Cyber/Hybrid Exercising: The

designing the Red Ranger, a Composite Cyber Range. The
authors detail the design and development to facilitate the
agility required to support a working multi-faceted

Ha Red Ranger — komnosuteH Kubep noauroH (cyber
range). [lNogpobHO e oOnNWcaHo  NPOEKTUPaHeTo,
pa3paboTBaHETO M  MPAKTUKUTE, W3MO/3BaHM  3a
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Red Ranger and ECHO Collaborative
Experience, Information & Security: An
International Journal 53, no. 2 (2022):
287-302.
https://doi.org/10.11610/isij.5319

federation with the ECHO Cyber Range to allow for an
“exercise-as-a-service” model to provide adequate and
accessible cyber-hybrid mechanisms for crisis response
training and preparation. The federation at system level is
based on advanced and elastic architecture and cloud
resources management. At the application level it is based
on the system-of-systems model, developed by the author,
to simulate the interoperable real systems in critical
infrastructure, study the dependencies and identify
weaknesses, and used them for blue-team response.

noaobpsBaHe Ha MBKABOCTTa Ha cMcTeMaTa, Heobxoanma
3a nogabprKaHe Ha paboTella MHorocTpaHHa degepauma c
Knbep nosuroHa ECHO. CtaTusaTa onncea 1 NoAxXo4bT Npu
benepupaHeTo, ¢ KpaliHa Len Aa ce cb3gane Bb3MOMXKHOCT
33 NpoBeXKAaHeTo Ha "Knbep-yueHune KaTo ycayra", Konto
4a OCUTYpU afeKBaTHU W AOCTbMNHWU KnbepxmnbpugHu
MexaHM3MM 3a 0byyeHue M NoAroTOBKa 3a peakuua npu
KpU3su.

depepaumaTa Ha CUCTEMHO HMBO Ce OCHOBABA Ha
YCbBbPLWEHCTBAHA W eNacTU4Ha apXUTeKTypa U
ynpasieHne Ha obnayHm pecypcu. Ha HuBO
NPW/I0XKEHME TON Ce OCHOBABA Ha MOZAENA CUCTEMA-
oT-cucTemu, paspaboTeH OT aBTOPa, 3a Aa CMMYAUpPa
onepaTtMBHO CbBMECTMMW peasiHn CUcTeMn B
KPUTUYHA MHOPaCTPYKTYpa, na npoyum
3aBMCMMOCTUTE U Aa uaeHTuouumpa cnaboctute um
Oa ' 13Mnon3ea 3a OTroBOP Ha ,,CUHUA ekun”.

G05 Sharkov, G., Stoeva, M. (2022) Bringing | A selection of international defined software quality | NoabpaHu mexxayHapoaHu AedUHMPaHN CTaHAAPTU
Industrial International Standards to standards, covering the software development | 3a kayectBo Ha codTyepa, 06XBalLAM KUBHEHMA
ICT Higher University Education, lifecycle (SDL), including the Secure SDL, have been | umkbn Ha paspaboTkata Ha codtyep (SDL),
EDULEARN22 Proceedings, ISSN: 2340- analyzed for their applicability for the training of ICT | BkntountenHo Secure SDL, bsaxa aHa/iu3MpaHu 3a
1117, pp. 6131-6138, Vol. 2933, pp. 97- . .

113. ISSN: 1613-0073, professionals and software engineers. Standards such | TAxHata npuaoXMMOCT 3a o0b6yyeHMe Ha WUKT
https://dx.doi.org/10.21125/edulearn.2 | 35 CMMI, tests-model TMMi, CERT Resilience | cneuymanuctn n codptyepHn MHeHepu. CTaHZapTu
022.1446 (to appear in WoS) Management Model (CERT-RMM), and “agile” | kato CMMI, mogen 3a opraHu3MpaHe Ha TeCTBaHETO
implementations (like Scrum, DevOps, DevSecOps) | - TMMi, CERT Resilience Management Model (CERT-
have been reviewed and mapped towards the e- | RMM) 1 ,rbBkaBu” peanusaumm (Kato Scrum,
competences EU standards (e-CF, ICT job profiles). | DevOps, DevSecOps) 6axa npernegaHv u
Some specific process as defined by these standards | cbnoctaBeHn cbc cTaHgapTute Ha EC 33 e-
and other contextual requirements (like technical | komneteHunn (e-CF, pabotHu npoduam B WKT).
robustness, security and resilience of systems) have | Hakou cneunduyHmn npouecun, onpeaeneHn ot Tesu
been applied to define maturity levels and design the | ctaHAapTV M APy KOHTEKCTYaIHU U3UCKBAHMA (KaTo
courses and exercises with university students. TEXHMYECKa YCTOMYMBOCT, CUTYPHOCT U YCTOMYMBOCT
Ha CUCTEMUTE), ca MPU/IOXKEHW 33 onpenensHe Ha
HMBATa Ha 3PANOCT M NPOEKTUPAHE Ha KypcoBe U

YNpPaXKHEHUA CbC CTYAEHTHU.
G06 Sharkov, George, Christina Todorova, | Within recent years, governments in the EU member states | Npe3 nocnegHute roamHn EC nonara Bce no-ronemwu

and Pavel Varbanov. “Strategies,
Policies, and Standards in the EU
Towards a Roadmap for Robust and
Trustworthy Al Certification.”

have put increasing efforts into managing the scope and
speed of socio-technical transformations due to rapid
advances in Artificial Intelligence (Al). Guaranteeing and
providing access to reliable Al is a prerequisite for the proper

yCUAMA 3a ynpassieHue Ha o06xBaTa M CKOPOCTTa Ha COLLO-
TeXHUYecKMTe TpaHchopMaLMKu, AbAKawm ce Ha 6bp3ua
HanpegbK B 06/11acTTa Ha M3KyCTBEHWA WHTenekt (MUMU).
[apaHTMPaAHETO M OCUTYPsABAHETO Ha AOCTHN 0 HAAEKAEH
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Information & Security: An International
Journal 50, no. 1 (2021): 11-22.
https://doi.org/10.11610/isij.5030

development of the sector. One way to approach this
challenge is through governance and certification. This
article  discusses initiatives supporting a better
understanding of Al adoption’s magnitude and depth. Given
the numerous ethical concerns posed by “unstandardised
Al”, it further explains why certification and governance of
Al are a milestone for the reliability, security, robustness,
trustworthiness and competitiveness of technological
solutions.

MW e npegnoctaBka 3a pa3BMTMETO Ha cekTopa. EauH oT
HauyMHMTe Aa ce NoAXOAM KbM TOBA NpPeaM3BMKATENCTBO €
ypes cTaHAapTU3auma n ceptuduumpaHe. B Tasu ctatma ca
pasrnefaHyV WHWLMATMBKM, MNognomarawy no-gobpoTo
pasbupaHe Ha mawaba n gbnbounHaTa Ha BHeApPABaHETO
Ha WW. MpepBua MHOrobpolHWUTE €TUYHW npobnemmu,
nopoAeHu oT HecTaHZapTnsmpanus UN, B Hesa ce obacHABa
ole 3awo cepTudUUMpaHeTo M cTaHgapTn3aumaTa Ha U
Ca MMMepaTMBHU 33 HaAEXKAHOCTTa, CUTYPHOCTTa,
yCTOMYMBOCTTA " KOHKYpeHTOCnocobHoCTTa Ha
TEXHOIOTMYHUTE peLleHus.

GO07 Sharkov, George, Christina Todorova, Complex cyber-hybrid scenarios, exercising effective | CnoxHuTe KubepxMbpuAHU CcUEHapuM, NpuU KOWUTO ce
Georgi Koykov, and Georgi Zahariev. “A | collaboration at the technical, operational, and higher | ynpa)kHABa Konabopauua Ha TEXHUYECKO, ONEPATUBHO U
System-of-Systems Approach for the decision-making levels, are increasingly employed to | BUCOKO HMBO Ha B3emaHe Ha pelleHusA, BCe MO-4ecTo ce
Creation of a Composite Cyber Range prepare to face emerging hybrid threats. The current | n3nonssaT 3a nNoAroToBKa 3a  MocpellaHe  Ha
for Cyber/Hybrid Exercising.” contribution presents the authors’ experience in designinga | HOBOBb3HMKBALLM XMOPUAHM 3anaaxu. Tasum  cratus
Information & Security: An Composite Cyber Range, following a System-of-Systems | npeactaBs onuTa Ha aBTOpPMTE B MPOEKTUPAHETO Ha
International Journal 50, no. 2 (2021): (SoS) approach for the dynamic activation or incorporation | KomnosuteH Kubep nonuroH (cyber range), cneaBaiiku
129-148. of playgrounds and on-the-run integration of custom-made | noaxoaa 3a CUrypHOCT Ha CMCTEMM OT CUCTEMM 3a
https://doi.org/10.11610/isij.5029 emulation or overlay ranges to support an exercise-as-a- | AMHAaMWYHOTO aKTUBMPAHE W UHTerpupaHe Ha Kubep-

service model for the provision of adequate and accessible | nonvronu, BkauuTENHO M emynaumoHHM u “overlay”

cyber-hybrid mechanisms for crisis response training and | kubep nonuroHn no mogena Ha " Kubep-yyeHue KaTo

preparation. ycnyra" 3a ocurypsaBaHe Ha afeKBaTHM W AOCTbMHU
KnbepxnbpuaHu mexaHM3mu 3a obyyeHre 1 NoAroToBKa 3a
peakuma Npu Kpusu.

G08 George Sharkov (2021) Harnessing the In this paper, the author analyses and discusses recent Al | B Ta3u ctaTus aBTOp®bT aHanM3upa u obcbKaa nocaeaHuTe

Potential of Al Against COVID-19
Through the Lens of Cybersecurity:
Challenges, Tools, and Techniques.
Information & Security: An
International Journal, Vol. 49 (2021):49-
69.

https://isij.eu/node/22973/

applications for the fight against the COVID-19 pandemic
through the prism of cybersecurity and data privacy. The
article discusses system-of-systems propositions for
companies and SMEs concerning the ethical and safe use of
Al means, methods, and tools. Furthermore, the paper
provides an overview of recent developments and
applications of Al methods and tools in terms of Al against
COVID-19, Al for Cybersecurity, Cybersecurity for Al, and
Misusing Al. A special focus is given on the Al-specific supply
chains (like training data) and other interdependencies are
analyzed in view of the coming certification schemes (under
Cyber Act, Al Act, Cyber Resilience act, etc.)

NPUNOKEHNA HaA MU3KYCTBEHUA WHTENEeKT 3a 6opba ¢
naHaemuATa COVID-19 npes npusmara Ha
KMb6epcurypHocTTa M HEMpPUKOCHOBEHOCTTa Ha JINYHUTE
AaHHW. B cTatnATa ce o6CbKAAT M HAKOU NpessioxKeHus 3a
npunaraHe Ha nogxoga 3a CUTYPHOCT HAa CUCTEeMU OT
CMUCTEMMP HACOYEeHU KbM KoMmnaHuuTe n MCI1 3a eT4HOTO
1N 6e30mnacHO M3Non3BaHe Ha cpeacTsaTa, meToauTe U
nHcTpymeHtTute Ha WW. OcseH TOBa cTatMATa npaswu
npernes Ha nocnefHuTe paspaboTKM U NPUIOKEHMA Ha
meToauTe U UHCTpymeHTuTe Ha MM no oTHoweHue Ha NN
cpelty COVID-19, UU 3a KMbepcurypHocT, KubepcurypHocT
3a MM n 3noynoTtpeba c M. Ob6pbLLa ce cneunaneH akLeHT
BbpXy cneunduyHute 3a Al Bepuru 3a AOCTaBKM (KaTo
OaHHM 33 obyyeHWe) M ce aHanu3MpaTr  apyru
B3aMMO33aBUCUMOCTM C OF/1ef, Ha NpeacToAWmUTe CXemm 3a
ceptuouumpaHe (cbrnacHo Cyber Act, Al Act, Cyber
Resilience Act u ap.)
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G09S

Sharkov, G., Papazov, Y., Todorova, C.,
Koykov, Zahariev, G., MonSys: A
Scalable Platform for Monitoring Digital
Services Availability, Threat Intelligence
and Cyber Resilience Situational
Awareness, Information & Security An
International Journal 46-2 (2020):155-
167

https://doi.org/10.11610/isij.4611

This article presents a design and architecture of a flexible,
robust, and scalable monitoring platform implemented as a
cloud-based service and an on-premise solution specifically
designed to address the need for ensuring service
availability at an individual level. This new platform MonSys
offers a variety of standardised service availability checks,
including web-based services from multiple geographical
locations and a flexible platform and tools for defining
customised complex services. Particular attention is paid to
the processes of metrics collection, processing, storage, and
querying. The end goal of creating this platform is for its
results to produce guidelines for improving relevant skills
and competences, security architecture hardening, and
identification of training needs.

B Ta3u ctatua e npeacraseHa MonSys - rbBKaBa, HageKaHa
M Malabupyema MOHUTOPUHT niaTdopma, peannsmpaHa
KaTo obnayHa ycayra u noKanHo peweHne. MonSys
npeanara pasHoobpasHM CTaHAAPTU3NPAHM NPOBEPKMU Ha
Ha/IMYHOCTTa Ha YCNYruTe, BKIOYMTENHO Ha yeb-6a3unpaHn
YCAYrK OT Pa3/iMiyHM reorpadpckm MecTonoIOKEHUA, KaKTo
M rbBKaBa NnaTdopma v MHCTPYMEHTU 3a AedUHMpPaHe Ha
NepcoHanusmMpaHu  KomnaekcHu  ycayrn.  OcobeHo
BHMMaHMe e oO6bpHATO Ha npouecuTe Ha CcbbupaHe,
06paboTKa, CbXpaHeHWe 1 TbpceHe Ha MeTPUKK. KpaiHaTta
Len Ha Cb3faBaHeTo Ha Ta3u Naatdopma e pesyntatute ot
HeA pJa pAoBejaT A0  U3rOTBAHETO Ha HACOKM  3a
nogobpasaHe Ha yMeHMATa W KOMNETEHTHOCTUTE Ha
nepcoHana, ykpensaHe Ha apxMTeKTypaTa 3a CUrypHOCT U
onpeaensHe Ha Hy»KaAuTe oT obyyeHue.

G10

Sharkov, G., Todorova, C., Papazov, Y.,
Koykov, G., Zahariev, G. (2021) Chapter
One: Cybersecurity Tools for Threat
Intelligence and Vulnerability
Monitoring for National and Sectoral
Analysis. In book: Information Security
in Education and Practice, ed. Kalinka
Kaloyanova, Cambridge Scholars
Publishing. ISBN-10 : 152756066X. Pp.
1-18
https://www.cambridgescholars.com/p
roduct/978-1-5275-6066-6

This paper provides insights into the findings from the pilot
implementation of Cyber Map Bulgaria, revealing chronic
vulnerabilities in the IT infrastructure of different industries
in Bulgaria. The authors discuss how the implications of this
study could be used to provide guidelines for developing
training programs to supplement critical gaps in the security
skills and competences in the Bulgarian context. The paper
further provides a brief overview of the architectural
underpinnings of Cyber Map Bulgaria, a technical tool
developed by the authors to provide an aggregated picture
of the technical profile and the vulnerabilities of a large
number of systems of systems, focusing first on Bulgarian
cyberspace and also, at a larger scale, on specific sectors or
interconnected digital businesses (clusters).

Tasu cTaTMA nNpeacTaBA pesynTaTute OT MUIOTHOTO
npunaraHe Ha Kubep kKaptata Ha bBbarapua, KoaTo
pasKpuBa XPOHUYHM yA3BUMOCTU B UT nHbpacTpyKTypaTa
Ha Pas3/IM4yHKN MHAYCTpUK B Bbarapua. ABTopuTe obcbxaaTt
KaK pe3yaTaTvTe OT TOBA NPOy4YBaHe MoraT Aa ce M3non3sat
3a NpefoCTaBAHE Ha HACcOKM 3a pa3paboTBaHe Ha yyebHu
nporpamy 3a nonmb/jBaHe Ha KPUTUYHWUTE MPOMYCKU B
yMmeHMATa U KomneTeHuumute B obnactta  Ha
KnbepcurypHocTTa B 6bArapckma KOHTEKCT. B cTatuaTa ce
NpaBu M KpaTbK MNpernes Ha apXUTeKTYpHUTE OCHOBM Ha
Knbep Kapta Ha Bbarapua - TEXHUYECKUM WHCTPYMEHT,
paspaboTeH OT aBTopuTe C LUen Aa ce MNpesocTasu
0606WeHa KapTMHa Ha TexHuyeckna npooun w
YA3BMMOCTUTE HA roNAM 6pOi cUCTEMM OT CUCTEMM, KaTo ce
aKLeHTMpa nbpBO BBPXY 6barapckoTo
KnMbepnpocTpaHCTBO, a CbLUO TaKa U B NO-ronam mMawab, 3a
KOHKPETHW CEKTOpU MWW B3aUMOCBBP3aHU AUTUTANHU
6usHecK (KnbeTepn).

G11

Gkamas V., Rigou M., Paraskevas M.,
Zarouchas T., Perikos ., Vassiliou V.,
Gueorguiev .1, Varbanov P., Sharkov G.,
Todorova C., Sotiropoulou A., Bridging
the skills gap in the Data Science and
Internet of Things domains: A
Vocational Education and Training
Curriculum. In: Brown, M., Nic Giolla
Mhichil, M., Beirne, E., & Costello, E.
(eds.) (2020). Proceedings of the 2019

In this work, the authors present the macro-level design of
knowledge model, skills and competences, training
objectives and the learning outcomes of a multi-disciplinary
VET program for data science and the Internet of Things.
Data Science and Internet of Things are currently among the
key drivers of skills and competences required by the IT
market. As a skills’ gap is projected in the Data Science and
Internet of Things domains, substantial effort is required by
training providers to upskill the IT workforce, including

B Tasu pabota aBTopUTE NPEACTaBAT AN3aiHA Ha y4ebHUTe
Ueim M CTPYKTYpUpaHeTo  Ha  yMeHuATa K
KOMNETEHTHOCTUTE npu Cb34aBaHeTo Ha
MyATUAMCUMNAIMHAPHA nporpama 3a MO0 B obnactuTe Ha
HayKaTa 3a JaHHWUTE U MHTEPHET Ha HelwaTa. MoHacToAwem
HayKaTa 3a [AaHHWTE WM WHTEPHET Ha HewaTa ca cpef
Kno4YoBuTe GakTopu, BAUAEWM BbLPXY eBo/OUMATA B
M3UCKBAHWATA 33 YMEHWATa W KomneTeHuuuTe Ha WUT
nasapa. Tbii KaTo ce NPOrHo3Mpa HeJOCTUT HA YMeHUs B
Tesu ABe 06n1acTu, ca HeOBXOAMMM 3HAUNUTENHU YCUNUA OT
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ICDE World Conference on Online
Learning, Volume 1, Dublin City
University, Dublin. ISBN: 978-1-911669-
10-4
http://dx.doi.org/10.5281/zenodo.3804
014

security architectures and trustworthiness. This article
details an approach towards this end goal.

CTpaHa Ha AOCTaBYNLMTE HA 0ByyeHMe 3a NOBUILABAHE Ha
KBanmouKaumaTa Ha UT paboTHaTa cuna, BKAOYMTENHO NO
OTHOWIEHME Ha  apXMTeKTypuTe 3a CUTYPHOCT ¥
HageXaHocCT. Ta3n cTaTma onncea NOAX0A, CBbP3aH C Tasn
KpaiHa uen.

Sharkov, G., Papazov, Y., Todorova, C.,

G12 This paper presents Cyber Map Bulgaria, a technical tool | B HacToAwaTa ctatma e npeactaBeHa Kubep KapTa Ha
Koykov, G., Georgiev, M., Zahariev, G., developed by the authors to provide an aggregated picture | Bbarapua - TeXHMYECKM MHCTPYMEHT, pas3paboteH oOT
“Cyber Threat Map for National and of the technical profile and the vulnerabilities of a large | aBTopuTe c uen aa ce npegocrtasm o6obweHa KapTUHA Ha
Sectoral Analysis”, Computer and number of systems of systems, focusing first on Bulgarian | TexHuYeckus npooun M ya3BUMOCTUTE Ha ronsm 6poit
Communications Engineering, Vol. 13, cyberspace and also, at a larger scale, on specific sectors or | cuctemn OT cucTeEMM, KaTO ce aKLUEHTMpa NbpPBO BbPXY
No. 2/2019. Workshop on Information interconnected digital businesses (clusters). This paper | 6bArapckoTo KMHGEPNPOCTPAHCTBO, @ CbLO Taka M B no-
Security 2019, 9th Balkan Conference in | further summarizes the work and some of the findings from | ronam  mawab, 3a  KOHKpPETHUM  CeKTopu  Uan
Informatics. ISSN 1314-2291 the pilot run of “Cyber Map Bulgaria,” such as chronic | B3aumocBbp3aHu gurutanHu 6usHecn (Knbctepu). B To3um
vulnerabilities per domain or groups of domains or | goKymeHT e npeactaBeHo U ob6obueHMe Ha paboTaTa u
identifying critical points within the public and private IT | HAKOM OT U3BOAWTE OT NUNOTHOTO NycKaHe Ha "KnbepkapTa
infrastructure. Bbarapua", Kato Hanpumep XPOHWYHWU YA3BUMOCTM MO
AOMEVHU UAW TPYNn OT LOMENHU NN UAEHTUDUUMpPAHE Ha
KPUTUYHM  TOYKM B NybaMyHaTa M YacTHata MWUT
MHPPACTPYKTYpa.
G13 Christina Todorova, Carina Girvan, In this practice paper, we aim to share our experience with | B Tasu ctaTua oT npakTuKaTa Leamm ga cnogenivm onuta cu
Nikoleta Yiannoutsou, Marianthi the design and implementation of constructionist | B npoeKkTMpaHeTo M U3NbAHEHMETO Ha KOHCTPYKTUBUCTKU
Grizioti, Ivaylo Gueorguiev, Pavel educational robotics activities tailored to primary school | o6pa3oBaTenHu geiHocTM no poboTuKa, NpurogeHu 3a
Varbanov, George Sharkov. Visualising students (4th grade, age 9-11 years) implemented in a series | y4yeHUun oT HayanHoTo yumauwe (4 Knac, 9-11 roauHu),
mathematics with the MathBot: a of robotics workshops, which took place within a real school | peanusupaHu B nopeanua ot paboTuaHMLM NO PoBOTUKA,
constructionist activity to explore setting in Sofia, Bulgaria. Through this contribution, we will | Kouto ce nposezoxa B peanHa yunauwHa cpena 8 Copus,
mathematical concepts through further present an activity plan involving student | Bbarapua. Ypes To3M npuHOC We nNpeacTaBUm
robotics engagement with mathematical concepts (angle measuring | AonbAHWUTENHO NAaH 3a AeMHOCT, BK/AOYBALLY, aHrAXKMpaHe
Proceedings Int. Conference and properties of the circle) to program the behavior of a | Ha yyeHUUWUTE C MaTeMaTMYeCKK NOHATUA (M3MepBaHe Ha
Constructionism 2018, Vilnius, robot to teach critical STEM concepts, skills, and | bron v cBoiicTBa Ha OKPBKHOCT) 3a MporpamupaHe Ha
Lithuania, pp. 656-663, ISBN 978-609- competences, such as collaborative problem-solving. noseseHNeTo Ha poboT C uen npenosaBaHe Ha KPUTUYHMU
95760-1-5 STEM KoHuenuun, yMeHWA U KOMMNETEHTHOCTU, KaTo
http://www.constructionism2018.fsf.vu Hanpumep KonabopaTMBHO pellaBaHe HA Npobaemu.
t/file/repository/Proceeding 2018 Co
nstructionism.pdf
G14 Ivaylo Gueorguiev, Christina Todorova, | This paper and its corresponding poster present a “work in | To3u [OKnag M CbOTBETHUMAT My MOCTEpP NpeacTaBAT

Nikoleta Yiannoutsou, Xristina Greka,
Pavel Varbanov, George Sharkov,
Carina Girvan, Julian M. Angel-
Fernandez, Lisa Vittori, Annalise Duca,
Towards a Generic Curriculum for
Educational Robotics in STEM: From
Scientific Concepts to Technologies and

progress” concept for visualising 19 educational activity
plans into a generic curriculum map for teaching critical
STEM concepts, skills, and competences, such as
collaborative problem-solving through constructionist
robotics activities. Six educational paths represent potential
use cases, and these have been validated through 148

KOHLLenuuA 3a Bu3yanmsmpaHe Ha 19 yyebHu nnaHa B ob6Lwa
y4yebHa nporpama 3a npenofasaHe Ha KpuUTUYHW STEM
KOHUENUUN, YMEHNA N KOMNETEHTHOCTKU, KaTo Hanpumep
KonabopaTMBHO  peluaBaHe Ha npobnemu  ypes
KOHCTPYKLMOHUCTKMN AENHOCTU Mo poboTuKa. LLlecT yuebHu
HanpaBneHWA ca ob6CbAeHM B MOTEHUMANHUTE UM
NPUNOXKEHNA U ca BaananpaHu upes 148 obpasosaTenHu
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Powerful Ideas. Proceedings Int.
Conference Constructionism 2018,
Vilnius, Lithuania, pp. 697-700, ISBN
978-609-95760-1-5
http://www.constructionism2018.fsf.vu

It/file/repository/Proceeding 2018 Co
nstructionism.pdf

educational robotics workshops implemented with children
between the ages of 7 and 18 in six European countries.

ceMuHapa no poboTuKa, peannsmpanm ¢ geua Ha Bb3pacT
mexay 7 n 18 roguHu B LWECT €BPONENCKN AbPKABM.

G15 Todor Tagarev, George Sharkov, and Advanced information and communications technologies | YcbBbplieHcTBaHuUTe MHPOPMaALMOHHMU "
Nikolai Stoianov, “Cyber Security and (ICT) facilitate the increase of effectiveness and efficiency of | KomMyHUKauNOHHM TEXHOJI0TUK (MIKT) ynecHsBat
Resilience of Modern Societies: A defense and security organizations, governmental services, | noBuwaBaHeTo Ha epeKTUBHOCTTAa M eduKacHOCTTa Ha
Research Management Architecture,” the economy, and quality of life, while at the same time | opraHusauuute 3a oTbpaHa " CUTYPHOCT,
Information & Security: An providing opportunities for malicious actors to cause | NpaBUTENCTBEHWUTE CAYKOM, UKOHOMMKATA M KAYECTBOTO Ha
International Journal, Volume 38 significant damage without exercising physical coercion. | *KMBOT, KaTo B CbLLOTO Bpeme NpPeaoCcTaBAT Bb3MOXKHOCTU
(2017), p.93-108, DOI: Policies for security and resilience of modern societies to | Ha 3n0HamepeHUTe yyacTHULM Aa NPUYMHAT 3HAUUTENHU
https://dx.doi.org/10.11610/isij.3807 . | threats and risks from the cyberspace account for foreseen | wern, 6e3 pga ynpaxHasaT ¢u3ndecka nNpuUHyAa
ISSN 0861-5160, e-ISSN 1314-2119 cyber threats, theirimmediate impact on ICT infrastructure, | MonuTUKMTE 33  CUFYPHOCT U YCTOMYMBOCT  Ha

consequent effects on critical services, as well as cascading | cbBpemeHHMTe o06uiecTBa Ha 3anjaxM W pPUCKoBe OT
effects across systems and infrastructures. This paper | KnubepnpocTpaHcTBOTO oTymuTat npeasnaeHuTe
presents the architecture used to plan and, consequently, | Knbepsannaxu, TAXHOTO HeNOCPEACTBEHO Bb3aencTBMe
manage cybersecurity research in Bulgaria. It follows five | Bbpxy WKT uHpacTpykTypata, nocneasawnte edeKktu
application areas (information management systems; | BbpXy KPUTUYHUTE YCAYTU, KAaKTO M KackaaHuTe epekTu B
industrial control systems; unmanned and remotely piloted | cuctemute n MHbpacTpykTypuTe. Tasm cTaTua nNpeacrasn
vehicles; bio-integrated systems; and cognitive processes | apxuTekTypata,  M3Mon3BaHa 3a  NJaHWpaHe WU,
and decision-making), the study of systems of systems, and | cnegoBatenHo, ynpasneHue Ha uscneasaHmaATa B obnactra
support to the formulation and implementation of | HaknMbepcurypHocTTa B Bbarapusa. Toli cneasa net obnactu
cybersecurity policy. Ha npunoxeHuve (cucTtemum 33 ynpasieHWe  Ha
WHPOpMaLMA; CUCTEMM 3@ MPOMULLIEH  KOHTPOJ;
6€3nuA0THU U  AUCTAHUMOHHO MNWAOTUPAHU NPEBO3HM
CcpeacTsa; BUOMHTErpUpaHM CUCTEMWM; U KOTHUTUBHMU
NPOLLeCH M B3EMAHE Ha PeLLEHUA), U3cNesiBaHe Ha CUCTEMM
OT CUCTEeMM M NoZKpena 3a GopmympaHe 1 npunaraHe Ha

KMbEepCUrypHoOCT NONTUKA.
G16 George Sharkov (2017), “A Systems-of- | To address the cybersecurity, safety, and reliability aspects | 3a fga pasrnegame acnekTMTe Ha KubepcurypHocTTa,

Systems Approach to Cybersecurity and
Resilience”, Information & Security: An
International Journal, Volume 37
(2017), pp. 69-94, ISSN 0861-5160, e-
ISSN 1314-2119,
https://isij.eu/node/22974

of the entire digitalized ecosystems, we need first to
understand and possibly model how the respective
computer systems of different participating entities
interoperate and collaborate. Modern computer systems
and emerging applications are not just largescale and
complex in the digitally connected world. We categorize
them also as decentralized, distributed, networked,
interoperable compositions of heterogeneous and
(semi)autonomous systems and/or elements. These new
types of composite systems with emergent behavior have

6e3onacHocTTa n HageXAHOCTTa Ha uanaTa
LuMdpoBM3MpPaHa eEKOCMCTEMA, MbPBO TPAOBa Aa pa3bepem
M  €eBEeHTyafHO J4a MOoAgeAMpaMe KaK CbOTBETHUTE
KOMMIOTbPHM CUCTEMM HA Pa3/IMYHM y4acTBalLM CyHeKTH
B3aMMOJeNcTBaT M CcU  CbTpyaHuuaT. CbBpemeHHUTe
KOMMIOTbPHM CUCTEMU U HOBOBB3HMKBALLMTE MPUNOMKEHUA
He ca MPOCTO MaWabHM U CNOKHW B AUMUTANHO CBbP3aHUA
cBAT. Hve ™ KaTeropuMsMpame  CblWO  KaTo
AeUeHTpanusmpaHm, pasnpeaeneHu, MpPEXKOBMU,
onepaTMBHO CbBMECTUMM KOMMO3ULIMN OT XETEPOreHHU U
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been defined as “Systems of Systems” (SoS). This paper
explores different types of SoS and analyzes the
interdependencies to manage cybersecurity threats and
risks and achieve cyber resilience. It describes a new
theoretical approach towards achieving cyber resilience of
SoS, suitable for threat intelligence, composite risk
management, and “layered” view on different types of SoS,
namely: functional SoS, safety monitoring and supervisory
SoS, and cybersecurity layer. An Al-empowered overlay (or
SoS-ring) is also discussed, in support to decision-making,
and coordinated response and prevention in real time. An
SoS view on managing the supply/value chain cyber risks is
also outlined, including the “hidden” risks. This new
theoretical model and some of the practical
implementations have been presented as invited talks at
various conferences (ACM, IEEE, ITU, ENISA, AFCEA), and
also implemented partially in the National Cybersecurity
Strategy for the operational collaborative network definition
and specification.

(nony)aBTOHOMHM cucTemmn M/mMan enemeHTn. Tesm HOBM
TUMNOBE CbCTABHM CUCTEMM C Bb3HWMKBALLO MOBegeHMe ca
onpeaeneHn kKato ,Cuctemn ot cuctemn” (SoS). Tosu
OOKYMEHT U3cnenBa pasnyHKM BupoBe SoS M aHanusupa
B3aMMO3aBUCMMOCTUTE 33 YrpaB/ieHWe Ha 3annaxute u
pucKoBeTe 33 KMBepcurypHocTTa M nocTUraHe Ha Kubep
yctoumsocT. Tol npeanara HOB TeOpeTUYeH NOAXOL 3a
rnocTuraHe Ha Kubep ycTolumBocT Ha SoS, noaxoasauw, 3a
TbpCeHe Ha 3aniaxu, KOMBUHUPAHO yNpaBAeHWe Ha pUCKa
n ,cnoect” nornes Bbpxy pasnvyHu Buaose SoS, a UMeHHO:
dYHKLMOHANHM SOS, MOHUTOPWHr Ha 6e3onacHocTTa
HaA30peH SoS, KaKkTo U cnoli oT SoS 3a KnbepcurypHocT.
O6cbrKaa ce CbLo creymaneH Nokpuealy, caon (NpbereH),
nognomaraH ot MU peweHuns, B NOAKPeNa Ha B3eMaHeTo
Ha peleHna U KOOPAUHWPAH OTrOBOP W MPEBEHUMA B
peanHo Bpeme. OuepTaBsa ce CbLo 1 eaHOo SOS BMKaaHe 3a
ynpaBneHve Ha KubeppuckoBeTe no Bepurata 3a
[LOCTaBKU/CTOMHOCT, BKAKOUYUTENHO ,,CKPUTUTE” pUCKOBE.
To3M HOB TEOPETUYEH MOZAEN U HAKOM OT MpPaKTUYecKuTe
peanusauuu 6Axa NpeacTaBeHN KaToO NEKUMWM MOKaHa Ha
pa3nunyHu KoHdepeHumn (ACM, IEEE, ITU, ENISA, AFCEA) n
CbLLUO TaKa YaCTMYHO BHeApPeHW B HaumoHanHaTa cTpaterms
3a KubepcurypHoct 3a geduHupaHe u cneumdukauma Ha
onepaTvBHa MpeXa 3a CbTPYAHNYECTBO.

G17 George Sharkov and Christina This paper provides an overview of the possibilities of | Tasu cTatma npasun o0630p Ha Bb3MOXKHOCTUTE U
Todorova. "Capture the Flag for Capture the Flag (CTF) exercises to test cybersecurity | npunoxeHnnata Ha "Capture the Flag" (CTF) knbep y4yenuns
Cyber-Resilience Exercising through capabilities into a complex system-of-systems setting using | 3a TectBaHe Ha cnocobHOCTUTE 33 KWBEpCUrypHocT B
Cryptographic Puzzles and coIIabora‘tive methodologies and cryptographic cha!lenges. CNOXKHa cpesa Ha CUCTEMM OT CUCTEMMU, KaTo ce M3Non3saT
Collaborative Problem-Solving." It also discusses the bridge from theory to practice and | KonabopaTnsHM MeTOLONOMMU M KPUNTOTPAPCKKM 334a4M.

~ . combining theoretical cryptographic knowledge with | Tolt cblo Taka 06CbKAa MOCTa OT TEOPUS KbM MPAKTUKA M
Information & Security: An practical tools and attack scenarios. It presents the | KOMBMHMpPaAHETO HA TEOPETUYHM KPUNTOrPaAdCKU 3HAHUA C
International Journal (2017): 95- experience and lessons learned from four summer schools | npakTMYeCKM WHCTPYMEHTM M CLeHapuu 3a aTaka.
102. “CryptoBG”. MNpeactaBeH € ONUTLT U NMOYKUTE OT YETUPU NIETHU LIKOAN
https://isij.eu/node/22975 CryptoBG.

G18 Sharkov G., Stoeva M., Software This paper presents and early stage of implementing a new | To3u LOKYMEHT NpeacTaBa paHeH eTan Ha BHegpABaHe Ha

Engineering Management Education —
Bringing Industry Standards to the
University Program, Tenth Jubilee
International Conference Information
systems and grid technologies —
ISGT’16, September 30 - October 1,

style and methodology for teaching software engineers,
information security specialists Some de-facto software
standards (CMMI, TMMi, RMM) have been discussed and
introduced to enrich the university education with practical
knowledge and competences. Results from students’ course

HOB CTW/A M MeToAo/NorMA 3a obydeHue Ha copTyepHMU
WHXKeHepu, cneumanmctn no MHGOPMaLMOHHA CUTYPHOCT
Hakon ge ¢akto codptyepHu craHgaptv (CMMI, TMMi,
RMM) 6saxa obcbaeHu M BbBeAdeHM, 3a ga oborataT
YHUBEPCUTETCKOTO 06pa3oBaHMe C NPAKTUYECKM 3HAHUA U
KomneTeHuMKn. Pesyntatmute OT KypcoBaTa paboTta Ha
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2016., Sofia, Bulgaria, pp. 184-198, ISSN
1314-4855

work (competitive team projects) are presented and
discussed.

CTyaeHTUTE  (CbCTesaTenHu
npeacTaBAT M 06CbKAAT.

eKUMHM  NpoeKTn) ce

G19

Tagarev, Todor and George Sharkov.
"Multi-stakeholder Approach to
Cybersecurity and Resilience."
Information & Security: An
International Journal 34, no. 1 (2016):
59-68.
https://doi.org/10.11610/isij.3404

Identifying and involving all relevant stakeholders in national
cybersecurity strategy (NCSS) development is key for
defining the scope, setting the goals and approaches, and
the roadmap to achieve targeted maturity levels. It is more
than involving the three groups (government, private sector,
academia) and requires a holistic approach towards security
and resilience of all interconnected segments of national
and international cyberspace. The paper presents the
approach to making the Bulgarian NCSS (BG-NCSS). Different
aspects of stakeholders' involvement and engagements are
considered: for identifying the scope and developing the
strategy, defining the responsibilities and engaging with the
development of a national collaboration operational
network, strategy implementation and the roadmap to a
resilient society, and collaboration to achieve operational
cyber resiliency. As a collaboration mechanism, applications
of public-private partnerships at different levels are
envisaged.

NpeHTMPMUMPAHETO M BKAKOYBAHETO Ha BCUYKM CbOTBETHU
3aMHTEepecoBaHW  CcTpaHM B  pa3paboTBaHETO  Ha
HauMoOHanHa cTpaterns 3a KubepcurypHoct (NCSS) e
KNOYOBO 3a onpegensaHe Ha obxBaTa, onpegensHe Ha
LuenuTe v NnoaxopuTe M MbTHaATa KapTa 3a NOCTUraHe Ha
LeneBn HMBa Ha 3psanocT. TOM BK/OYBA MOBEYE OT TpUTE
rpynu (NpaBuTENCTBO, YacTEH CEKTOP, aKafeMUUHU cpeam)
M W3UCKBA XOJIMCTMHMEH MOAXOZ4 KbM CUTYpPHOCTTa M
YCTOMYMBOCTTA Ha BCMYKM B3aMMOCBBP3aHN CErMEHTU Ha
HaLMOHANIHOTO U MeXAYyHapoAHOTO KMbepnpocTpaHCTBO.
B ctatvATa e npenctaBeH MOAXOALT 33 Cb3AaBaHe Ha
Bbnrapckata HKCC (BG-NCSS). PasrnexpaT ce pas/iivyHu
acnekTM Ha  y4yacTMeTO W aHraKMMeHTUTe  Ha
3aMHTEPeCcOBaHUTE CTpaHM: 3a wugeHTUdMUMpaHe Ha
obxsaTa U pa3paboTsBaHe Ha cTpaTerusTa, onpesensaHe Ha
OTFOBOPHOCTUTE M aHra)kmpaHe c pa3paboTBaHeTo Ha
HaluMoHasHa oOnepaTMBHA MpeXa 33 CbTPYAHWUYECTBO,
M3MbJAHEHWE Ha CTpaTernaTa M NbTHa KapTa 3a YCTOMYMBO
06LLEeCcTBO U CbTPYAHUYECTBO 32 NOCTUIAHE HA ONEPATUBHO
KnbepyctonumsocTt. KaTo mexaHuM3bM 3a CbTPYAHUYECTBO
ce npeaBMKAaT NPUAONKEHMA Ha Ny6AMYHO-YaCTHM
NapTHbOPCTBA Ha Pa3/IMYHM HUBA.

G20

George Sharkov, Petya Asenova,
Valentina lvanova, Ivaylo Gueorguiev,
Pavel Varbanov: “Evaluation of ICT
Curricula using European e-
Competence Framework”, In:
Proceedings of the 10th Annual
International Conference on Computer
Science and Education in Computer
Science 2014 (CSECS2014); ISSN 1313-
8624 pp. 275-294

This paper presents a method for evaluation of e-
competences (knowledge, skills and attitudes/proficiency
levels) as outputs of university ICT bachelor and master
programs. The benchmarking is based on the European e-
Competence Framework (e-CF) - a set of 40 competences
derived from IT job profiles, which became an EU standard
by CEN in 2015. The method and e-CF framework can be
used by ICT business, policy makers and public authorities,
HR organizations, education and VET, as well as in cross-
industries. The mapping method is bidirectional starting
with courses/modules assessment of the learning outcomes
towards e-CF, then aggregate to a target ICT jobs profiles.
The analysis of the mappings allows updates and
improvements at the program level to meet industry
demands, but also a fine tuning of the courses to gradually

build competences and have a coherent theoretical and
practical learning path. The paper presents the method and
results of the approach, analyses its applicability for

To3n p[OKYMEHT npeactaBas MeTof 3a OLEeHKa Ha e-
KOMNEeTEeHUMM (3HaHUA, yMeHWs W Harnacu/Huea Ha
BNlafileeHe) Kato pes3yntatu  oT  6akanaBbpcku U
MarnucTbpckn nporpammn  no WKT B yHuBepcuteTa.
CpaBHUTENIHUAT aHanW3 ce OocHoBaBa Ha EBponeiickaTta
paMKa 3a eNeKkTpoHHU KomneTteHumm (e-CF) - Habop ot 40
KOMMeTeHUUN, U3BaedYeHn oT npoduan Ha pabota B UT,
KOWTO cTaHaxa ctaHgapt Ha EC ot CEN npe3 2015 r.
MeToabT M pamkaTa 3a e-KOMMeTeHuuM morat ga ce
nsnonssat ot KT 6usHec, noantmum n nybamyHm opraxm,
OpraH13aLMm 3a YOBeLUKM pecypcu, 06pasoBaHue, KaKTo U1
B PasINYHMN UHAYCTpMKU. MeToabT Ha KapTorpadupaHe e
[ABYMNOCOYEH, KaTO Ce 3amnoysBa C OLLEHKA Ha Kypcose U
MOAyNW Ha pesyntatute oT obydyeHuneto kbm e-CF, cneg,
KOeTo ce arpervpa Kbm Lienesu npoduam Ha pabota 8 UKT.
AHaNM3BT HA CbNOCTAaBAHUATA MNO3BO/IABA aKTyaM3aLMM U
noaobpeHns Ha HMBO Mporpama, 3a Aa Ce OTrOBOPM Ha
M3UCKBAHMATA Ha WMHAYCTPMATA, HO CbLO Taka M PuHa
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continual improvements of curricula and the teaching
approach in order to create long-term ICT competences
which meet better industry needs, European and global
trends.

HaCTpOMKa Ha KypcoBeTe 3a MNOCTENEHHO W3rpaxanar
KOMMETEHUMM W WMMAT CblaacyBaHa TeopeTuyHa M
npakTMYecka nbTeka Ha obyveHuwe. CTaTMATa npeacTass
mMeToga M pes3ynTaTute  OT  Nogxoda, aHanusmpa
NPUNOXKMMOCTTa MYy 33 HenpekbCHaTM nogobpeHua Ha
y4ebHUTe nporpamu M noaxoda Ha npenogasaHe C uen
cb3faBaHe Ha AbarocpodHn UKT KomneTeHuuu, KOUTO
OTrOBapAT Ha No-fobpuTe HYKAM Ha WHAYCTPUATA,
€BPOMNEenCKUTE N CBETOBHUTE TEHAEHUUN.

G21

Valentina Ivanova, Latchezar Tomov,
George Sharkov, lvaylo Gueorguiev:
“Towards e-Leadership M.Sc. Program
Curricula”. In: Proceedings of the 10th
Annual International Conference on
Computer Science and Education in
Computer Science 2014 (CSECS2014);
ISSN 1313-8624 pp. 315-325

The paper presents analysis of existing information
about NBU M.Sc., IT PM Program. Individual courses,
modules and the program are mapped to e-CF
competences. The e-CF profile of the program is
compared to CEN ICT profiles and to e-Leadership
profiles. The content and the teaching methods are
adapted to the recommendations, and curricula
improvement opportunities are identified and
discussed.

CratmATa npeactaBA  aHaAM3  Ha  CblyecTByBalla
MHbOpMaLMA 33 MarnucTbpckaTa nporpama Ha HBY, IT PM.
UHanBMAyanHUTE KypcoBe, MoAy/M M nporpamarta ca
CBbp3aHM € KomneTeHuuuTe 3a e-CF. e-CF npodunbT Ha
nporpamara ce cpasHsBa cbc CEN ICT npodunmTe, Kakto u
¢ e-Leadership npopunute. CbabprKaHNETO U METOAMTE Ha
npenogasaHe ca aganTUpaHM KbM MpPenopbkute, a
BBH3MOXKHOCTUTE 3a NofobpaBaHe Ha yuebHUTEe nporpamu
ca uaeHTuduumnpaHm n obcbaeHu.

G22

Peter Weiss, John O’Sullivan, George
Sharkov, “ICT Certification in Action:
Positioning Methodology of e-Certs
against e-CF”. In: eChallenges e-2011
Conference Proceedings, Paul
Cunningham and Miriam Cunningham
(Eds), IMC International Information

Management Corporation (2011) ISBN:

978-1-905824-27-4,
http://www.echallenges.org/e2011/

The paper presents research concerning positioning of
ICT Certifications against the European e-Competence
Framework (e-CF). The research aims at evaluation
and trial of possibilities and options to implement a
methodology for positioning ICT certifications onto
the e-CF and the European Qualifications Framework
(EQF). Results of analysis of the CompTIA Roadmap are
presented including 74 of some of most prominent
certifications offered on the market. The roadmap
intends to offer guidance to learners through offering
career paths for typical IT professions such as e.g.
Security Specialist or Network Administrator. The
paper explains background and details of applied
methodology for the analysis and presents some
results.

CratnaTta npeacrasn nscnepBaHe OTHOCHO
nosnunoHnpaHeto Ha WKT cepTudukatute cnpamo
EBponeiickaTa pamKa 3a €NeKTPOHHA KOMMETEHTHOCT (e-
CF). U3cnepBaHeTo Mma 3a UeN Aa oueHu U m3npobsa
BB3MOXHOCTUTE M ONUMUTE 3a NpuAaraHe Ha MeTo40/10rnA
3a nosuumoHupaHe Ha WKT ceptudumkatm B e-CF un
EBponelickaTa KBaNIMOUKALMOHHA pamKa (EQF).
Pe3yntatuTte oT aHanM3a Ha nNbTHaTa Kapta Ha CompTIA ca
npesCcTaBeHW, BKAOYUTENHO 74 OT HAKOM OT Hal-
u3BecTHUTE cepTuduKaTK, npegnaraHM Ha nasapa.
MbTHaTa KapTa Mma 3a Uen Aa nNpeasioXM HacoKM Ha
yyawmte 4pes npegnaraHe Ha KapuepHuM MbTEeKU 3a
TMNMYHM UT npodecun, Kato Hanp. Cneumanuct no
CUTYPHOCTTa WAM  MpEeXOoB agmuHuctpatop. CratuaTa
obsacHABA OCHOBaTa M MOAPOOHOCTUTE Ha MPUNONKeHaTa
METOA,010rMA 33 aHa/In3a U NPeACcTaBA HAKOW pe3yaTaTu.

G23

George Sharkov and Dimitar Birov,
“Challenging the IT University
Education and Innovations in Bulgaria:
Introducing management Aspects of
Software for IT Graduates”, in Proc.
Euroean Computer Science Summit
ECSS 2011, pp. 61-64

This paper presents a new model and methodology to
designing the university education in ICT and software
engineering. It is based on introducing management aspects
of software and IT services development, and synergy in
three areas: Technical focus areas (enabling technology”,
Management Focus Area, Business and Organizational
Control Focus Area. Industry driven knowledge and skills

Tasn cTatma npeacTaBa HOB MoZen U MeToAonorvsa 3a
NnpoeKkTUpaHe Ha YHUBEPCUTETCKOTO obpasoBaHune no UKT
N copTyepHO MHKeHepcTBO. ba3unpa ce Ha BbBeEXAAHE HA
yNpaBAEHCKM acnekTn Ha pa3paboTBaHeTo Ha codTyep u
UT ycnyrm u cuHeprua B Tpu o0b6nactu: TexHUYEcKM
¢doKycupaHu obnactn; Obnact Ha ynpaBAeHCKM ¢OKyC,
O6nact Ha 6M3Heca W OPraHM3aLUOHHWUA KOHTPOS.
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areas have been defined, and a special new inter-university
program SEMP (Software Engineering Management
Program) as launched in partnership with Carnegie Mellon
University, involving 4 Bulgarian universities.

OeduHupaHn ca 0651aCcTM  Ha 3HAHMA U yMeHwus,
OPUEHTUPAHW KbM WHAYCTPUATA, W ChNeumasHa HoBa
MeXKayyHuBepcuTeTcka nporpama SEMP (Mporpama 3a
ynpaBneHue Ha codTyepHOTO MHKEHEepPCTBO), CTapTUpPaHa B
napTHbOPCTBO C  yHuBepcuTeTa KapHern  MenbH,
BKAIOYBALA 4 6bArapckM yHUBEpPCUTETA.

G24

Van Der Straeten, Dominique, George
Sharkov, and Marc Van Montagu,
“Fever in Plants: Thermogenic
Responses of Tobacco to Exogenous
Salicylate.” Journal Thermologie
Osterreich 4 (1): pp. 10-17 (1994),
ISSN: 1021-4356

A novel approach to study the thermogenic responses in
living organisms is presented. It is based on theoretical
models of the behavior of complex biological systems,
combined with the latest technologies to monitor and
register the thermal patterns in living objects. From the
technology aspect, the infrared thermography methods and
tools are used to automatically measure and analyze the
surface temperature of leaves. Al-based methods and
programs have been developed to perform an advanced
quantitative/qualitative analysis of the behavior and
correlate to physico-chemical processes. A discovery of a
phenomenon was achieved, namely the mechanism of the
response to exogenous salicylate. This work is part of my
post-doc in University of Gent, Laboratory of Genetics, and
application of my knowledge-based “expert systems” work
in the field of biophysics.

MpepctaBeH e  HOB  MoAxohd, 3a w3c/iedBaHe  Ha
TEPMOreHHUTE peakuumn B Xusute opraHmamu. basmpa ce
Ha TEOPEeTUYHU MOLENN Ha MOBEAEHUETO Ha CNOXKHMU
6MON0rMYHN CUCTEMM, CbYETAHW C HAli-HOBUTE TEXHOIOTUN
3a HabageHWe 1 perncTpmpaHe Ha TONIMHHUTE MOAE N B
w»usute obektn. OT rnegHa TOYKa Ha TEXHONOrnATa,
MeToaMTEe W MHCTPYMeHTUTEe 3a  WHpavepBeHa
Tepmorpadus ce N3NoA3BaT 32 aBTOMATUYHO M3MepBaHe U
aHa/NM3 Ha NOBbPXHOCTHAaTa TemnepaTypa Ha /AucTaTa.
BbasupaHu Ha Al meToau u nNporpamu ca paspaboTteHn 3a
M3BbPLIBAHE Ha YCbBBLPLIEHCTBAH KOIMYECTBEeH/KayecTBeH
aHaNM3 Ha NoBeAEHMETO U Kopenaumsa ¢ GU3MKO-XMMUYHK
npouecu. bewe NOCTUrHATO OTKPUTUE HA eauH GEHOMEH, a
MMEHHO MeXaHM3Ma Ha OTroBopa KbM eK30reHHuAa
caamumnat. Tasm paboTa e yacT OT MmoATa NoCT-
AOKTOpaHTypa B YHMBepcuTeTa Ha leHT, Jlabopatopwma no
reHeTuKa, U NpuAaraHeTo Ha MoATa HasnpaHa Ha 3HaHUA
paboTa no ,ekcneptHW cuctemn” B obnactta Ha
buodusmKara.

G25

B. Balev, G. Sharkov, “Knowledge
representation in intelligent system for
image analysis”. In: Computer Analysis
of Images and Patterns, Proceedings of
the IV International Conference CAIP’91
(Dresden, September 17-19, 1991),
edited by Reinhard Klette, ISBN 3-05-
501299-2 DM118. Akademie Verlag
GmbH, Berlin, Germany. Pp. 239-247

This paper presents developed by our team knowledge-
representation methods and tools dedicated to modeling
biophysical objects and processes and their use for analysis
and interpretation of biophysical images and video
sequences. The multi-level knowledge representation
structure follows the organization of knowledge already
formalized in referenced expert systems for planning
biophysical experiments. The reasoning of the system is
based on abstract models of objects investigated and the
physicochemical processes observed. The system ISIA can
process and analyze 2-d static and dynamic images, and
applies heuristic rules as formulated by experts for
recognizing the objects and measuring their parameters.
Promising results from applying to support two expert
systems for experimental data extraction and analysis are
presented.

To3n poknag npeactasa paspaboTeHyM OT HAc MeToan U
WHCTPYMEHTM 33 NpeacTaBAHe HA 3HAHMWA, NOCBETEHWU Ha
MOAENNPAHETO Ha 6uModu3MYHM 06EeKTM U npouecn wu
TAXHOTO W3MO/M3BAaHE 3a aHaAM3 W WHTeprnpeTaums Ha
610dU3MYHM N300parKeHUs U BUAEO NOCeL0BaTEIHOCTH.
MHorocTeneHHaTa CTPYKTypa Ha NpeacTaBaHEe Ha 3HAHUA
cnepga opraHusaumaTa Ha 3HaHUATA, Beye
dbopmanusnpaHm B pa3paboTeHM eKCcnepTHU cUCTemMu 3a
nnaaHupaHe Ha 61nodpunsnyHu eKCNepuMeHTH.
Pa3cbaeHnaTa Ha cucTtemaTa Ce  OCHOBaBaT Ha
abCTpaKTHM  Moaenn Ha u3cnefpaHutTe 06eKkTM w
HabnogaBaHuTe OGU3MKOXMMWUYHM npouecn. Cuctemata
ISIA moxe fa 06paboTBa M aHanM3Mpa ABYMEPHUN CTaTUYHU
W AMHAMWYHW M306paxeHUs M npuaara eBpUCTUYHMU
npasuna, GopmyanpaHun oT eKcnepTu 3a pasnosHaBaHe Ha
06EKTM UM U3MepBaHe Ha TexHUTe napameTpu.
MpepcTaBeHn ca obellasalum pesyataTv OT NpuaaraHeTo
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3a NoA4pPbXKKa Ha ABe eKCNepPTHU CUCTEMU 3a U3B/INHAHE U
adHa/In3 Ha eKCNnepuMeHTaIHU AaHHWN.

G26 Sharkov, G., and D. S. Dimitrov, “Al A generic knowledge-based approach to modeling the | MpeactaBeH e reHepuyeH, 6a3npaH Ha 3HaHMA NOAXOA4, 3
Approach to research in membrane biological objects with their complex structure, processes | mogenvMpaHe Ha 6MONOrMYHN OBEKTU C TAXHATA CNOXKHA
biophysics”, in. Proc. Int. Seminar “Al and mechanisms for their interaction, and response to | cTpykTypa, npouecM M MexaHuM3MM 33  TAXHOTO
Methods in Biological Research”, external fields is presented. The experimental application in | B3anmogeicTBMe 1 peakuma Ha BbHLWHKM noneta. OnucaHo
Prague (1989), pp. 84-91, ISBN 80-02- the field of biophysics is described, and the specialized | e ekcnepumeHTanHoTo npunoxkeHne B obnacTTa Ha
99441 Knowledge Representation Environment for Biological | 6uodusmnkata 1 e oueptaHa cneumanmsmnpaHata cpesa 3a

Systems (KREBS) is outlined. Two main components of the | npegcraBsHe Ha 3HaHMA 3a 6uonormyHn cuctemm (KREBS).

environment are detailed — the “descriptive” language | MoapobHo ca onucaHW pgBa OCHOBHM KOMMOHEHTa Ha

(frame-based) and the “reasoning module” (implemented | cpegaTta — ,onucatenHuaT” e3mnk (6asmpaH Ha pamka) u

by production rules, fuzzy logic and temporal logic). ,PascbXKpaBaWMAT  moayn“  (MMNaemeHTMpaH  oT
NpOV3BOACTBEHW MPaBWia, Pa3smMuTa JIOFTMKA M BpemeBa
loruKa).

Homep Ny6ankaums Annotation AHoTaumAa

9. MybanKyBaHa rnaBa OT KONEKTMBHA MOHOrpadpus

G901 . Nonumuposa, B. LWanamaHos, H. In this chapter of the collective monograph systematizesthe | B Tasm rnaBa OT  KOnekTMBHaTa  MoHorpadwma
CrosHoB, T. Tarapes, f. iHakues, I. current state of research in the field of Al and the practical | cuctemaTnsupa CbBPEMEHHOTO cbCTOAHME Ha

LLlapkos, A. NMana3os, B. Pusos, K.
MBaHoBa, KubepcuaypHocm u
8b3MOXCHOCMU 30 MpUsOHEeHUe Ha
UHOBAMUBHU MEXHO102UU 8
pabomama Ha OvprasHama
aomuHucmpayus e bvnzapus (Codus:
MNA, 2019 r.). ISBN 978-619-7262-14-8
https://www.ipa.government.bg/sites/
default/files/01 ipa study v10.0. final
ed.pdf

lnasa: MNpunorkeHne Ha MHOBATUBHU
TexHosorMmn B paboTtaTa Ha AbprKaBHaTa
aAMUHUCTPaUMA: AHanu3 Ha
Bb3MOXKHOCTUTE 3a U3M0JI3BaHE Ha
U3KYCTBEH UHTENEKT M YaTboToBE Npun
npeocTaBAHE Ha YCAYIU U

possibilities, good practices and prospects for using Al
methods and means for providing services and servicing
users, mainly for the public administrative services sector.
Aspects of using Al systems in cyber security, security and
defense are also discussed. The three main aspects of the
use of Al are presented - ethical, legal and technological, in
relation to the author's participation in the European High
Level Expert Group on "Trustworthy Al" and the guidelines
adopted by the EC. A number of examples and
recommendations are given for the use of Al systems in
various fields of services and activities, including those for
managing critical resources and "essential services" (as
defined by the EC).

nscnepBaHuaTa B obnactta Ha UM um npakTuyeckute
Bb3MOXHOCTM, A06puUTE MPaKTUKM M MNepcnekTmusute 3a
M3non3BaHe Ha MeToauTe M cpeactBata Ha WU 3a
npegocTaBaHe Ha ycayru u obcayBaHe Ha noTpebutenu,
OCHOBHO 3a CeKTopa Ha nybAnYHUTE agMWUHUCTPATUBHMU
ycnyrn. PasrnegaHu ca M acnekTuTe Ha M3Mos3BaHe Ha
cuctemn ¢ UM B obnactta Ha KuMbepcurypHocTTa, Ha
CUTYpHOCTTa W oTbpaHaTa. MNpeacTtaBeHn ca TpUTe OCHOBHM
acneKkTta 3a usnonssaHeto Ha UM — eTMYHKM, NpaBHU M
TEXHO/MIOTMYHM, BbB BPb3KA C y4aCTMETO Ha aBTopa B
EBponelickaTta rpyna Ha BUCOKO HMBO 3a ,HaaexaeH UN“
(Trustworthy Al) u npueTtnte Hacoku ot EK. dapeHu ca
peauvua npumepu 1 NPenopbKM 3a N3N0A3BaHe Ha cUcTeMMU
¢ W B pasnununu coepun ycnyrv n AermHOCTH, BKAKOYUTENHO
W TaKMBa 33 YNpaB/JeHWE Ha KPUTUYHWU pecypcu U
,CbLLECTBEHN ycayrn“ (cnopeps, aeduHnumaTta Ha EK).
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KOMYHMKaLma ¢ noTpebuTennte, Kakto
1 33 NnoaabpKaHe Ha Knbep
curypHoctTa (cTp. 142-172)

G902

lnaea: Cpeaa 3a KMbep CUrypHocT B
Bbarapua: OCHOBHM pUCKOBE M 3an1axu
3a Knbep curypHoctra 8 HATO n EC cbe
cneunduyHM usmepeHusa 3a boarapus
(cTp. 174 —191)

This chapter describes and analyzes the cyber security
environment in Bulgaria in the context of NATO and EU
membership and development trends in several directions -
development and implementation of standards,
interoperability, development of information sharing
systems, as well as coordinated rapid response of large-scale
incidents and crises. Described are:

- The main risks and threats for cyber security in NATO and
the EU, and the specific dimensions for Bulgaria;

- The standards for interoperability and cyber security and
resilience in Bulgaria and NATO, EU;

- Information sharing and joint rapid response systems in
Bulgaria and within NATO and the EU;

- Types and types of cyber exercises, public and private
sector exercises, cyber resilience exercises.

The taxonomy developed by the author for sharing
information on large-scale cyber incidents and crises, which
has been adopted by ENISA, is presented.

B Tasu rnaBa e onucaHa ¥ aHanAu3MpaHa cpepjaTa 3a
KMbepcurypHocT B Bbarapuna B KOHTEKCTA Ha Y1IEHCTBOTO B
HATO u EC 1 TeHAEHUMMTE 32 Pa3BUTME B HAKOIKO NMOCOKMU
— pasBuMTME W nNpunaraHe Ha CTaHAApTM, onepaTMBHA
CbBMECTUMOCT, PasBUTME HA CUCTEMM 3a CNoAeNsHe Ha
MHPOPMaLMA, KAaKTO U KOOPAMHUPAHO BBbP30 pearnpaHe
Ha MHUMAEHTM OT rofifim mawwab v Kpusn. Onucaxm ca:

- OcHoBHUTE puckose " 33Mn1axu 3a
KubepcurypHoctta B8 HATO wn  EC, wu
cneunounyHUTE U3mepeHua 3a bvarapums;

- CTaHaapTuTe 3a onepaTMBHa CbBMECTUMOCT WU
KnbepcurypHocT u yctonumsoct B Bbarapma u
HATO, EC;

- Cuctemmn 3a cnofensHe Ha uHbopmauusa w
CbBMecTHa 6bp3a peakuua B bbarapua u B
pamkute Ha HATO un EC;

- Buposete n TMnose Knbep ydyeHus, yyatme Ha
ny6/IMYHUA M YaCTeH CEKTOp, Y4eHMA 3a Kubep
yCTOMYMBOCT.

MpepcTaBeHa e pa3paboTeHaTa OT aBTOpPa TAKCOHOMMA 3a
cnogensHe Ha UHGopMaLUA 3a KUbep MHUMAEHTU OT roNam
MaLab 1 Kpusu, KosATo e Bb3npueTa oT ENISA.




