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3 Iliyan Iliev

GENERAL CHARACTERISTICS OF THE DISSERTATION

The dissertation is devoted to optimizing the transition from asset management to service
management in complex federated systems in the public sector. The study considers digital
transformation not as the introduction of isolated technologies, but as a comprehensive
architectural and organizational rearrangement of the way digital services are planned, delivered,
and managed.

The relevance of the topic is determined by the growing dependence of the public sector on
distributed digital services that must operate reliably in a heterogeneous infrastructure, under
budget constraints, high security requirements, and a need for interoperability among
autonomous participants. In this context, the service-centric model is viewed as the necessary
next step after the traditional resource-oriented approach.

Relevance of the Research

Performance management systems in public sector networks face specific challenges
arising from distributed governance, participant heterogeneity, and dynamically changing public
and political priorities. The broad deployment and combination of digital technologies across all
spheres of social and economic life leads to an overall digital transformation that necessitates a
transition from asset management to service management.

This transition also has a deeper historical logic. In earlier stages of the development of
communication systems, it was sufficient to provide the end user with a transmission medium
through which they could reach a central computing resource. In such a model, data processing,
storage, and management are concentrated at the center, while the network performs the role of
an input and output channel. As data volumes grow and requirements for service quality,
security, and latency sensitivity increase, this model begins to reveal limitations that cannot be
overcome merely through even greater centralization.

Contemporary digital transformation in the public sector is not limited to the deployment
of individual technologies, but represents a rethinking of the way digital services are planned,
delivered, and managed. This transition is especially complex in federated systems, where
multiple autonomous administrative, communication, and computing domains must interact
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OPTIMIZING THE TRANSITION FROM ASSET MANAGEMENT TO SERVICE MANAGEMENT ...4

under different governance rules, a non-uniform infrastructure, and limited control over
connectivity, security, and capacity.

In the traditional centralizing model, the emphasis is placed on the infrastructure itself
and on maintaining individual technical components. In the service-oriented model, the focus
shifts to the value for the end user, the quality of the service delivered, and the system's ability to
use the available assets in a flexible, coordinated, and scalable manner. In such an environment,
the main question is no longer only which technologies are used, but how they are organized so
that the end result is a reliable, secure, and economically justified service capable of operating
beyond the logic of absolute centralization.

The dissertation examines four representative classes of digital services: adaptive
multimedia distribution through HLS, GPU-based computing services through API and
WebSocket, VolIP architectures with direct media exchange, and a federated AlS cloud for edge
collection and processing of real-time telemetry. These case studies differ in application, but
share common architectural problems: separation between the control and information layers,
operation in a heterogeneous and often NAT-constrained environment, protection of identities
and data, and efficient use of limited network and computing assets.

Within the present study, optimization is understood as the engineering and
organizational improvement of the transition to a service-oriented model according to several
basic criteria: reducing latency and improving service responsiveness; increasing reliability and
resilience in distributed operation; protecting communication, content, and personal data; using
shared assets more efficiently; and ensuring applicability in the conditions of the public sector,
including limited budgets, legacy infrastructure, and distributed responsibility.

Object, Subject, Goal, and Tasks

The object of the dissertation is complex federated systems in the public sector, in which
multiple autonomous administrative, communication, and computing domains interact in the
provision of digital services.

The subject of the dissertation is the set of approaches, architectural models, and
technological mechanisms for optimizing the transition from asset management to service
management in such systems, examined through representative case studies in the fields of
multimedia distribution, high-performance computing, real-time communication, and federated
telemetry.
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5 Iliyan Iliev

The main goal of the dissertation is to develop approaches for optimizing the transition
from asset management to service management in complex federated systems in the public
sector.

The following tasks have been set in order to achieve this goal:

1. To analyze the prerequisites for the transition from asset management to service
management in the public sector, including the historical, technological, and
organizational factors that determine the need for such a transition in federated
environments, and on this basis to formulate general principles and an architectural model
for service management in complex federated systems applicable to different classes of
digital services in the public sector.

2. To analyze the cryptographic risks in computer systems with a view to increasing the
security and reliability of communication services.

3. To develop methods for secure access to protected content and for protecting personal
data in the provision of digital services.

4. To develop an architecture for providing administrative and computing services on
demand for processing large volumes of data in the public sector.

5. To develop a hybrid architecture for providing a communication service in an
environment with infrastructural constraints.

6. To propose an architectural solution for real-time telemetry in complex federated

environments.

Research Methods

The following research methods were used to achieve the stated goal and tasks:
« Systematic and comparative analysis of existing technologies, architectures, and models for
delivering digital services;
« Historical and contextual analysis of the development of communication and digital
infrastructure;
« Architectural modelling of services and interactions among autonomous domains in a
federated environment;

« Analysis of the security and reliability of communication and computing solutions;
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« Design and study of practically applicable solutions based on actually developed and
deployed services;

» Generalization of the results into an overall model for the transition to service management.

Length and Structure of the Dissertation

The dissertation is structured into five chapters, an introduction, a conclusion, a
bibliography, and appendices. The first chapter examines the historical, technological, and
organizational prerequisites for the digitalization of services in federated systems in the public
sector. The second chapter analyzes the security and reliability of communication services in a
distributed environment. The third chapter is devoted to methods for accessing protected content
and to the protection of personal data in video distribution. The fourth chapter examines the
transition to the provision of digital services in the public sector through administrative,
computing, and federated telemetry services. The fifth chapter proposes architectural solutions
for optimizing the transition from asset management to service management in real-time

communication and telemetry environments.

The dissertation contains 153 pages, 49 figures, 6 tables, and 127 references.

Chapter 1. Digitalization of Services in Federated Systems in the Public Sector

The first chapter examines the historical, technological, and organizational prerequisites
for the transition from asset management to service management. The study begins with the
historical evolution of the communication environment in Bulgaria and traces how the
accumulated infrastructural deficits in North-Eastern Bulgaria turn into a telling example of a
regional digital divide. Emphasis is placed on the difference between the visible manifestations
of digitalization - e-services, registers, platforms - and the deeper infrastructural and
organizational basis without which these services cannot function reliably.

The transition from the analogue telephone network, dial-up access, and the early forms
of Internet connectivity to DSL, LAN access, coaxial networks, and the later development of
FTTH/PON is traced. The analysis shows that in a number of remote areas modernization
remained economically unprofitable for operators for a long time, which caused the lag to
accumulate simultaneously as low capacity, high latency, and limited organizational ability to
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7 Iliyan Iliev

provide modern digital services. In this context, both the technical characteristics of the
environment and the socio-economic consequences - migration, weakening of local capacity, and
delay in digital transformation - are examined.

It is shown that global factors such as the COVID-19 pandemic and the war in Ukraine
accelerate the reassessment of broadband connectivity as a condition not only for convenience,
but for resilient civil-military and administrative infrastructure. Within this framework, the new
submarine and terrestrial optical projects in the Black Sea region are also analyzed, as well as
their significance for overcoming the accumulated lag. The conclusion is that physical
infrastructure remains an irreplaceable foundation, but real public value arises only when
coordinated digital services are organized on top of it.

On this basis, the chapter derives the transition from the management of communication
assets to the management of services. In the traditional model, the focus is on individual
technical resources - lines, servers, routers, receivers. In the service-oriented model, the focus
shifts to the way these assets are combined and managed so as to provide a reliable, secure, and
scalable service. This requires a clear separation between the control plane and the data plane, as
well as a new perspective on latency, security, and efficiency.

The first chapter defines the four representative classes of services used as analytical case
studies in the dissertation: HLS adaptive multimedia distribution; CUDA analyses through
APIl/WebSocket as "GPU as a Service"; VoIP direct P2P as real-time communication; and a
federated AIS cloud for collecting and processing telemetry. The comparative analysis among
them shows that, although they differ in application, all require architectural separation of
functions, security mechanisms, resilience under connectivity constraints, and the possibility for
available resources to be provided as a service rather than as a locally owned asset.

Particular attention is paid to federated systems as a natural response to the limitations of
absolute centralization. The chapter summarizes their basic properties - autonomy of
participants, interoperability, secure exchange of information, and more efficient use of
resources. As a practically significant example, the AIS environment is examined, in which
multiple coastal stations, platforms, and operators interact without a single central owner of all
assets. It is shown that precisely here the need arises for an intermediate federated layer for
normalization, deduplication, and coordinated delivery of data.
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At the end of the chapter, the criteria for optimizing the transition to service management
are formulated: latency and responsiveness, reliability and resilience, security, efficiency in the
use of assets, and organizational applicability. These criteria serve as a general framework for
the following chapters, in which the individual technological implementations are examined. The
conclusion is that it is not the individual technology, but the architectural model, that determines
whether a given digital environment will remain a set of resources or will turn into a service
delivery system.

For the purposes of the present dissertation, optimizing the transition from asset
management to service management is considered a multi-criteria task involving interrelated
engineering and organizational improvements.

The first criterion is service latency and responsiveness, which is particularly important in
real-time communication, video streaming, and interactive computing requests.

The second criterion is reliability and resilience, understood as the system's ability to
maintain the service under infrastructural constraints, failures of individual nodes, and variable
network conditions.

The third criterion is security, including protection of communication, content, identities,
and personal data, as well as limiting the consequences of compromise of individual
components.

The fourth criterion is efficiency in the use of assets, that is, the possibility for the
available network, computing, and organizational assets to be combined and delivered in such a
way as to achieve higher service value under limited resources.

The fifth criterion is organizational applicability, which is particularly important in the
public sector, where solutions must operate in conditions of legacy infrastructure, limited
budgets, distributed responsibility, and the need for interoperability among autonomous
participants.

On the basis of these criteria, the proposed architectural solutions are evaluated in the
following chapters, and the way in which they contribute to optimizing the transition from asset
management to service management in different classes of digital services is traced.

The first chapter traced the historical development of communication infrastructure and
identified the reasons why, in the contemporary digital environment, a transition from asset
management to service management is necessary. It was shown that historical infrastructural
divides, limited regional connectivity, rising requirements for latency, capacity, and security, as
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9 Iliyan Iliev

well as the need for interoperability among autonomous participants, make the classical
centralizing model increasingly insufficient.

The analysis of the examined service classes showed that, regardless of their differences,
they share common architectural problems: the need for a clear distinction between control and
information functions, protection of identities and data, efficient use of communication and
computing assets, and the ability to provide functions as services rather than merely as locally
owned resources.

On this basis, federated systems emerge as a natural architectural direction for
development, since they allow a combination of autonomy, coordination, and service sharing
among different domains. It is precisely in this context that the following chapters successively
examine the cryptographic foundation of trust, the secure provision of protected content, on-
demand computing services, and architectural solutions for communication and federated real-
time telemetry.

Chapter 2. Methods for Ensuring Reliability in the Management of Communication Services

The second chapter is devoted to the reliability and cyber-resilience of communication
services under conditions of uneven digitalization. The thesis is advanced that, with the
accelerated penetration of digital technologies in the public sector, a cyber-security divide
emerges alongside the infrastructural one. Therefore, the reliability of digital services must be
considered not only as a matter of connectivity and capacity, but also as a matter of choosing an
appropriate cryptographic foundation.

The main analytical focus is on the weaknesses of RSA when random number generators
operate with low entropy. Examples and studies are examined that show how improper
generation of randomness can lead to predictable cryptographic parameters, common divisors
among different RSA keys, and practical compromise of systems using an otherwise "strong"
algorithm. It is shown that the problem lies not only in the mathematical model of RSA, but in
the real computational environment in which it is applied.

The second chapter examines in detail the importance of entropy sources, the role of
PRNG and TRNG, and the limitations of Linux-based systems during early boot, when system
randomness has not yet been sufficiently accumulated. The possibilities for using hardware
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entropy mechanisms, including Intel Secure Key, are analyzed as a practically applicable
measure for increasing the reliability of cryptographic processes.

On this basis, the transition from RSA to ECC is argued as a more suitable cryptographic
foundation for the services examined in this dissertation, which function in distributed and
resource-constrained environments. It is shown that ECC provides a comparable level of security
with substantially shorter keys, lower computational load, and better applicability to edge
devices and embedded platforms. ECDSA and ECDH over NIST curves are examined as a
practically applicable framework for authentication and key agreement in the future architectures
developed in the dissertation.

The chapter also outlines the perspective for development toward post-quantum
resilience. Although this is not the subject of an independent development in the dissertation, the
analysis shows that the choice of a cryptographic scheme should not be seen as a one-off
decision, but as a stage in a longer cycle of adaptation to new risks. Thus, the second chapter
builds the cryptographic and authentication foundation of the entire dissertation and prepares the
following chapters, in which security is already considered as part of the service model itself.

Where development has been inconsistent, fragmented, or for a long time subject to
partial and delayed solutions, not only connectivity and capacity constraints accumulate, but also
vulnerabilities in security. In this sense, the escalation of cybercrime, violations of personal data,
financial abuse, loss of information, and extortion related to it are not merely side effects of the
broader use of technology, but indicators that digital transformation often proceeds under
conditions of unevenly built cyber-resilience. This shows that alongside the infrastructural divide
there is also an interconnected divide in cyber security that requires not isolated measures, but a
consistent architectural approach to the reliability and protection of communication services.
(Jang-Jaccard and Nepal, 2014), (Kostadinov and Atanasova, 2019), (Dineva and Atanasova,
2019).

Compliance with cyber-security requirements is a prerequisite for the security and safety
of IT infrastructures, digital resources, and the protection of personal data. In this regard, the
topics of cryptography and sufficiently reliable generation of random numbers, which are at the
core of every encryption system, are of special interest (Shalamanov, 2020).

For the needs of modern cryptography, two types of random number generators are used -
true random number generators (TRNG) and pseudo-random number generators (PRNG)
(DiCarlo, 2012).
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A true random number generator (TRNG) is used when the RNG must generate values at
a given moment that must be unique and must not repeat in subsequent RNG invocations (Carr,
2003), (L'Ecuyer, 2007). The numbers obtained through this type of RNG are applied to
operations that require unique, non-repeating numerical values generated over time. (Jin, 2004),
(Camara, 2019) An example of such a situation is the generation of a cryptographic key for
encoding/decoding data, initialization vectors, initial numerical values (seed) for controlled
RNGs, and similar cases. (Ergun, 2015), (Ryabko et al., 2016).

A pseudo-random number generator (PRNG) uses an initial random number from the
micro or macro world (seed) as its basis, and a mathematical formula is used for the subsequent
numbers. From the initial value, through the application of a specific algorithm, all subsequently
generated random numbers are derived. The subsequent values are reproducible in order. The
only unexpected and secret value that must be as unpredictable as possible is the initial number,
which is the "root™ at the base of the sequence and initiates the generation of the entire numerical
series. Technologies such as one-time-password authentication (OTP), the generation of
cryptographic keys derived from a master root key (used in the construction of wallets in
blockchain, i.e. distributed ledger technology), HMAC-based authentication, and others are

based on this principle.

Problems with the random number generator (RNG) are at the root of the flaw in the
digital certificate of a Taiwanese citizen. Bernstein, Chang, Cheng, Chou, Heninger, Lange, and
van Someren presented a report during Asiacrypt 2013 (Bernstein et al., 2013), in which they
showed that the official smart cards for citizen identification issued by the Taiwanese
government were defective. Their results were based on the study by Heninger et al. (2012) on
low-entropy security keys. In that work, the researchers investigated low-entropy security keys
and whether similar defects could be discovered in Taiwan's "Citizen Digital Certificate”
database. The researchers examined 2 million 1024-bit RSA keys from that database and
established that 184 of these keys were trivial to compute within a few hours. They attributed
these weak RSA keys to a fatal flaw in the hardware random number generator (RNG). The
randomness used to generate the RSA keys had insufficient entropy and created predictable
patterns for RSA primes.

An article published in 2012 (Heninger et al., 2012) showed a weakness in TLS
(Transport Layer Security) and SSH (Secure Shell) servers involving weak security keys. The
authors revealed that improperly functioning random number generators (RNGs) led to low
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entropy in the randomness used for RSA and DSA server keys, which in turn caused
compromised cryptography. The researchers pointed out that this vulnerability was due to an
entropy gap in the RNG (/dev/random and /dev/urandom). During boot, /dev/random uses data
left over from the previous boot for the entropy pool. But when the system has been powered off
for a long time and memory has returned to its baseline state, these data become predictable.

The RSA algorithm is considered slower. RSA keys are commonly 2048 or 4096 bits in
length. From the standpoint of RSA security, 2048-bit RSA keys are no longer considered fully
secure. This is why most organizations are currently moving to 4096-bit keys. Many
organizations, however, avoid RSA encryption because of the slow key generation and
algorithmic operations, as well as because of the high consumption of machine resources.

P and Q are publicly known. The secret (the private key) is the scalar d in the equality Q
= d-P. Computing Q from (P, d) is easy, but recovering d from (P, Q) is hard when the
parameters are correctly chosen and the order of the group is sufficiently large; in mathematics
this is known as the elliptic-curve discrete logarithm problem. ECDLP is a fundamentally hard
mathematical problem on which the security of modern elliptic-curve cryptography (ECC) rests.
For the "reverse direction” in ECC (finding d from Q = d-P), the standard argument for hardness
is that in the generic model any attack against the discrete logarithm requires at least Q() group
operations, where p is the largest prime divisor of the order of the group - that is, in practice it
grows like the square root of the group size and becomes infeasible with properly chosen
parameters (Shoup, 1997).

For autonomous systems in the federated AIS cloud, which often operate on embedded
devices (Raspberry Pi, edge receivers/forwarders), it is important for asymmetric operations to
be fast and not to "inflate™ the traffic. Algorithms based on elliptic-curve cryptography - ECDSA
for signatures and ECDH for key agreement - provide equivalent cryptographic strength with
significantly shorter keys and signatures than RSA, which is practical for end-to-end protection
during transport between nodes in the cloud.
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The NIST Digital Signature Standard (FIPS 186-5) defines ECDSA and the established
"NIST curves" P-256, P-384, and P-521, which are widely supported in standard cryptographic
libraries and hardware modules.

According to recommendations for equivalent security strength (for example SP 800-57
Part 1), P-256 is a typical choice for approximately 128-bit strength: public keys and signatures
are compact (tens of bytes), whereas RSA for a similar level requires keys on the order of 3072
bits, which increases latency, certificate size, and the load during signing and verification.

Similar principles - signing AIS content for authentication and integrity while preserving
backward compatibility - are also demonstrated in Protected AIS (pAlS), where a cryptography-
compatible scheme is used to address known AIS vulnerabilities and preserve interoperability
with unmodified AIS devices (Gary Kessler, 2020).

Chapter 3. Methods for Accessing Protected Content

The third chapter examines methods for accessing protected content and possibilities for
limiting the leakage of personal data when delivering multimedia services. The starting point is
that, in modern web streaming, protection of communication and protection of the user's identity
should be regarded as different, though interrelated, functions. On this basis, the chapter
proposes an architectural approach in which content distribution is separated from the process of
authenticating the end user.

A typical scheme for video distribution via upstream RTMP and HLS to the end user is
examined (Fig. 3.3). A web streaming service is essentially a combination of protocols for
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upstream transmission to the streaming server and downstream transmission to end users, with
the most commonly used set being RTMP + HLS. This division of protocols has emerged over
the years because of the specifics of user connectivity. Under HLS, the video stream is divided
into chunks, and a text playlist in standardized M3U format describing the chunks available for
download is periodically retrieved and read. In order to achieve service reliability, load
distribution, and low latency toward the end user, the streaming platform is built as a CDN

scheme with multiple geographically distributed nodes.

It is shown why HLS is practically suitable for broad consumer distribution - support in
browsers and HTML5 players, operation over HTTP(S), better resilience in home and mobile
networks, and the ability to apply standard authentication and authorization mechanisms. At the
same time, it is argued that protecting RTMP communication between the studio and the server
is more reliable when done through a pre-established cryptographic tunnel than when relying
solely on RTMPS on endpoint devices with limited security capabilities.

Over HTTP ’ ‘

‘ RTMP @
‘f*f ‘ _ ll ‘

RTMP )
@

Camera Encoder RTMP Server ’ °

RTMP

Figure 3.3. Diagram illustrating the RTMP streaming process (source: synopi.com).

A substantial contribution of the chapter is the idea of separating content from
authentication. A test model has been developed in which the video distributor does not process
sensitive personal data, while user authentication and token issuance are assigned to a separate
trusted service. As a result, even if the streaming infrastructure is compromised, the risk of
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leakage of personal and payment data is significantly limited. Thus, security is not achieved
solely through encryption, but through a functional separation of responsibilities.

The chapter also examines the possibility of regional and local redistribution of protected
video content in an environment of small and regional Internet providers. The thesis is advanced
that, where local PON infrastructure exists and external Internet connectivity is limited, the
operator can receive one high-quality incoming stream and redistribute it within its own
network, thus reducing external traffic and improving service quality for subscribers. This logic
is placed in a regulated environment of access control and key-material protection, unlike the
historical practices of unregulated LAN file sharing.

The conclusion of the third chapter is that the secure provision of content does not
amount to the basic encryption of video fragments, but requires a complete service model in
which transport, authentication, issuance of key material, and local distribution are organized
coherently. In this way, the cyber-resilience of the service is increased, dependence on the
limitations of external Internet connectivity is reduced, and the transition to more complex
administrative and computing services in the next chapter is prepared.

Here comes the second aspect of the study, which concerns the video distributor and
examines the protection of video content against end users. Since the specific video content is
intended for a strictly defined group of users, it follows that the HTTPS server must first be
configured in accordance with security best practices (https://www.ssl.com/guide/ssl-best-
practices/). Mechanisms for authenticating users must then be implemented.

For the purposes of the study, a simulator of such processes has been developed in the
backend, functioning between the "bare™ HLS service of nginx and the end user, which is
responsible for providing the user with a token in a cookie after valid authentication and,
accordingly, for validating the tokens from client requests. If the token is not provided or is
invalid (expired), the backend returns 401 Unauthorized (Mueller, 2015).

The possibilities for obtaining a token are numerous and varied. They depend primarily
on the managerial decisions of the organization or group of organizations. In this dissertation, a
simple SSO login service has been developed for demonstration purposes.

After the SSO service is invoked (Fig. 3.6) and the authentication process is successfully
completed, an application user session is started with a randomly generated cryptographically
protected identifier, and the session cookie is returned in the response to the client.
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Fig. 3.7. Authorization to a streaming session using cookies
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“The client is required to provide the token in order to keep the session active (Fig. 3.7).
The time window during which the token is valid, as well as the time for re-issuance, are subject
to definition at the managerial rather than the technical level.

The implementation of this SSO service is intended to demonstrate that the distribution of
video itself and the authentication of users can be separated among different organizations. This
means that the broadcasting organization and the trust provider can be completely separated.

An extended conditional-access model has also been developed (Fig. 3.13), in which the
keys for decrypting the HLS streams are provided only after successful authentication and
initiation of a user session. In this way, the logic of protected multimedia distribution is
combined with minimizing the processing of personal data by the distributor itself. It is shown
that this approach is practically applicable both to larger and to smaller streaming projects.

In this way, the download of each key is protected by the application’s user session
against unauthorized retrieval.

Initially, the user is identified before an authentication-service provider integrated with
the system, which creates a profile for the user. Usually, identification is carried out remotely,
and the profile is accessible through a mobile application.

The streaming service encrypts the AES key each time with the public keys of each x509
certificate subscribed to the live stream and sends the encrypted AES keys to the repository.
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Fig. 3.13. General scheme for distributing live streaming in a local Internet environment
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In this way, the dissertation examines the possibilities for protecting the communication
between the streaming studio and the RTMP server, on the one hand, and the HLS
communication between the video distributor and the end user, on the other, while proposing the
implementation of a user-authentication portal provided by an authentication-service provider
that relieves the video distributor of processing personal data and payment instruments. For the
purposes of the research, the proposed approach was implemented on a test server, from which
the results of the study were presented. The advantage of the proposed approach to protecting
streaming content is that it can be applied to any kind of high-budget or low-budget project. In
addition, content distributors are not required to take care of administering users' personal data.
This leads to even higher cyber-resilience of the proposed solution, because even in the event of
a server security breach, there are no personal data that can be stolen.

Chapter 4. Service Management in Complex Federated Systems in the Public Sector

The fourth chapter examines service management in complex federated systems in the
public sector through three interrelated directions: administrative services, on-demand
computing services, and a federated service for collecting and pre-processing streaming
telemetry. The general idea is that the transition to a service-oriented model may be realized
either through centralized computing services or through distributed federated mechanisms,
depending on the nature of the task.

In the first direction, it is shown that complex analytical and administrative functions can
be provided as a service instead of being duplicated locally in every office or administration. An
architecture has been developed and implemented with an HTTP API for receiving files and
tasks, reverse WebSocket signalling for real-time notification, and a standalone insightd daemon
that performs GPU-accelerated processing through RAPIDS. Thus, the API/WebSocket layer
functions as an intermediate service layer between the consumers of the analyses and the
computing service itself.

The analysis of geospatial data is a key factor for digital transformation and regional
development in the case of urban planning, solving traffic-related problems and serving as a
clear direction toward smart cities (Erskine et al., 2014). It is also of essential importance to
commercial organizations for decision-making in cases such as network coverage planning,

investment studies, risk assessment, and market analysis (Wickramasuriya et al., 2013). So-
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called online analytical processing services (OLAP) are becoming increasingly necessary (Rivest
et al., 2005), since they provide various mechanisms for geodata analysis in remote digital
environments, enabling this to be performed entirely automatically. Human history has
repeatedly shown that every change or revolution is difficult, painful, and unfolds over a long
period of time. There is no exception here. Today, the workflow is still not automated despite all
the practical requirements of current computer technology development.

The main practical problems of digital transformation in administrations have been
analyzed: lack of sufficient IT skills, partial and unsynchronized transformation, high costs for
specialized hardware, and difficulties in integration among different systems. The proposed
model solves these problems by centralizing heavy computations and providing a stable interface
to internal and external users. This means delivering online services for the analysis of geospatial
data (Fig. 4.1). At the same time, partner organizations are increasing their interest in this area
by creating cutting-edge products.

Moreover, most of them would not wish to create a complex infrastructure for this
activity and would refrain from developing their own software, which requires in-depth
knowledge of multidimensional data processing. Consequently, they would focus on developing
higher-level software and services for their business, and in this case the provision of an online
analytical service would be an excellent opportunity for this.

The purpose of providing the API service is, on the one hand, to enable integration with
potentially interested organizations that can benefit from a centralized data-analysis service (de
Castro Lima, 2018), and, on the other hand, to ease their technical tasks compared to undertaking
the construction of their own data-analysis services. An important point to mention is that the
tasks of integration are not exhausted merely by building API services, because they do not
represent a one-off action in time, but are subject to changes and improvements. In this regard, it
is necessary to emphasize CI/CD approaches that follow established principles, while for
organizations lacking highly qualified personnel this may be especially challenging.

The second line in the chapter is related to the federated AIS cloud. Here, parallelism is
not understood as speeding up a single centralized task, but as the simultaneous existence of
multiple streaming processes for reception, normalization, deduplication, routing, and delivery. It
is shown that the AIS environment requires a different architectural approach: data arrive
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continuously, from multiple sources, and require immediate pre-processing close to the place of
reception.

.............
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Fig. 4.1. Presentation of the main architecture of the platform developed in this dissertation.

On this basis, an architectural model of a federated AIS cloud is proposed (Fig. 4.7), with
a clear separation between the control plane and the data plane, as well as the roles ingress,
transit, dedup, and egress. An important characteristic of this model is that the same autonomous
system may perform different roles for different logical flows, while its internal implementation
remains autonomous as long as it supports the agreed interface toward the other participants. In
this way, the service is built upon a federation of operators rather than upon a central owner of
all reception points.

The internal architecture of each AS is fully autonomous (it may be a single process or a
large cluster), while the overall behaviour is formed through a standard external interface:
identity (with asymmetric cryptography mechanisms), functional capabilities, pairing rules, and
accountability.
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Fig. 4.7. General architectural scheme of the AIS federated cloud proposed in this dissertation

The roles Ingress, Transit/bridge, Dedup/aggregator, and Egress are not fixed for a given
AS. The same AS may perform different roles for different logical flows. The federated
character comes from the fact that the system does not impose one "correct™ software stack; each
operator may choose a technological stack, provided that it supports the interface toward the
others. From a practical point of view, the proposed model should simultaneously satisfy
requirements for easy inclusion of new participants, compatibility with existing marine
platforms, and sustainable growth in the number of nodes without concentrating processing in a
single center.

The conclusion of the fourth chapter is that service management in complex federated
systems does not imply a single architectural recipe. For some tasks, centralizing the
computational burden and providing it as a service is more efficient, while for others a
distributed federated organization close to the source of data is required. In both cases, however,
clear separation of functions, the possibility for coordinated management, and relieving end
participants of possessing and maintaining all necessary local assets are decisive.

The normative specifications for AIS emphasize the real-time nature of the system: AIS
is autonomous and self-organizing (without a master), and tactical information must be
exchanged continuously (typically at least every 10 seconds, and on some routes every 2
seconds). To achieve such a "live" picture in coastal areas, the density of terrestrial receivers is
crucial: each additional antenna/receiver point not only extends the geometric coverage, but also
increases the probability of receiving weak or partially obstructed transmissions. The problem is
that more receivers mean more repetitions of the same AIS reports, which "flood" the output
toward the platforms. This is precisely where the federated cloud has systemic value: it allows a
dense coastal reception network for real-time reception while at the same time performing

deduplication and normalization before delivery to the platforms.
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Inter-domain routing through BGP uses permanently established peering sessions for the
exchange of routing information between autonomous systems (RFC 4271). MPLS offers a
logical abstraction of the path through labels, which is useful as a metaphor for a "logical flow"
and classes of traffic (RFC 3031). P2P DHT systems such as Kademlia (Maymounkov et al.,
2002) show how decentralized nodes discover resources/paths without central control. In the
mass target scenario, participants in the cloud are small operators. Paths may change
dynamically for various practical reasons related to reconfigurations on the Internet provider's
side, temporary interruptions, and so on. Central routing is anti-federated and often becomes
outdated; therefore, searching in the local graph of connectivity is preferred. A typical algorithm
is BFS over neighbours with a time-to-live (TTL), a hop limit, and a cache of the successful next
hop.

The issues examined in the preceding chapters concerning asymmetric cryptography, the
choice of lighter and more applicable elliptic-curve schemes, identity management, and
transport-channel protection are directly relevant to the federated AIS cloud as well. Protection
only at the transport level, for example through tunnelling or an encrypted channel between two
points, is necessary, but not sufficient in an environment with multiple autonomous participants
and with the possible passage of the flow through more than one node. In such an architecture, it
is necessary for the origin and integrity of the data to remain verifiable beyond the specific
transport segment. Therefore, application-level protection may be regarded as a natural
complement to transport protection: the participant's identity is authenticated through
asymmetric cryptography mechanisms, and the payload data and accompanying metadata may be
signed so that they remain verifiable along the entire path of the service. In this context, lighter
elliptic-curve schemes are especially suitable because they allow practical protection in a
distributed environment with limited resources. By analogy with the principle examined in the
previous chapter of separating content from authentication, transport, identity, and the data
themselves should here as well be regarded as distinct, though interrelated, layers of the service.

Chapter 5. Optimizing the Transition from Asset Management to Service Management

The fifth chapter is the culmination of the dissertation and presents two practically
validated directions for optimizing the transition from asset management to service management:
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a hybrid VolIP solution for an environment of regional Internet providers and an architecture of a
federated AIS cloud for providing navigational telemetry as a service.

In the first part, a real corporate scenario with offices in Varna and Balchik is examined,
in which three main problems are present: insufficient capacity relative to contemporary needs, a
lack of practice in providing extended L2/L3 services, and unusually high latency even between
geographically close points. The analysis shows that under a classical centralized VolP
architecture, media traffic would have to pass through the central PBX, which unnecessarily
lengthens the path of the audio and increases the risk of losses and fluctuations in quality.

The proposed solution (Fig. 5.5) is a hybrid architecture in which the Asterisk PBX in the
data center performs only the role of a central SIP signalling server, while RTP audio streams are
transmitted directly peer-to-peer between the endpoints through ZeroTier overlay connectivity
and additional IPsec protection.

The architectural meaning of this choice is twofold: on the one hand, central management
of calls and rules is preserved; on the other hand, the payload traffic itself follows the shortest
practically possible route between the participants.

It is shown how this architecture addresses all three main problems. Heavy audio traffic
IS not concentrated in the central "star", which relieves the channels toward the data centre. The
absence of public IP addresses is overcome through dynamic virtual connectivity, which makes
it possible to build P2P channels even in a NAT-constrained environment. The most significant
practical result is the reduction of latency: instead of approximately 25 ms when relayed through
the center, latency of about 15 ms is achieved with a direct media connection between the
offices.

The effectiveness of the solution is validated through analysis of the signalling and media
traffic with Wireshark. The registration of terminals to Asterisk, the SIP dialogue during call
establishment, codec negotiation, and the subsequent direct RTP exchange between the local
networks of the two offices are traced. These observations confirm that the PBX manages only
the signalling, while the voice flow is exchanged directly, which is precisely the practical
manifestation of the transition from management of a central resource to the provision of a
service through a coordinated distributed architecture
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Fig. 5.5. Architecture of the solution
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The services examined so far in this dissertation - video streaming, the on-demand GPU

service, real-time VolP communication, and the federated AIS cloud - represent different

engineering regimes, but share a common architectural logic: separation of functions, control

over latency, observability, and resilience when components fail. For this reason, the design of

the federated AIS cloud should draw on proven practices from streaming systems, real-time

communications, and federated cloud models, adapting them to the specifics of navigational

telemetry and the multi-domain environment

The second part of the chapter examines the federated AIS cloud no longer merely as a

conceptual architecture, but as a means of optimizing the provision of telemetry as a service. A

compact formalization of the resource effect under centralized and federated models is proposed.
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Notation Meaning
N number of active receiver nodes
Au(N) intensity of the useful unique stream of AIS events
ddup(N) average duplication coefficient before local deduplication

residual duplication coefficient after local or regional

dres(N) deduplication
relative weight of deduplication with respect to pure reception
« and transport
Cnf(N) normalized central resource under a non-federated model
Cfed(N) normalized central resource under a federated model
GIN) architectural benefit of the federated approach as the ratio

between the two resources

Table 5.1. Notation

If 2u(N) denotes the useful unique stream of AIS events, and ddup(N) denotes the
duplication coefficient, then under a non-federated model the central resource must absorb a raw
stream Araw(N)=ddup(N)-Au(N). The normalized central resource may be written as Cnf(N) =
ddup(N)+x-(ddup(N)—1), where the second term expresses the additional burden of eduplication.
Under a federated model, part of the cleansing is carried out closer to the source, and a stream
with a residual coefficient dres(N) reaches the higher level, so that Cfed(N) =
dres(N)+k-(dres(N)—1). The ratio G(N)=Cnf(N)/Cfed(N) expresses the architectural benefit of
moving part of the processing to the lower levels of the federation.

This formalization does not claim to be an empirically calibrated model; rather, it serves
to show the most essential relationship: under strong overlap of reception zones, the raw
incoming stream toward a central node grows faster than the useful unique stream.
Consequently, the centralized system pays a cost not only for transporting the data, but also for
deduplicating them. Under a federated model, a substantial part of this burden is absorbed lower
in the architecture through local deduplication, normalization, and preliminary processing.

Accordingly, the architectural benefit of the federated approach grows as the number of
nodes increases and as the degree of local overlap rises. This shows that, in the absence of a
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federated cloud, an increase in the number of reception points leads to an equivalent increase in
the required central resource, whereas under a federated organization part of that load is
absorbed at a lower level through local deduplication and preliminary processing. Fig. 5.12
presents a schematic dependence between the number of reception nodes and the required central
resource in two regimes: without a federated cloud and with a federated cloud. For illustration, it
is assumed that the duplication coefficient before local deduplication grows according to
ddup(N)=1+0.07-(N—1), and the residual coefficient after local or regional deduplication grows
according to dres(N)=1+0.012-(N—1), with k=0.6. The parameters are illustrative.
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Fig. 5.12. Schematic resource effect as the number of nodes increases

The practical effect is organizational as well. The administrative user is not interested in
which specific station received a given AIS message, but in obtaining a reliable picture for a
specific operational section. For this reason, the dissertation proposes defining the service not
with respect to physical assets, but with respect to the requested result - for example, a basic
deduplicated and geographically limited stream for a specific stretch of the fairway. In this way,
reception, cleansing, deduplication, and spatial limitation become a coordinated service rather
than unrelated operations on fragmented assets.

Particularly illustrative is the Danube example of Ruse - Tutrakan - Silistra, in which
individual reception points observe a partially overlapping AIS picture. Under a traditional
model, the end user would receive a mixed stream from different stations and different river

segments. Under the federated model, the logical order of processing is normalization, temporal
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ordering, deduplication, geographic limitation, and, where necessary, contextual enrichment with
relevant non-positional messages. Thus, what reaches the end user is not a raw infrastructural
mixture, but a selected and operationally meaningful service. Consequently, under the traditional
model of delivering data according to physical assets, the end recipient does not receive a "clean”
stream for the requested section, but a mixture of messages that also relate to neighbouring river
segments (Fig. 5.13).
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Fig. 5.13. AIS reception study in the area of Ruse, Tutrakan, Aydemir and Silistra

Mixing of streams, deduplication, and spatial limitation are performed in the federated
environment, close to the place of reception, without the operator maintaining these functions
locally. Traceability of reception, transit, deduplication, and delivery activities is also provided,
without burdening the station operator with the management of these components.

The practical relevance of such an approach can also be seen in European initiatives for
the integration of river information services. EURIS is implemented as a common and centralized
point of access that collects data from national infrastructures and provides services through a
web portal and programming interfaces, with raw AIS data entering the environment through
protected VPN connectivity (Zwicklhuber and Kaufmann, 2023). In this sense, the model
proposed here does not reject such solutions, but builds upon them by shifting the emphasis from
centralized collection of infrastructural flows to federated provision of a cleansed service
according to a specific section and a specific administrative need. A similar direction is observed

Abstracts of Dissertations 2026 (9) 3-35



OPTIMIZING THE TRANSITION FROM ASSET MANAGEMENT TO SERVICE MANAGEMENT ...28

in DANRISS and its planned upgrade DANRISS 2, where an integrated platform, avoidance of
duplication among administrations, the use of sensors, data analysis, and artificial-intelligence
solutions for improved monitoring and inspections are being pursued (Ministry of Transport and

Communications, 2018), (Ministry of Regional Development and Public Works, 2026).

The fifth chapter shows that optimizing the transition from asset management to service
management does not boil down to replacing one technology with another. In VolP, it manifests
itself as a separation between centralized management and direct transmission of payload traffic.
In federated AIS cloud, it manifests itself as a separation between the control and information
layers, edge collection, normalization, deduplication, and the provision of telemetry as a service
instead of as static inheritance of individual physical stations. In this sense, the chapter
concludes the dissertation with two practically validated models of service-oriented
transformation for services with the highest sensitivity to latency, resilience, and environmental
dynamics.

SUMMARY OF THE RESULTS OBTAINED

The obtained results confirm the main thesis of the dissertation, namely that optimizing
the transition from asset management to service management in complex federated systems
cannot be reduced to the choice of a single technology, but requires a comprehensive
architectural approach. Such an approach does not diminish the importance of infrastructure, but
places it in the proper systemic context.

In the field of security, the need for a transition to more modern authentication and
protection mechanisms is substantiated. The analysis of RSA's dependence on the quality of
entropy shows that the reliability of digital services depends not only on the algorithm itself, but
also on the actual computational environment. On this basis, ECC is justified as a more suitable
cryptographic foundation for modern distributed and resource-constrained environments, as well
as the need for future development toward post-quantum resilience.

In the field of multimedia services, it is shown that protection of content and protection
of personal data can be combined more effectively through the separation between content
distribution and user authentication. In this way, the processing of sensitive data by the video
distributor is limited and the cyber-resilience of the service is increased.
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In the field of administrative and computing services, a practically applicable model for
centralized provision of API/WebSocket-based and GPU-accelerated services for processing
geospatial data has been validated, implemented through an intermediate layer for access and
notification and through the standalone insightd daemon. This reduces the need for expensive
local hardware, facilitates integration, and allows more efficient use of computing assets in the
public sector.

In the field of real-time communication and telemetry, two practically significant models
of service-oriented transformation are demonstrated: a hybrid VVoIP architecture with centralized
signalling and direct P2P media transport, and a federated AIS cloud with separation between
control and information functions, edge collection, normalization, deduplication, and coordinated
delivery of data. In both cases, the focus shifts from ownership of individual resources to the
provision of a reliable service with a clearly defined result.

The general conclusion is that infrastructure is a necessary foundation, but real digital
value arises when coordinated services are built on top of it. Therefore, the service-oriented and
federated approach represents not a temporary technological fashion, but the logical next step in
the development of digital systems in the public sector.

CONTRIBUTIONS

The main scientific and applied-scientific contributions of the dissertation can be
summarized as follows:

1. A general model for the transition from asset management to service
management in complex federated systems in the public sector has been developed.
The model integrates digital, network, and computing resources into integrated
services with guaranteed quality. This optimizes the reliability and security of
processes while at the same time improving their efficiency and organizational
applicability in data management.

2. The choice of ECC (Elliptic Curve Cryptography) is argued as a more suitable
cryptographic foundation for the distributed services with limited resources examined
in the dissertation. This is achieved through a detailed analysis of the deficiencies of
RSA under low entropy and the formulation of practical guidelines for increasing
cryptographic resilience. With ECC, the entropy requirements for generating a secure
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key are substantially lower than with RSA (because of the smaller key size for the
same security level), which is critical for 10T devices and edge services, where
sources of true randomness are often limited.

3. Methods have been developed for the secure provision of multimedia services by
separating the processes of content distribution from user authentication. This
approach limits the processing of personal data by the distributor, ensures regulated
redistribution, and increases the cyber-resilience of the service.

4. .An architecture has been developed for providing administrative and computing
services on demand. It includes API-based access to geospatial-data processing and
a specialized insightd daemon for centralized GPU-accelerated computation. This
approach minimizes dependence on expensive local hardware and significantly
facilitates integration with external systems. The use of GPU-accelerated processing
through a specialized daemon is a key advantage in the context of geospatial data
(GIS). The combination of API access and a GPU daemon architecturally separates
the management interface from the heavy computations. Because of the high
requirements for parallelization in large arrays of spatial data, centralized structures
offer substantially higher efficiency and computational power compared with the
capacity of standard local workstations.

5. A hybrid VolP architecture has been developed for communication services in
environments with infrastructural constraints. The model combines centralized SIP
signalling with direct transport of media traffic, which minimizes latency and
eliminates the negative impact of technical limitations imposed by regional providers.
This helps overcome NAT traversal problems or bandwidth limitations on the
providers' side.

6. An architecture of a federated AIS cloud has been proposed for providing
navigational telemetry as a service. It is based on a strict separation between control
and information functions and introduces specialized roles for processing data
streams. Mechanisms for deduplication, cleansing, and normalization are integrated,
which guarantee the coordinated provision of reliable telemetry services. The
federated cloud can combine data from different sources without forcing them into
centralization. The normalization and deduplication module efficiently filters the
"noise"” generated by duplication of telemetry packets in dense sensor networks. This
makes it possible to build a unified, consistent real-time picture of traffic.
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In this way, the formulated contributions outline a comprehensive model for optimizing
the transition from asset management to service management in complex federated systems in
the public sector.

FUTURE RESEARCH

The results obtained in the dissertation outline a number of opportunities for future
development and expansion of the proposed models and architectural solutions.

First, a logical continuation is the development of the federated AIS cloud through
improvement of the mechanisms for aggregation, processing, and protected transport of
telemetry streams. In this direction, approaches may be investigated for following routing
policies according to NMEA v4 Tag Blocks, as well as schemes for transport encryption over
insecure networks. A practical basis for such development is the AISMixer platform, intended
for mixing signals from one area into a common stream.

Second, a promising direction is the extension of the model toward edge data processing
through the integration of lightweight algorithms for local analysis in municipal and regional
nodes. Such an approach would allow part of the processing to be performed closer to the data
source, which could reduce latency, limit the load on the central infrastructure, and create
prerequisites for more proactive digital services.

A third possibility is related to improving the mechanisms of trust, traceability, and inter-
organizational interaction in environments with multiple autonomous participants. In this
context, means may be investigated for event logging, tracing the data life cycle, and automated
reporting of the quality of delivered services, including under agreed service parameters.

A promising direction for future research is the introduction of edge Al into the federated
AIS cloud. This would allow part of the analysis to be performed already in peripheral nodes
through early anomaly detection, preliminary risk assessment, and separation of significant
events. Such an approach is also in line with current initiatives along the Danube, including
DANRISS 2, where a combination of artificial intelligence, sensors, and data integration is
already being sought.

The indicated directions do not change the main framework of the dissertation, but
represent its natural extension toward a higher degree of autonomy, security, scalability, and
intelligence of services in complex federated systems.
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OBLLUA XAPAKTEPUCTUKA HA AUCEPTALUUOHHUA TPY/,

JlycepTallMOHHUAT TPYJ € TIOCBETEH Ha ONTHUMHM3UPAHETO Ha MPexo/a OT YIpaBleHUE Ha
aceTu KbM YIPAaBIIEHHWE HA YCIYTH B CIOXHH (eJepupaHd CUCTEMH B IMYOJIUYHHUS CEKTOP.
W3cnenBanero pasriexna nudponaTa TpaHcpopMmalys HE KAaTo BHEApSBAHE Ha OTACITHU
TEXHOJIOTHH, a KaTO ISUIOCTHO apXUTEKTYPHO U OPraHU3allMOHHO MpeHapex/1aHe Ha HaYuHa,

10 KOWTO ce MIaHupaT, MPEIOCTaBAT U YIPaBIsABaT HU(POBUTE YCIYTH.

AKTyaJlHOCTTa Ha TeMara ce Ompeselsis OT HapacTBallaTa 3aBUCHMOCT Ha MYyOJIUYHUS
CEKTOp OT pasnpeeneHu HuPpoBU yCIyru, KOUTO TPsOBa 1a GYHKIUOHUPAT HAJEKIHO TIPH
XeTeporeHHa HWHQPACTPYKTypa, OTpaHUYEHU OIO/DKETH, BHCOKHM M3UCKBAaHUSA KbM
CUTYPHOCTTA U HYXJIa OT ONl€paTUBHA CbBMECTUMOCT MEX/y aBTOHOMHH Y4YacTHHUIIU. B T0o31
KOHTEKCT Service-centric MOAENBT € pa3riekaa KaTo HeoOXOAMMa CleJBaIla CTHIIKA CIe]

TPAAULIMOHHUS PECYPCHO-OPUEHTUPAH MOAXO.
AKTyanHocCT Ha uscnegBaHeTo

Cucremure 3a ynpapieHHe Ha €(EKTHUBHOCTTA B MPEXUTE Ha MyOIMYHHS CEKTOp ca
U3MPaBeHU Tpea CHenu(pUUHM MPEeIU3BUKATENICTBA, MPOU3THYAIIM OT pPA3NpPEIeeHOTO
YIPABICHUE, XETEPOI€HHOCTTa HAa YYACTHULUTE U JMHAMUYHO [POMEHSAIIUTE C€
oOlIiecTBeHH W moiuThyecku npuoputetd. lllupokoro BHenpsiBaHE MU KOMOMHHMpAHE Ha
1M (POBH TEXHOJOTUU BbB BCUUKHU c(epH HA OOLIECTBEHUS U MKOHOMUYECKUS KUBOT BOAU
710 LISAJIOCTHO TUTUTAIIHO MpeoOpa3oBaHKUe, KOETO Hajara IMpexoJ| OT YINpaBJleHUE HAa aceTH

KbM YIIPABJICHHUC HA YCIIYT'U.

To3u mpexojq MMa M Mo-IbI0OOKAa MCTOpUYECKa JIOTMKAa. B mo-paHHuTe eranu Ha
pa3BUTHE Ha KOMYHUKAIMOHHUTE CUCTEMH Oelle JO0CTaThbuHO JI0 KpalHUs MOTpeduTen aa
ObJie OCUT'YpEHa NMPEHOCHA Cpefia, Ype3 KOSATO TOW Ja JA0CTUTA J0 LEHTPATIeH U3UUCIUTEICH
pecypc. Ilpu TakbB Mozmen oOpaboTKaTa, ChbXPAaHEHHUETO W YNPABIEHUETO Ha JAHHUTE ca
KOHILEHTPUPaHU B LIEHTHbpA, a MpekaTa M3IBJIHABA POJsATa Ha KaHail 3a BXxoA U u3xof. C
HapacTBaHeTO Ha o0eMa Ha JaHHUTE, HM3UCKBAaHMATA KBbM KayeCTBOTO Ha YCIYTUTE,
HE00XO0JIMMOCTTa OT CUTYPHOCT U UYBCTBUTEIHOCTTa KBbM JIATEHTHOCT TO3M MOJIEJN 3aro4yBa
Jla TIOKa3Ba OrpaHMYEHHsI, KOUTO HEe MOTraT Aa ObJaT MPEoI0JIEHH caMO Ype3 OIle Mo-rojsma

HCHTpaIn3anus.

C’LBpCMeHHaTa JUrurTajiHa TpaHC(pOpMaL[I/IH B Hy6JII/I‘-IHI/I}I CCKTOP HC CC HU3UCpIIBa C
BHEAPSABAHE HA OTACTIHH TEXHOJOTHH, a NMIPEACTABIIsIBA MMPECOCMUCIIIHE HAa HAYHMHA, 110 KOUTO

ce IUIaHUpAaT, MPENOCTaBsAT M yHpaBisBarT LudpoBuTe yciayru. To3u mpexon € ocoOeHo
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CIIO)KE€H BBB (eiepupaHd CHUCTEMH, KbIETO MHOYKECTBO AaBTOHOMHHM aJMHHHUCTPATUBHH,
KOMYHUKAIIMOHHU W HM3YMCIUTEIHU JOMEWHHU TpsiOBa Ja B3aMMOJCHCTBAT NPH Pa3IuYHU
IpaBuUja Ha YIpaBlieHHE, HECTHOPOAHA HH(PACTPYKTypa W OrpaHHUEH KOHTPOJ BBPXY

CBBHpP3aHOCTTA, CUTYPHOCTTA U KallallUTCTa.

B TpagunuoHHUS LEHTpaau3upall MOJeNl aKIeHThT € IOCTaBeH BBbpPXY camaTa
uHQPaACTPyKTypa U BbPXY MOJABPKAHETO HA OTAEIHU TEXHUYECKH KOMIOHEHTU. B Monena,
OPHEHTUPAH KbM YCIyTruTe, (POKYCHT CE U3MECTBA KbM CTOWHOCTTA 32 KpailHUs MOTpeOuTeN,
KayecTBOTO Ha TMPEAOCTaBsHATa yclyra W CIIOCOOHOCTTa Ha cCHCTeMaTa Ja H3I0J3Ba
HaJIMYHUTE aceTH IO TI'bBKaB, KOOpAMHMpAH W MamabupyeMm HauuH. B TakaBa cpena
OCHOBHHUST BBIIPOC BEUE HE € CaMO KOM TEXHOJIOTMH CE U3I0JI3BAT, a KaK Te C€ OpraHu3upar
Taka, 4e KpaWHUAT pe3yirar Aa ObJe HaJeKIHA, CUTypHA M HKOHOMHYECKH OIpaBliaHa

yciyra, croco0Ha Ja pa6OTI/I M U3BBH JIOTMKATa Ha a0COII0THATA OCHTpAIN3alHs.

B nmucepranmoHHMs TpyA ca pasrielaHd YeTHPH TPEACTABUTEIHH Kiaca mu(poBu
YCIyTU: aJalTUBHO MYITUMeIuiHO pasnpoctpaHeHue upe3 HLS, GPU-6a3upanu
m3uncnurenHu yenyru upes APl m WebSocket, VolIP apxurtexktypu ¢ ITUpEeKTeH MeIUEH
obmeH u ¢enepatuBeH AIS obnak 3a mepudepHo crOupane U 00pabOTKa Ha TEIEMETPUS B
peanHo Bpeme. Te3n Ka3zycum ca pa3au4yHU [0 TPWIOKEHUE, HO CIHOJETSAT OO
apXUTEKTYpHH MPOOJIEMH: pa3/ielleHue MEeXAy YIpaBisBall 1 HHPOPMALMOHEH CIIOi, paboTa
B xereporeHHa U 4ecto NAT-orpaHuueHa cpena, 3aliuTa Ha HWACHTUYHOCTH U JAaHHU U
e(eKTHBHO U3I0JI3BaHE HAa OTPAHUYEHU MPEKOBU U U3YUCIUTEIHH aCeTH.

B paMkuTe Ha HACTOSIIOTO M3CIIEABAHE ONTUMU3AIMATA c€ pa30upa KaTo HHKEHEPHO
U OpPraHM3alMOHHO NOJOOpsBaHE Ha MpexoJa KbM MOJEN, OPUEHTHPAH KbM YCIYTHUTE,
CIIOpe/ HSIKOJIKO OCHOBHHM KpPUTEpHUs: HaMajsiBaHE Ha JIATEHTHOCTTa M MOJ00psiBaHE Ha
OT3MBYMBOCTTAa HA YCIYTUTE; IOBHUIIABAHE HA HAAEXKIHOCTTa M YCTOMYMBOCTTa IIPH
pasnpezeneHa paboTa; 3allUTa Ha KOMYHHMKALUATA, ChIBPKAHUETO M JIMYHUTE TAHHM; TO-
e(eKTHBHO U3I0JI3BAaHE HA CIIOAENIEHUTE aceTH; U MPUJIOKUMOCT B YCIOBHUATA HA MyOJINYHUS
CEKTOp, BKIIIOUMTEIHO TMpPH OrpaHUYEHH OIO/KETH, HacleleHa HHPPAcTpyKTypa H

pasapeaciicHa OTTOBOPHOCT.

O6eKT, npegmer, uen u 3agaum

OOekT Ha AUCCPTAIUOHHUA TPYA Ca CIOXKHHUTC (be,uepnpaHI/I CHUCTCEMH B HY6J'II/I‘-IHI/IH
CCKTOpP, B KOHUTO MHOXECTBO AaBTOHOMHHU QAIMHWHUCTPATUBHHU, KOMYHHKAIIMOHHU H

W3YUCIIUTETHH IOMEHHH B3aUMOJICHCTBAT NMPU MPEJOCTaBIHETO Ha HU(POBU YCIYTH.
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HpCI[MCT Ha AOUCCPTAIHMOHHHA TPyd Ca HNOAXOAUTC, APXUTCKTYPHUTC MOACINU U
TEXHOJOTUYHUTE MEXAHU3MHU 3a OIITUMHU3HWPAHC HaA IIPEXOJa OT yHpaBJICHUC Ha aCC€TU KbM
YIIpaBJICHUEC Ha YCJIYId B TaKMBa CHUCTEMH, pasrjia€aaHyd 4Ype3 MNMPEACTABUTCIHH Ka3yCH B
obnacTTa Ha My.]'ITPIMCI[PIﬁHOTO pPasnpoCTpaHCHUE, BUCOKOIIPOU3BOAUTCIIHUTE H3UMCICHUAA,

KOMYHHKAIUATa B pEaIHO BpeMe U deepaTUBHATA TEJIEMETPHSL.

OcHOBHATa 1€l Ha AMCEPTAMOHHUS TPyX € JAa ce pa3paboTiT MOAXOOH 3a
ONTUMU3HUPAHE HA MPEX0Jia OT YIPABJICHUE HA aCETU KbM YIPABICHUE HA YCIYTU B CIOXKHU

(benepupaHy CUCTEMHU B IYOJIUYHUS CEKTOD.

3a MOCTUraHEeTO Ha Ta3H I Ca IIOCTABEHH CIICTHUTE 3aJ1a4uH:

1. Jla ce aHaaM3uMpaT MNPEANOCTaBKUTE 3a MPEXOJ] OT YIpPaBJIEHUE HA ACETH KbM
yIpaBJIeHHE Ha YCAYyrd B NYyOIMYHUS CEKTOp, BKIIOYUTEIHO MCTOPUUYECKUTE,
TEXHOJIOTUYHUTE U OpPTraHU3alMOHHUTE (AKTOPH, KOUTO OMPEeAT He0OXOAUMOCTTa
OT TaKkbB MPEXOJ BBB (elepHpaHu Cpeau, U Ha Ta3u OCHOBA Ja ce (opmyaupar
O0IIM NMPUHIUINKN M aAPXUTEKTYpPeH MojeJsl 32 ynpaBjieHHe HA YCJIYIH B CJOKHH
(deepupaHu cUCTEMH, MPWIOKUM KbM pa3IMYHU KJIACOBE IM(PPOBH YCIyrH B
MyOJINYHUS CEKTOP.

2. Jla ce aHanu3upar Kpunrorpadgckute pHCKOBe B KOMIIOTHPHUTE CHCTEMHU 3a
ITOBUIIIABAHE HA CUTYPHOCTTA U Ha/IEKAHOCTTA HA KOMYHUKAIIMOHHUTE YCIIYTH.

3. [a ce pa3paloTAT MeTOAM 3a CUTYpPeH AOCTBII [0 3AIlUMTEHO ChAbpPKaAHHE U
3allUTa Ha JJMYHUTE JaHHU IIPU [IPe0oCTaBsiHE Ha HU(POBU YCIYTH.

4. Jla ce pa3padoTH apXUTEKTypa 3a NpPeJOCTABSAHE HA AJAMHUHHUCTPATHBHU U
W3YMUCIUTETHU YCIYTH TIPU MTOMCKBaHe 32 00paboTka Ha rojieMu 00eMH OT JaHHU B
yOJIUYHUS CEKTOP.

5. la ce pa3padorm XMOpPHUAHA APXUTEKTYpPa 3a MPEAOCTaBsHE HAa KOMYHUKAI[MOHHA
ycllyra B cpesia ¢ MHPpacTpyKTypHU OTpaHUYEHUSI.

6. Jla ce mpeasioku apXMTEKTYPHO pellieHHe 32 TEJIEMETPHsI B PEATHO BPEME B CIIOKHU

benepupanu cpenu.

MeTtoau Ha uscnepBaHe

3a paI3rpaHe Ha MOCTaBC€HATa LEJI U 3aJa4ud Ca M3IOJ3BAHU CICAHHUTC MCTOAH Ha
N3CJIICABAHEC:
* CHCTCMCH M CPAaBHUTCIICH aHalIM3 Ha CbHICCTBYBAIUM TCXHOJIOTUH, APXUTCKTYPU U

MOJIENIU 32 MPEAOCTaBsIHE Ha LU(POBU YCIYTH;
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* HCTOPHYECKU U KOHTCKCTCH aHaJM3 Ha Pa3BUTHETO Ha KOMYHHKAIIMOHHATa U LU(ppoBaTa
HH(PACTPYKTYpa;

* ApPXUTEKTYPHO MOJIECJIMPAHE HA YCIYTH U B3aUMOJACHCTBHUS MEXKIY aBTOHOMHH JOMEHWHHU
BBB (eleprpana cpea;

® AHAJIM3 Ha CHUI'YpHOCTTa W HAACKIAHOCTTA HAa KOMYHHUKAIIMOHHHU W H3YUCIIUTCIIHU
pelieHus;

* [POCKTUPAHE M WU3CIICBAHE HA MPAKTUYCCKH NPUIIOKUMH PEIICHHUsI, Oa3HupaHH Ha PEaHO
pa3paboTeHH U BHEIPEHU YCIIYTH;

* 00oOmaBaHe Ha pe3ynTaTUTE B 00T MOAET 32 IPEX0/] KbM YIPaBJICHHE HA yCIyTH.

06em U CTPYKTypa Ha gUCEepPTaLMOHHUA TPYL,

JlucepTalluOHHUAT Tpyd € CTPYKTYpHUpaH B II€T [JaBH, YBOJ, 3aKIIOUYCHHUE,
oubmuorpadus w mnpwiokeHus. B mbppBa THaBa ca pasriiefaHd  UCTOPUYECKHTE,
TEXHOJIOTMYHUTE U OPraHMU3allMOHHUTE IIPEAIIOCTABKY 34 AUTHTAIU3ALMATA HA YCIYTUTE BbB
benepupanu cucTeMH B MyOIMYHUS CEKTOP. BBB BTOpa I1aBa ca aHAJTM3UPAaHU CUTYPHOCTTA
U HAJEeXKIHOCTTa HAa KOMYHMKAallHOHHUTE YCIyTH B paslpejerneHa cpena. Tpera riasa e
IIOCBETEHAa HA METOJUTE 3a JOCTHII JI0 3aIIMTEHO ChABPKAHWE M Ha 3allUTaTa HA JINYHUTE
JAHHU IIpU BUACO pasnpocTpaHeHue. B yeTBbpra INlaBa € H3CIEABAH NPEXOABT KBM
IpefocTaBsiHe Ha LUGPOBU YCIAYrM B MYOJWYHHUS CEKTOp 4pe3 aJAMHUHUCTPATHBHH,
W3YUCITUTETHU W (elepaTuBHU TeJIeMEeTpUYHHM yciayrd. B mera rnmaBa ca mpeuioskeHH
APXUTEKTYpHU pELICHUsA 3a ONTUMHU3UPAHE HA IIpPeXoJa OT YIpPaBIECHHE HAa aceTu KbM

YIIpaBJICHHUC HA YCIIYT'U B PCAJTHOBPEMCBU KOMYHUKAIUOHHU U TCICMETPUYIHHN CPEOU.

JucepraninoHHUAT TpyA chabpxa 153 crpanuny, 49 durypu, 6 Tabaumu u 127
JUTEPAaTypHU U3TOUYHUKA.

KPATKO U3NOXEHUE HA AUCEPTALUOHHUA TPY/

Fnasa 1. Aurutanusayma Ha ycayrute BbB pesepupaHn cuctemu B ny61MUYHUA ceKTop

[IspBa TNMaBa pasriexaa HCTOPUUYCCKUTE, TEXHOJOTUYHUTE W OPTraHWU3AIMOHHUTE
MPENNOCTaBKM 3a IMpexoJa OT YIpaBI€HWE Ha aceTH KbM YIIpaBICHHE Ha YCIYyTH.
N3cnenBanero 3amoyBa OT HCTOPUYECKATa €BOJIIOIMS HAa KOMYHHUKAIIMOHHATa cpela B
bearapus u npocnensBa kak HaTpynaHuTe UHPpacTpyKTypHU nedunuti B CeBepou3TOUHA

Bbwirapus ce mpeBpbhIIaT B MOKa3aTeIeH MPUMEp 3a peruoHaieH mudpos pasnom. [locraseH e
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aKLEHT BbPXY pa3jiMKaTa MEXJy BUAMMUTE NPOSBIECHUS HA JUIHTAIM3ALUATA — €-YCIYyTH,
perucTpu, wiaThopMu — U MO-IbJIOOKAaTa HHPPACTPYKTYPHA U OpraHU3alMOHHA OCHOBA, 0€3

KOSITO T€3H YCIYTH HE MOraT Aa (yHKIIMOHUPAT HAJEHKIHO.

[Ipocnenen e mpexoabT OT aHajoroBata TeneoHHa Mpexa, dial-up mocTema wu
panHuTe POpMH HA UHTEPHET CBBp3aHOCT KbM DSL, LAN nocThIl, KOAKCHAIHA MPEXKHU U TI0-
kbcHOTO pa3Butue Ha FTTH/PON. AHanu3bT mokas3Ba, ue B peaulla OTIAJICUeHU palioOHU
MOJIEpHU3aLMATA ABJITO BpeMe € Ouila MKOHOMHUYECKH HEU3roJlHA 3a OIepaTopuTe, Mopagu
KOETO M30CTaBaHETO C€  HaTpylnBa €JIHOBPEMEHHO KAaTO HHUCHK KamaluTeT, BHCOKa
JATEHTHOCT U OTpaHUYEHA OPraHU3aIMOHHA CIIOCOOHOCT 3a MPEIOCTaBSIHE HAa ChBPEMEHHU
uudpoBH ycayru. B To3u KOHTEKCT ca pas3rielaHd KaKTO TEXHUYECKUTE XapaKTePUCTUKHU Ha
cpenata, Taka MU COLMATHO-MKOHOMUYECKUTE MOCIHEAMIIM — MUTpanus, oTciabBaHe Ha

MECTHHS KalaluTeT U 3a0aBsHe Ha TUTHTAITHATA TpaHCHOopMaITus.

[Tokxazano e, ye rinobanHu (axktopu kato nangemusta or COVID-19 u Boiinara B
VYkpaiiHa yCKOpsIBaT MpeolieHKaTa Ha IUPOKOJIEHTOBAaTa CBbP3aHOCT KAaTO YCJIOBHE HE CaMO
3a yJ00CTBO, a 3a YCTOHYMBA TPaKIaHCKO-BOCHHA U aIMUHHCTpAaTHBHA HH(DpacTpykTypa. B
Ta3d paMKa ca aHAIM3MPAaHH M HOBHUTE IOJBOJHH M CYXO3€MHH OITHYHU TIPOCKTH B
YepHOMOPCKUSI PErMOH, KaKTO W 3HAYCHHUETO WM 3a MPEOJIONIsIBaHE Ha HATPYHNaHOTO
n3zoctaBaHe. M3BoabT e, ye pusnyeckata MHPPACTPYKTypa OCTaBa HE3aMEHHMa OCHOBA, HO
peanmHata oOmiecTBeHa CTOWHOCT BB3HMKBA €7]Ba KOTAaTO BBPXY Hes OBJAT OpraHW3HpaHd
KOOpJIUHHUPAHU ITU(PPOBU yCIYTH.

Ha Tta3m ocHOBa B TJiaBara ce W3BEeXKIAa TMPEXOIbT OT YIpaBICHUE Ha
KOMYHHKAIIMOHHU aceTH KbM YyIpaBieHHE Ha yCIyrd. B TpamauuuoHHHS Moaen (GOKyChT €
BBPXY OTACITHUTE TEXHUYCCKH PECYPCH — JIMHUU, CbPBBPH, MaPIIPYTU3ATOPH, IPUEMHUIHU. B
OPHEHTHUPAH KbM YCIyTUTE MOZEN, (OKYCHT C€ M3MECTBAa KbM HauyMHa, 110 KOMTO TE3U aceTu
ce KOMOMHHpAT U yIpaBisaBaT Taka, ue Jla OCUTYPSBAT HAJASK/HA, CUTYpHA U Maladbupyema
ycinyra. ToBa Hamara siCHO paszielieHue MEXIy KOHTPOJeH ciioi (control-plane) u cioit 3a
nanuu (data-plane), kakTo W HOBa TJieHA TOYKAa KBM JIATEHTHOCTTA, CHUTYPHOCTTa M

e(eKTUBHOCTTA.

B nepBa rnasa ca geuHUpaHU U YETUPUTE TPEACTAaBUTENIHH Kiaca yCIYr'd, KOUTO ce
U3IIONI3BAT KAaTO aHAJUTUYHM Ka3dycu B nucepranmara: HLS amantuBHO MynTumenuitHo
pasnpoctpanenne; CUDA ananusu npes API/WebSocket kato ,,GPU kato ycmyra“; VolP
direct P2P karo komyHukanusi B peanHo Bpeme; u (enepatuBer AIS obnak 3a chOupane u
oOpaboTka Ha TenemeTpusi. CpaBHUTEITHHST aHAJU3 MEXIY TSIX TOKa3Ba, 4e Makap Ja ca
pa3IUYHU O MPUIOKEHHWE, BCHYKM H3MCKBAT apXUTEKTYPHO paszelieHne Ha (QYHKIHHTE,

MEXaHU3MH 32 CUTYPHOCT, YCTOMYMBOCT MPU OIPAaHUYECHUS HA CBBP3AHOCTTA U BB3MOXKHOCT
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HAJIMYHUTE PECYPCH A 6’B,Z[aT MMPpEAOCTaBsAHMU KAaTO YCJIyra, a HE KaTO JIOKAJIHO IIPUTEXKaBaH

acceT.

Oco0cHO BHUMaHKE € OTIENICHO Ha (eIepUpaHUTE CUCTEMU KaTO €CTECTBEH OTIOBOP
Ha OrpaHHuYeHHsITa Ha alcoiroTHaTa IeHTpanu3anus. [naBata 0000maBa OCHOBHUTE WM
CBOWCTBA — aBTOHOMHOCT Ha YYaCTHHIIUTE, ONEPATHBHA ChbBMECTUMOCT, CUTYPEH OOMEH Ha
uHpopManus U MO0-e(hEeKTUBHO H3IMOJI3BaHE Ha pecypcute. KaTo NpakTHUECKH 3HAYUM
npuMmep € pasriaenana AlS cpemata, B KOSTO MHOXKECTBO OperoBW CTaHIIMH, TUIATGOPMH U
OIepaTopu B3aUMOJICHCTBAT 03 Ja CHIIECTBYBA €IMHEH LIEHTPAICH COOCTBEHUK HA BCUYKHU
akTuBH. [Toka3zaHo €, Ye UMCHHO TYK Bb3HUKBa HEOOXOJUMOCTTAa OT MEKIAMHEH (eiepaTuBeH

clIoi 3a HOpMan3anus, ACAYINIUKAIUA 1 KOOPAUHUPAHO ITPEAOCTABAHEC HA NAHHUTC.

B kpas Ha rmaBata ca popMyIuUpaHU KPUTEPUHUTE 32 ONTHUMH3AIMS Ha Mpexoja KbM
yIpaBieHHEe Ha YCIAYrd: JATEeHTHOCT M OT3UBYMBOCT, HAACKIHOCT U YCTOHYHMBOCT,
CUTYPHOCT, €(EKTUBHOCT NPHU HU3IOJI3BAHE HA aCETUTE W OPraHW3AI[MOHHA IPHIIOKHMOCT.
Te3u xkpuTepuu CiyxaT Karo oO0Ila paMKa 3a CJEABAIIMTE TJaBU, B KOUTO C€ H3CJIeIBaT
OTJICTTHUTE TEXHOJOTUYHU peann3anuu. M3BoabpT e, ye He OTaenHaTra TEXHOJIOTHS, a
ApXUTEKTYpHUSIT MOJEN OImpeAens Aanu najaeHa uudpoBa cpena e ocraHe Habop OT

pecypcCu uiu me C€ MMpeBbpHC B CUCTEMA 3a ITPEAOCTABAHC HAa YCIYTH.

3a OCJIMTC HAa HACTOAIIUA JUCCPTAUMOHCH TPYJ OINTUMHU3ALUATA Ha IIpexoda OT
YIIpaBJICHHUEC HA aC€THU KBbM YIHPABJICHUC HA YCIIYTH CC PA3IJICIKIAa KAaTO MHOTI'OKpHUTCpUAIHA

3aia4va, BKIIIOYBAIlla B3AUMOCBBbP3aHU NHKCHCPHU U OPTraHU3allTUOHHU HO,Z[O6peHI/ISI.

[TBpBUAT KPUTEPHI € TATEHTHOCT U OT3UBUMBOCT Ha yCIIyrara, KOeTo € 0COOeHO
CBILIECTBEHO IIPU KOMYHUKALIUA B PEAIIHO BpEME, BUAECO CTPUUMUHT U UHTEPAKTUBHU

HU3YUCIUTCIIHU 3asBKU.

BropusaT xpurepuil € HalekKIHOCT U YCTOMUMBOCT, pa3OMpPaHu KaTo CIIOCOOHOCT Ha
cUcTeMara Jia moJabpKa yciyrara npu HHQpacTpyKTypHU OTpaHUYEHHUs, OTKa3U Ha OTJIEITHU

BB3JIM 1 IPOMCHJIMBU MPECKOBHU YCIIOBHA.

TperusaT KpuTepuid € CHUTYpPHOCT, BKJIIOYBAIlla 3alIATa HAa KOMYHMKAIUATA,
ChABPKAHUETO, WJIECHTUYHOCTUTE W JINYHUTE JAaHHU, KAaKTO M OrPAaHWYaBaHE Ha

MOCJICACTBUATA ITPU KOMIIPOMETUPAHC HAa OTACIIHA KOMIIOHCHTH.

quB’prI/IHT KpI/ITCpI/Iﬁ € C(bCKTI/IBHOCT Ipru MU3MNO0JI3BAHC Ha aCCTUTC, TOCCT
BB3MOXKHOCT HAJIMWYHUTC MPCKOBU, HU3UYUCIIUTCIHHW W OPraHU3allMOHHU aCCTHU [a 6’B,HaT
KOM6I/IHI/IpaHI/I " MPEAOCTAaBAHU TaKa, 4€ J1a CC IMOCTUTHE IMO-BUCOKaA CTOMHOCT Ha yciayrara

[IPY OI'PAHUYEHU PECYPCH.
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[leTusT xkpuTepuil € opraHu3aliOHHA IPUIIOKHUMOCT, KOATO € OCOOEHO BakHA B
MyOJINYHUSA CEKTOp, KBIETO pelIeHusita TpsOBa aa paboTAT B YCIOBHUS Ha HacleJeHa
uH(ppacTpyKTypa, OrpaHUYEHU OIOJKETH, pa3lpeiesieHa OTTOBOPHOCT U HEOOXOAUMOCT OT

OrnepaTuBHa CbBMCCTUMOCT MCKAY aBTOHOMHH YHaCTHUIIU.

B®3 ocHOBa Ha Te3u KpUTCpUHU B CJICABALIUTC IJIaBU CC OLCHABAT IMPCAJIOXKCHUTC
APXUTCKTYPHU PCIICHHUA U CE MPOCIICAABA KaK TC NOIIPUHACAT 3a OIITUMHU3HUPAHE Ha MPEXoaa

OT yNpaBJieHHE Ha aCETH KbM YIPaBICHUE HA YCIYTU B Pa3IMuHU KjacoBe HU(POBU YCIYTH.

B nmepBa rnasa Gemie mpocieeH0 UCTOPUUYECKOTO pa3BUTHE HAa KOMYHMKallMOHHATa
UHOPPACTPYKTYpa U OsiXxa M3BEICHU NPUYMHUTE, IMOPAAN KOUTO B ChbBPEMEHHATa JWUTHTAIHA
cpelia ce Hajlara pexo]l OT YIpaBJIEHUE Ha aceTH KbM ylpaBieHue Ha yciyru. [lokaszano Ge,
4ye HCTOPUYECKUTE HMH(PACTPYKTYpHU pa3ioMH, OrpaHHYEHATa pPErMoHallHa CBBbP3aHOCT,
HapacTBALUTE M3UCKBaHUS KbM JIATEHTHOCT, KalallUTET W CUTYPHOCT, KakTo U
HEOOXOMMOCTTa OT OIEpPaTHBHA CHBMECTHMOCT MEXIYy ABTOHOMHHU YYAaCTHHUIM MPABSAT
KJIACUYECKMS LIEHTPAJIN3HUpAlLl MOJIE] BCE I10-MAJIKO JOCTaThYEH.

AHanu3bT Ha pasrieJaHUTE KJIACOBE YCIYTH I0Ka3a, Y€ HE3aBHUCHUMO OT pa3jIMuusiTa
MOMEXIYy MM, T€ CIOACIAT OOIIM apXUTEKTYPHH MPOOJIEMH: HEOOXOIUMOCT OT SICHO
pasrpaHMuYCHME MEXAYy VyIOpaBisgBalld W HMHOOpPMAIMOHHM (YHKLIMH, 3allUTa Ha
UJCHTUYHOCTU U JIaHHU, €(EKTUBHO M3IOJI3BaHE HA KOMYHUKALIMOHHUTE U U3UUCIUTEITHUTE
aceTH M BB3MOXKHOCT 3a MPEeA0CTaBsIHE Ha (DYHKIMM KAaTO YCIYTH, a HE CaMO KaTo JIOKAJIHO

IIPUTEKABAHU PECYPCH.

Ha Ta3u ocHoBa (henepupaHuTe cCUCTEMU CE SIBSBAT €CTECTBEHA APXUTEKTYPHA IMOCOKA
3a pa3BUTHE, THU KATO MO3BOJISBAT ChUETaBaHE HA aBTOHOMHOCT, KOOPJAMHAIIUS U CIIOJCIISTHE
Ha YCIYIH MEXAYy pa3iuyHu JAOMEWHH. VIMEHHO B TO3M KOHTEKCT CIIEJBAIllUTE TJIaBU
pasriiexaar IocCleNoBaTeHO Kpunrorpagckara OCHOBa Ha JOBEPUETO, CHUTYPHOTO
MPEAOCTaBsiHE Ha 3alIUTEHO ChAbpPXKAHWE, WU3YHUCIUTEITHUTE YCIYyTd TPU TIOMCKBAHE M

aApXUTEKTYpHUTE PEIICHUS 32 KOMYHHUKAIUS U eiepaTiBHA TEIEMETPHS B peaTHO BpeMe.

Fnasa 2. MeTtoam 3a ocurypsiBaHe Ha HageXAHOCT NpU ynpaBaeHUe Ha KOMYHUKALNMOHHU
ycnyrm

Bropa rmaBa e mocBeTeHa Ha HaIeXKAHOCTTa M KuOepycToHuMBOCTTa Ha
KOMYHMKAIIMOHHUTE YCIyTd B YCJIOBHATAa Ha HEpaBHOMEpHA aururanusauus. M3BeneHa e
Te3aTa, Y€ MPU YCKOPEHO HABJIM3aHE HA MU(PPOBU TEXHOJIOTHH B MYOJUYHHUS CEKTOP Hape[ ¢

UHOPPACTPYKTYpHUA ce (opMHpa M KUOEPCUTYPHOCTEH pas3sioM. 3aToBa HAASKIHOCTTAa Ha
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mudpoBuTe yciayrn TpsOBa Ja ce pasIiIekAa HE caMoO KaTro BBIPOC Ha CBBP3aHOCT H

KAaIaluTeT, a ¥ KaTo BBIIPOC Ha MPABHITHO MMOoAOpaHa Kpunrorpadcka OCHOBA.

OcHoBHUAT aHanuTHYeH (OKyc € BbpXy cinabocture Ha RSA, xorato reneparopute
Ha ciy4ailHu uncia paOoTsT IpU HUCKA eHTponus. Pasriienanu ca npumMepy U U3CielBaHus,
KOUTO TOKa3BaT, Y€ HENMPAaBWIHOTO TE€HEpHpaHE Ha CIY4YallHOCT MOXEe Jia JoBelIe [0
MpeIBUIMMU KpUnTorpadcku napaMerpu, o0 JenuTean Mexay pasnuyau RSA kimrodose
U IPAKTUYECKU KOMIIPOMETHUPAHE HA CUCTEMHM, M3IMOJ3BAIM HMHAYe ,,CUJIEH aIrOpPUTHM.
[Tokazano e, ye mpoOjeMbT HE € caMO B MaTemaruueckus monaen Ha RSA, a B peannara

HU34YUCIIUTCIIHA Cpcaa, B KOATO TOM ce Ipuijiara.

['maBa BTOpa pasriexaa MoApoOHO 3HAYEHHETO Ha HM3TOYHHUIUTE HA EHTPOIIHUS,
ponsita Ha PRNG u TRNG u orpanmuenusara Ha Linux-0a3upaHuTe CUCTEMHU HpPU PaHHO
3apeKJaHe, KOraTo CHCTEMHaTa CJIy4yalHOCT BCE OLIE€ HE € JOCTaThbYHO HaTpylaHa.
AHanM3upaHu ca Bb3MOXKHOCTUTE 32 U3IOJI3BAHE HAa XapAyEpHU MEXAHU3MH 3a CHTPOMUS,
BrurounTennHo Intel Secure Key, kaTo mpakThuecku mpuiiokuma MspKa 3a IMOBHINABAaHE Ha

HAJCKTHOCTTA HA KPUIITOTPAPCKUTE TIPOIICCH.

Ha ta3u ocHoBa e aprymentupan npexoisT oT RSA keM ECC karo mo-noaxonsia
Kpunrorpagcka OCHOBa 3a pas3lVIeJaHUTE B TO3M JUCEPTALIMOHEH TPYyHd YCIYIH,
(YHKIIMOHMpAIIM B pa3NpelesieHl U pecypcHO orpaHuueHu cpenu. Ilokazano e, ue ECC
OCUTYpsSIBa CHIIOCTABUMO HHUBO Ha CUTYPHOCT IPH 3HAUYUTEIHO MO-KbCU KJIIOUOBE, MO-MAJIKO
HATOBapBaHE Ha M3UMCIUTEIHUTE PECYPCH U MO-100pa MpUIIOKUMOCT NpHu edge ycTpoicTBa
u Brpagenu miaardopmu. Pasrmenanu ca ECDSA u ECDH Bvpxy NIST kpuBH Kato
MPaKTUYECKH MPUIIOKUMA paMKa 3a yIOCTOBEPsIBAHE U JOTOBAPSHE Ha KIIFOUOBE B ObJCIINTE

apXUTEKTYpH, pa3pabOTEHH B JUcCepTaLUATA.

B rnaBara e ouepraHa U mepcreKTUBaTa 3a pa3BUTHE KbM post-quantum yCTOMYUBOCT.
Makap TS &a He € IpeaMeT Ha CaMOCTOSTEIHAa pa3paboTKa B JWCEPTAIMATA, aHATU3BT
MOKa3Ba, ue M300pbT Ha Kpunrorpadcka cxema cieasa na ObJe MUCIEH HE €IHOKPATHO, a
KaTo €TaIl OT NO-ABJIbI' HUKBJI HAa aaalTalnusd KbM HOBH PUCKOBE. Taxka BTOpa I'j1aBa usrpaxnaa
KpunTorpadckaTa ¥ yI0CTOBEpUTEIHATA OCHOBA HA IIETUS JUCEPTAIMOHEH TPY/ U MOATOTBS
CIIEZIBAIIUTE TJaBH, B KOWTO CHUTYPHOCTTAa BEYE CE PA3TiIekAa KaTo YacT OT Mojelia Ha

camara yciyra.

TaM, KBACTO Pa3BUTUCTO € om0 HCIIOCJICA0BATCIIHO, (bpaFMCHTI/IpaHO WIn OBJITO
BpEMC IMOJYNHCHO HAa YaCTHUYHU U 3aKbCHCIIM PCIICHHUA, CC HATPYIIBAT HC CaMO OTI'paHUYCHUS
B CBBP3aHOCTTAa M KalaouTe€Ta, HO W VYA3BUMOCTH B CHUT'YPHOCTTA. B To3u cmucen

cCKaJlanuAaTa Ha KI/IGGPHPCCT'I:HJIGHI/I}ITa, nocerarciicresara BbpXY JIMYHU JaHHU,

Asmopegpepamu Ha ducepmavuu 2026 (9) 37-65



45 WNnuau 'posgamos Unnes

¢buHaHCOBHUTE 370YNOTPeOH, 3arydara Ha MH(OpMAIMs U W3HYIBAHETO, CBBP3aHO C Hesl, HE
ca 1IpoCTO CTPAHHUYCH e(i)eKT OT MO-UHIMPOKOTO M3IIOJI3BAHC HAa TCXHOJOI'MH, a UHAUKATOP, Y€
JTUTHTAIHATa  TpaHcpopManus YeCTO TNPOTHYAa TPH  HEPABHOMEPHO  H3TpajieHa
kubepycroitunBocT. ToBa Moka3Ba, 4e Hapex ¢ MHPPACTPYKTYPHUS PA3JIOM CHIIECTBYBA U
B3aUMOCBbBP3dH pas3jioM B KI/I6epCI/IprHOCTTa, KOWTO H3HUCKBa HE HU30JIMpaHu MCEPKH, a
II0CJICAOBATCIICH APXUTCKTYPCH moaxon KbM HagCXKIHOCTTa u 3amurara Ha
KoMmyHuKanonuurte yciyru. (Jang-Jaccard and Nepal, 2014), (Kostadinov and Atanasova,
2019), (Dineva and Atanasova, 2019).

Cnia3BaHeTO Ha M3UCKBAHUATA 32 KHOEPCUTYPHOCT € MPEANOCTaBKa 38 CUTYPHOCTTA U
oe3omacuoctra Ha UT mHDpacTpykTypuTe, MUPPOBUTE pecypcH W 3alluTaTa Ha JIMYHUTE
JaHHU. B ToBa oTHOmEHHME TeMHUTE 3a KpI/IHTOFpa(I)I/IﬂTa U A0CTAaTbYHO HAACKIHOTO
reHepHpaHe Ha CIyJailHW 4YKciia, KOUTO Ca B OCHOBAaTa Ha BCAKA CHCTEMa 3a KpUITHPaHe, ca
ot ocoben uHTepec (Shalamanov, 2020).

3a HyX/MTe Ha ChbBpEeMEHHaTa KpunTorpadus ce U3Mo3Bar JBa BUAA T'eHepaTopu Ha
CIIy4alilHU 4YHUCJIa - UCTUHCKHU reHeparop Ha ciydaitHu uuciaa (TRNG) u reneparop Ha

nceBnocnyyaitnu yucina (PRNG) (DiCarlo, 2012).

I'eneparop Ha uctuHcku ciyvaitnu uncia (TRNG): nmpunara ce, korato RNG tpsdsa
Jla TeHepUpa CTOMHOCTHU B JaJIeH MOMEHT, KOUTO TpsiOBa Jla ca YHUKAIHU U Ja HE CE€ MOBTaPsT
B nocnensany RNG usBukBanus (Carr, 2003), (L’Ecuyer, 2007). HYucnara, moiydeHu ¢ TO3U
tunt RNG, ce npunarat 3a onepanuu, KOUTO U3UCKBAT YHUKAIHU/HEMIOBTAPSILU CE YUCIOBU
CTOHHOCTH, reHepupaHu BbB Bpemero. (Jin, 2004), (Camara, 2019) Ilpumep 3a TakaBa
CUTyallusi € TeHepUPaHEeTO Ha KpUNTOrpadCcKu KIIOY 3a KOAMpaHe/JIeKOJUpaHe Ha JaHHH,
WHUIMATA3UPAIIN BEKTOPU, HAYallHU YUCIOBU CTOMHOCTH (seed) 3a koHTpomupanu RNG u
ap. (Ergln, 2015), (Ryabko et al., 2016) I'eneparop Ha nceBpociayuaiinu guciaa (PRNG):
Karo ocHOBa 3a TO3u TeHepaTop ce U3MOI3Ba HAYAIIHO CIIYYalHO YKCIO OT MUKPO WIJIM MaKpO
cBeTa (seed), a 3a cienBalIMTe YUCHIA Ce M3MON3Ba MaTemMaruuecka ¢popmyna. OT HayamHaATA
CTOMHOCT, 4Ype3 MpuiIaraHe Ha OMNPENENIeH ajJrOpUThbM, MPOMU3IU3AT BCUUKU TE€HEpUPAHU
BIIOCJIEICTBUE choydailHu uucna. [locnenBamuTe CTOMHOCTH, MO peda UM, ca
BB3MPOM3BOAMMH. EnuHCTBEHAaTa HEOYaKBaHAa W TallHA CTOWHOCT, KOSITO TpsOBa aa Obje
BB3MOXKHO Hal-HeTpeAcKazyema, € Ha4aaTHOTO YUCII0, KOETO € ,,KOPEHBT B OCHOBATa Ha Ta3u
nopeauiia 1 MTHUIMKUPA TeHEPUPaHEeTo Ha Iisy1aTa yuciaoBa nopeauua. OT Ta3u TEXHOJIOTHS ca
3aMMCTBaHHU yJIOCTOBEpsiBaHETO C enHokpaTHa mapona (OTP), renepupanero Ha

KpUNTOorpaCKu KJIIOYOBE, MOJYYEHH OT TIJaBHUS KOpPEHOB Kiou (mpujiara ce Mmpu
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chcTaBssHeTo Ha mopTdeiaun B BlockChain - TexHojorus Ha pa3mpeneieHus pPerucTbp),

ynocrosepsiBaneTo upe3 HMAC u npyru.

[IpobGnemu ¢ reHeparopa Ha cirydaitnu yucia (RNG) ca B ocHoBaTa Ha He10oCTaThKa B
uudpoBus cepruduKaT Ha TaiiBaHckH TpakaanuH. bepHmaiin, Yanr, Yenr, Yoy, Xenunrep,
Jlanre u Ban CoMepeH mpejacTaBuxa Jokiaan mo Bpeme Ha Asiacrypt 2013 (Bernstein et al.,
2013), B KOWTO MOKa3axa, 4ye opHUIMaATHUTE CMApT KapTH 3a WACHTHU(UKAKS Ha TPaKIaHH,
W3MIaJICHH OT TaiBaHCKOTO MPABHUTEICTBO, ca JeekTHH. Pe3ynratute uM ce ocHOBaBaT Ha
n3ciensanero Ha (Heninger et al., 2012) BbpXy KJIFOYOBE 3a CUTYPHOCT C HHCKA €HTPOIIHSI.
Kbne Te wu3cinenBar KIIOYOBETE 3a CUTYPHOCT C HHCKa EHTPONUS M Jlajdd TO0J00HHU
HEJIOCTaThIlM MoOrar jJa ObJaT OTKPUTH B TaiiBaHckara ©Oa3za manuu ,,Citizen Digital
Certificate*? M3cnenoBaTenure ca BOIWIM MpoyuBaHeTo ¢ 2 MuinoHa 1024-6utoBu RSA
KJIF0Ya OT TaliBaHckara 0a3za manuu ,,Citizen Digital Certificate u ca ycranoBunm, ge 184 or
TE3W KJIIOYOBE Ca TPUBHAIIHU 33 U3YMCIISIBAHE B paMKHUTE Ha HAKOJKO daca. Te oTmaBaT Te3u
cnabu RSA kmrouoBe Ha (ataneH HEIOCTAaThK B XapAyepHUs T€HepaTop Ha ClIydaHHu 4yucia
(RNG). CnyuaiiHocTTa, H3I0JI3BaHAa 3a reHepupaHe Ha RSA kimodoBe, € ChIbpikalia

HCOOCTAaTb4Ha CHTPOIINA U € Ch3adJia IPCABUAUMU MOJCIIN 3a RSA IMPOCTH YHCJIA.

B cratus, nyonukysana npe3 2012 r. (Heninger et al., 2012), e noka3ana cinabocT B
TLS (Transport Layer Security) u SSH (Secure Shell) cbpBbpH, BKITIOUBaIIA CTa0M KIHOUOBE
3a CUTYPHOCT. Te pa3kpuBar, 4e HEMPaBHIHO (PYHKIIMOHUPALTUTE TeHEPATOPU HA CIyYalHU
gucna (RNG) BogsaT mo Hucka eHtponus Ha ciydaitHoctTa 32 RSA u DSA chpBbpHUTE
KIIOYOBE, KOETO € TMpHYMHA 3a KOMIpomeTHpaHa Kpuntorpadus. WM3cnemoBarenute
MOCOYBAT, Y€ Ta3u YSI3BUMOCT C€ NBDKM Ha HAIMYMETO Ha Aynka B eHTpornusita B RNG
(/dev/random u /dev/urandom). [To Bpeme Ha 3apexnane /dev/random wu3Moi3Ba JaHHH,
OCTaHaJIM OT MPEIUIITHOTO 3apeXkIaHe, 3a IyJia Ha eHTponusaTa. Ho koraro cucremara e 6mia
M3KJTFOYEHA 3a JBJITO BpeMe U MaMeTTa ce BbpHE B OCHOBHOTO CH ChCTOSHHE, TE3U JaHHH ca

MPEIBUANMU.

RSA anropureMbpT ce cumra 3a mo-O0aBeH. OOukHOBeHO RSA kiodoBere ca ¢
nemxuHa 2048 u 4096 6uta. Ot regHa Touka Ha curypHoctta Ha RSA, 2048-6utoBute RSA
KJIFOUOBE HE C€ CUMTAT 3a HAIIBJIHO CUTypHHU. ETO 3al10 MOBEYETO OpraHu3alid B MOMEHTA
npeMuHaBarT KbM 4096-0uToBM Kito4oBe. MHOro opranuzanuu obade u3osreatr RSA
KPUNTHPAHETO TOpagd OaBHOTO TI'EHEpUpPaHE/aTOPUTBM Ha KIIOYOBETE U MOpaau

MaKCUMaJIHaTa KOHCYyMallus Ha MAallITMHHU pECYypPCH.

[ly6anuHo ca u3BectHu P u Q. TaliHaTa (YaCTHUSAT KJIIOY) € cKaJapbT d B paBEHCTBOTO

Q = d-P. [la ce uzuucau Q ot (P, d) e siecHo, Ho fa ce Bb3cTaHoBU d oT (P, Q) e TpyAHO npu
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KOPEeKTHO M30paHM MapaMeTpyd M JOCTaTbYHO ToJIIM NOPAABbK Ha rpynara, U3BeCTHO B
MaTeMaTHKaTa KaTo Npo6J/ieM 3a AUCKPETHHUS JIOTapUTBM BbpXy eJunTU4YHU KpuBu. ECDLP e
dyHzaMeHTa/lHA TBBbpJAa MaTeMaTH4yecKa 3aJlada, Ha KOSITO Ce Kpemu CUTYPHOCTTa Ha
CcbBpeMeHHaTa Kpunrtorpadus ¢ enuntuiydyd kpuBu (ECC). 3a “o6patHus nmbT” B ECC (zma ce
HaMmepH d oT Q = d-P) cTaHAapPTHUAT apryMeHT 3a TPYJHOCT €, 4e B 061I1A MO/Zies1 BCSIKA aTakKa
cpellly JWCKpPETHHUsS JIOTapUTBbM H3UCKBa NOHe ()() TpynoBH oOllepalllH, KbJeTO p € Hal-
roJIEeMHUSIT MPOCT JieJIUTEJ HA peJja Ha rpynara — T.e. HA IpPaKTHUKa pacTe KaTo KBaJpaTeH
KOpPEH OT pa3Mepa Ha rpynaTa 4 cTaBa HEIOCUJIHO NPU MpaBUIHO M36paHu napaMeTpu (Shoup,

1997).

3a aBTOHOMHHM cucTeMH OT ¢eaepatuBHus AIS oGiak, KOUTO yecto pabOTAT BBPXY
Brpagenn ycrpoiictBa (Raspberry Pi, edge mnpuemMHUI/Gopyspabpu), € BaXKHO
aCMMETPUYHHTE OIEpalliy J1a ca Obp3U | Ja He ,,HaayBaT  Tpaduka. AnroputrMure 6a3upanu
Ha Kpunrorpadusra Ha exuntuaaute kKpuBu — ECDSA 3a nmoanmucu u ECDH 3a noroBapsine
Ha KJIIOY, JaBaT CKBUBAICHTHA KpHUNTOrpadcka YCTOHYMBOCT NMPH 3HAYUTEIHO MO-KBCH
KJIFOUOBE U monmucu crpsiMo RSA, koero e mpakTHYHO 3a 3aliuTa OT Kpal A0 Kpail npu
TPAHCIOPT MEXAY Bb3JIUTE B 00JIaKa.

MnocTpauuna Ha rpynoBoTo ckbupaHe Ha To4ku: Q = 3P
30

T 26)

20 A

10 A

_20 .
Q=3P (9, -26)
Q.

=30 T T T T T T
-4 -2 0 2 4 6 8 10 12

@ur. 2.2. MmtocTpanuus Ha rpylnoBOTO chOupaHe Ha Touku: Q = 3P.

NIST Digital Signature Standard (FIPS 186-5) nepunupa ECDSA u yrBBpAEHHTE
»NIST kpuBu“ P-256, P-384 u P-521, kouTo ca HmIMPOKO MOAABPKAHU B CTaHAAPTHU

Kpuntorpadcku OUOIMOTEKH U XapAyepHU MOYIIH.

ChriacHo NMpenopbKUTe 32 eKBUBAJIEHTHA cuila Ha curypHocT (Hamp. SP 800-57 Part
1), P-256 e tumuueH u300p 3a okoyo 128-0MTOBa YCTOHUYUBOCT: MyOJMYHUTE KIFOUOBE M

MOAMMCUTE Cca KOMIAKTHH (fneceTku OalToBe), Aokato RSA 3a cXOAHO HHMBO H3HCKBa
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KJItoyoBe OT mnopsabka Ha 3072 OuTa, KOETO YyBelIMuYaBa JATEHTHOCTTa, pa3Mepa Ha

cepTu(UKaTUTE U HATOBAPBAHETO MPH MOANKUCBAaHE/BepUDUKALIHSL.

[Tomobuu mpuHIMNM — moanucBaHe Ha AIS chpabpkanue 3a aBTEeHTHQHUKAIUS U
LSJIOCT MPH 3ama3BaHe Ha oOpaTHa ChbBMECTUMOCT — ca JAeMoHcTpupanu u B Protected AIS
(pAIS), xpaeTo ce u3MONI3BacCXeMa 3a CbBMECTUMOCT C KpunTorpadus, 3a J1a ce aapecupar
m3BectHU AlS ys3BUMOCTH M J1a ce 3ama3u mHTepornepadbmiHoCcT ¢ Hemonudumupann AlS

ycrpoiictBa (Gary Kessler, 2020).

Fnaea 3. MeToau 3a 4OCTHN A0 3aWUTEHO CbAbpXKaHUe

Tpera rnaBa pasriiexaa METOAUTE 3a JOCThI A0 3allUTEHO CbhIBPKAHHUE U
BB3MOKHOCTUTE 34 OIpaHWYaBaHE HA W3TUYAHETO HA JIMYHU JAHHU NPU MPEIOCTABIHE HA
MyJITUMEAUMHN ycayrd. M3xonHaTa MOCTaHOBKA €, Y€ B CHBPEMEHHUA yeO CTpUWMUHT
3aluUTaTa Ha KOMYHHKAIMATa W 3alUTaTa Ha WICHTUYHOCTTA HA MOTpEOUTENs TpsOBa aa
ObJaT pa3riiexkJaaHd KaTo pa3InyHU, MaKkap U B3auMOCBbp3aHu ¢yHKiuH. Ha Ta3u ocHOBa B
rJlaBaTa € MPEIJIOKEH AapXUTEKTYpPEeH MOJAXO0J, IpPU KOHTO pa3nNpOCTPAHEHUETO Ha

ChJIBP’KAHUETO CE€ OT/EJIA OT Mpolieca Ha YAOCTOBEPSBAHE HA KpailHUs MOTPEeOUTEII.

Pa3srienana e TunmuyHaTa cxema Ha BUAEO pasnpocrtpaHeHue npe3 RTMP nHarope no
Bepurata 1 HLS xbM kpaitHus norpebuten (Pur. 3.3). Yenyrara 3a yed CTpUiiMHHT € 1O
CHILIECTBO KOMOMHAIMS OT MPOTOKOJM 3a upstream (IIpellaBaHe HArope Mo BepUrara) KbM
CTpUUMUHT ChpBBbpa U downstream (HaJo0Jy 10 BepUrara) KbM KpailHUTE OTpeOUTENH, KaTo
Hail-uecto m3non3BanusaT Habop e RTMP + HLS. TakoBa pa3zneneHnue Ha MPOTOKOJIUTE Ce €
HAJIOXWIO Tpe3 TOAWHUTE NOopaau creuu@ukara Ha CBBP3aHOCTTAa Ha MOTPEOUTENHTE.
Crnopen HLS, Buieo noToksT ce paszaeis Ha Mapyera, KaTo IEPUOAUYHO C€ M3TETIIS U YeTe
TEKCTOB IJIEHIUCT B cTanaaptuszupan M3U ¢opmar, KoiTo onucBa nmapuerara, JOCTBIIHU 3a
M3TETJIsIHE. 32 J]a c€ MOCTUTHE HAJEeKIHOCT Ha ycCiyraTa, pas3lpeeieHie Ha HaTOBAPBAHETO
Y HHUCKA JIATEHTHOCT KbM KpaiHHs MOTpeOuTelN, CTPUIMMHHT IUIaTdopmara ce u3rpaxia Ha
CDN cxema ¢ MHOKECTBO BB3JIH, KOUTO ca reorpad)CK pa3npeneeHu.

[Tokazano e 3amo HLS e mpakTHuecku MOAXOIMAIl 3a IIUPOKOTO MOTPEOUTENICKO
pasnpocTpaHeHue — nojapexka B Opay3spu 1 HTMLS mneitspu, pabora Bepxy HTTP(S),
no-n1o0pa yCTOMYMBOCT MPU JOMAIITHU U MOOMJIHM MPEXH U Bb3MOXKHOCT 3a MpuilaraHe Ha
CTaHJAPTHU MEXaHU3MHU 32 YAOCTOBEpsIBaHE U aBTOpU3aLus. B chI1oTO Bpeme e 000CHOBaHO,

ye 3amurara Ha RTMP xoMyHuKkanusta Mexay CTYJUOTO U ChbpBbpa € IMO-HAAEKIHA 4Ype3
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IpeaABapUTEIIHO U3IrpaacH KpI/IHTOFpa(bCKI/I TYHEJI, OTKOJIKOTO 4Yp€3 pazuyuTaHC CAMHCTBCHO Ha

RTMPS Bbpxy KpailHU yCTpOICTBa C OTpaHUUYEHU BB3MOKHOCTH 3@ CUTYpPHOCT.

/~ HLS/DASH
Over HTTP

WEB Player
RTMP =

0*. 5 ﬁ 3 2 Flash Player

RTMP -
@

Camera Encoder RTMP Server .

RTMP

Video Gateway

®urypa 3.3. [Iuarpama, npencrapsiua npoueca Ha RTMP ctpuitmMunr
(M3TOYHHK Synopi.com).

CehlllecTBEH NMPUHOC Ha TJlaBaTa € HjaesTa 3a paslielsiHe MEXAY ChbIbPKAaHUETO U
ynocToBepsiBaHeTo. Pa3paboTeH € TecToB MoOj€d, B KOWTO BHJEO AUCTPUOYTOPHT HE
00paboTBa YyBCTBUTEIIHH JIMYHU JIaHHU, a TOTPEOUTENICKATa aBTCHTU(PUKALIUS U U3/1aBaHETO
Ha TOKEHM C€ Bb3JaraT Ha OTJelHa JOBepeHa yciayra. B pesynarar popu npu
KOMIIPOMETUpaHE HAa CTPUUMHUHT HMHPPACTPYKTypaTa PUCKBT OT HW3THYAHE HaA JIMYHU M
MJIATEKHU JTAHHW € 3HAYUTEJIHO OTrpaHWYeH. Taka CHUTypHOCTTa HE C€ TMOCTUra caMo upes

KpHUIITUPAHE, a 9YpE3 (I)YHKI_II/IOHaJ'IHO pasaciIAHE Ha OTTOBOPHOCTUTCE.

I'maBara pasriexna U Bb3MOYKHOCTTA 32 PETMOHAIHO U JIOKAJIHO MpEepasnpeaesIeHnue
Ha 3alUTEHO BHUJIEO ChAbPXKAHHE B Cpella HAa MAJIKH M PErMOHAIHM MHTEPHET JOCTABUMIIH.
W3Benena e Tte3aTta, 4ye mpu Hanuuue Ha jokaaHa PON umHOpacTpykTypa ¥ OrpaHUyeHa
BBHIIHA MHTEPHET CBBP3aHOCT ONEpPaTOpbT MOXKE Ja TpUeMa €AUH  BXOMSIL
BHUCOKOKAYECTBEH MOTOK U J]a TO MPEepa3NpoCTpaHsBa B COOCTBEHATa CU MpEka, KaTo Taka
HamaisiBa BBHIIHUS TpaduK U MOJoOpsiBA KauecTBOTO Ha yciyrara 3a abonarurte. Tasu
JIOTMKAa € IOCTaBeéHa B pErIaMEHTHpaHa cpeda Ha KOHTPOJ Ha JOCThIIa M 3alluTa Ha
KJIFOUOBMSI MaTepua, 3a pa3iuka OT UCTOPUYECKUTE NPAKTUKU Ha HepernameHTtupan LAN

file sharing.
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W3BoabT OT TpeTa rijaBa €, Y€ CUTYPHOTO MPEIOCTaBsiHE Ha ChAbPKAHHE HE Ce
CBeXJ1a 10 6a30BO KPUIITUPaHE Ha BUACO(PArMEHTH, a U3UCKBA ISUIOCTEH CEPBU3EH MOJIET, B
KOWTO TPAHCIOPTHT, YJOCTOBEPSIBAHETO, M3/IaBAaHETO HA KJIIOYOB MAaTe€pUal U JIOKATHOTO
pasnpocTpaHeHUE ca OPraHU3MPaHU ChIVIACYBaHO. Taka ce MoBUIIaBa KHOEPYyCTONYMBOCTTA
Ha yciyrara, HaMmajisBa C€ 3aBUCHUMOCTTa OT OrpPaHUYEHMSITAa Ha BBHIIHATA WHTEPHET
CBBP3aHOCT U C€ MOATrOTBS MPEXOAbT KbM MO-CIOKHU aJMUHUCTPATUBHU U HU3UHUCIUTEITHU

yCJIyru B CjicaBaliara rijiaBa.

Tyk uaBa MOMEHTHT Ha BTOPHUS acIlieKT Ha U3CJEIBAHETO, KOMTO ce OTHACS JI0 BHICO
AUCTpUOyTOpa ¥ pasriexia 3alluraTa Ha BHAEO ChIBPKAHUETO CIPIMO KpalHHUTE
notpeburend. Thil Karo Crenu(UUHOTO BHIEO CHIbP/KAHUE € MPEIHA3HAYCHO 3a CTPOro
ompezenaeHa rpyma norpebutenu, cieasa, ue HTTPS cbpBbpbT mbpBO TpsiOBa na Obae
KOH(pUTypUpaH CBIJIACHO Hali-1o0puTe MIPAKTHKU 3a CUT'YPHOCT
(https://www.ssl.com/guide/ssl-best-practices/). Ciien ToBa TpsiOBa 1a ce BHEAPSIT MEXaHU3MHU

3a y/I0CTOBEpsIBaHE Ha MOTPEOUTENHTE.

3a HY)KIUTE Ha H3CIEIBAHETO € pa3paboTeH CHUMYJIATOp Ha TaKhBa IPOLECH B
OcekeHma, PyHKIHOHUPAI MEXay ,,romata’ HLS yciyra Ha nginX u kpaifHus motpeduren,
KONTO Cce TPMXKH 32 PEJOCTaBsIHETO HAa TOKEH Ha MOTpeOuTelNss B OMCKBHUTKA CIIE] BaJIMIHO
YIIOCTOBEPSIBAaHE U CHOTBETHO BAJHMIMPA TOKEHUTE OT KIMEHTCKUTE 3asBKUA. AKO TOKCHBT HE
€ MOJaJieH WM € HeBalujaeH (u3Tekbi), OekeHabT Bpbila 401 Heotopusupano (Mueller,
2015).

Bb3MoxkHOCTHTE 32 MOJTydaBaHe Ha TOKEH ca MHOTOOpOITHU U pa3HooOpa3Hu. Te
3aBHUCST Hali-Be4e OT YIPABICHCKUTE PEIICHUS Ha OpraHU3allksATa WK Tpynara
OpTaHU3aIIH.

B Ta3u nucepranus e pazpaboreHa cemiuia yeiyra 3a SSO BX0J 32 A€MOHCTpALIUS.

O 8 https

Promo Code:
|promo I
Submit

osting.dre

®wur. 3.6. DopMyIsap 3a MoJIyIaBaHe Ha TOKCH 32 OTOPHU3AIIHS.
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Crnen u3BukBane Ha yciayrara SSO (®wur. 3.6) u ycremHo npeMrHaBaHe Ha Ipoleca
Ha YJIOCTOBEpSIBaHE, CE€ CTApTHpa MOTPEOUTEICKA CeCHs Ha MPHIIOKEHHETO C MPOHU3BOIHO
TeHepHUpaH KpUNTorpadCKu 3alluTeH UACHTU(PUKATOP U OMCKBUTKATA HAa CECHSTA CE BPBINA B

OTTroBOpa KbM KIIMCHTA.

[ dreamstream

. C O 8 #W https;//hosting.dreamradio.org/h er eam-ws.htr - @ 9 =

Destroy Session

.
¥ O Inspector Console [ Debugger 1| Network {} StyleEditor () Pecformance {3 Memory [ Storage  Accessibility pplication 0 [ = X
] I+ Q © Al HTML (S5 JS XHR Forks Images Media WS Other [JDissbleCache NoThrottlings 3¢

Type Transferred B Headers Cookies Request Response Timings Stack Trace  Security

6.32M8 631 M8

Blodd Resend
equr 9208 2258 LONNECOON: Keep-aive
Cookie: _Secure-Sessionid=e9063aca-444d-affe-85613-F3617f5898b9

mp2t 6.13IM8 6.13M8

® 16requests  31.43MB/31.44MBuansferred  Finish: 4

B load:8TAms er-Agent: Mozilla/5.0 (X11; Ubuntu; Linux xB6_64; rv:103.0) Gecko/20100101 Firefox/103

@ur. 3.7. OTopusupane KbM CTPUIMMHT cecusi C OUCKBUTKU

KiueHTsT € nbKeH Ja mpenocTaBu TOKeHa, 3a J1a MOoIbpxKa cecusita akTuBHa (Dur.
3.7). BpemeBuaT mpo3opel, Mpe3 KOUTO TOKEHBT € BaluIeH, KaKTO W BpPEMETO 3a
npeusgaBaHe, MOJuIekaT Ha JedUHUPAHE Ha YIPaBICHCKO HHMBO, a HE HAa TEXHUYECKO.
Buenpsisanero Ha Tasu SSO ycnyra uma 3a 1en JAa JEMOHCTpHpa, Y€ CaMOTO
pasnpocTpaHeHHe Ha BUAEOTO M YAOCTOBEPSBAHETO HA MOTpEeOMTENUTE Morar ga Obaar
pasfesieHn MeXay pa3IMuyHUuTEe opraHu3anui. ToBa o3HavyaBa, uye M3IbuBallaTa OpraHu3aus

Y JJOCTaBYMKBT HA JIOBEPUE MOTAT Ja ObJIaT HAIIBJIHO pa3/eicHH.

Pazpaboren e u pasmmpen monen 3a ycioBeH goctbn (Pwur. 3.13), mpu Ko#TO
KJIIOYoBeTe 3a nekpuntupane Ha HLS moroumrte ce mpenocTaBsIT camo Cied YCIEIIHO

YIOCTOBEpsBAHE W HMHHUIMHMpaHE Ha moTpedurencka cecus. [lo To3u HauMH ce chyeTaBa
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JIOTHKAaTa Ha 3alIUTEHOTO MYJITUMEIUHHO pa3npoCTpaHeHHWE ¢ MUHUMH3HpaHe Ha
oOpaboTkara Ha JMYHM JaHHU OT CTpaHa Ha camusi aucTpuOyrop. Ilokazano e, ue TO3U
MOJIXO/ € MPAKTHYECKU MPUIIOKHUM KaKTO KbM O-TOJIEMH, TaKa U KbM [TO-MaJIKH CTPUHMHHT

IIPOEKTH.

ITo To3m Ha4YuH, U3TCTJITHETO HAa BCCKU KJIIOY 11IC 6’5,[[6 3allUTCHO OT HOTp€6I/ITeJ'ICKa
CCCHs Ha IMPUIIOKCHUETO CPCILYy HEOTOPUZHUPAHO U3TCTIIAHE.

[IbpBoHaYamHO  WOTpPEOUTENAT Cc€  UACHTHQHUIMpPA TMped  JOCTaBUMK  Ha
YIOCTOBEPUTENIHU YCIYTd, KOUTO € UHTErpUpaH CbC CUCTEMATa, U Ch3/aBa MPOo(UII 3a HEro.
OOWKHOBEHO MICHTU(UKANUATA CE U3BBPIIBA JUCTAHIIMOHHO ¥ TPOMUIBT € JOCTHIICH Ype3

MOOMJITHO MPHIIOKEHHUE.

CrpuiiMuHr ycnyrara kpuntupa AES ximroda BCeku mbT ¢ MyOJIMYHUTE KITIOYOBE HA
Bceku x509 ceprudukar, abOHUpaH 3a CTpHiiMa Ha KHMBO, M M3npamia kpuntupanure AES

KJIFOYOBC KbM XPAaHUJIUILIECTO.

3 Party ISP
]W Authentication
. 5 Service Multicast or P2P video
solution
Live Streaming Central
Node 1 office
7T WAN
M? i Physical
. 4] media 8 8
Live Streaming Subsriber  Subsriber
Node 2 i
€3 - 8 8
. 5 Streaming Subsriber  Subsriber
Node
Live Streaming
Node N

- &

Smartcard
PKCS#10 3 Local
Cortificate 10 authorization Streaming plugged in STB
sizning using mobile app

&

ISP Local Node ISP Local

st
Videa Chunks reau 'ﬁ Metwork Network
E ncwp‘t\ on NL @

CRL, OCSP Checks EI IPTV STB IPTV STB
|

Pushing keys to x503

‘
) = Certificate -
Repository —7L — é Video Chunks Decryption

Downloading keys using valid Certificates And
Cryptographic Tokens to continue session

Dynamic
Keys Repository

@wur. 3.13. O6ma cxema 3a TUCTPUOYTUPAHE HA CTPUHMUHT Ha )KUBO B JIOKAJTHA HHTEPHET
cpena
IIo TOo3M HauuH B quceprauusaTa ca paslVIeNaHd BBb3MOXXHOCTUTE 3a 3alllUTa HA
KOMYHHKaIUATa MEXIy cTpuiMuHr ctynnoto 1 RTMP cvpBbpa, oT enna crpana, u HLS
KOMYHHKAIMATa MEXAY BHIEO TUCTPUOYTOpa M KpallHUS MOTPeOUTEIN, KaTo € MpeaioKeHa
ujes 3a BHEApsIBaHE Ha IMOpPTal 3a YJOCTOBEpsBaHE Ha MOTPEOUTENHTE, MPEJOCTaBEH OT
JIOCTaBUMK Ha YCIYTH 3a yIOCTOBEpsSBaHE, KOWTO OCBOOOXKIaBa BHJEO AMCTpUOyTOpa OT
0o0paboTka Ha JMYHM JaHHU M IUIATEKHU CPEACTBA. 3a LENUTE Ha H3CIEJBAHETO
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MIPEIOKEHUAT MOAX0/ Oelle pealn3upaH Ha TECTOB ChbPBBP, OTKBAETO OsXa MpeACTaBeHU
pe3yaTaTuTe OT M3cieaBaHeTo. IIpenuMcTBOTO Ha MpeNIoKEHMs IMOAXOJ 3a 3aliuTa Ha
CTPUMMUHT CHABPKAHUETO €, Y€ MOXKE Jla C€ TMPUIIOKH KbM BCSKAKBB BHJ
BUCOKOOIO/DKETEH WJIM HHUCKOOIO/DKeTeH mpoekT. CbhIno Taka He ce H3UCKBa
JTUCTPUOYTOPUTE HA ChABPIKAHUE J]a Ce TPHKAT 3a aIMUHUCTPUPAHETO HA JIMYHUTE JaHHU
Ha notpebutenute. ToBa BOAM 0 OIIE MO-BUCOKA KUOEPYCTOWYMBOCT HA IMPEIJIOKEHOTO
peuieHue, 3aioTo JOpU IPH BCSIKO HAapyLIEHWE HAa CUTYPHOCTTA HA ChPBBP, HSAMA JINYHU
JaHHH, KOUTO MOTAT Ja ObJIaT OTKPATHATH.

lnaBa 4. YnpaBneHue Ha yCayru B CNOXKHU peaepupaHmn cuctemu B Ny61M4HUA ceKTop

YeTBbpTa IJIaBa pasriiekJa YIPaBICHUETO Ha YCIYTM B CIOXHU (enepupaHu
CUCTEMHU B IYOJMYHMSI CEKTOP Upe3 TpU B3aUMOCBBP3aHU HalpaBiICHUS: aIMUHUCTPATUBHU
YCIIYTH, W3YUCIUTENHU YCIyrd INpU NMOUCKBaHE W (elnepaTMBHa yciyra 3a cbOMpaHe U
npeaBapuTesHa 00paboTKa Ha MOTOKOBa TeineMeTpus. OOmiara uaes e, 4e MpexoabT KbM
OpPHEHTHpAaH KbM YCIYIHTE MOJENI MOXE Ja CE peaju3hpa KaKTO 4Ype3 IEHTPaIN3UpaHH
W3YUCITUTEIHH YCIYTH, TaKa U Upe3 pa3npeaeicHn QerepaTuBHI MEXaHU3MH, B 3aBHCUMOCT

OT XapaKTepa Ha 3agavdarta.

B mbpBOTO HampaBiieHUE € MMOKa3aHo, Y€ CIOXKHHM aHAIUTUYHU U aJIMUHHCTPATUBHU
(GbyHKIMHU Morart Jia ce MPeA0CTaBAT KaTo yclyra, BMECTO Ja ce AyOaupaT JIOKaJIHO BbB BCEKU
oduc wm agmuHUCcTpanus. Pazpaborena u umruieMenTupana e apxurekrypa ¢ HTTP API 3a
npueMane Ha (ailioBe W 3amauu, oOpatHa WebSocket curHamuzamnmsi 3a WU3BECTSBAHE B
peasHO BpeMe M camocTosiTelieH AeMoH insightd, koifto wmsmbinsBa GPU-yckopenata
oOpaboTtka upe3 RAPIDS. Taka API/WebSocket cnost ¢yHkumoHupa karo MeXAUHEH

service layer Mexay nmoTpeObuTenuTe Ha aHAIN3a U caMaTa U3YUCIUTETHA YCyTa.

AHaIM3BT HAa TEONPOCTPAHCTBEHUTE JaHHU € KIIOYOB (akTop 3a IAWTHUTaTHATa
TpaHchopMalys U PEerMOHATHOTO Pa3BUTHE B Cllyyas Ha IpajoyCTPOMCTBOTO, pellaBaifku
npobiemMu ¢ Tpaduka, BKIIOYUTETHO KaTo sfCHA MOCOKA 3a Ipexoia KbM yYMHHU T'pajioBe
(Erskine et al, 2014). Tsa € oT ChIIECTBEHO 3HAYCHUE U 32 THPTrOBCKHUTE OPTaHU3AINH Ype3
B3€MaHE Ha pelIeHUs B peaula CiIydad KaTro IUIaHMpaHe Ha MpPEXOBO IOKPUTHE,
WHBECTHIIMOHHH M3CJIEBAHNSA, OIEHKA HA PUCKa 1 aHayim3 Ha ma3apa (Wickramasuriya et al.,
2013). Taka HapeyeHHUTE YCIYTH 3a OHJIAlH aHanuTH4HA 00paboTka (OLAP) craBar Bce mo-
HeoOxoaumu (Rivest et al., 2005), Thit KaTO MPEJOCTABAT Pa3IMYHA MEXaHU3MU 32 aHAJIHU3 Ha
reoJJaHHU B OTJAJICYCHH AUTUTAIHU CPEIH, MO3BOJISBAWKHM TOBA Jla C€ M3BBPIIBA HAIIBJIHO

aproMaTtnyHo. Yosemikara HUCTOPpUA MHOI'OKpPATHO € IIOKa3BaJia, 4€ BCAKa IIPOMsSIHA WA
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peBoJIronuAa € TpyaHa, 0oJIe3HEHA H C€ ClIy4dBa B MMPOABJLKCHUC HA ABJIBI IICPHUOI OT BPEME.
TYK HE CC Ha6n}01[aBa HU3KIIOYCHUC. I[HCC pa6OTHI/IﬂT Imponec BCE O1I€ HE € aBTOMAaTU3HUpaH,
BBIIPCKHU BCUYKH IMPAKTUYCCKU U3HMCKBAHHUS 3a PA3BUTUCTO HA KOMITFOTBPHUTE TEXHOJIOTMH B

MOMCHTA.

AHaJ'II/I3I/IpaHI/I ca OCHOBHUTC MMPaKTUYCCKU Hp06HCMI/I Ha JUrurajiHara
TpaHcopmals B agMUHUCTpauuuTe: junca Ha npoctarbyHo UWT ymenus, yactuuyHa u
HECUHXPOHM3UpaHa TpaHCcPopMaIus, BHUCOKM pa3xodu 3a CHElHaTu3upaH Xaplayep u
TPYIHOCTH IpPHU HMHTErpanusaTa MEXIy pa3iiMyHu cucTeMu. lIpe/uiokeHusIT Moaen peuiaBa
TE3U HpO6JICMI/I Ype3 NCHTPATIU3UPAHE HA TCKKUTC U3UUCIICHUA U IIPEAOCTABAHC HA CTaGI/IJ'ICH
uHTepeiic KbM BBTPEUIHM W BBHIIHU NOTpeOuTenu. ToBa o3HAuaBa, /1a C€ MPEIOCTABST
OHJIAH YCJIYrd 3a aHaiu3 Ha reomnpoctpaHcTBeHUW naHHU (Pur. 4.1). ChiieBpeMeHHO
MapTHHOPCKUTE OpPraHM3allMi yBeln4yaBaT MHTEpeca CU KbM Ta3u O0JacT, Karo Ch3JaBaT
aBaHTapAHU MpoaykTH. OCBEH TOBA, MOBEYETO OT TAX HE OMXa MCKAlU J1a Ch3/1aBaT CIOXKHA
uH(ppacTpyKkTypa 3a Ta3u ACHWHOCT W OMXa ce OTKa3alu OT pa3padOTBaHETO Ha COOCTBEH
coryep, KOHTO W3MCKBa 3aJbJI00YCHHM TMO3HAHHWS 3a MHOTOMEpHa 00paboTka Ha JIaHHHU.
CrnenoBarenHo, Te OMXa ce CHhCPENOTOUMIIM BBPXY pPa3paOdOTBAaHETO HAa BHCOKO HHUBO Ha
coTyep U yCIyTH 3a CBOSI OM3HEC U B TO3M CIlydall PEJOCTaBIHETO HAa OHJIAWH aHAJTUTHYHA

yciayra me 6’5)16 qyJaeCHa Bb3MOKHOCT 34 TOBA.

8888888

®ur. 4.1. [IpeacrapsiHe Ha OCHOBHATA apXUTEKTypa Ha miaTdopmara, pa3paboTeHa B Ta3u

JucepTalus.
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Henta na mnpenocraBsnero Ha APl ycnyrara e, or eana crpaHa, Aa ce Jaje
BB3MOXHOCT 32 MHTErpalus C MOTEHIUAIHO 3aWHTEPECOBAHU OpraHU3aluu, KOUTO Ja Cce
BB3IOJI3BAT OT IEHTpaM3upaHa yciyra 3a aHanu3 Ha gaaHHd (de Castro Lima, 2018), a ot
Jpyra cTpaHa, Ja C€ YJEeCHSAT TEXHHYECKUTE MM 3aJaud B CpPaBHEHUE C TOBA CaMU Ja
npearnpuemMar IeiCcTBHUS 3a M3rpaxkJaHe Ha COOCTBEHM YCIyrd 3a aHanu3 Ha gaHHH. Karo
Ba)XCH MOMEHT TpsI0Ba J1a ce CIIOMEHe, Y€ caMo ¢ uirpaxaaneto Ha APl ycnyru 3apaunre no
WHTETpalysi He Ce W3uUepnBaTr, Thil KAaTO T€ HE NPEACTaBIIABAT €IHOKPATHO JEHCTBUE BHB
BpEMETO, a MOoAJIekKAaT Ha MPOMEHH U momodpeHus. B Ta3u Bpb3ka € HEOOXOAMMO Ja ce
Haoserae Ha CI/CD moaxoauTe, KOWTO ClIeJIBAT YCTAHOBCHHUTE MTPUHIIMITH, a 33 OPTaHU3AIHH,
KOUTO HE pas3mojiaraT ¢ BHUCOKOKBaJIH(UIIMPAaH MEpCOHANl, TOBA MOXe Ja Obae 0coOeHO

IpEAN3BHUKATCIICTBO.

Bropara nmHus B rnaBata e cBbp3aHa c (¢enepatuBHus AIS obmak. Tyk
napajeau3MbT HE ce pa3dupa KaTo YCKOpSBaHE Ha €/lHa IEHTPAIM3MpaHa 3a/lavya, a Karo
CAHOBPCMCHHO CBIICCTBYBAHC Ha MHOXCECTBO IIOTOKOBHU IpoOHECH II0 IPUCMAHC,
HOpMaM3anus, 1eyIUIMKalus, MapupyTusupane u gocraska. [lokazano e, ue AIS cpenara
W3KUCKBA pa3jMueH apXUTEKTypeH TMOJIXOMA: JJaHHUTE NPUCTHraT HENPEKbCHATO, OT
MHOKECTBO HM3TOYHHWIIM, M WM3UCKBAT He3a0aBHA NpeaBapuTenHa oOpaboTka O30 10

MACTOTO Ha MpUEMaHe.

Ha Ta3u ocHOBa e mpeanokeH apXUTEeKTypeH mojnen Ha (denepatuBeH AIS oOmax
(®ur. 4.7) c scHO pazneneHue Mexay control-plane u data-plane, kakto u ¢ ponu ingress,
transit, dedup u egress. Baxxna xapakTepucTHKa Ha TO3W MOJENI €, Y€ €IHa U ChIla
ABTOHOMHA CHUCTEMa MOJKE JIa U3ITBIHABA PA3IMYHU POJIH 33 PA3IUYHU JIOTUISCKHU MTOTOIH, a
BBTpPEIIHATA M peann3allys 0CTaBa aBTOHOMHA, CTHTa Ja MOAAbpKa JOTOBOPEHUs HHTepGeiic
KBbM OCTaHAIWTE yJacTHHUIHU. [0 TO3M HAYWH yclyraTa ce W3rpaxaa BbpXy ¢eaepanus oT

OTIEPaTOPH, a HE BbPXY IEHTPAJICH COOCTBEHUK HAa BCUYKH MTPUEMHU TOUKH.

& AlS Federative Cloud
&
SR 1 .0 .0 .0 @ -p==n
0.0 o0 o_.0o --
UDP Input Station 02 (o] I \o O (o] I \o (@] O I \o (o]
— -
% Ingress NMEAO183 Egress NMEAD183 | o
@:’ Ingress nodes Dedup cluster Egress nodes Ptfjjid:;?iin N\
feed01 feed01 Feed01 N"\
S mixing deduplication Revering JSON to NMEA )
vop Input staien 03 % Routable JSONs Final Routable JSON payload Marine Platform

bl

®ur. 4.7. O6ma apxurektypHa cxema Ha AIS denepaTuBen o0nak, npeyIoKeHa B Ta3u
JcepTaius
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Bprpemnara apxuTekTypa Ha Bcsika AS € HambJIHO aBTOHOMHA (MOXE Ja € €IuH
IpoIeC WM TOJSIM KI'BCTEP), a OOLIOTO MoBeneHue ce (opMUpa OT CTaHAAPTEH BHHIICH
nHTepdelc: UICHTHYHOCT (C MEXaHU3MH Ha acMMETpU4Ha Kpunrorpadus), GyHKIHOHATHI

BB3MOXHOCTHU U IIpaBUJja 3a CABOSABAHE, OTUETHOCT.

Pomute Ingress, Transit/bridge, Dedup/aggregator, Egress He ca ¢ukcupanu 3a
naneHa AS. Enna u cbia AS MoXke Ja U3MBJIHABA PA3JIMUHU POJIU 32 PA3JIMYHU JIOTUYECKHU
notonu. denepaTUBHUAT XapaKTep HBa OT TOBA, Y€ CHUCTEMarTa HEe Hajara €JIuH ,,lIPaBHICH
copTyep, BCEKH OIEpaTOp MOXKE Ja H30epe TEeXHOJOTMYEH CTeK, CTHra Ja MOIbpikKa
uHTepdeiica kbM ocTanamutTe. OT MpaKkTHYECKa TIeHA TOYKA TMPEUIOKCHUAT MOJIET Cie/IBa
Jla OTrOBapsl €THOBPEMEHHO Ha W3MCKBAHMS 3a JIECHO BKJIIOYBAaHE HA HOBU YYACTHHIIH,
CHBMECTUMOCT ChC ChIIECTBYBAIIUTE MOPCKH TIATGHOPMH U YCTOMYMBO HapacTBaHE Ha Opos

BB3JIH 0€3 KOHIICHTpAaIMsI Ha 00paboTKaTa B €IUH IIEHTB].

M3BoABT OT 4ETBBpTA IJ1aBa €, Y€ yIMPaBICHUETO HA YCIYIH B CIOXHH (perepupanu
CHCTEMHU He IpeJIoyiara eIMHCTBEHa apXUTeKTypHa penenta. [Ipu gacT oT 3amaunte € mo-
e(QEeKTUBHO NEHTPAIN3UPAHETO HA HM3YMCIUTEIHATa TEKECT W IPENOCTaBIHETO M KaTo
ycllyra, a ImpHu JApyru € HeoOxoauMa pasmpenesieHa QenepaTuBHa OpraHusanusi O0Ju30 10
M3TOYHMKA Ha JaHHU. M B nBara ciiydas o0aye pelaBallld ca SICHOTO pasJelieHHe Ha
GyHKIMUTE, BB3MOXKHOCTTA 33 KOOPAMHHMPAHO YIIpaBlieHWE M OCBOOOXKIaBaHETO Ha
KpaﬁHHTC YYaCTHUIHA OT IMMPUTECIKABAHCTO U MMOAABPIKAHETO HA BCUUKU H€O6XO}II/IMI/I JIOKaJIHU

aceTu.

HopmartuBhute criemudukanmu 3a AIS nmoguepraBaT pealHO-BpeMEBHs XapakTep Ha
cucremara: AIS e aBToHOMeH, camoopranusupama (06e3 master), a TaKTHYecKaTa
uHpopmanus TpsOBa Ja ce OOMEHsS HENpeKbCHAaTo (TUHNUYHO mMoHe Ha 10 s, mpu HsiIKou
MapuipyTu 710 2 s). 3a Ja ce MOCTUTHE M0J00Ha ,,KHBa“ KapTUHA B KpalOpeXHU pailoHW,
pemaBamia € IUTBTHOCTTa HA  HA3€MHUTE  IPUEMHMIM: BCAKa  JOIBIHUTENHA
aHTEHA/IPUEMHHUK TOYKAa HE CaMO pa3IIMpsiBa T€OMETPUYHOTO MOKPUTHE, HO M IOBHUINABA

BEPOATHOCTTA 3a MPUEM Ha c1a0W/4aCTUYHO 3aKPUTH MIpelaBaHusl.

[TpobnemsbT €, ye moBeue MpUEMHHIIM O3HAauaBa MOBeYe MOBTOPEHHS Ha €THU U ChIIH
AIS penoptu, KouTO ,,HABOAHSABAT M3X0Ja KbM IIaTGopmute. TOUHO TYK (enepaTUBHUSIT
o0Jlak MMa CHUCT€MHa CTOMHOCT: TOM MO3BOJIsSIBA ITbTHA KpalOpexHa Mpeka 3a IpueM B
peanHo BpeMe, a €JHOBPEMEHHO € TOBAa M3BBPIIBA JAEAYIUIMKALMSA M HOPMAJIU3AlUs MpPeau

JI0CTaBKaTa KbM IIaT(HOpMH.
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Mexnynomeiin pytupaHero upe3 BGP u3nosnsBa MOCTOSIHHO yCTaHOBEHHM T.HAp.
peering cecun 3a 0OMeH Ha MapmipyTHa MHpopManus Mexay aBToHoMHU cuctemu (RFC
4271). MPLS mnpemiara norudyecka aOCTpakiys Ha TBTSA 4Ype3 ETHUKETH, IOJe3Ha KaTo
Mmetadopa 3a ,jtorudecku nmotok™ u kinacose tpadux (RFC 3031). P2P DHT cucremu kato
Kademlia (Maymounkov et al., 2002) moka3Bar Kak JCHEHTPAIU3UPAHH BBH3JIM OTKPHUBAT
pecypcu/mbTHiia 0e3 MEeHTpalieH KOHTPOJ. B MacoBus IIeNieBU CIICHAPUN yYaCTHUIUTE B
obmaka ca Majku omnepatopd. [IpTHiata morar fa ce M3MEHAT AMHAMHYHO IO Pa3IUYHU
MPUYMHU OT IMPaKTHUKaTa, CBbP3aHU C NPEKOH(UTYypUpaHUsS OT cTpaHaTa Ha HHTEPHET
JOCTaBYMKa, BPEMCHHH IPEKbCBAaHUS W TH. LleHTpamHaTa wMapripyTh3anus € aHTHU-
denepupaHa M YECTO OCTapsiBa; 3aTOBa Ce€ MPEINOYUTa THPCEHE B JIOKaIHMS Tpad Ha
cBbp3a”Hoctute. Tunuuen aaroputsM € BFS mo cbecenu ¢ Bpeme nHa xusot (TTL) crnpsimo

JIMMHUT Ha CKOKOBC M C KCII HA yCIICIIHAaTa CJIicABalla 1eil.

Pasrnenanure B mpeaxonHWUTE TJIaBU BBIIPOCH HA aCUMETpPUYHATa KpUNTOrpadus,
n30opa Ha MO-IEKM M MPWIOKHUMU CXEMH C EIUNTHYHU KpPUBH, YIPABICHUETO Ha
WICHTUYHOCTH M 3allUTara Ha TPAHCHOPTHHUS KaHajd ca IMpsKO pEJIeBaHTHU U KbM
denepatuBuus AIS oOnak. 3amuraTta camMoO Ha TPAHCHOPTHO HHBO, HANpUMEp Ype3
TyHEJIMpaHe WK KPUIITUPAH KaHaJl MEX/Y JIBE TOUKH, € He00X01uMa, HO HE € IOCTaTh4yHa B
cpella ¢ MHOYKECTBO aBTOHOMHHU YYaCTHHMIIM M C Bb3MOXKHO IPEMHHABAaHE Ha IOTOKA IIpeE3
1oBeye OT euH Bb3el. B mogo6Ha apxurekTypa € He0OXOJUMO NMPOU3XOAbT U LEJIOCTTA Ha
JAaHHUTE J]a OCTaHaT MPOBEPUMU M OTBBJ KOHKPETHHUS TpaHCHOpTeH cermeHT. [lopaau ToBa
3alMTaTa Ha NPUJIOKHO HHUBO MOXE J1a CE pasMIekJa KaTo €CTECTBEHO JONBIHEHUE KbM
TpPaHCIOPTHATA 3alUTa: UIEHTUYHOCTTA Ha YYaCTHUKA C€ yJIOCTOBEPSIBA Upe3 MEXaHU3MHU Ha
acUMeTpUYHa Kpunrorpadus, a MoJe3HUTe JaHHU U MPHUAPYKABALIUTE TH METAaJJaHHU MOratr
na ObJaT MOANMCBAaHM Taka, Y€ Jja OCTaHAT BAIMIAMPYEMHU IO LeNIus IbT Ha yciyrara. B To3u
KOHTEKCT TIO-JIEKHTE CXEMH C eJIUITHYHU KPUBH ca OCOOEHO MOAXOIAIIM, THhH KaTo
II03BOJISIBAT MPAaKTUYHA 3alMTa B pa3NpeelieHa cpesla ¢ orpaHudeHu pecypceu. 1o ananorus
C pasrienaHuss B NpeaXOJHaTa TJlaBa NPHUHLMII 3a OTIENSHE MEeXAY CbhbIbp)KaHUE H
yIIOCTOBEpSIBAaHE, M TYK TPaHCIOPTHT, WAECHTHUYHOCTTa M CAMWUTE JAHHM CJEIBa Ja ce

PpasriacxKaaT KaTo pa3jindd, MakKkap U B3aMMOCBBP3aHU CJIIOCBC Ha yciiyrara.

FnaBa 5. OnTMMmK3aLuMa Ha Npexoga OT ynpas/ieHUe Ha aceT KbM yrnpaB/ieHMUe Ha YCAyru

ITeta r1naBa ¢ KyJIMUHAllUATa Ha AJUCCPTAUMOHHUA TPyd W TMNPCACTaBsA [OBC
MPAKTUYCCKU BAJIMAWPAHH HAIIPABJICHUA 34 ONTUMH3ALMA Ha MPEXOoda OT YIIPABJICHHUC Ha

aceTH KbM yIMpaBlICHHE Ha yciIyru: xuOpumHo VolP pemenue 3a cpema ¢ pernoHaTHHU
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MHTEPHET JOCTaBYMIM M apxXUTeKTypa Ha (enepatuBeH AIS obmak 3a mpemocraBsHe Ha

HaBUTAIIMOHHA TEJIEMETPUS KaTO yCIIyra.

B mbpBara yact e u3cieABaH peajieH KOpIopaTHBEH clieHapuil ¢ oducu BbB BapHa u
banuuk, mpu KOWTO ca HalMlle TPU OCHOBHHU IIpOoOJieMa: HEJOCTaThUeH KalalUTeT CIPSMO
CbBPEMEHHUTE HYK]IH, JIUIICA HA MTPAKTHKa 3a IpeAoCcTaBsHe Ha pasmupenu L2/L3 ycnyru u
HEOOMYalfHO BHCOKa JIATEHTHOCT JOPH MEXIy reorpadcku OJIM3KA TOYKH. AHAIU3BT
[I0Ka3Ba, 4ye IpH Kiacuuyecka LeHTpanuzupaHa VolP apxurekrypa menuilHuAT Tpaduk Ou
TpsiOBano Ja npeMHHaBa Mpe3 LeHTpaaHus PBX, koeTo M3nMMIIHO yabKaBa IbTS Ha
ayJMOTO M YBEJIWYaBa PUCKa OT 3ary0H 1 KOJIeOAHUsI B KAUECTBOTO.

[Tpennoxxenoro pemenue (Pur. 5.5) e xubpuaHa apxXUTEKTypa, Ipu KosATo Asterisk
PBX B neiiTa neHTbp U3MBIHSABA CaMO poJIsITa HA leHTpaneH SIP curnanusaioHeH ChbpBbp,
a RTP aynuo morouurte ce mpegaBar JUPEKTHO peer-to-peer MexXay KpallHUTE TOYKH 4Ypes

ZeroTier HacnarBaiia CBbP3aHOCT U JonbJIHUTENHA [Psec 3amuTa.

ApPXUTEKTYpPHUAT CMUCBHJI Ha TO3M M300p € JBOEH: OT €/lHa CTpaHa, LIEHTPAJIHOTO
yIpaBiieHHe Ha 00aXJaHMATa U MpaBWIAaTa CE 3alas3Ba; OT Apyra, CaMUAT IoJie3eH Tpaduk

clie/iBa Ha-KpaTKus MPAaKTUYECKU BB3MOXKEH MapIIPyT MEKY YYACTHULIUTE.

[Toka3aHo e Kak Ta3u apXUTEKTypa aJpecupa U TpUTe OCHOBHM Ipobsiema. TeXKUAT
ayauo TpauK He ce KOHLEHTpUpa B LIEHTpalHara ,,3Be37a‘, KOETO pa3TOBapBa KaHAJINUTE
KbM JelTta neHrwpa. Jluncata Ha nyOnuunu IP agpecu ce mpeonossiBa upe3 JUHAMUYHA
BHUpTYaJHa CBbP3aHOCT, KOSITO MO3BOJIsABA U3rpaxkaane Ha P2P kananu u B NAT-orpanuuena
cpena. Hal-ChIIEeCTBEHMAT MNPAKTHYECKH pe3yiTaT € HAMAIABAHETO HA JIATEHTHOCTTA:
BMECTO MPUOIU3UTENIHO 25 mS MpU NPEeHOC Npe3 LEHThpa € MOCTUrHAaTa JaTEeHTHOCT OKOJIO

15 ms npu aAupekTHa MeniiHa Bpbh3Ka MEXAY O(UCHUTE.

EdexTuBHOCTTa Ha PELIEHUETO € BAIUIMpPAaHA Ype3 aHaJIU3 Ha CUTHAIM3AMOHHUS U
menuiinus Tpaduk ¢ Wireshark. [Ipocnenenn ca peructpanmusta Ha TEPMHHAIUTE KbM
Asterisk, SIP amamorbsT mpu ycTaHOBsIBaHE Ha TOBHUKBAHE, JOTOBApSHETO HA KOJEK H
nocneaBamuar aupekreH RTP oOMeH mexny jokamHuTe Mpexu Ha aBara oduca. Tesu
HaOJIOCHUS TOTBBPKIaBaT, ye LeHTpaiaTa yrnpasisiBa cCaMO CUTHAIM3ALMATA, a TJIACOBUAT
MOTOK c€ OOMEHS JAUPEKTHO, KOETO € MMEHHO NMPAKTUYECKOTO IMPOSIBICHUE HA MPeXoja OT
yYIOpaBJI€HUE HA PECypC B LEHTbPAa KbM HPENOCTAaBSHE HA yClIyra 4pe3 KOOpAMHHPAHO

pasnpeaciiCHa apXHUTCKTYypa.
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@dur 5.5. ApXUTEKTypa Ha PEIICHUETO

Jocera pasrienaHuTe yclyTd B TO3M AMCEPTAIlMOHEH TPYA — BUIEO CTPUHMUHTA,
GPU ycnyrara npu noucksane, VolP komyHukanusta B peaJHo Bpeme U (heepaTUBHUAT
AIS o6nak mnpeAcTaBisABaT pa3MYHM HHXKEHEPHH PEXUMM, HO CHOJENAT o0Ia
apXUTEKTypHa JIOTMKA: pa3JeleHne Ha (QYHKIUUTE, KOHTPOJ BBPXY JATEHTHOCTTA,
Ha0JI0laeéMOCT M YCTOMYMBOCT MpHU OTHaJaHe Ha KOMIIOHEHTH. 3aToBa AMU3alHBT Ha
¢beneparuBHus AlS oGnak cienBa ja 3aeMa JOKa3aHW MPAKTUKUA OT CTPUHMMHI CHCTEMMTE,
peaIHOBPEMEBHUTE KOMYHUKALIMU U (eiepaTUBHUTE 00JIaYHU MOJEIH, KaTo TM aJanTupa KbM
0COOCHOCTUTE Ha HaBUTAIIMOHHATA TEJIEMETPHUS U Ha MHOTOIOMEHHATa cpe/ia.

Bropata uvact Ha rinaBarta pasriexnaa ¢enaepatuBHus AIS oGmak Beue He caMo KaTo
KOHLENTyaJlHa apXUTEKTypa, a KaTo CPEICTBO 3a ONTHUMH3alUs Ha IPENOCTABIHETO HA
TeneMeTpus kato yciyra. Ilpennoxena e koMmmnakTHa GopManu3ans Ha pecypcHUsl epexT
npu 1eHTpanu3upa u (denepatuBeH mojen. Axko Au(N) obOo3HayaBa IMOJE3HUS YHUKAJICH
notok oT AIS cbbutus, a ddup(N) — koedunuenta Ha n1y0iaupane, TO Npu HedeaepaTUBeH
MOJICJT TIEHTPAIHUAT pecypc TpsoBa ma moeme cypoB TOTOK Araw(N)=ddup(N)-Au(N).

HopmanmusupaHusaT  TeHTpalieH  pecypc  MoXe ga  OpAe  3ammcaH  KaTo
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Cnf(N)=ddup(N)+«-(ddup(N)—1), KbI€TO BTOPUAT YICH M3pa3sBa JOMBIHUTCIIHATA TEXKECT
no nexyrukanys. [pu penepaTuBer Moienn yacT OT MPEYUCTBAHETO C€ U3BBPIIIBA M0-0JIH30
710 U3TOYHUKA U KbM IO-TOPHO HHBO JOCTUTA MOTOK ¢ ocTtaThueH koeduiment dres(N), Taka
gye Cfed(N)=dres(N)+i-(dres(N)—1). Otnomenuero G(N)=Cnf(N)/Cfed(N) wu3spazssa

APXUTCKTYpHATA I110J13a OT U3HACAHCTO Ha 4aCT OT 06pa60TKaTa KbM IIO-HMCKHTC HHBa Ha

denepanusra.
O3HauyeHue Cmucobn
N 6poit aKTUBHM NPUEMHW Bb3/N
Au(N) WHTEH3UBHOCT Ha NOJIe3HMA YHMKAIEeH NOTOK oT AlS cbbuTtuns
ddup(N) cpeseH koepuumeHT Ha AybampaHe npeam NoKanHa
u
P Aenynavkaumsa
dres(N) oCTaTbyeH KoedMLUMEHT Ha AybanpaHe cnes NoKaaHa um
res
pervoHanHa aeaynamkaums
OTHOCUTENHO TErNO Ha AeAyn/IMKaumaTa CNpsaMO YNCTOTO
K
npuemaHe 1 NpeHoc
Cnf(N) HOPMaNM3MpPaH LEHTPAIEH pecypc Npu HedpeaepaTMBeH MOAEN
Cfed(N) HOPMa/IM3MpaH LeHTpaneH pecypc npu deaepaTuBeH Moaen
GIN) APXMTEKTYPHA N0/13a OT dpesepaTUBHMA NOAXOL KAaTo
OTHOLLUEHME MeXKay ABaTa pecypca

Tab6muna 5.1. O3HaueHUs

Ta3u opmannzanus He NPEeTEHANpPA 32 EMIMPUYHO KaIMOPUPaH MOJEN, a CIyKHU Ja
MIOKaX€ HaN-ChLIECTBEHATa 3aBUCHMOCT: IPU CWUJIHO NPUIOKPUBAHE HA NMPUEMHUTE 30HU
CYPOBUSAT BXOJSII MOTOK KbM IIEHTpaJIeH Bb3€J HapacTBa M0-0bp30 OT MOJIE3HUS YHUKAIECH
notok. CreoBaTenHO LEHTpalu3MpaHaTa CUCTEMa Iulalla IeHa He caMo  3a
TPAaHCIOPTUPAHETO Ha JaHHWUTE, HO W 3a JAenymiukanuara uMm. Ilpu ¢enepatuBeH monen
3HAYMTEIHA YacT OT Ta3u TEXECT ce abcopOHpa MO-HUCKO B apXUTEKTypaTa 4pe3 JIOKajaHa

ACAYILIMKALIUA, HOpMAJIU3alluAa U NpCABaApUTCIIHA 06pa60T1<a.

CrnenoBarenHO apxXUTEKTypHaTa Ioji3a OT (enepaTuBHMS IOAXOJ HapacTBa C
yBeJIMuYaBaHe Ha Oposi Ha BB3JIUTE U ChC CTETIEHTA Ha JIOKAITHO IpUIlOKpUBaHe. ToBa Mokassa,
4e MpHU OTCHCTBHE Ha (eepaTHBEH 00JaK HapacTBaHETO Ha Opos MPHUEMHU TOYKH BOIH J0
€KBMBAJICHTHO HapacTBaHE Ha HEOOXOIMMHUS LIEHTpAJieH pecypc, OKaTo mpu (eneparuBHa
OpraHu3aiysl 4yacT OT TOBa HaToBapBaHe ce abcopOMpa Ha MO-HUCKO HHBO Ype3 JIOKalIHA

JeNyTUTAKAIIHS ¥ TIpeBapuTeliHa oopadorka. dur. 5.12 mpeacraps cxeMaTuyHa 3aBHCUMOCT
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MEXIy Oposi Ha MPUEMHHUTE BH3IM M HEOOXOIUMUS [IEHTPAJICH pecypc MpH JIBa pexxkuma: 0e3
dbenepatuBeH o06sak u ¢ ¢deaepaTuBeH oOJaK. 3a WIKOCTpAIUsS € MPUETO, Ye KOSHUIIUEHTHT
HAa  OyOnupaHe —Tpend — JIOKadHa  JIeAYIUIMKAlWs  HapacTBa IO  3aBHCHMOCT
ddup(N)=1+0.07-(N—1), a ocTaTpYHHIT KOCPUIIMCHT CIIe]] JIOKaJHA WJIM pPETHOHAITHA
neayrmukamuss — 1o 3aBucumocT dres(N)=1+0.012-(N-1), npu «=0.6. Ilapamerpute ca

WITFOCTPATUBHU

CxeMaTuyeH pecypceH edekT Npu HapacTBaHe Ha bpos Bb3K

- Be3 henepaTyBeH obnak
51 C henepaTrBeH obnak

HopManusupaH LeHTpasneH pecypc

0] 5 10 15 20 25 30 35 40
Bpoit npueMHn Bb3u N

®ur. 5.12. CxemaTuueH pecypceH eeKT mpu HapacTBaHe Ha Opos Bb3JIU

[TpakTHUecKUT €PeKT € U OpraHu3alMOHEH. AIMUHUCTPATUBHUAT TOTPEOUTEN HE ce
MHTEpeCyBa OT TOBA KOSl KOHKPETHA CTaHIM e mpuena gajneHo AlIS cpoOmienue, a oT ToBa J1a
MOJIy4d HaJAEKJHAa KapTUHA 3a KOHKPETEeH olepaTuBeH YydacTbK. I[lopagu ToBa B
JHcepTalusaTa ce mpeylara yciayrara ga ce JeguHupa He cupsMo (PU3MYECKUTE aKTHUBH, a
CHPSIMO HMCKaHMs pe3yiaTaT — Hampumep 0a30B JAENYIUIMKMpaH U Teorpadcku OorpaHudeH
MOTOK 3a ompeaeseH ydacTbk oT (apBarepa. Taka mNpuemMaHeTo,  MPEUYUCTBAHETO,
JNEeNyIUIMKaUATa U IPOCTPAHCTBEHOTO  OrPAaHMYaBAHE CE€ IPEBPBLIAT B KOOPIMHUPAHA
yCllyTa, a He B HECBbP3aHU Ollepalli BbPXY pa3lOKbCaHU aceTu

OcobeHo mokasareneH € AyHaBckusT npumep Pyce — Tyrpakan — Cummctpa, mpu
KOWTO OTAETHUTE MPUEMHU TOYKM HaOJI0/1aBaT 4acTUYHO NMpUIoKpuBama ce AlS kapTuHa.
[Ipu TpaauuoHeH MoJeNl KpaHUAT MOTpeOuTeN OM MONTYyYMsI CMECEH MOTOK OT Pa3InyHU
CTaHIIMM W PA3IMYHU peYHH cerMeHTu. llpu QenepaTuBHUS MOAEN JOTUYECKUAT pea Ha
o0paboTka € HOpMajiu3allks, BpPEMEBO MOJAPEeXJaHe, MAeNyIUIMKalus, reorpadcko
OrpaHMYaBaHE M IIPU HYXKJAa KOHTEKCTHO JOINBJIBAHE C PEJIEBAHTHU HEMO3ULIMOHHU
choOmIeHus. Taka KbM KpailHUsI TOTpeOUTEN TOCTUTA HE CypoBa MHPPACTPYKTypHA CMeEC, a

CeJIeKTHpaHa W ONEepaTWBHO 3HaumMa yciyra. [lopagu ToBa mpu TpaaulMOHEH MOJEN 3a
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MoJIaBaHe Ha JJAHHM criopes (PU3MUECKUTE aKTHBH KPAaWHUAT MOJIydaTes He TOoJdy4aBa ,,4ucT™
IIOTOK 3a ThPCEHUS Y4acCThK, a CMEC OT ChOOIIEHHUS, KOUTO CE€ OTHACAT U /10 ChbCEJHU PEUHU
cermeHTH (®wur. 5.13). IlpakThueckara peleBaHTHOCT Ha MOJO0OEH MOJXOJ CE€ BHDKIA U B
€BPONEUCKUTE MHUIMATUBU 3a MHTErpauus Ha peyHu uHpopmanumoHHu yciyru. EuRIS e
peanu3upaHa Karo oOla M LEHTpaJIu3MpaHa TOYKA 3a JOCTbI, KOATO CbOMpA JaHHU OT
HAIIMOHAJTHUTE MHQPACTPYKTYpH M TPEAOCTaBS YCIYyrd Ipe3 yed mopranl U MpOorpamMHH
uHTepdeiicu, kato cypoBute AIS naHHM mocThHBAT KbM cpedara mpe3 3ammreHa VPN
cBbp3anocT (Zwicklhuber and Kaufmann, 2023). B To3u cMHCHI NPEATIOKEHUAT TYK MOJEIN
HE OTpHYa NOJOOHH pPEIIeHUs, a TH HAATPaX/1a, KaTo M3MECTBA aKLEHTA OT EHTPATU3UPAHO
cbOupaHe Ha MH(PACTPYKTYpHHU MOTOLM KbM (elepaTUBHO HPEJOCTaBsIHE HAa MPEYUCTEHA
yciyra cropesi KOHKPETeH y4acThbK M KOHKpPETHa aJIMUHHCTpaTHBHA NOTpeOHOCT. CxoaHa
nocoka ce Habmogasa u mpu DANRISS u HeroBoto mnanupano Haarpaxaane DANRISS 2,
KBIETO C€ TbhPCH MHTErpupaHa Iuiarpopma, u30sArBaHe Ha AyOIMpPaHETO MEXIy
aJIMUHUCTPAIIMUTE, W3IMOJN3BaHE HAa CEH30PH, aHAIM3 HAa JAHHH W PEIICHUS C HM3KYCTBEH
MHTEJNEKT 32 YChbBBPIICHCTBAH MOHUTOPHUHT U WHCHEKIMK (MUHHCTEPCTBO HAa TPAHCIIOPTa U

cbobuenusara, 2018), (MuHHCTEPCTBO Ha PETMOHAIHOTO pPa3BUTHE M OJ1aroycTpoicTBOTO,
2026).

= Webviewer = Webviewer = Webviewer =

Bl AlS-catcher

B a
ih iy ¥

A

®wur. 5.13. N3cnenBane Ha AIS npuema B paiiona Ha Pyce, Tyrpakan, Afinemup u Cunmuctpa

[lera rmaBa mokasBa, 4e ONTUMHU3ALMATA HA MPEXO0/a OT yIpaBIeHHE HA aceTh KbM
yIpaBJI€HUE Ha YCIYTH HE C€ M3YepliBa ¢ MOJMsAHA Ha €Ha TexHoJsorus ¢ apyra. [lpu VolP
TS C€ MPOSBSIBA KaTO pa3JiesiHEe MEXKy LICHTPATU3UPAHO YIIPABICHUE U IUPEKTEH MPEHOC Ha
noniesaust Tpaduk. [Ipu peneparuaust AIS o6iak Ts ce MposBsIBa KaTO pa3/eiCHHE MEXKITY

yopaBisBainy ©W  WHQOpManMoHEH CclIoM, TmepudepHO chOUpaHe, HOPMaIMU3AIKA,
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NeAYIIMKAIMS M TPEJOCTaBsSIHE Ha TEJIeMEeTpUsl KaTo yciyra BMECTO KaTo CTaTHYHO
HAcJIe[[IBaHEe HA OTIOCNHH (U3MYECKHM CTAaHIMM. B TO3M CMHCHI TJiaBaTta 3aBbpIIBa
JIUCEPTAllMOHHUSA TPy C JBa MPAKTUYECKH BaJIUIMPAHU MOJElla Ha OPHUEHTUPAH KbM
yciyrure TpaHcopmanusi mpu yciayrd C Hai-BHCOKAa YYBCTBUTEITHOCT KbM JIATEHTHOCT,

YCTOfIQHBOCT 1 ITMHAMHKa Ha cpE€aara.

PE3IOME HA NONYYEHUTE PE3Y/ZITATU

[losyyeHnTe pe3ynaTaTd NOTBBP)KIABAaT OCHOBHATa Te€3a Ha JUCEPTALMOHHMS Tpy.H, 4e
ONTUMHU3ALMATA HA MPeXoja OT YIPaBJIECHUE HA aCETH KbM YIPABICHUE HA YCIYTU B CIOKHU
denepupann CHCTEMH HE C€ H3uUeprBa ¢ M300p HA €AMHWYHA TEXHOJIOTHSA, a HM3UCKBA
LSAJIOCTEH apXUTEKTYpeH mnoaxod. TakbB IMOAXOJX HE OMajoBakaBa 3HAUYEHHUETO Ha
MHPPACTPYKTYpPATa, a 5 TTOCTABsI B IPABHIITHHS CUCTEMEH KOHTEKCT.

B o0nactra Ha CUrypHOCTTa € apryMeHTHpaHa HEOOXOIUMOCTTa OT MPEXOJ KbM IO-
CBhBPEMEHHU yIOCTOBEPUTEIIHU U 3aIUTHU MEXaHU3MU. AHAIU3BT HA 3aBUCUMOCTTa Ha RSA
OT KaueCTBOTO Ha EHTPOIHUATA [10Ka3Ba, Y€ HA/IEXKIHOCTTa HA LU(POBUTE YCIYI'H 3aBUCH HE
camMO OT CaMMsl aJrOpuUTBbM, a W OT peaJHara M3uuciauTenHa cpena. Ha Tasu ocHoBa €
obocHoana ECC karo mno-moaxojsfiia Kpumnrorpapcka OCHOBa 3a CbBPEMEHHHU
pasnpeneNieHd U PEeCypCHO OTrpaHMYeHM Cpeld, KakTo W HeoO0XOAMMOCTTa OT OBbIelio

pa3BUTHE KBM pOst-quantum yCTOMYUBOCT.

B obnactTa Ha MyITUMEIMIHUTE YCIYTH € MOKa3aHo, Y€ 3aluTaTa Ha ChAbPKAHUETO
W 3alMTara Ha JUYHUTE JaHHW MOTaT Ja ObJaT chueTaHHW MO-e(EeKTUBHO upe3 pas3felisHe
MEXIY pa3pOCTPAaHEHUETO Ha ChABPKAHUETO M YAOCTOBEpsABaHETO Ha moTpedutenute. [1o
TO3W HAYMH C€ OrpaHW4aBa 00pabOTKaTa Ha YYyBCTBUTEIHM TAaHHH OT CTpaHa Ha BHUIEO

,[[I/ICTpI/I6YTOpa " CC IIOBUIIIaBa KH6epy0TOﬁQHBOCTTa Ha ycJiyrara.

B oOnactra Ha aAMMHUCTPAaTUBHUTE M W3YUCIUTEIHUTE YCIYTH € BaJUAUPaH
MPAaKTUYECKH NPUIOKHM MOJEN 3a LEeHTpanuzupaHo mnpenocraBsHe Ha API/WebSocket-
6asupann U GPU-yckopenu yciayru 3a o00paboTka Ha TeONpPOCTPAHCTBEHU JaHHH,
pean3upaH 4pe3 MEKIUHEH CIIOM 3a JOCTBI U U3BECTSABAHE M UPE3 CAMOCTOSITENIHUS AEMOH
insightd. ToBa HamansiBa HyXJIaTa OT CKbBII JIOKAJICH Xapayep, yJIecHsSBa HHTErpalnusra u

IIO3BOJIsIBA HO'ereKTI/IBHO H3I0JI3BaHC HAa U3YHCIIUTCIIHUTE aCCTU B Hy6J’II/ILIHI/I${ CCKTOP.

B oOnacrra Ha peanHoBpeMeBaTa KOMYHHKALMs M TEJIEMETpUsl ca IOKa3aHU J(Ba
MPAKTUYECKH 3HAYMMHU MOJIeNIa Ha OPHEHTHUPAH KbM YCIyTUTe TpaHCpopMmanus: XuOpuaHa

VoIP apxurektypa ¢ neHTpaau3upaHa CUrHanu3auus U aupekreH P2P mpenoc Ha menus; u
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¢benepatuBen AIS obnak ¢ paszzneneHue Mex.y ynpaBisBally U UH(OOPMALMOHHU (YHKIINH,
nepudepHo crOMpaHe, HOPMATU3ALMS, JSIYIUTUKAIMSI U KOOPIAMHUPAHO NPEIOCTaBsIHE Ha
nanHute. M B aBara cimydas (OKYCHT ce€ HM3MECTBA OT COOCTBEHOCTTa BBPXY OTIEIHHU

PECYPCHU KbM IMPEAOCTABAHETO HA HAACKIHA YCIIyTra C ICHO OIPECACIICH PE3YJITaT.

OOmmsaT u3BoA e, 4e HH(ppacTpykTypara € HeoOXoanMa OCHOBa, HO peajHaTa
nuppoBa CTOWHOCT BB3HMKBA TOTaBa, KOTATO BBPXY HEs CE HM3TPaKaaT KOOPIAUHHpAHH
ycayru. CrenoBarenHO OpUEHTHpPaH KbM  YCIyruTe U (peaepaTUBHHAT — HOIXO.
IpEACTaBIsSBAT HE BpPEMEHHA TEXHOJOTMYHA MOJAA, a JIOTMYHA CJeJBalla CThIKAa B

Pa3BUTHUCTO HA I_[HCI)pOBI/ITe CHUCTCMU B HY6J'II/I‘IHI/I$[ CCKTOD.

NMPUHOCH

OCHOBHHTE Hay4YHU W HAYYHO-TIIPUJIIOXKXKHH IMPHUHOCKU Ha AUCCPTALMOHHHA TPyAd MOrat aa

O0b1aT 0000IIEHH, KAKTO CIIENBA:

1. Pa3paborteHn e 0011 MojeJ 32 MpPeXOJ OT YIpaBJICHUE HA aCETU KbM YIpPaBJICHUE HA
YCIYTH B CIOXHH (DefepUpaHd CUCTEMH B MYOJIWYHHS CEKTOP. MoIenbT 00earHsIBA
U(GPOBU, MPEKOBU U U3UHUCITUTEIHA PECYPCH B MHTETPUPAHH YCIYTH C TAPAHTUPAHO
KadecTBO. ToBa ONTHMH3WpPA HANEKITHOCTTA M CHTYPHOCTTA HAa IPOIECUTE, KAaTo
CbIICBPEMCHHO n0n06p${Ba TAXHaTa e(beKTI/IBHOCT " OopraHu3alviOHHa MPUIOKHUMOCT

IIpU YIIPABJICHHUC HA JaHHU.

2. M360pbT Ha ECC (Elliptic Curve Cryptography) e aprymeHTHpaH Karo IO-
NoJXoAsIa Kpunrorpagcka OCHOBa 32 pasTIeKIaHUTE B JAMCepTaLUsaTa
pasIpeneneHy YCIyru ¢ OorpaHuueHu pecypcu. ToBa € mocTUrHATO 4pe3 JeTailyieH
aHann3 Ha Jepumuture Ha RSA mnpu Hucka eHTponuss U (QopMyJIupaHe Ha
MPaKTUYECKH HACOKH 3a MOBHUINIaBaHE Ha kpunrtorpadckara ycroitunsoct. [Ipu ECC
HY)XIUTE OT €HTPOIUS 332 T€HEPUpPAHE HA CUTYPEH KIIOY Ca 3HAYUTEIHO MO-HUCKHU
cnpsimo RSA (mopaau mo-mankus pa3mep Ha KJIi04a 3a ChIIOTO HUBO HA CUTYPHOCT),
Koeto e kputuuHo 3a loT ycrpoiicTBa u ,,edge” ycnyru, KbJIeTO M3TOYHHIIUTE Ha

HUCTHUHCKaA CJ'[y'—I&fIHOCT YECTO Ca OrpaHUYCHU.

3. Pa3paboreHnu ca MeTOAM 32 CUTYPHO NPEAOCTABSIHE HA MYJITUMEIUNHN YCIIYTH 4pe3
paszfensHe Ha  IPOLECUTE 10  pa3spOCTpaHEHHE Ha  ChABPKAHUETO  OT
yIOCTOBEpsIBAaHETO Ha moTpeduTenute. To3M MOAXOJM OorpaHuyaBa oOpaboTKaTa Ha
JUYHU J@aHHU OT AMCTpUOYTOpa, OCUTYpsiBa periaMEeHTHpaHa pPeaucTpuOynus u

MOBUIIIaBa KKOEPYCTOMYMBOCTTA HA yCiyrara.
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4.

Pa3paGorena e apxuTeKkTypa 3a NpeJoCTaBsiHE Ha AJAMHHHCTPATHUBHU U
W3YUCIUTEIHN YCIyrd npu mouckBane (on-demand). Ts BkirouBa API-6Gasupan
JIOCTBII 70 00paboTKa Ha TEOMPOCTPAHCTBEHUW NaHHU M CICHHUATIU3UPAH JIEMOH
insightd 3a wnenrpamusupano GPU-yckopeHo wu3umcnsBaHe. To3um momxon
MUHUMU3HpaA 3aBUCUMOCTTa OT CKBII JIOKAJIEH XapAyep U 3HAUYUTEIHO YJIECHSBA
MHTErpanusiTa ¢ BbHIIHU cucteMu. M3nomnsBaneto Ha GPU-yckopena o6paboTka upe3
crenuanM3upad  JEeMOH €  KJIIOYOBO  MNPEIUMCTBO B KOHTEKCTa  Ha
reonpoctpanctBeHuTe nanHu (GIS). KomOunanusra ot API mocten u GPU nemon
apXUTEKTYpHO pa3fens HUHTepdeiica 3a ympaBlIeHHE OT TEXKKHTE HW3YUCICHHUS.
[lopanu BHCOKHMTE M3UCKBaHUS 3a Mapajien3alus IPpU MacUBU OT MPOCTPAHCTBEHU
JaHHW, LEHTpPAJIM3UpPAHUTE CTPYKTYpH IHpeyiaraT  3HAYUTENIHO  I10-BHCOKA
e(EeKTUBHOCT U W3YUCIUTEIHA MOI B CPaBHEHHUE C KalalWuTeTa Ha CTaHAapTHHUTE

JJOKAJIHHU pa6OTHI/I CTaHLIMH.

5. Paspaborena e xubpuana VolP apxurekTypa 3a KOMYHUKallMOHHH YCIYTH B CPEIU

¢ wuH(ppacTpyKTypHU oOrpaHudeHus. MoIenbT chuyeTaBa MeHTpanu3upaHa SIP
CUTHaJM3alusi C JAMPEKTEH IpPEeHOC Ha MeAUMHUS Tpaduk, KOETO MHHHMH3UPA
JATEHTHOCTTa W E€JIMMUHUPA HETaTUBHOTO BJIMSHHME HAa TEXHUYECKUTE OTPAHUYCHUS
IIpU PETHOHAJIHUTE JTOCTaBUMIM. ToBa momara 3a 3aobukaisHe Ha npoOiemu ¢ NAT

TPaBECpPC UK OIr'paHNYaBaHC HAa YECTOTHATA JICHTA OT CTpaHa Ha JOCTAaBYUIIUTC.

6. IMpennoxkena e apxutekrypa Ha ¢eaepatuBen AIS obsak 3a mpegocraBsHe Ha

HaBUTAI[MOHHA TeJeMEeTpus Karo yciayra. Ts ce 6a3upa Ha CTPUKTHO pa3/ielieHue
MEX]y YHpaBisBalluTe 1 HUHPOPMALMOHHUTE (PYHKIUHU U BbBEXK/A CHEIMATU3UPAHH
poiu 3a 00pabOTKa Ha TOTOIM OT JaHHU. VIHTerpupaHu ca MeXaHU3MHU 3a
JeTyTIMKAIMs, TPeYUCcTBaHe U HOpMaJu3alys, KOUTO rapaHTHpaT KOOPAWHUPAHOTO
NIPEJOCTaBsIHE HAa HAJCKIHH TeJIeMEeTPUUYHH yCiyTu. DeiepaTUBHUAT 00JIaKk MOKe Ja
O6€}1HH5[Ba JaHHHW OT pa3jIM4YHH U3TOYHHLU, oe3 Ja ' HEHTpallu3dupa NpUuHYAUTCITHO.
MoayabT 3a HOpMalIM3alus W JeXyIJIMKanus e(ekTuBHO ¢uiTpupa ,lryma,
MOPOJICH OT IyOJIMpaHeTo Ha TeIEMETPHYHHU MaKETH B I'bCTH CEH30pHU MpexH. ToBa
IMO3BOJIABA U3IrpaXJaHCTO Ha €AMHHA, KOHCUCTCHTHA KapTHHAa Ha Tpa(bm(a B p€ajiHO

BpEME.

[Io TO3M HauumH QopMyIUpaHUTE TNPUHOCH OuYEpTaBaT IAJIOCTEH MOJEN 3a

OINITUMU3HPAHE HA MPEXOoJa OT YIPABJICHUC Ha A4CCTHU KbM YIIPABJICHUC HA YCIYI'U B CJIOKHU

(benepupaHu CUCTEMHU B IYOJIUYHUS CEKTOD.
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EbAELLM U3CNEABAHUA

HonyquHTe pe3yiaTaT B AMCCPTAIUOHHUA TPy OUCPTaBaT pCArlla Bb3MOXKXHOCTH 3a
6”[),[[6]].[0 Pa3BUTHUEC U pa3lIUPsABaHC HA IIPEIIOKCHUTE MOACIIN U apXUTCKTYPHHU PCIICHUS.

Ha 1mBpBO MsicTO, JOTMUYHO MPOABIKEHUE TMPEACTaBIsABA PA3BUTHETO Ha
denepatuBHus AIS o0nak 4Ype3 yCHBBPIIEHCTBAHE HAa MEXAaHM3MHUTE 3a arperupase,
00paboTKa 1 3alIUTEH TPAHCIIOPT HA TEIEMETPUIHH MOTOIM. B Tasu mocoka morat aa ObaaT
W3CJIEABaHM MOAXOM 32 CIEJBAHE HA MapuIpyTU3upany noautuku crnopeq NMEA v4 Tag
Blocks, kakTo 1 cxeMu 3a KpUIITUPAHE HAa TPAHCIIOPTa Npe3 HeCUTypHH Mpexku. [IpakTruecka
OCHOBa 3a TakoBa pa3BuThe ¢ rmiatdopmata AISMixer, mpeqHa3HaYeHA 32 CMECBaHE Ha
CUTHAJIA OT €IMH paiioH B OOII[ ITOTOK.

Ha BTOpO MSCTO, NEPCIEKTHBHA II0COKA € Pa3MIUPsIBAaHETO Ha Mojela KbM

nepudepHa oOpaboTKa HA TaHHHW Ype3 UHTETPUPAHE Ha JIGKH aJITOPUTMU 3a JIOKAJIECH aHAIIU3
B OOIIMHCKU M PErHOHAIHU BB3JM. [10100€H moaxox O MO3BOJIMI YacT OT 00paboTKaTa aa
Ce€ M3BBpPIIBA MM0-0JIM30 10 M3TOYHHMKA HA JIAHHH, KOETO MOJKE Jla HaMaJIu JIATCHTHOCTTA, J1a
OTrpaHUYU HATOBAapBAHETO Ha IIEHTpaJHAaTa UHPPACTPYKTypa U Ja Ch3[aAe MPEANOCTaBKH 3a
MO-TIPOAKTUBHY LU(PPOBH YCIYTH.

Tperata Bb3MOKHOCT € CBbp3aHa C YChBBHPILIEHCTBAHE HA MEXaHU3MUTE 3a JIOBEpHUE,
MPOCIEIMMOCT ¥ MEXAYOPTraHU3aI[MOHHO B3aMMOJCHCTBHE B CpPEeAHM C MHOKECTBO
ABTOHOMHU YYaCTHHIIM. B TO3M KOHTEKCT MOTrar Jia ce U3Cle[BaT CPECTBA 32 PETUCTPUPAHE
Ha CHOUTHS, MPOCIEAsIBaHE HA )KU3HEHUS UK Ha TAaHHUTE U aBTOMATU3UPAaHO OTYMTAHE Ha
KauecTBOTO Ha MPENOCTaBIHUTE YCIYTd, BKIIOYUTEIHO TMpPHU JOTOBOPEHU MapamMeTpu Ha
o0cCITy>KBaHe.

[lepcriekTBHA Hacoka 3a OBJACIIM M3CIEABAaHUS € BhBeXAaHeTo Ha edge Al BBB
denepatuBuus AIS o6nak. ToBa Ou MO3BOJMWIIO YAaCT OT aHalM3a Ja CE€ M3BBPIIBA OIIE B
nepudepHUTE BH3JIH Ype3 paHHO OTKPUBAHE HA aHOMAJIUU, TIPEeBAPUTEITHA OI[EHKA HA PUCK U
OTJeNsIHE Ha 3HaUYUMU chOuTHs. [lo00eH moaXoq € B CHHXPOH U C aKTyallHU WHUIIMATHBH
no Jlynas, BximtrountenHo DANRISS 2, kpaeto Beue ce ThpcH ChueTaBaHE Ha M3KYCTBEH

HUHTCJICKT, CCH30PpH U UHTCTpAalHd HA JJAHHU.

Ilocouenure HaIlpaBJICHUA HC IIPOMCHAT OCHOBHATA paMKa Ha JUCCPTALUOHHUA TPY/,
a IMpeaCTaBJIsIBAT HEHHO €CTECTBEHO pasmiupsAABaHC KbM IIO-BHCOKa CTCIICH Ha aBTOHOMHOCT,
CUT'YPHOCT, MaIJ_Ia6I/IpyeMOCT U HUHTCIUTCHTHOCT Ha YCIYIUTC B CJIOXKHU (beﬂepnpaHH

CUCTCMHU.
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