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3 Iliyan Barzev

INTRODUCTION

Today, malware protection is important for several reasons. One is data security, as malware
can compromise personal and financial data, leading to identity theft or financial losses. The
second is system health, as virus and Trojan horse infections can damage computers and
networks, leading to loss of information and costly repairs. Malware can also impact
productivity by causing outages that disrupt daily operations and waste time and resources. All
of these situations impact a company’s reputation — data compromise can affect customer trust,
which is difficult to restore. Last but not least is compliance with laws and regulations, as many
organizations are legally required to protect their customers’ data. Violations can result in
serious penalties. Malware can spread from one device to another, jeopardizing the entire
network security.

Malware analysis is the process of locating and studying malicious software or code in
order to understand how it works and develop countermeasures. Malware can take many
forms, such as viruses, worms, Trojan horses, and ransomware, and can cause significant harm
to individuals, organizations, and even entire countries. To determine the purpose, potential
effects, and capabilities of a piece of malware, malware analysis involves examining the
behavior, structure, and functionalities of the malware. Malware analysts are essential to the
cybersecurity industry because they strive to detect threats, eliminate them, and defend against
online attacks. By using the knowledge gained from malware analysis, security solutions can be
created that will better protect businesses from dangerous software. Malware analysis is a key
part of any successful cybersecurity strategy in today’s ever-changing threat landscape.

As digital technologies evolve, the methods of carrying out attacks are also changing,
which necessitates the development of new algorithms for effective and timely detection of
malicious behavior. Traditional solutions, based primarily on signatures, are no longer sufficient
to deal with modern threats. Historically, antivirus systems have used signature-based
algorithms that compare files with a database of already known malware. This approach has
several key drawbacks: It does not identify new or mutated threats; It requires constant
database updates; It is ineffective against polymorphic, metamorphic, and fileless malware. The
development of malware significantly outpaces the capabilities of signature systems. On the
other hand, today's malware uses advanced techniques for hiding and adapting - the code
changes with each execution; and attacks are executed only in memory, and new variants are
automatically generated. All these factors increase the complexity of protection and require
new methods of detection.

The growth of attacks is growing exponentially, with tens of thousands of new

modifications appearing daily according to global research centers. There is an urgent need for
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proactive protection. Modern systems must detect threats before they cause harm, and this
could be achieved through machine learning and behavioral analysis, which study the behavior,
structure, and functionalities of malware.

Therefore, the development of new algorithms for malware detection is critical to
ensuring information security in the modern digital environment. The evolution of threats
requires the use of intelligent, adaptive and scalable approaches that can respond to the
dynamics of modern cyberattacks. Investments in innovation and algorithmic models are key to
building resilient defense systems.

Taking all these aspects into account, it becomes clear that conducting research and
analysis of the possibilities for detecting malicious software using machine learning tools is a
relevant and rapidly developing scientific field.

The presentation of the dissertation is structured in an introduction, three chapters,
conclusion - a summary of the results obtained, contributions, list of publications, list of noted
citations, declaration of originality and bibliography..

In Chapter 1, an analysis of various machine learning algorithms is made regarding their
performance for malware detection purposes. The applicability of binary classification
algorithms for malware detection is tested using a public dataset infected with 9 types of
malware, using a proposed methodology. Following this methodology and the defined metrics,
the results show the applicability of the studied algorithms, with one of them (Random Forest)
demonstrating better performance. It is shown that the CNN-LSTM hybrid model significantly
outperforms other tested approaches, achieving an accuracy of 0.97 and equally high values for
precision, completeness and F1-Score. This hybrid model combines the strengths of CNN’s
feature extraction capabilities with the ability of LSTM to capture temporal dependencies,
making it particularly effective for loT-23 data.

In Chapter 2, a proposed model for virtual machine selection for malware detection
experiments is described. An improved static analysis approach is presented by optimizing
feature extraction, combining different machine learning algorithms for malware detection. A
proposed framework for static malware classification using feature optimization and ensemble
learning is presented. To improve malware classification, a self-aware framework is proposed,
integrating model routing based on a trust system for feature selection and explainability. To
refine malware classification, a trust-aware adaptive framework is proposed, allowing for
malware classification with the possibility of corrections through feedback. This adaptive
framework isimplemented in a developed demo version of a software application called “Shipka

Guard”. Itintegrates a trust-aware routing mechanism that uses multiple generations of models,

Abstracts of Dissertations 2026 (4) 3-43



5 Iliyan Barzev

including a fallback mechanism. It uses a feedback buffer and correction layer for light
adaptation from user corrections and synthetic injections.

Chapter 3 presents the results of the testing of the proposed models for software
selection for a virtual machine. Results of testing the proposed improved static analysis
approach by optimizing feature extraction, combining different machine learning algorithms,
are described. Numerical experiments are described using the proposed framework for static
malware classification, in which feature optimization is performed and ensemble learning is
used. Results of the tested self-aware framework integrating model routing based on a trust
system for feature selection and explainability are also shown. Here, the developed and tested
Shipka Guard application integrating the proposed adaptive trust-based framework, allowing
malware classification with the possibility of corrections through feedback, is presented. It is
shown that the feedback buffer allows the user to jointly correct the model, which allows him
to export/import files with feedback. On the other hand, the integration of explainability
contributes to the trust in the solutions. All this has been implemented in a developed demo
version of a software application called "Shipka Guard".

The conclusion summarizes the results obtained as a result of the research conducted,

the subject of this dissertation work. Some main directions for future research are indicated.

CHAPTER 1. ANALYSIS OF TECHNIQUES FOR DETECTION AND CLASSIFICATION
OF MALWARE

This chapter analyzes and compares various machine learning algorithms regarding their

performance for malware detection purposes.

1.1. Analysis and classification of machine learning algorithms for malware
detection

Machine learning (ML) as a subfield of artificial intelligence provides the ability to make
predictions based on models learned directly from data, without being explicitly programmed
for this (Ozkan-Okay et al., 2024). ML plays a key role in detecting and mitigating complex
malware threats in various ways. ML can analyze large volumes of data, classify files and

programs, predict threats, etc. (Fig. 1.1).
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Fig. 1.1. Application of machine learning

1.2. Comparison of different binary classification algorithms
For the purpose of comparing the applicability and accuracy of different malware detection
algorithms on the same data volume, the following diagram is used, as shown in Fig. 1.2 (Barzev

et al.,, 2024).

1. Define the 2. Data Collection 3 Data Cleanin 4. Exploratory Data
Problem and Acquisition g & Analysis

M7.:.hooLsmga.| 8. Training the
achine Learning Model

Algorithm

5. Data 6. Features

Preprocessing Selection

9. Evaluation of the 10. Testing the

Model Model 11. Documentation

Fig. 1.2. Flowchart of the experiment methodology

The dataset used in this experiment is the BIG2015 Dataset. It contains labeled benign and

malicious PE and OLE files. The distribution of malware in the dataset is shown in Fig. 1.3.
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Fig. 1.3. Representation of malware distribution in the dataset

Before getting to the result of the experiment, it is important to define the metrics we
will focus on to determine how well the algorithms perform against the dataset. The selected
metrics are: 1) Accuracy, 2) Precision), 3) Recall and 4) F-1 score.

The obtained values of the studied metrics for the selected algorithms Random Forest,
K-Nearest Neighbors and Support Vector Machines on the studied dataset are shown in Table
1.2.

Table 1.2. Results of the metrics used

Algorithm Metrics

Accuracy Precision Recall F-1
RF (Random Forest) 0.9825 0.9812 0.9999 0.9893
K-NN (K-Nearest Neighbors) 0.8632 0.8911 0.9938 0.9731
SVM (Support Vector Machines) 0.7819 0.9653 0.7309 0.8487

From Table 1.2 it can be seen that the best algorithm for the metric used is Random Forest. This
is due to the accuracy of Random Forest, which is the best with a value of 0.9825, followed by
K-NN with a value of 0.8632 and the last is Support Vector Machines with 0.7819. Regarding the
second indicator — precision, the results are similar and the best performance is shown by the
Random Forest algorithm, also with a value of 0.9812, followed by Support Vector Machines
and finally by K-NN. This is due to the results obtained for the selected metrics. For the

remaining metrics, the best results are obtained by the Random Forest algorithm (Table 1.2).
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1.3. Performance analysis of malware detection algorithms in an Internet of Things
dataset
One of the critical challenges associated with malware infiltration is gaining unauthorized access
to loT devices, where malware attempts to copy authorized devices by mimicking their
hardware and software specifications (Praveen et al., 2023).

Network traffic data from a sample of the 10T-23 dataset was used to analyze the
performance of the LSTM, SVM, CNN, and CNN-LSTM algorithms for malware detection. The
corresponding confusion matrices visualizing and summarizing the performance of the

classification algorithms are as follows Fig. 1.4 to Fig. 1.7.
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Fig. 1.6. CNN confusion matrix Fig. 1.7. CNN-LSTM confusion matrix

To evaluate the performance of the four classification algorithms discussed above, LSTM,
SVM, CNN and CNN-LSTM, Receiver Operating Characteristic (ROC) curve analysis was used. ROC

curves graphically illustrate the discriminatory capabilities of each model by reflecting the true
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9 Iliyan Barzev

positive rate (TPR) versus the false positive rate (FPR) for different threshold values, as shown
in Fig. 1.8.

True Positive Rate (MCTUHCKW nonoXuTenHu)

= = LSTM (AUC = 0.68)
SVM (AUC = 0.81)
—— CNN (AUC = 0.93)
= CNN-LSTM (AUC = 0.99)
—-—— Random Guess

0.0 T T T T
0.0 0.2 0.4 0.6 0.8 1.0

False Positive Rate (®anwmBo NONOXKWUTENHW)

Fig. 1.8. ROC curves for LSTM, SVM, CNN, CNN-LSTM

Each curve in this analysis shows how well a given model (LSTM, SVM, CNN, or CNN-LSTM)
distinguishes between classes (Benign, DDoS, Okiru, PortScan). A higher curve with a larger AUC
suggests better performance in classifying cases for that particular class. The shape and location
of each curve reflect the trade-offs between correctly identifying positive cases and avoiding
false positives.

To comprehensively evaluate the classification performance of the four models — LSTM,
SVM, CNN and CNN-LSTM - several key metrics were analyzed, including accuracy, precision,

repetition completeness and F1 score, as shown in Table 1.3.

Table 1.3. Algorithm performance results

Model Accuracy Precision Recall F1-Score
LSTM 0.74 0.72 0.74 0.71
SVM 0.84 0.86 0.84 0.84
CNN 0.91 0.92 0.91 0.91
CNN-LSTM 0.97 0.97 0.97 0.97
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1.3. Conclusions

Machine learning, as a field of artificial intelligence, uses algorithms to learn from data, identify
patterns, and make predictions or decisions with minimal human intervention. Therefore, some

specific conclusions can be drawn from the analyses and comparisons conducted, namely.

e There are a variety of machine learning-based models that are capable of detecting
malicious software;

e Animportant stage in the application of machine learning, and in particular supervised
learning, is the process of training itself, which aims to train with data for a specific
subject area;

e Combining different machine learning models can contribute to overcoming the
shortcomings of models used independently..

Therefore, the prerequisites listed above are the basis for developing improved models,

frameworks, and applications leading to better results in malware detection and classification.

1.4. Purpose and objectives

The aim of the dissertation is to investigate and analyze the possibilities for detecting malicious
software using machine learning tools, based on which to propose suitable hybrid models,
frameworks and applications for obtaining better results in detecting malicious software. To
achieve this goal, it is necessary to complete the following tasks:
1) to analyze different machine learning algorithms regarding their performance for
malware detection purposes;
2) to determine a suitable virtual machine to use when conducting malware detection
and classification tests;
3) to propose an improved static analysis approach for malware detection by
optimizing feature extraction and combining different machine learning algorithms;
4) to propose a framework for static malware classification using feature optimization
and ensemble learning;
5) to propose self-aware malware classification by routing models based on a trust
system for feature selection and explainability;
6) to propose an adaptive, trust-aware framework for malware classification with

feedback corrections.
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11 Iliyan Barzev

CHAPTER 2. VIRTUAL MACHINE SELECTION MODELS, HYBRID ALGORITHMS,
AND MALWARE DETECTION FRAMEWORKS USING MACHINE LEARNING
METHODS

2.1. Choosing virtual machine software for malware detection purposes

Considering the importance of the virtual machine not only for business purposes but also for
malware detection, two group decision-making models for virtual machine selection have been

proposed.

2.1.1 Group decision-making models for virtual machine software selection

A specific problem is considered, concerning the selection of a virtual machine to run on a

n u

Windows desktop. The criteria “ease of use”, “customer service” and “price-quality ratio” can
be used as sufficiently general indicators, which can be easily understood. All these criteria,
together with the already given ratings, are used in the following proposed model for group

decision-making (Borissova et al., 2023):

max{Aj} = X 193l w; ef (2.1)
lawi =1 (2.2)
¥l a1=1 (2.3)

where index j is used to denote a set of given alternatives (j = 1, ..., J), with index i the set of
evaluation criteria is indicated (i = 1, ..., I), and index q is used to denote the set of decision
makers (g = 1, ..., Q) which will form the final group decision. The coefficients w; express the
importance of the evaluation criteria and must comply with the relation (2.2). The other type of
coefficients eiq express the evaluations of the i-th criterion according to the point of view of g-
th expert. Depending on the competence of each expert, corresponding weights A7 are assigned
to each, which will participate in the formation of the final group decision.

Itis also possible, instead of selecting a single type of virtual machine software, to reduce
the given set of alternatives to a subset, and to make the selection according to other criteria.
For example, a subsequent ranking can be made using the specific characteristics. In this

situation, the following combinatorial optimization model can be used (Borissova et al., 2023):

max{Lj; %) Tg=r A7 Tica Wi ]} 4
Subject to
Z] 1% =C,x; €{0,1} (2.5)
x; € {0,1} — binary integers (2.6)
C<]J (2.7)
Yioaw; =1 (2.8)
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o A= (2.9)
The binary variables x; used are associated with each alternative, and the constant C expresses
the number of alternatives to which we aim to reduce the given set of alternatives. It is obvious
that this constant must be smaller than the number of alternatives expressed by (2.7). The
objective function (2.4) will select exactly those alternatives with better results, according to

the eiq estimates.

2.2. Improved static analysis approach by optimizing feature extraction, combining
different machine learning algorithms for malware detection

Static malware analysis, as a proactive approach, involves analyzing the characteristics and
components of a suspicious file without executing it. This method provides information about
the structure, behavior, and potential risks of the file by analyzing various attributes, such as the
file header, metadata, strings, resources, and code. This safe static approach features fast

scanning and flagging of common threats, making it ideal for antivirus software and initial triage.

2.2.1. Improved malware detection approach by combining different machine learning
algorithms

The generalized algorithmic representation of the proposed approach for improved malware
detection by combining different machine learning algorithms into 3 hybrid algorithms is
illustrated in Fig. 2.2 (Barzev & Borissova, 2025).

[ Training Set J

|

Classification Algorithms

Feature extraction Feature extraction l Feature extraction J
! ! v
Single KNN prediction Single NB prediction | Single RF prediction ’

/

H1 - Aggregated H2 - Aggregated
prediction prediction

N H3 - Aggregated B
prediction

[ Comparison ]

Fig. 2.2. Generalized algorithmic representation of the proposed approach
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13 Iliyan Barzev

In the initial phase, the individual accuracies of the classifiers are compared, and in the
next phase, the accuracy of the formed hybrid algorithms is compared.:

1) H1 as a combination of NB and KNN;

2) H2 as a combination of NB and RF;

3) H3 as a combination of NB, KNN and RF.

NB as a direct probabilistic classifier works under the assumption of strong feature
independence. It relies on Bayes' theorem to calculate the prior probability P(H) and the
posterior probability P(H |E) for an event observed before and after the evidence, respectively,

and is expressed as Bayes' rule:
P (H|E) = (P(E|H)xP(H))/P(E)

The pseudocode for the naive Bayes algorithm is as follows:

Step 1: Training:
For each feature
For each feature-value E
For each class-label H

P(E/H) = total number of occurrences of feature value with class
label) / (total number of occurrences of class label)
End for
End for
End for

Step 2: Testing:
For each instance in test data
Calculate probability using P(H/E)=(P(E/H) *P(H)) /P (E)
End for
Step 3: Assign the class label with the maximum probability to the test instance.

Similarly, the KNN and RF algorithms can be expressed
After the feature selection process, the number of features identified in the two datasets
is thirteen and fifteen, respectively. The final result contains a list of 7 important features, as

shown in Table 2.1.

Table 2.1. Features used by the XGB model, with their description

No Feature Description

1 conn_state_50 Connection state

2 proto_tcp Transaction protocol

3 idresp_p Destination port

4 idresp_h Destination IP address

5 resp_pkts Destination packets

6 orig_ip_bytes Source2destination transaction bytes
7 Idorig_p Source port
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An important condition for achieving better accuracy when combining classifiers is the use of
different feature sets or different training sets (Ho et al., 1994; Kittler et al., 1998). An essential
feature of a multilevel classifier is the fact that it can stabilize the training of classifiers based on
a small sample size.

The pseudocode of the hybrid algorithm H1 based on the aggregation of NB and KNN is

as follows:

Step 1: Aggregate the probabilities from NB and KNN
For each test instance Ti
For each class label Ci
Probability of Ci= (probability of Ci obtained from NB + probability of Ci
obtained from KNN) /2
End for
End for
Step 2: Assign the class label with highest probability to the test instance.

The pseudocode of the hybrid algorithm H2, based on the aggregation of NB and RF, is as

follows:

Step 1: Aggregate the probabilities from NB and RF
For each test instance Ti
For each class label Ci
Probability of Ci= (probability of Ci obtained from NB + probability of Ci
obtained from RF) /2
End for
End for
Step 2: Assign the class label with highest probability to the test instance.

The pseudocode of the hybrid algorithm H3, based on the aggregation of NB, RF and KNN, is as

follows:

Step 1: Aggregate the probabilities from NB, RF and KNN
For each test instance Ti
For each class label Ci
Probability of Ci= (probability of Ci obtained from NB + probability of Ci
obtained from RF + probability of Ci obtained from KNN) /3
End for
End for
Step 2: Assign the class label with highest probability value to the test
instance.

It is proposed that the weighted average accuracy when combining results from different

machine learning algorithms be expressed by the following ratio:

Conbined_Accuracy = (L=, Accuracy; * Count;) 3 Count;) ™! (2.10)
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15 Iliyan Barzev

where Accuracy; is the accuracy of the ith algorithm while Count; represents the number of
times the ith accuracy was achieved (i.e. the number of algorithms that led to the ith accuracy),

and n is the total number of unique accuracies.

2.3. A framework for static malware classification using feature optimization and
ensemble learning

2.3.1. Methodology of a Python-based software framework for static malware
classification using feature optimization and ensemble learning

A methodology is proposed to implement a framework for malware detection and classification
using Python libraries. This framework combines several ML algorithms, such as Random Forest,
XGBoost, LightGBM, and CatBoost (Thai, 2022; Hancock & Khoshgoftaar, 2020). The proposed
framework relies on a modular architecture and can easily add additional modules with different
ML algorithms. In developing a Python-based framework for automatic malware classification,

the following methodology is proposed, illustrated in Fig. 2.6.

Feature Extraction “ Preprocessing;
LIEF 0.16.5 O} JSONL Parsing;
616 Features 2 Hash Mapping

l —>[ 10% train size model per each ML algorithm

= Dataset
= EMBER 2018

Base models training:
Random Forest,
XGBoost, LightGBM,
& CatBoost

20% train size model per each ML algorithm

50% train size model per each ML algorithm

100% train size model per each ML algorithm

TIrT

2 v
[ Optuna tuning } Feature selection
¢ SelectKBest k=100; 220; 300
VotingClasssifier * -
Soft voting ensemble [ Optuna tuning ]
Weights: CB=4; RF=3; LGBM=2; XGB=1

Complete model evaluation:

Accuracy, F1, ROC, AUC,
Precision, Recall

CLI offline scanner
Benign/Malicious; Risk levels from O to 4

Fig. 2.6. Methodology of the developed Python-based framework for static malware classification

2.3.2. Model training and results

For each experiment, four models are trained for each algorithm (one for each training set),
resulting in 16 baseline models. The evaluation metrics of these 45 trained models are shown in
Table 2.2.
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Table 2.2. Results of the models with different training datasets.

# Model Name K Accuracy F1-Score ROC AUC Precision Recall Optuna
100% Train Size
1 RandomForest 616 | 0.9391 0.9392 0.9796 0.9353 0.9433 | Yes
2 RandomForest 616 | 0.9245 0.9241 0.9542 0.9285 0.9198 | No
3 RandomForest 300 | 0.9117 0.9116 0.9426 0.9129 0.9093 | No
4 RandomForest 300 | 0.9362 0.9369 0.9777 0.9332 0.9387 | Yes
5 RandomForest 200 | 0.9371 0.9371 0.962 0.9344 0.9394 | Yes
6 RandomForest 200 | 0.9188 0.9184 0.9435 0.9193 0.9175 | No
7 RandomForest 100 | 0.9357 0.9356 0.9506 0.9328 0.9382 | Yes
8 RandomForest 100 | 0.9154 0.9154 0.9454 0.9161 0.9145 | No
9 XGBoost 616 | 0.9173 0.9184 0.9728 0.9063 0.9308 | Yes
10 XGBoost 616 | 0.9082 0.9171 0.9482 0.8926 0.9281 | No
11 XGBoost 300 | 0.9283 0.9287 0.9586 0.9207 0.9368 | Yes
12 XGBoost 300 | 0.7762 0.8027 0.9124 0.7176 0.9106 | No
13 XGBoost 200 | 0.9268 0.9269 0.9735 0.9201 0.9336 | Yes
14 XGBoost 200 | 0.7604 0.7781 0.9007 0.7246 0.8412 | No
14 XGBoost 100 | 0.9255 0.9258 0.9407 0.9191 0.9324 | Yes
15 XGBoost 100 | 0.8294 0.8215 0.8394 0.8616 0.7852 | No
16 LightGBM 616 | 0.9389 0.9391 0.9691 0.9351 0.9432 | Yes
17 LightGBM 300 | 0.9441 0.9438 0.9853 0.9445 0.9437 | Yes
18 LightGBM 200 | 0.9424 0.9425 0.9841 0.9399 0.9451 | Yes
19 LightGBM 100 | 0.9427 0.9425 0.9576 0.9432 0.9418 | Yes
20 LightGBM 200 | 0.9011 0.9036 0.9283 0.8815 0.9268 | No
21 LightGBM 616 | 0.8970 0.8993 0.9645 0.8795 0.9201 | No
22 LightGBM 300 | 0.8257 0.8408 0.9232 0.7739 0.9203 | No
23 CatBoost 616 | 0.9405 0.9406 0.9706 0.9388 0.9424 | Yes
24 CatBoost 616 | 0.9292 0.9298 0.9597 0.9215 0.9382 | No
25 CatBoost 300 | 0.9341 0.9342 0.9757 0.9299 0.9385 | Yes
26 CatBoost 300 | 0.8447 0.8503 0.8795 0.8206 0.8823 | No
27 CatBoost 200 | 0.9355 0.9359 0.9608 0.9307 0.9411 | Yes
28 CatBoost 200 | 0.9237 0.9236 0.9689 0.9246 0.9226 | No
29 CatBoost 100 | 0.9315 0.9313 0.9464 0.9275 0.9351 | Yes
30 CatBoost 100 | 0.8507 0.8517 0.8665 0.8457 0.8578 | No
31 VotingClassifier 616 | 0.9461 0.9461 0.9864 0.9468 0.9454 | No
(XGB, LGBM, CB, All
Features)
50% Train Size
32 RandomForest 616 | 0.8652 0.8533 0.9253 0.9338 0.7856 | No
33 XGBoost 616 | 0.8668 0.8621 0.9216 0.8934 0.8329 | No
34 LightGBM 616 | 0.8659 0.8605 0.9352 0.8967 0.8272 | No
35 LightGBM 100 | 0.8827 0.8841 0.8989 0.8735 0.8951 | No
36 CatBoost 616 | 0.8891 0.8846 0.9543 0.9223 0.8498 | No
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20% Train Size
37 RandomForest 616 | 0.7855 0.7375 0.9247 0.9497 0.6028 | No
38 XGBoost 616 | 0.8381 0.8244 0.9256 0.9003 0.7603 | No
39 LightGBM 616 | 0.8349 0.8141 0.9244 0.9314 0.7234 | No
40 CatBoost 616 | 0.8625 0.8487 0.9408 0.9433 0.7713 | No
10% Train Size
41 RandomForest 616 | 0.5972 0.3336 0.7517 0.9663 0.2016 | No
42 XGBoost 616 | 0.6626 0.5165 0.8121 0.9112 0.3604 | No
43 LightGBM 616 | 0.7463 0.6683 0.9034 0.9658 0.5112 | No
44 CatBoost 616 | 0.6458 0.4664 0.7613 0.9458 0.3096 | No

2.3.3. Feature selection and hyperparameter optimization.

Two important methods are applied to optimize and systematize performance: dimensionality
reduction using SelectKBest and hyperparameter optimization using Optuna. A total of 45
models are trained and evaluated with the following combinations: 4 machine learning
algorithms (Random Forest, XGBoost, LightGBM, CatBoost), 4 different training set sizes (10%,
20%, 50%, 100%), Optuna on and off, and different values of SelectKBest, k = 100; 200; 300;
each model is evaluated by an independent test set on 5 main indicators (see Table 2.2).

The SelectKBest feature selection algorithm using mutual_info_classif is used to identify
the most informative features. When comparing the number of features and performance, the
parameter k is tested with 100, 200, and 300 features, respectively. There is a small loss of
accuracy due to fewer features selected, but both k=200 and k=300 are not very different from
the full feature set, meaning that fewer features can be useful in situations where
computational resources are a factor. Full optimization of different models with Optuna
requires a significant amount of computational and time resources: each of the 4 algorithms
(CatBoost, XGBoost, LightGBM, Random Forest) ran 50 trials plus different feature dimensions

and model depths, which took approximately 100 to 140 hours of pure computational time.

2.3.4. Optimized hyperparameters from the best performing configurations

The hyperparameters were optimized based on the 50 Optuna runs performed on each model.
They are the best configurations based on the F1-score of the validation set, and the final model
comparisons used these values. The described hyperparameters are well-balanced measures of
performance/speed and were validated using the full feature set (616 features) with SelectKBest

transformations (k=100;200;300).

2.3.5. Ensemble model with voting classifier (Voting Classifier)

An ensemble model was created that combined optimized models with unique architectures,

giving the most favorable result in the analysis. The VotingClassifier model, which implements
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soft voting with certain weights, made predictions stronger than individual models, including
CatBoost, which had the best performance. This is a testament to harnessing the power of
unique models with unique useful algorithms.

The composition of VotingClassifier is as follows: CatBoost (Optuna, 616 features);
LightGBM (Optuna, 616 features); Random Forest (Optuna, 616 features); and XGBoost
(Optuna, 616 features). Soft Voting is used to pool probabilistic results from the model. Soft
Voting is preferred over hard voting because it allows for pooling predictions in a much more
informative way, as predicted probabilities can be pooled and examined, rather than just

pooling and hard-coded classifications.

2.4. Self-aware malware classification by routing models based on a trust system
for feature selection and explainability

2.4.1. Dataset and feature extraction

EMBER 2024 is a large-scale open dataset for static malware detection developed by Future
Computing Lab and published in early 2024. EMBER 2024 is the official successor to the EMBER
2018 benchmark dataset. EMBER 2024 includes a total of over 5 million examples, across many
labels, including:

e 4000 000 training examples (Win32, .NET and unknown PEs)

e 1000 000 test examples (Win32 and other PEs)

e Multiple class/architecture types, including .NET-specific and Authenticode-signed files

Feature extraction was performed using a modified PEFeatureExtractor pipeline with

lief==0.16.5 and Python 3.8 to ensure backward compatibility with older PE formats. Each
sample is extracted into a 616-dimensional vector that includes byte histograms, entropy parts,
and string features. Table 2.3 illustrates the main differences between the EMBER 2018 and
EMBER 2024 datasets.

Table 2.3. EMBER 2018 and EMBER 2024 datasets

Attribute EMBER 2018 EMBER 2024 (our sample)
Release year 2018 2024

Training samples 900 000 1560 000

Test samples 200 000 360 000

Feature count 616 616 (harmonized)

The recorded best parameters of each model were evaluated using various metrics (accuracy,

F1-score, ROC-AUC and precision, completeness), presented in Table 2.4:
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Table 2.4. Performance comparison of individual classifiers optimized for Optuna variants and the
VotingClassifier ensemble on EMBER 2024 (Win32)

Model Accuracy ‘ F-1 score ROC-AUC Precision Recall
CatBoost 0.9397 0.9382 0.9881 0.9622 0.9153
LightGBM 0.9438 0.9425 0.9898 0.9650 0.9210
LightGBM (Optuna) 0.9540 0.9531 0.9925 0.9710 0.9359
RandomForest 0.9545 0.9535 0.9927 0.9746 0.9333
CatBoost (Optuna) 0.9546 0.9538 0.9924 0.9710 0.9372
RandomForest (Optuna) 0.9552 0.9542 0.9928 0.9747 0.9346
XGBoost 0.9575 0.9568 0.9936 0.9730 0.9411
XGBoost (Optuna) 0.9664 0.9659 0.9955 0.9795 0.9527
VotingClassifier (All models) 0.9654 0.9649 0.9953 0.9793 0.9509

Ensemble model: VotingClassifier

An ensemble model was built using two combinations of the optimized classifiers via
VotingClassifier, with soft voting and weights for each classifier depending on its reliability.

(1) First combination: XGBoost: 10; RandomForest: 2; CatBoost: 1; LightGBM: 4

(2) Second combination: XGBoost: 15; RandomForest: 1; LightGBM: 3

Although we tried to build a robust VotingClassifier algorithm, the optimized XGBoost
algorithm outperforms the other algorithms in terms of generalization and is the main classifier
in the SAMC framework.

Self-aware model classifier

A self-aware model classifier (SAMC) is developed to dynamically guide to the
appropriate model based on the level of confidence of the prediction. The goal of the SAMC
logic is to find a balance between confidence, generalizability, and robustness when using old
and modern machine learning models, with both models trained on two different datasets:
EMBER 2018 (old) and EMBER 2024 (new).
Each .exe file is first statically parsed through the PEFeatureExtractor pipeline, resulting
in a 616-dimensional feature vector. The vector is then fed into the following two classifiers,
which are trained independently:
e Legacy model: VotingClassifier trained on EMBER 2018, which is composed of the
RandomForest, CatBoost, LightGBM, and XGBoost models with soft voting (weights:
RF=3, CB=2, LGBM=1, XGB=4), achieving the following best performance on legacy
data: Accuracy 0.9646 0.9461, F1-Score 0.9646 0.9461, ROC-AUC 0.9951 0.9864,
Precision 9468, Recall 0.9454

e New model: an XGBoost (Optuna) classifier trained on 2024 Win32 samples from
EMBER. It also achieves all the best performance: Accuracy 0.9583 0.9664, F1-Score
0.9576 0.9659, and ROC-AUC 0.9938 0.9527, Precision 0.9795, Recall 9527.
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Let maxproba denote the maximum predicted class probability of a given model. SAMC
can represent an equation that determines routing based on the following logic:
e If max_proba(new_model) > 0.85: trust the prediction of the new model,
e |If max_proba(legacy_model) > 0.85: trust the prediction of the old model,
e Otherwise: combine the predicted class probabilities of both models as a fallback,
proposing a weighted average as follows:

Prinar = 0.6 - Powy + 0.4 - Progacy
The highest probability of this extreme probability will be selected as the final result
taken by SAMC. The confidence-based routing mechanism within SAMC ensures that predictions
will only be accepted when both individual models are sufficiently confident, limiting the

likelihood of accepting overly confident misclassifications of new or ambiguous new data. The

routing logic of SAMC is illustrated in Fig. 2.7:

Start ] [ Extract features from .exe file ]

Predict with Legacy model ’ ‘ Predict with New model I

’No

N
Legacy confidence 2 threshold? ° ( New confidence 2 threshold? ]

Yes Yes
Use Legacy Fallback: Use New
prediction Weighted combo prediction

[ Return result J

Fig. 2.7. SAMC routing logic with trust-based selection and weighted fallback strategy

As a result of the study, a statistically significant deviation was found for many characteristics.
Table 2.6 summarizes the results for the 10 characteristics with the highest KS test statistics:

Table 2.6. Top 10 features with KS test statistics

Feature Index KS Statistic p-value
Feature 501 0.3983 <1le-10
Feature 507 0.3976 <1le-10
Feature 506 0.3971 <1le-10
Feature 499 0.3959 <le-10
Feature 508 0.3959 <1le-10
Feature 511 0.3959 <1le-10
Feature 510 0.3958 <1le-10
Feature 498 0.3950 <1le-10
Feature 505 0.3945 <1le-10
Feature 509 0.3943 <1le-10
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2.4.3. Self-aware malware classification scanner with graphical user interface

To improve the transparency, accessibility and explainability of the proposed malware
classification models, we need to create a graphical user interface. It should allow the user to
scan an executable file using three selection modes: (1) Manual Legacy Mode: uses the original
model trained on EMBER 2018; (2) Manual New Model Mode: uses the optimized model trained
on EMBER 2024; (3) Auto Mode (SAMC): performs intelligent model selection based on
confidence thresholds.

Fig. 2.16 shows an illustration of the integrated routing flow as planned to be

implemented through the graphical user interface.

=

User provides EXE file |- *[ Extract PE features Run SAMC router

) e High confidence in

a model

[ Use prediction from that model ] ‘ Average both prediction

| Classify as malicious or benign |

| Log the scan result ’

Fig. 2.16. Scanning and routing using a graphical user interface, including trust-based fallback logic.

Once the user selects a file, they enter SAMC after the static features have been extracted.
SAMC determines which model (old or new) should be used based on how confident any of the
predictions were or, if any of the predictions did not present a significant level of confidence,
what weight was given to the fallback. The system will inform of the decision and provide a

SHAP-based explanation if the new model was used.

2.5. An adaptive framework integrating trust for malware classification through
feedback corrections

2.5.1. System design and implementation

The adaptive feedback malware classification framework, Shipka Guard, is implemented by
integrating legacy and modern models with a feedback-based adaptive layer. The system is

organized into several interconnected components, which are illustrated in Fig. 2.17.
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[ Input File (.exe / PE) H Feature Extraction (616) ]

SAMC Routing

Legacy Model Modern Model
(VotingClassifier, EMBER2018) (XGBoost Optuna, EMBER2024)

Adaptive Model Patch Layer(MocteneHHun
(Self-Aware Logic) aKTyanusaumm)

Feedback Buffer
(User Correction

Final Decision: Streamlit GUI
Benign / Malicious + Confidence (Scan + SHAP/LIME)

Fig. 2.17. Shipka Guard components showing feature extraction, SAMC routing, feedback buffer, correction
layer, and integration with a graphical user interface.

The framework follows a pipelined design where uploaded PE files are processed through
feature extraction, model selection (SAMC routing), optional patching, and decision making.
User feedback is continuously collected and integrated to improve the robustness of the model
over time.

The system combines three types of models:
(1) Legacy model (trained on EMBER 2018);

(2) Modern model (trained on EMBER 2024); and
(3) Adaptive model (periodically retrained via feedback).
The predictions are routed using SAMC as follows:
e If a model predicts 0.85 or higher, then it is selected for prediction.
e Otherwise, the fallback ensemble with weights: Adaptive model 0.5, Modern model 0.3,
Legacy model 0.2 is used.
To ensure flexibility and comparability across environments, the proposed system should
support four scanning modes:
(1) Auto (SAMC): Trust-aware routing with a trust threshold and fallback ensemble.
(2) Force Adaptive: Enforces the use of the latest adaptive model.
(3) Force Modern: Enforces the use of the modern model.

(4) Force Legacy: Enforces the use of the legacy model.
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The modes support both automated confidence-based behavior and manual comparison
between generations of models.

The correction layer is a lightweight SGDClassifier that is trained incrementally on user
feedback. Its weight scales dynamically as a function of unique feedback records, ensuring that
its correction behavior remains robust for small sample sizes and with many validation
corrections, its weight increases over time. Specifically, the correction grows according to the
formula:

. n
Wpatch = min (a,m a) (2.11)

where n is the number of unique feedback samples, a is the maximum contribution for the
selected preset, and k is a smoothing constant controlling the growth rate.

Three operational presets are supported:

(1) Conservative: « = 0.12, k = 300;

(2) Balance: @ = 0.20, k = 100; and

(3) Aggressive: a = 0.30, k = 50.

There is also an option for synthetic FN/FP injection, which helps in assessing the

robustness and stress testing of the patch mechanism before large-scale deployment. This
design allows the patch layer to have a negligible impact when only a few feedback samples are

available, while slowly increasing its impact as more stable patches are recruited (Fig. 2.18).

Streamlit GUI Decision Output: SAMC
(Scan + SHAP/LIME + User |-~ Benign / Malicious + .
Correction) Confidence Routing ]

Feedback Buffer (User Corrections, saved in
feedback.json)

Patch Layer

Soft Patch (Balanced Mode, <10k samples)
* Dynamically reweights Legacy, Modern, Hard Patch (Full retrain >=10k samples)

Adaptive & Patch * Create NEW Adaptive Model
¢ Patch weight grows with more validated * Resets feedback.json
samples

[ Adaptive Model (Updated) }

Fig. 2.18. Patch layer adaptation: soft patching (feedback-driven weighting) versus hard patching (full
retraining with 210k samples).
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Once the feedback buffer reaches a configurable threshold (> 10,000 samples), the system
initiates a full retraining of the adaptive model in XGBoost. The feedback dataset is then
exported in JSONL format for reproducibility purposes and the model is given a version in the

models directory.

CHAPTER 3. EVALUATION TESTING OF PROPOSED MODELS FOR VIRTUAL
MACHINE SELECTION, HYBRID ALGORITHMS AND MALWARE DETECTION
FRAMEWORKS

3.1. Evaluation testing of group decision-making models for virtual machine
software selection

For the purposes of analysis and malware detection, it is necessary to install the Windows virtual
machine desktop software. For the purposes of numerical testing, published information about

already evaluated software products was used, which are shown in Table 3.1.

Table 3.1. VM Software for Desktop Windows Deployment

VM Software Review Rating
Ease of Use Customer Service | Features | Value for Money

Microsoft Azure 4.1 4.2 4.6 4.2
VirtualBox 4.3 4.1 4.5 4.7
NAKIVO Backup & 4.8 4.8 4.7 4.7
Replication

Altaro VM Backup 4.8 4.8 4.6 4.7
DiskStation 4.6 4.2 4.7 4.6
Ahsay Offsite Backup Server 3.8 3.4 4.0 3.7
Uranium Backup 4.7 4.7 45 4.7
Comet Backup 4.4 4.6 4.5 4.6
VMware Workstation Pro 4.6 4.6 4.7 4.2
Iperius Backup 4.1 4.1 4.1 4.3

Note: Data are taken from:
https://www.capterra.com/virtual-machine-software/?sortOrder=most_reviews&platform=%5B4%5D

3.1.2. Results

To test the effectiveness of the proposed models for selecting virtual machine software, a panel
of three experts presented their opinions on the importance of four criteria: 1) ease of use; 2)
customer service; 3) features; and 4) value for money. The scores for these criteria, shown in

Table 3.1, were normalized to a range from 0 to 1 to obtain a comparable range with other
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coefficients used in the formulated models. The coefficients that express the importance of the
criteria according to the opinions of the top managers are shown in Table 3.2.

Table 3.2. DMs Preferences Concerning Evaluation Criteria

dNdgE O€ e expre g e PO d eo e eria

Ease of Use Customer Service Features Value for Money
DM-1 0.25 0.25 0.25 0.25
DM-2 0 0.50 0.50 0
DM-3 0 0.50 0 0.50

Using the data from Table 3.2, the formulated optimization model (2.1) — (2.3) and the
normalized scores in the range from 0 to 1, the overall performance of all alternatives can be

determined according to the different perspectives of the group members, as shown in Fig. 3.1.

= DM-3 DM-2 = DM-1

0.840
Iperius Backup 0.820

VMware Workstation Pro

Comet Backup

0.940
Uranium Backup

o
o 4 © =] 2
[t} A O H
N =N i ©
(] =lo I

0.710
Ahsay Offsite Backup Server 0.740
0.880
DiskStation 0.890
Altaro VM Backup 0.940
NAKIVO Backup & Replication 0.950
VirtualBox 0.860
Microsoft Azure 0.880
0.0 0.2 0.4 0.6 0.8 1.0

Fig. 3.1. General presentation of all alternatives.

It is interesting to show how the final group decision is affected when additional coefficients for

the opinions of group members are used, shown in Table 3.3.

Table 3.3. Weights for importance of experts' opinions

Weights for experts in forming the final group decision

DM-1 DM-2 DM-3

0.20 0.55 0.25
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Using the data from Table 3.1, Table 3.2 and Table 3.3, together with the proposed group
decision-making model (2.1) — (2.3), the following final ranking of the alternatives is obtained,
as shown in Fig. 3.2.

The final group decision formed for the choice is composed of the preferences of all
group members, together with the additional coefficients from Table 3.3, determines “NAKIVO
Backup & Replication” as the best choice, since its performance has the highest value, equal to
0.95.

Microsoft Azure

0.865
Iperius Backup VirtualBox
0.827 0.869
0.95
VMware Workstation Pro NAKIVO Backup & Replication
0.9125
0.9115
Comet Backup . Altaro VM Backup
0.9435
" 0.6705
0.927 = =
Uranium Backup 0.7335 DiskStation

Ahsay Offsite Backup Server

Fig. 3.2. Ranking of alternatives, taking into account the group decision.

It is possible to refine the choice by reducing the set of alternatives from which to choose by
using the proposed second optimization model for group decision making (2.4) — (2.9). In this
model, an optimization problem is formulated, the solution of which determines more than one
alternative simultaneously, reducing the initial set of alternatives. The simultaneous

determination of 3, respectively 5 alternatives is shown in Table 3.4.

Table. 3.4. Variable values when choosing multiple alternatives
O dle O e o dile d e O e 0 dile d S

Microsoft Azure

VirtualBox

NAKIVO Backup & Replication
Altaro VM Backup
DiskStation

Ahsay Offsite Backup Server

Uranium Backup

Comet Backup

VMware Workstation Pro

Ol P P OOk, |kr| OO

OO0k, O|O|FR,|FL, O] O

Iperius Backup
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The proposed two mathematical models actually show that they can be successfully used for
selecting software for a virtual machine. The first model can determine the best alternative,
taking into account the criteria scores, the importance of the criteria and the importance
coefficients of the opinions of the group members. The second model can determine more than
one alternative by solving the corresponding optimization problem, thanks to the use of binary

integer variables.

3.2. Testing the proposed improved static analysis approach for malware detection
by optimizing feature extraction, combining different machine learning algorithms

3.2.1. Output data

The l0T-23 dataset, generated by Avast AIC Labs using Zeek Network Security Monitor, contains
intercepted records of benign and malicious traffic from 2018 to 2019. The dataset includes full
and lighter versions. It denotes different attack types such as “Benign”, “DDoS”, “Okiru”, and
“Part of a Horizontal Port Scan”. It is interesting to investigate whether the proposed hybrid
algorithms could improve the accuracy of malware detection. For this purpose, a subset of the
loT-23 dataset consisting of 500,000 instances is used, which includes both benign and malicious
classes.

The experiment is conducted following 5 main stages, as shown in Fig. 3.4:

(2) Data (3) Data (4) Data

Exploration Preprocessing Preparation (Cilkdad=lline

Fig. 3.4. Experiment workflow

3.2.2. Analysis and discussion of results

The performance results using a single implementation of the algorithms and the proposed

hybrid algorithms are shown in Table 3.5.

Table 3.5. Algorithm performance results

Model ‘ Accuracy Precision Recall F1-Score
NB 0.92 0.72 0.68 0.70
KNN 0.96 0.86 0.84 0.85
RF 0.98 0.94 0.92 0.93
H1 (NB & KNN) 0.97 0.88 0.86 0.87
H2 (NB & RF) 0.98 0.94 0.92 0.93
H3 (NB & KNN & RF) 0.99 0.96 0.94 0.95
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As can be seen from Table 3.5, some of the combined algorithms show better performance. The
comparison between all these indicators and the different models and combinations of models

is shown in Fig. 3.5.

—e— Accuracy Precision —e—Recall F1-Score
1
0.99
) - 0.98 0.98
0.97
0.95 0.96 0:38
0.94 0.94 0.94
093 0.93
0.92 0:92 0.92
0.9
0:88
0,86 8’%%
0.85 0’85 .
0.84
0.8
0.75
0.72
0.7 a7
0.68
0.65
NB KNN RF H1 H2 H3

(NB&KNN)  (NB&RF) (NB & KNN & RF)

Fig. 3.5. Comparison of the performance of different algorithms and their combinations

The proposed hybrid algorithms contribute significantly to improving performance. The results
obtained from the experiments highlight the importance of optimizing feature extraction, which
is crucial for increasing the accuracy of machine learning models. Efficient feature extraction
transforms raw data into a format that is more informative and discriminative for the task,

improving the learning process.

3.3. Evaluation testing of the proposed framework for static malware classification
using feature optimization and ensemble learning

Feature extraction is done by modifying existing Python feature code from the EMBER project
to work with lief 0.16.5 and Python 3.8. The entropy value, section names, import/export items,
and reported statistics for metadata, strings, etc. Each PE file is represented as a vector of 616

variables.

3.3.1. CLI Scanner: Practical Use Case

The CLI scanner is specifically designed for use in an environment (Python 3.8 and lief 0.16.5) to
ensure full compatibility with EMBER 2018 feature extraction and to prevent issues with newer
PE file structures. The CLI scanner provides a command-line environment that uses a user-
supplied input argument (the path to the PE file) to extract features (using a built-in

mechanism), load the final VotingClassifier model, and obtain a risk level. The developed CLI
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scanner is fully offline, so it can run in isolated networks and environments (i.e. virtual). It is built
in a Python environment and is a packaged .exe application using Pylnstaller. The features are
extracted using lief and are exactly 616. The CLI scanner is able to generate and maintain a log
file showing detailed scan status and probability estimates.

The performance of the CLI scanner is as follows: The average time to scan a single PE
file is ~1.0 seconds. Each console output is recorded and logged, which includes all the details
as you would see in console output: date and time, file path, predicted probability, risk score,
and final class. The scanner can process a single file or multiple files at a time (with specified
paths), but directory scanning will be developed in the future.

An example CLI scanner command is:

python scanner.py --file suspicious.exe

An example output of the CLI scanner is:

[INFO] Scan result: suspicious.exe: Malicious | Critical Risk |
Probability: 95%

Actual console output from a CLI scanner showing an example of scanning 2 PE files, one benign
PE file (python-3.8.10-amd64.exe) and one malicious PE file (malicious_file_sample.exe). The
output provides a risk category, probability score, and log entry. All output is written to

scan_log.txt, as shown in Fig. 3.6.

e
model £

| scan_log.txt = Notepad - o x

Maiin  Pegaktupane Copmar  Wirnes [Momow

2025-85-07 20:02:37,833 - INFO - Model will be loaded from: C:‘\Users\iliya‘\AppData\lLocal\Temp\_MEI18482\voting_classifier_k616.pkl A
2025-85-07 20:02:41,207 - INFO - Model successfully loaded from C:\Users\iliya\AppData\local\Temp'_MEI18482\voting_classifier_kb616.pkl
2025-85-07 20:02:44,773 - INFO - Scan result: python-3.8.10-amd64.exe: Benign | Low Risk | Probability: 7.@@%

2025-05-07 20:02:45,593 - INFO - Scan result: malicious_file sample.exe: Malicious | Critical Risk | Probability: 77.18%

Pas, Kon1 100%  Windows (CRLF) UTF-&

Fig. 3.6. Actual console output from a CLI scanner.

The CLI scanner identifies 5 risk levels: 0: Benign; 1: Low risk; 2: Medium risk; 3: High risk; and
4: Critical risk. The proposed CLI scanner can be used by IT administrators of government or
corporate systems that do not have access to the Internet. The CLI scanner is compatible with
outdated hardware with old operating systems. This scanner can be used as part of script

automation or internal security systems.
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3.3.2. Visualizations and metrics

Fig. 3.8 shows a clustered bar chart showing three different representative models from three
different strength classes — strong (VotingClassifier), medium (Random Forest with k=200) and
weak (Random Forest with 10% training set) — with respect to five evaluation metrics.

1.0
mm Strong (voting_classifier_ k616)

B Medium (randomforest_k200)
mmm Weak (randomforest_10)

0.8f

0.6

Score

0Ar

0.2

0.0 _
Accuracy Precision Recall F1 AUC

Fig. 3.8. Comparison of strong, medium and weak models in terms of accuracy, precision, recall, F1 and AUC

The ROC curve shown in Fig. 3.9 was implemented to see the results of a strong model
(VotingClassifier), a medium model (Random Forest with k=200), and a weak model (Random
Forest training size, 10%). The AUC of VotingClassifier is the highest (0.9424); the weak model is
slightly better than random guess (0.5972). The difference in AUC overall indicates that training
size is less powerful than optimization on classification ability.

True Positive Rate (TPR)

——— Voting Classifier (AUC = 0.9424)
Random Forest k=200 (AUC = 0.9188)
Random Forest 10% (AUC = 0.5972)
- = Random Guess

] 0.2 oA o8 os 1

False Positive Rate (FPR)

Fig. 3.9. Comparative ROC curves
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Fig. 3.11 illustrates the 20 most influential features based on VotingClassifier.

Feature 614 0.0127
Feature 616 0.0049
Feature 257 0.0039
Feature 126 | | 0.0034
Feature 162 | | 0.0027
Feature 107 | | 0.0025
Feature 129 | 0.0024
Feature 375} 0.0023
Feature 22 0.0021

Feature 513 0.0018

Feature 518 0.0017

Features

Il

Feature 256 0.0017

Feature 555 0.0016

Feature 532 0.0016

Feature 552 0.0016

Feature 613 0.0016
Feature 65 0.0015
Feature 135 0.0015
Feature 515 E 0.0015
Feature 124 0.0014
0.000 O.UIOZ O.dO4 0.606 O.OIOS 0.610 0.0|12

Importance

Fig. 3.11. The 20 most influential features based on VotingClassifier.

The features are ordered from most to least influential as a feature identifier (based on
descending values), where feature 614 is the most influential. The diagram is for model

explainability and shows which features are responsible for the greatest impact on decisions.

3.4. Results of testing the proposed self-aware malware classification by routing
models based on a trust system for feature selection and explainability

This section outlines the tests conducted using the proposed SAMC-based malware detection
framework, measuring performance and operational behavior, as described in Chapter 2,
Section 2.4. Here, we present not only the numerical results performed, but also analyze the
flexibility of the framework, as well as how the reasoning is explicable and how the framework

provides trust and adaptive change.

3.4.1. Graphical User Interface Design and Features

The user interface design is divided into 3 main panels (Fig. 3.12):
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@ Malware Scanner GUI (SAMC) — =

Scan Log
+
Malware Scanner (Auto + Manual Modes) o25-be_28 13:06:02) Seieciea
= = file:
(@ Auto-Mode (SAMC) () Scan with Mew Model () Scan with Legacy Model D:/Downloads/python—3.8.0.cexe
Generate SHAP Explanation [2025-06-29 12:06:04] Features

extracted.

[2025-06-29 12:06:04] Scan mode:
Choose File & Scan auto (new model)

[2025-06-29 12:06:04] Verdict:

Benign, Confidence: 0.945

[2025-06-2%9 12:06:08] SHAP

explanation generated.

File: python-3.8.8.exe
Verdict: Benign
Confidence: 8.9449

Used: New Model (Auto mode)

SHAP Explanation (Top 10 Features)

Top 10 SHAP Feature Contributions

Feature 512 A

Feature 514

Feature 489 A

Feature 130 A

Feature 256

Feature 508 A

Feature 515 A

Feature 531 A

Feature 586
Feature 370

T T T T
—0.8 —0.6 —0.4 —-0.2 0.0 0.2
Clear Log Save Log to File

Fig. 3.12. Example GUI interface with SHAP explanation for a harmless file scanned via automatic mode
using the new model.

The left panel allows the user to select the scan mode, enable/disable SHAP annotations, select
a file to scan, and view the result. The right panel allows viewing a real-time scan log with
timestamped messages. The SHAP annotations section presents a horizontal bar chart depicting
the 10 most influential features contributing to the predictions, colored by sign (red = positive
class, blue = negative class) An experimental result of a scan of a harmless file with SHAP

explanation is presented in Fig. 3.12:

3.4.2. Routing execution time and latency

To determine the perceived real-time performance of the SAMC framework, a latency
benchmark was performed on all .exe examples located in the test directory. The execution time
was measured from the point at which feature extraction was initiated to the point at which the
prediction identified by the terminal using the SAMC routing logic (legacy model, new model or

fallback) was reached. The scans of these 100 files can be summarized as shown in Table 3.6:

Table 3.6. Metrics and values from scanning 100 files

Metric Value (seconds)

Fastest 0.0569
Slowest 0.5129
Average 0.2334
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This evidence shows that even using logic based on the confidence in the prediction has enabled
near real-time classification. Fallback logic has sometimes been used for cases where it has been
determined that there is no uncertainty about the prediction outcome (e.g. below threshold),
as it is a self-aware design that takes into account the ambiguity/unknownness of either the

input data or the models that have provided confidence scores that are rated as low.

3.4.3. Performance Comparison: Routing vs. Non-Routing

To evaluate the practical effectiveness of trust-based routing mechanisms and fallback
mechanisms, we conducted an experiment in which we evaluated four different inference
strategies.:
1. Legacy Model Only — uses VotingClassifier trained on EMBER 2018 and relies solely
on historical models.
2. New Model Only — uses the tuned and Optuna-optimized XGBoost classifier trained
on EMBER 2024, which uses the newer data distribution.
3. Combined Voting (No Routing) — simply a naive ensemble of the two models with
soft voting without any confidence thresholds.
4. SAMC Routing + Fallback — the proposed intelligent model that dynamically selects
a model based on the confidence of the prediction and that uses weighted fallback

logic if no model passes the threshold.

For this experiment, a balanced test set of 50 known malware samples and 50 benign
executables was created, with each file passing through all four inference channels after being
statically analyzed into a 616-dimensional PE feature vector. The results are summarized in
Table 3.7:

Table 3.7. Comparative performance of different inference strategies on a balanced test set (50 malicious

and 50 benign files)
Mode Accuracy F1-Score ROC-AUC False Positives False Negatives

Legacy Only 0.6740 0.5000 0.9425 1 30
(EMBER 2018)

New Model Only 0.8260 0.8421 0.8820 9 5
(EMBER 2024)

Combined Voting (No Routing) | 0.8680 0.8608 0.9683 3 7

SAMC Routing + Fallback 0.9140 0.9036 0.9981 1 6

These results show that the SAMC routing strategy outperformed all other modes on all
evaluation metrics, achieving an F1-score above 0.9 and perfect precision, but also very high
completeness and ROC-AUC. Unlike the traditional model, which showed overly conservative
reporting behavior (no false positives but very low responsiveness), SAMC achieves a middle

ground by either selectively trusting the more confident model or applying a weighted fallback
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method. This supports the conclusion that a confidence-based model selection strategy not only
improves robustness but also helps reduce false positives and false negatives when comparing
performance.

When examining classification performance against naive ensemble voting, the SAMC
approach outperformed all other methods because it avoided blind averaging and instead

adapted to use the more confident model selectively for each sample.

3.4.4. SHAP explanation for malicious file

To provide another example of explainability and trust, we prepared a local SHAP explanation
for one of the malignant sample results from the new model. Fig. 3.13 shows the 10 most

important features that contributed to the “malicious” conclusion.

Top 10 SHAP Feature Contributions

Feature 508 -
Feature 513 -
Feature 531 -
Feature 512 -
Feature 514 -
Feature 586 -
Feature 511 -
Feature 256 -
Feature 374 -
Feature 105

T T
-0.2 -0.1 0.0 0.1 0.2 0.3 0.4

Fig. 3.13. SHAP explanation for a malicious file. Red bars indicate positive contributions to the malicious
prediction, while blue bars indicate benign features

SHAP visually shows that many of the entropy and byte histogram segments have a dominant
significance for the decision, which means that the model strongly pays attention to anomalies
in the statistical features. Some of the same features also show a large bias in the KS test (e.g.

feature 507), which supports the rotation of adaptive and explainable detection.

3.5. Results of the developed and tested Shipka Guard application based on the
proposed adaptive trust-based framework for malware classification with
feedback corrections

The graphical user interface (GUI) of the developed application, named “Shipka Guard”, is built
using the Streamlit framework. This solution allows for rapid deployment and provides analysts

with access without installation or complex configurations. Within the GUI, users can upload PE
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files, make real-time predictions with associated confidence values, and obtain explainable (XAl)
visualizations. Both SHAP and LIME explanations are included, with a complementary view
provided; SHAP shows global feature contributions based on the model architecture, while LIME
shows locally interpretable approximations based on the local solution. In addition, the
application has an option that can be used to manually select adaptive versions in a drop-down
menu to compare and contrast parallel adaptive models. The built-in feedback import/export
also allows for saving or sharing of analyst feedback, which contributes to the reproducibility of
each experiment and achieves a collaborative workflow. The combination of detailed logs and
adjustable thresholding options, with the capabilities, makes Shipka Guard an interactive
research and operational platform.

In the developed version of the “Shipka Guard” application, two XAl methods are
integrated: (1) LIME locally explains all models and (2) SHAP globally explains the contribution
of built-in features in tree-based models (Adaptive XGBoost). Embedded visualizations are
presented in the graphical user interface to help understand and validate the solutions. These
solutions are integrated into the proposed and implemented architecture of the machine

learning system with feedback for classification and explainability, shown in Fig. 3.14.

Input File Prediction Engine [ GUI Display |
(.exe / features.json) (Classifier + SAMC Routing) - Risk Level (Low/Med/High/Critical)
| - SHAP/LIME Explanation

( N\

Patch Layer User Correction (Correct Label)
(Soft/Hard Updates) ) ’

A

Feedback Buffer
(feedback.json)

Fig. 3.14. Architecture of the machine learning system with feedback for classification and explainability
(XAl)
All system events (scans, feedback records, retraining) are logged in logs/scan.log. Additionally,
the framework tracks the execution time (in ms) for each prediction to ensure that the system
will run in real-time on the user's hardware. This feature provides insight into the feasibility and
deployment of the project in enterprise environments, including scan results, feedback records,

patch updates, and retraining events.
3.5.1. Evaluation of the developed Shipka Guard application, based on the proposed
framework

The feasibility assessment of the developed Shipka Guard application, based on the proposed
framework, uses two publicly available benchmark datasets: EMBER 2018, containing over 1

million PE samples characterized by 616 static features (i.e. histograms, entropy, string
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statistics) and used as a baseline “legacy” model for the study; and EMBER 2024 with
approximately 960,000 samples. EMBER 2024 contains modern malware families and is
harmonized in the same 616-dimensional feature space for comparison with the EMBER 2018
dataset. In addition, a third user-generated dataset is used. The framework is structured to
integrate user-generated data in a simple way to harmonize in the same 616-dimensional
feature space.

For the purpose of fairness and reproducibility of the experiments, a balanced set of
100,000 samples (50,000 benign, 50,000 malicious) was created from EMBER2018 and
EMBER2024. Initially, the baseline models and the SAMC automatic routing method were

compared in the balanced evaluation, as shown in Table 3.8.

Table 3.8. Performance of Legacy, Modern and SAMC Auto (T=0.85)

Mode Accuracy Precision  Recall F1 ROC- FN FP
AUC

Force Legacy 0.92409 0.9540 0.8906 | 0.9213 0.9621 5472 | 2148

Force Modern 0.96641 0.9793 0.9529 | 0.9660 0.9955 2353 | 1006

Auto (SAMC) [T=0.85] 0.95917 0.9852 0.9324 | 0.9580 0.9942 3381 | 702

The considered effect of Patch's slight adaptation versus full retraining, as shown in Table 3.9.

Table 3.9. Ablative study comparing Modern, Patch with 500 feedback samples, and full retraining with
10,000 feedback samples

Mode Accuracy Precision  Recall F1 ROC- FN FP
AUC

Base (Modern) 0.96641 0.9793 0.9529 0.9660 | 0.9955 2353 | 1006

Patch (500 fb) 0.96727 0.9799 0.9541 0.9668 | 0.9918 2294 | 979

Full Retrain (10k) 0.94719 0.9672 0.9257 0.9460 | 0.9906 3713 | 1568

The Patch layer trained with 500 feedback samples shows noticeable improvements: both FN (-
59) and FP (-27) decrease, and the F1 score increases slightly. Thus, even a small and possibly
unbalanced feedback buffer can be used to apply consistent, fast corrections. In contrast, a full
retraining with 10,000 feedback samples yields a worse result. Although it seems
counterintuitive, the explanation is rooted in bias and imbalance in the feedback pool: we
multiply problematic samples and increase errors instead of correcting them. This really
provides a critical lesson: quality and variety are just as important as the quantity of feedback.

SAMC Auto using different confidence thresholds is shown in Table 3.10.
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Table 3.10. Metrics at different confidence thresholds

0.80 0.9854 0.9310 6.5%
0.85 0.9852 0.9324 8.2%
0.90 0.9851 0.9341 10.6%

Lower thresholds (T=0.80) result in fewer holds but a higher risk of misclassifications. Using
higher thresholds (T=0.90) increases the number of holds, which also improves reliability but
comes at the cost of reduced throughput. This further supports the idea that T is an adjustable
safety button.

The execution time per file was measured directly from the system log files for each

model and the results are given in Table 3.11.

Table 3.11. Execution latency normalized to 100 samples per model

Mode n_samples Mean (ms) Std (ms) p50 p90 p99
Modern 100 47.6 245 33.1 83.6 91.3
Legacy 100 1314 0.0 1314 1314 1314
Adaptive 100 109.7 29.5 109.7 133.3 138.6

The Modern model achieves an average inference time of less than 50 ms, which is well below
the target limit of 90 ms/sample. Legacy and Adaptive are slower (~¥110-130 ms), but still within
real-time. These results confirm the feasibility of implementing the system even with
SHAP/LIME enabled.

Three example cases illustrating the dynamics of feedback and explanations:

e False negative corrected by Patch. Fig. 3.15 (LIME) shows a malicious sample
misclassified as benign. After correction with 500 feedback samples, the solution was
corrected, reducing the FN.

¢ False positive corrected by feedback. A benign sample misclassified as malicious was
added to the feedback buffer. The Patch model was corrected and the false positive
was eliminated.

e Uncertain case explained by LIME and SHAP. At T=0.90, SAMC abstained. LIME
showed conflicting local evidence, while the global significance of SHAP (Fig. 3.16)

explained the influences of dominant features.
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LIME Explanation - FN Example (idx=61) SHAP Global Feature Importance (Modern)
265 <= 0.00 _ Feature 531 |
s<-ooo| [N Feature 1 |
T —
_ Feature2sc |
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255 > 0.04 1 - Feature 4 _
502 <= 0.00 - - Feature 64 _
- Feature 4o, |
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Fig. 3.15. LIME's explanation of FN has been  Fig. 3.16. Importance of global SHAP features for

corrected by Patch the Modern model

The GUI shown in Fig. 3.17 showed the restraint of the analyzer that could provide corrective
feedback.

Settings

- -
R | © shipka Guard - Adaptive Self-
= .J [ ] L ] -

.~ | Aware Malware Classification

Patch Retrain Trigger Legacy + Modern + Adaptive « SAMC Auto Mode « Patch Layer « Feedback Buffer « LIME + SHAP « Inference Logging

How often to retrain the patch model on new Upload a Windows PE file (".exe)

feedback?

Drag and drop file here .
10 samples + retrain every 10n... Vv A AT G Browse files
Show Explanations (LIME/SHAP) MBSetup.exe 2.0M5 %

File: MBSetup.exe | SHA-256: alcZe3ccTc6l9aB8beledecd5d4ale2T34b04e832d168930acbe6B66134648C2

iference time: 2.00 ms
Synthetic Error Injection (bulk)
How many synthetic samples to inject Decision Feedback
50 - * ; : .
‘Uncertam (confidence: 0.848) J This is BENIGN
Base synthetic on existing feedback (if Base proba{mal): ©.152 | Threshold T: @.20
available) Model: Modern Model (Manual) This is MALICIOUS

Inject Synthetic FN (many)

The

Feedback unigue samples: @

Fig. 3.17. Screenshot of the user interface with “Uncertain decision” (T=0.90)

evaluation confirms the effectiveness and limitations of the proposed framework. The old

models are outdated, while the modern models perform well but produce more FP. SAMC Auto

balances risks through dynamic routing. The Patch layer provides easy and lightweight error

clea

ning with small processed pools, and full retraining does not provide a preventive advantage

unless there is an appropriate amount of feedback. The confidence threshold offers a tunable

balance between completeness and restraints. The latency remains within the real-time range,

while the case studies show how the explanation module (LIME/SHAP) and uncertain restraints
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subsequently increased the analysts’ confidence or at least validated the results. Therefore, we

justify the SAMC process as an effective and reliable process for adapting malware classification.

3.5.2. Discussions and conclusions

Shipka Guard integrates 4 scanning modes, synthetic error injection, JSON-based feedback
export/import, and scalable analysis. This makes the Shipka Guard framework not only more
adaptable, but also more suitable for real-world deployment conditions.

The Shipka Guard framework is based on an interactive graphical user interface that
lowers the barrier for non-specialized users to experiment with malware classification. The
feedback buffer allows the user to collaboratively correct the model, allowing them to
export/import feedback files. The integration of explainability contributes to the confidence in
the solutions, which is increased by more information about the features from a local and global
perspective. The scalability logging reflects the adaptability of the system, which does not hinder
real-time workflows. All these aspects show that adaptive malware detection can be practical
and transparent.

The framework offers several new contributions. The first is a trust-aware routing
mechanism that uses multiple generations of models, including a fallback mechanism. The next
is a feedback buffer and a patch layer for lightweight adaptation from user patches and synthetic
injections. It is implemented through an interactive Streamlit GUI that provides four scanning
modes, JSON-based feedback sharing, and local/global explanations (LIME+SHAP). It also
provides scalable logging that presents real-time (<90ms) inferences on user hardware.

The combination of adaptability, interpretability, and scalability addresses the challenges
of continuously developing practical next-generation malware detection systems that
consistently stay “true” to given threat models, rather than constantly changing. Including a
version selection and feedback interface as part of the application allows for reproducibility and
collaborative usability, making Shipka Guard not only a practical malware protection tool, but

also a tool for collaborative research or evaluations.

CONCLUSION - SUMMARY OF THE RESULTS OBTAINED

Malware can take many different forms, such as viruses, worms, Trojan horses and
ransomware, and can cause significant damage to people, organizations and even entire
countries. Malware remains one of the most serious threats to information security. With
the evolution of digital technologies, the methods of carrying out attacks are also changing,

which requires the development of new algorithms for effective and timely detection of
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malicious behavior. Traditional solutions, based primarily on signatures, are no longer
sufficient to deal with modern threats.

Considering the need to develop effective means of countering malware, the main
goal of this dissertation work was determined, related to Research and analysis of the
possibilities for detecting malicious software using machine learning. In order to implement
experiments safely in a controlled environment, a mathematical model for selecting a
suitable virtual machine is proposed. In a safe and controlled environment, experiments
were conducted to determine the effectiveness of various machine learning algorithms and
their performance for malware detection was analyzed. Based on the findings, an improved
static analysis approach for malware detection was proposed by optimizing feature
extraction and combining different machine learning algorithms. In addition to these efforts,
a static malware classification framework using feature optimization and ensemble learning
was proposed. The results of the testing showed that the false positive analysis for the
ensemble is significantly lower than that of individual models. To improve malware
classification, a self-aware framework was proposed, integrating model routing based on a
trust system for feature selection and explainability. The routing logic increases the power
of the ensemble with trust-based decisions and provides a flexible mechanism useful for
both historical and contemporary malware characteristics. To refine malware classification,
a trust-aware adaptive framework is proposed, allowing for feedback-based malware
classification. The feedback buffer allows the user to co-correct the model, allowing the user
to export/import feedback files. The integration of explainability contributes to the
confidence in the solutions, which is increased by more information about the features from
a local and global perspective. This adaptive framework is implemented in a developed
demo version of a software application called “Shipka Guard”. It integrates a trust-aware
routing mechanism that uses multiple generations of models, including a fallback
mechanism. It uses a feedback buffer and a correction layer for easy adaptation from user
corrections and synthetic injections. Thanks to the combination of adaptability,
interpretability and scalability, challenges related to the continuous development of
practical next-generation malware detection systems that constantly remain “true” to the
given threat models, instead of constantly changing, are solved.

Through numerous experiments with different types of data, the practical
applicability of both the proposed hybrid algorithms and the developed application under
the name “Shipka Guard” has been established.

As a future development of the research in the dissertation work, research related to

simultaneous and multi-class identification of malware is planned.
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The results obtained on the topic of the dissertation research have been reported at

3 international conferences. The presented results are reflected in a total of 4 scientific

publications in editions that are referenced and indexed in world-renowned databases of

scientific information — Scopus.

CONTRIBUTIONS

The results obtained, described in this dissertation, can be summarized in the following scientific

and scientific-applied contributions:

1.

Two mathematical models are proposed, through which a selection of software for a
suitable virtual machine can be made for the purposes of experimental testing for

malware detection.

An improved static analysis approach for malware detection is proposed by optimizing
feature extraction by combining different machine learning algorithms. Tests conducted

with the proposed hybrid algorithms show better performance.

A framework for static malware classification is proposed, which uses feature
optimization and ensemble learning. The results show that the false positive analysis for

the ensemble is significantly lower than that of individual models.

Self-aware malware classification is proposed by routing models based on a trust system
for feature selection and explainability. The routing logic increases the power of the
ensemble with trust-based decisions and provides a flexible mechanism useful for both

historical and contemporary malware characteristics.

A trust-aware adaptive framework for malware classification with feedback corrections
is proposed. This framework is both adaptive and robust, as it includes a self-aware
model classifier that uses adaptive logic to automatically choose between traditional and
contemporary model layers by measuring the reliability of the prediction. The integration
of explainability contributes to the confidence in the decisions, which is increased by

more information about the features from a local and global perspective.
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YBOZ,

[Hec 3awmTaTa OT 3n10BpeseH copTyep e BaxKHa No HAKOAKO NpuymHU. EaHATa ce oTHaca Ao
CUTYPHOCTTA Ha AAHHUTE, Tbl KAaTO 31I0HAMEPEHUAT coPTyep MOXKe Aa KOMNPOMETUPA INYHU U
OUMHAHCOBM AaHHU, KOETO BOAM A0 Kparkba Ha camoMYyHOCT nm GUHAHCOBM 3arybu. BropaTa e
CBbP3aHa CbC CbCTOAHMETO Ha CUCTEMUTE, TbA KAaTO MHOEKLUMUTE C BUPYCU U TPOSIHCKM KOHE
MOraT ga NoBpeaAaT KOMMIOTPUTE U MPENKNTE, KOETO BOAM A0 3aryba Ha MHPOPMaLUA U CKbNK
PEMOHTU. 3I0HAMEPEHUAT coPTyep MOXKe CbLo Aa NoBAMAE Ha NPOM3BOAUTENHOCTTA, KaTo
NPUYMHABA CPMBOBE, HapyllaBalM exeaHEBHUTE onepaumn n 3aryba Ha Bpeme n pecypcu.
Bcuukm TE3U CUTYaumMmM ce 0Tpa3ABaT Ha penyTaumaTa Ha KOMMNaHMUTE — KOMNPOMETUPAHETO Ha
AAHHU MOXKe Aa NOBAMAE Ha AOBEPUETO Ha KNIMEHTUTE, KOETO e TPYAHO 3a Bb3CTaHOBABaHe. He
Ha Noc/aeAHO MACTO e CNa3BaHEeTO Ha 3aKoHMTEe U pasnopeabuTe, Tbih KaTO MHOTO OpraHM3auum
Ca 3a4b/I’KEHM NO 3aKOH Aa 3aliuTaBaT AaHHUTE HAa CBOUTE KAMEHTU. HapylweHuaTa moraTt aa
[0BenaT A0 CEPUO3HM CaHKLMK. 3N0HaMepeHUAT codTyep MOXKe Aa ce pa3npoCcTpaHABa OT e4HOo
YCTPOMCTBO Ha APYro, 3acTpallaBaMKku UanaTa MpPerKoBa CUTYPHOCT.

AHanu3bT Ha 310BpeaeH codpTyep € NPOoUECHT Ha NOKANM3UpPAHE U U3cneaBaHe Ha
3noBpeaeH codptyep uan Koa € uen pasbupaHe Ha HeroBoTo AencTBME M pa3paboTBaHe Ha
KOHTpamMepKn. 3noBpeseH copTyep MOXKe Aa npueme MHOro Gopmu, KaTo BMPYCU, YEPBEM,
TPOAHCKM KOHE M ransomware, U MOXKe Aa NPUYNHU 3HAYUTEIHM BPeAn Ha Xopa, OpraHM3aumm
W 40pU LeNn obpKaBu. 33 4a Cce onpeneny LenTa, noTeHuManHnTe epekTm n Bb3MOXKHOCTM Ha
AaneH 3nospefeH codTyep, aHaNAM3bT Ha 310BpeaeH codTyep BKAKOYBA M3CnedBaHe Ha
NnoBeAEeHMETO, CTPYKTYpaTa U GYHKLUMOHANHOCTUTE Ha 310BpeaHMNA codTyep. AHaNM3aTOpUTE Ha
3noBpeaeH copTyep ca OT CbLLECTBEHO 3HAYEHMe 3a CEKTOpPA Ha KMBepCcUrypHocTTa, 3al,0To ce
CTPEMAT A3 OTKPMBAT ONACHOCTMU, Aa MM eIMMUHUPAT M Aa Ce 3alumMTaBaT OT OHMaMH aTaku. Ypes
M3N0/3BaHe Ha 3HAHMATA, NO/IYY4EeHM OT aHa/IM3a Ha 3/10BpeaeH copTyep, MoraT Aa ce cb3aanat
peLLEHNSA 33 CUTYPHOCT, KOWUTO LLE 3aWmTAT No-g06pe 6usHeca ot onaceH codptyep. AHAAN3IBT Ha
3noBpeaeH codpTyep € K/AK4YoBa YacT OT BCAKA YycnelwHa cTpaterMa 3a KubepcurypHocT B
HenpeKkbCHATO NPOMEHALLMA Ce Ner3axK Ha 3anaaxmTe AHec.

C eBOMIOLMATA HA ANTUTANTHUTE TEXHONOMMU CE MPOMEHAT U MeTOAUTE 33 U3BbPLUBAHE HA
aTaku, KoeTo Hanara pa3paboTBaHe Ha HOBU anroputmMum 3a e€(PeKTUBHO U HaBPEMEHHO
OTKpMBaHE Ha 310BpeAHO noBegeHue. TpagUUMOHHUTE peleHuAa, 6asupaHn NpeanMHO Ha
CUrHATYypu, Beye He ca AO0CTAaTb4YHM 3a CnpaBAHE CbC CbBPEMEHHUTE 3anaaxu. McTopuyecku
aHTUBUPYCHUTE CUCTEMWM W3NON3BAT CUTHATypHO-6a3MpaHM anropuTMu, KOWUTO CpaBHABAT
daiinoBe ¢ 6a3a AaHHU OT Beye U3BECTHWU BpeauTenn. To3M NoAxXod MMa HAKONKO K/HYO0BMU
HeaocTaTbKa: He uaeHTMdMUMpa HOBa WMAM MyTUpana 3annaaxa; M3uckBa HenpeKkbCHaATo
obHOoBABaHe Ha 6a3n gaHHKU; HeedektuseH cpewy nonmmopdeH, metamopdeH u fileless
malware. Pa3BuTMeTo Ha 3710BpeaHUA coPTyep 3HAYUTENHO M3NPEBAPBA Bb3MOXKHOCTUTE Ha
curHaTypHute cuctemu. OT apyra cTpaHa, AHEeWHMAT malware n3non3ea ycbBbPLIEHCTBAHU

TEXHUKU 3a YKPUBAHE N adanTalunAa — KOABT C€ NPOMEHA NPUN BCAKO U3NBbJIHEHNE,; d aTAKUTE Ce
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M3NbAHABAT CaMO B NMameTTa, aBTOMATUYHO Ce reHepupaT M HOBWU BaApPMAHTU. BcuuKku Te3smn
$aKTopM NOBULIABAT CIOXKHOCTTA Ha 3al4MTaTa U U3UCKBAT HOBM METOAM 32 OTKPUBAHE.

PbCTbT Ha aTakKuTe eKCNOHEeHUMANHO HapacTBa, KAaTO NO JAaHHM Ha CBETOBHMU
N3cnenoBaTe/ICKN LLEHTPOBE eXeAHEeBHO ce MOoABABAT AECETKM XMAaguM HOBU moanduKauumu.
Hannue e HeoTnoXHa HEOBXOAMMOCT OT NPOAKTUBHA 3awmTa. CbBpeMeHHUTE cucTemm TpabBea
[a OTKPWBAT 3an/iaxu npeau Aa ca Bpeauan, a Toea 61 Morsio ga ce peanunsapa Ypes MawrHHO
obyyeHne M noBeAEHYECKU aHaNM3, KOMTO M3cnenBaHe Ha MNOBEAEHWETO, CTPYKTypaTa M
dYHKUMOHaNHOCTUTE Ha malware.

CnepoBaTtenHo, pa3paboTBaHETO HAa HOBM a/ifOPUTMKM 3@ OTKPUBAHE Ha 310BpedeH
copTyep € KPUTUYHO 3a ocurypABaHe Ha MHOOPMAUMOHHA CUTYPHOCT B CbBpPEMEHHaTa
AvrnTanHa cpepga. EsBontoumAaTa Ha 3ansaxute Hanara W3MNoO3BAHETO HA MHTE/IUTEHTHM,
afjanTMBHM M Malabupyemm noaxogu, KOUTO MoraT Aa pearMpaT Ha AWMHaMMKaTa Ha
MmozepHuUTe Kubepataku. MHBECTULMUTE B MHOBALMU MU aNITOPUTMUYHN MOZENM Ca KNHOYOBM 33
n3rpaxaaHe Ha yCTOMYMBU 3aLUTHN CUCTEMMU.

Kato ce B3MmaT npeaBua BCUMYKM TE3M aCMeKTW, CTaBa ACHO, Ye MNpOBeXAaHeTo Ha
n3cneaBaHMA M aHANM3M HA Bb3MOXHOCTUTE 3a OTKPUBAHE Ha 3/110HamepeH codTyep upes
cpeacTBaTa Ha MalLMHHO obyyeHMe e eflHA aKTyasiHa M 6bpP30 pa3BMBaLLA ce Hay4yHa obnacT.

N3noeHneTo Ha AMCepTauuMOHHMA Tpyh € CTPYKTYpUpaHO B yBO4, TPW [1aBw,
3aK/I04YeHNE — pe3tomMe Ha NoNyYeHUTe pPe3yaTaTh, NPUHOCK, CNUCBK Ha NyH6AnKaumMnTe, CNUCHK
Ha 3abenAsaHnTe UUTUPaAHUA, AEeKNAPaLUA 32 OPUTMHANHOCT U Bubanorpadus.

B MaBa 1 e HanpaBeH aHa/M3 Ha PaA3/IMYHM ANTOPUTMM Ha MALIMHHOTO ObOyyeHue
OTHOCHO TAXHOTO MNPEeACTAaBAHETO 3a UenMTe Ha OTKPMBaAHE Ha 3/10BpedeH codrtyep.
MNpeactaBeHO e TecTBaHe Ha NPUAOMKMMOCTTA Ha aAropuTMM 3a ABOMYHA KnacudwuKauuma 3a
OTKpMBAHE Ha 3/10BpeaeH copTyep, N3Non3Bankm nybamyeH Habop oT AaHHM, 3apa3eH ¢ 9 BMAa
3noBpeneH codtyep, ype3 npeanoxeHa metogonorna. CneaBamkm Tasm MeTOA0/0MMA U
onpeaeneHUTe NOKasaTenu, pesyntTaTuTe NOKa3BaT NPUAOKMMOCT Ha U3C/e4BaHN aArOPUTMHU,
KaTo eauH ot Tax (Random Forest) agemoHcTpupa no-gobpa nponssogmTenHocT. NoKasaHo e, ye
xnbpngHnat mogen CNN-LSTM 3HauuTenHo npeBb3XOXKAa APYyrn TecBaHM NoAaxoaum,
NOCTUramkm To4yHocT oT 0,97 1 CbLLLO TONKOBA BUCOKU CTOMHOCTU 33 NPELM3HOCT, MOMbAHOTA U
F1-Score. To3n xmbpuaeH moaen KoMbUHUpPa CUNHUTE CTPAHU Ha Bb3MOKHOCTUTE 3a U3B/INYAHE
Ha xapakTepuctnkmn Ha CNN cbc cnocobHocTTa Ha LSTM aa ynasa BpemeBM 3aBUCMMOCTHU, KOETO
ro npaBu ocobeHo edpeKTUBEH 3a AaHHM OT loT-23.

B MhaBa 2 e onucaH npeanoxkeH mogen 3a n3bop Ha BUPTyasHA MallMHa 3a UenuTe Ha
NPOBEXAAHETO HA EKCNEePUMEHTM 3a OTKPMBAHe Ha 3noBpeseH codTyep. lNpeactaseH e
noaobpeH noaxoa Ha CTaTUYEH aHaN3 Ype3 ONTUMU3NPAHE U3BIMYAHETO Ha XapPaKTEPUCTUKM,
KOMOUHMPANKN Pa3INYHN aNTOPUTMM 3@ MALIMHHO ObyyeHMe 3a OTKpPMBAHE Ha 3/10BpeneH
codtyep. lNpeacraBeHa e npegnioXKeHa pamMKa 3a CTAaTUYHA KAacuduKauuAa Ha 3710BpeaeH
codTyep, M3MNoA3BalLa ONTMMM3AUMA Ha QYHKUMM M aHCambBnoBo obyyeHue. 3a noaobpaBaHe

Ha Kl'IaCM(bMKaLl,VIFI Ha 3n10BpeaeH cod>Tyep e npegnoxeHa CaMoOCb3HATa PpaMKa, UHTerpupatla
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pyTMpaHe Ha mogenn Ha 6asaTa Ha cucTema 3a AoBepue 3a M3bopa M 0BACHMMOCT Ha
XapaKTepuCcTUKUTE. 3a npeuesmpaHe Ha KnacudurKauma Ha 310BpeaHUs codTyep e NpeasioxKeHa
aflanTMBHA paMKa, cbobpaseHa C [AOBepueTo, MO3BOAABALLA KnacuduKauma Ha 310BpeseH
copTyep C BB3MOXKHOCT 3a KOpeKuuu 4ypes obpaTHa Bpb3Ka. Tasu aganTMBHA pamKa e
peanusMpaHa B pa3paboTeHa gemo Bepcua Ha codpTyepHO nNpunoxeHue nog umeto ,Shipka
Guard”. Ta uHTerpupa MmexaHU3bM 3a pyTUpaHe, cbobpaseH C AOBEPMETO, KOMTO M3NO0/3BA
MHOYECTBO MNOKOJNIEHUS MOAENN, BKAKUYUTENHO pe3epBeH MexaHu3bm. B Hea ce M3nonsea
6ydep 3a 0bpaTHa Bpb3Ka U €101 33 KOPEKLMK 3a /iIeKa afanTaumsa oT NOTPEeObUTENCKM KOPEKLUK
N CUHTETUYHU UHXKEKLMUMN.

B MnaBa 3 ca npeacTaBeHW pe3ynTatuTe OT NPOBEAEHOTO TECTBAHE HA NpeaoKeHuUTe
Mmozenu 3a u3bop Ha codpTyep 3a BUPTyanHa mawwmHa. OnNncaHn ca pesynTaTy OT TecTaBaHe Ha
npeanoXxeHusa nofobpeH Noaxos Ha CTaTUYEH aHa/M3 Yype3 ONTUMU3IMpPAHE M3BAMYAHETO Ha
XapPaKTePUCTUKMU, KOMOUMHUPANKK PA3/IMYHU aNITOPUTMM 3@ MAWMHHO 06yyYeHne. OnncaHu ca
YUCNEHN EeKCNEePUMEHTM, M3MNO0N3BaMKN NpeasioXKeHaTa pamKa 3a CTaTUYHa KnacuduKauma Ha
3noBpeaeH codtyep, B KOATO € HanpaBeHO ONTUMM3MpPaHEe Ha QYHKUMUTE M € U3NON3aBHO
aHcamb10Bo 0byyeHMe. NOKa3aHM Ca CblLO Pe3yaTaTh OT TecTaBaHaTa CaMOOCb3HaTa PaMKa,
MHTerpupala pyTmpaHe Ha moaenun Ha 6a3aTa Ha cucTema 3a goBepue 3a n3bopa n obacHMMocCT
Ha XapaKTepucTuKuTe. TyK e npectaBeHO pa3paboTeHOTO M TecTBaHO npuaoxkeHue Shipka
Guard, WHTerpupalw,o npeasioKeHaTa afanTMBHA pPaMKa, CbobpaseHa C [0BepUETO,
no3Bo/iABalLa KnacuduKaLma Ha 310BpeseH codpTyep C Bb3MOXKHOCT 3a KOpPeKL MM Ype3 0bpaTHa
Bpb3Ka. MoKas3aHo e, ye bydepbT 3a obpaTHa Bpb3Ka AaBa BB3MOMKHOCT Ha noTpedbutens
CbBMECTHO A3 KOpurmpa moAena, Koeto My no3Bo/ifBa Aa ekcnopTupa/vmnopTtupa ¢aiinose ¢
obpaTHa Bpb3Ka. OT Apyra CTpaHa, MHTerpaumaTa Ha 06ACHMMOCTTa AONPUHACA 33 AOBEPUETO B
peweHuATa. Bcuuko ToBa e peanusupaHo B pa3paboTeHa Aemo Bepcusi Ha codTyepHo
npunoxeHue nog nmeto ,,Shipka Guard”.

B 3aKntoyeHMeTO e HanpaBeHO 0boLLEHME HA MONYYEHUTE pe3ynTaTn B CNeaCTBUE Ha
npoBeAeHNTe U3CNeABaHNA, NPEeAMET Ha HACTOALLMA AMCePTaLMOHEH Tpya. NoKa3aHU ca HAKoU

OCHOBHW NOCOKMU, KOMTO Aa ce n3noa3eaTt B 6'b,£|,€LLI,M n3cnegBaHuA.

FMABA 1. AHAZIU3 HA TEXHUKUTE 3A OTKPUBAHE U KNTACUPULIUPAHE HA
3NOBPEAEH CODTYEP

B HacToALWaTa rnasa e HanpaseH aHa/IN3 N CPaBHEHME Ha PA3AUYHM aNTOPUTMMU HA MALLMHHOTO

o6yqume OTHOCHO TAXHOTO npeAactagAHe 3a Ue/INTe Ha OTKPUBAHETO Ha 3/10BpeaeH cochyep.

1.1. AHanm3 u KnacupuKaumua Ha aAropuTMmUTE Ha MaLLMHHO obyyeHue 3a
OTKpUBaHe Ha 31I0HamepeH codpTyep

MawunHHOTO o06yyeHne (MO) KaTo nopobnacT Ha W3KYCTBEHUA WHTENEKT npeaocTaBs

Bb3MOXXHOCT 3a npaseHe Ha NPOrH03n Bb3 OCHOBA Ha MmoAesin, HayYeHUN ANPEKTHO OT AadHHMU,
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6e3 Aa ca u3puyHo nporpammpanm 3a toea (Ozkan-Okay et al., 2024). MO 3aema Knto4oBa pon
B OTKPMBAHETO M CMEKYaBaHEe Ha C/IOXKHUTE 3aniaxu Ha 310BpesHuA codpTyep NoO PasAUYHM
HauMHKU. Ype3 cpeactaBata Ha MO moraT ga aHanAusupaT ronemu obemum OT AaHHM, Aa ce

Knacuduumpart daitnose M nporpamu, Aa ce NporHo3mpart 3annaxu u gp. (dur. 1.1).

AHQAAU3 Ha
lMpoaHo3u- 0aHHU /|

paHe Ha - Knacugpukayus
3anaaxu

MawmnHHO obyyeHue
Knacugu-
Kayus Ha 0B8e0eHYecKU

Asmoma-
CemaHMuU4HoO
MUu4HO
pasbupaHe
oby4yeHue

Gue. 1.1. MpunoxceHue Ha MAWUHHOMO 0by4eHue

1.2. CpaBHeHMe Ha Pa3/IMYHX a/ITOPUTMM 33 ABOUYHA KNacudpuKauma

3a uenute Ha CpaBHEHMETO Ha MNPUNOKMMOCTTA U TOYHOCTTA HaA PaA3/IMYHUN ANTOPUTMU 3a

OTKpMBaHe Ha 3n10BpeaeH codTyep B eAnH U Cbly, 06em faHHM ce M3NoN3Ba ceaBaHa cieaHaTa
Anarpama, Kakto e nokasaHo Ha dur. 1.2 (Barzev et al., 2024).

1. 2. CbbupaHe un 3. 4.

JedunHupare Ha npuaobusaHe Ha MpeuncreaHe Ha MpoyuBateneH
npobsiema AaHHN OaHHUTE aHanM3 Ha faHHK

7. N360p Ha 8.
anropuTbm 3a 6
i e MaLMHHO ObyueHune Ha
XapaKTEPUCTUKHU 06yuenme moaena

5. MNpeaBaputenHa 6.
06paboTka Ha M360p Ha

9. 10. 11
TecTBaHe Ha LJOKyMeHTUpPaHe Ha

HKa Ha m
OueHKa Ha mogena mogena npoueca

®ue. 1.2. brioK-cxeMa HaO Memo00102UAMa HA eKcrepumeHma
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HabopbT OT AaHHKM, M3NOA3BaH B TO3U ekcnepumeHT e BIG2015 Dataset. Tol cbabprKa
eTUKeTUpaHM AobpoKayecTBeHM U 3n0HamepeHn PE n OLE dainose. PasnpeaeneHneTo Ha

3n10BpeaHuA copTyep B Habopa OT AaHHM e NoKasaHo Ha dur. 1.3.
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Gue. 1.3. [lpedcmassHe HA pa3npocMpaHeHUemo Ha 37108pedeH cogpmyep 8 Habopa om OaHHU

Mpeawn ga ce cTUrHe A0 pes3ynTata OT eKCMEePUMEHTa, € BaXKHO A3 Ce onpeaenat NnoKasatenumTe,
BbPXYy KOWUTO LLle ce CbCpenoTodMM, 33 A3 Ce onpeaenu KOJAKO TOYHO anroputmute ce
npeacTaBAT cnpAMo Habopa oT AaHHU. M36paHuTe nokasaTtenu ca: 1) Accuracy, 2) Precision), 3)
Recall u 4) F-1 pe3ynTar.

MonyyeHWUTe CTOMHOCTM Ha M3CnenBaHUTE METPUKK 3a M3bpaHuTe anroputmmn Random
Forest, K-Nearest Neighbors n Support Vector Machines Bbpxy nscnegsaHua Habop oT AaHHU

ca nokasaHu B Tabnuua 1.2.

Tabauya 1.2. Pesyamamu om U3nosA3eaHuUme rnokasamesu

Anroputbm MeTpunKn

Accuracy Precision Recall F-1
RF (Random Forest) 0.9825 0.9812 0.9999 0.9893
K-NN (K-Nearest Neighbors) 0.8632 0.8911 0.9938 0.9731
SVM (Support Vector Machines) 0.7819 0.9653 0.7309 0.8487

Ot Tabnmua 1.2 moxKe Aa ce yCTaHOBM, Ye Hal-406pUAT aNropuTbm 3a M3N0A3BaHATA METPUKA
e Random Forest. ToBa ce Ab/KM Ha To4yHOCTTa Ha Random Forest, KoaTo e Hal-Ao06pa CcbC
ctonHoct 0.9825, cnegsaHa ot K-NN cbc ctorHoct 0.8632 m nocnepgHa e Support Vector
Machines ¢ 0.7819. OTHOCHO BTOPMAT NOKa3aTen — NPeUM3HOCT, pe3yaTaTuTe ca aHaNOTUYHU U
Han-gobpa NPon3BOAUTENIHOCT MOKa3Ba anroputbmbT Random Forest, cblo CbC CTOMHOCT
0.9812, cneagaH o1 Support Vector Machines n Hakpasa ot K-NN. ToBa ce Ab/1’KW Ha NONyYeHUTe
pe3yntatM 3a M3bpaHUTE METPUKWU. 3a OCTaHA/NUTe METPUKM, Han-gobpu pesyntatm ce

nosny4asaT oT anropuTbma Random Forest (Tabauua 1.2).
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1.3. AHanK13 Ha NPOU3BOAUTENTHOCTTA HA AZIFOPUTMM 32 OTKPUBAHE Ha 3/10BpeaeH
codTyep B peiita ceT oT 06/1aCTTa HA UHTEPHET HA HewjaTa

EAHO OT KPpUTUYHUTE NPean3BUKaATENCTBA, CBbP3aHM C MPOHMKBAHETO Ha 3/10BpeaeH copTyep, e
NoJly4aBaHeTO Ha HeoTopM3MpaH AocTbn A0 |oT yCcTpoCcTBa, KbAETO 310BPeAHUAT codTyep ce
OMUTBA Aa KOonMpa OTOPU3MPAHU YCTPOMCTBA, KATO UMUTUPA TEXHUTE XapAyepHU U coPpTyepHuU
cneumdukaumm (Praveen et al., 2023).

3a aHanun3a Ha nponssognTenHocTTa Ha anroputmmnte LSTM, SVM, CNN n CNN-LSTM 3a
OTKpMBaHe Ha 3710BpeAeH copTyep ca N3N0N3BaAHU AaHHW 32 MPEXKOBMA TpaduMK OT n3BagKa oT
Habopa oT pgaHHM [0T-23. CboTBETHUTE MaTpUUM Ha OObpPKBAHe, BU3yaAU3MpALLU W
0606waBalLy NPoM3BOAMUTENHOCTTA Ha aNTOPUTMUTE 3a KlacudumKaumsa, ca Kakto cneasa dur.
1.4 po dur. 1.7.

LSTM Confusion Matrix SVM Confusion Matrix
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Gue. 1.4. Mampuuya Ha obvpksaHe Ha LSTM ®ue. 1.5. Mampuuya Ha obvpkeaHe Ha SVM
CNN Confusion Matrix CNN-LSTM Confusion Matrix
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Que. 1.6. Mampuya Ha obvpksaHe Ha CNN Que. 1.7. Mampuya Ha o6vpksaHe Ha CNN-LSTM

3a ga ce oueHW NPOM3BOAUTENHOCTTA Ha pasrnefaHoTe No-rope 4yeTmpu anropuTbma 3a
knacmopumkauma LSTM, SVM, CNN u CNN-LSTM, e wu3non3BaH aHaaAM3 Ha KpuBaTa Ha
onepaTMBHUTE XapaKTEPUCTUKM Ha NpueMmHMKa (Receiver Operating Characteristic — ROC). ROC

Kpueute rpaduyHO MAOCTPUPAT AUCKPUMUHALMOHHUTE CMOCOBHOCTU Ha BCEKM MOAen ypes
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OTpa3AaBaHe Ha UCTUHCKUN MNONOXKUTENHUNA MNPOUEHT (TPR) cnpAamo d)a.l'ILLIMBO NONOXUTENHUNA

npoueHT (FPR) 3a pa3/iIMyHM NparoBM CTOMHOCTU, KAKTO € NoKa3aHo Ha dur. 1.8.

1.0 ——

True Positive Rate (MICTUHCKW NONoOXUTENHW)

LSTM (AUC = 0.68)

SVM (AUC = 0.81)

CMNN (AUC = 0.93)
CNN-LSTM (AUC = 0.99)
Random Guess

0.0 T T T
0.0 0.2 0.4 0.6 0.8 1.0

False Positive Rate (®anwnBo NONOKNTENHN)

Que. 1.8. ROC kpusu 3a LSTM, SVM, CNN, CNN-LSTM

Ypes cpaBHABaHeTO Ha ROC KpumBUTE Ha BCEKU MOAEN MOXe Aa Ce OUEHAT KOMMNPoMUcuTe
MeXay YyBCTBUTENHOCT U cneumndumyHocT. To3m aHanmM3 gasa npeacTaBa 3a CNOCOBHOCTTA Ha
BCEKM aNroOpUTbM NPaBUIHO Aa MAEHTUPUUMPA NOJIOXKMUTENIHM CydYau, KaTo CblUEBPEMEHHO
MUHUMU3NPE GANLWNBO MONOKUTENHUTE PEe3ynTaTu, npeanaraiku UANOCTEH Mornen Bbpxy
edeKTUBHOCTTA Ha KnacndbuKaumnaTa npm pas3anyHm nparose. No-BMCOKaTa KpUBa C NO-ronsma
AUC npeanonara no-gobpa npon3BoanTENHOCT NpPU KnacuduumpaHeTo Ha cnydan. Popmata m
pPa3noONOXEHMETO Ha BCAKA KpuMBa OTpa3ABaT KOMMOPOMUCUTE MeXay NpPaBUAHOTO
MAEHTUPMUMPAHE HA MONOXKUTENHM Ccaydanm M M36arsaHeTo Ha QanWMBM NOJIOKUTENHU
pe3ynTaTu.

3a ga ce OuUEeHM UANOCTHO KnacuduKaumMoHHaTa ePeKTUBHOCT Ha YeTupuTe moaena —
LSTM, SVM, CNN 1 CNN-LSTM — ce aHanu3unpaxa HAKOJIKO KNOYOBM NOKa3aTena, BKAKUYUTENHO

TOYHOCT, NPELUM3HOCT, NOMNbJHOTA Ha NOBTOpeHMe U F1 pesynatat — Tabamua 1.3.

Tabauya 1.3. Peaynmamu om npou3sooumesiHocmma Ha dsazopummume

Mogen Accuracy Precision Recall F1-Score
LSTM 0.74 0.72 0.74 0.71
SVM 0.84 0.86 0.84 0.84
CNN 0.91 0.92 0.91 0.91

CNN-LSTM 0.97 0.97 0.97 0.97
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1.3. U3Bogu

MalwKnHHOTO 0by4YeHne KaTo 061acT OT U3KYCTBEHUA UHTENEKT, U3NOA3BA aArOPUTMHU, 3a [a ce
Y4YM OT AaHHK, Aa MAEeHTUPULMPa MOAENN U A3 NPaBU NPOTrHO3U MU PelleHUs C MMHUMaHa
yoBellka Hameca. CnegosaTenHo, MoraT Aa Ce HanpaBAT HAKOU KOHKPETHM U3BOAWU OT

nposeaeHnNTE aHaan3nm U CpaBHEHUA, a UMEHHO.

e CbluecTByBa pa3Hoobpasme oT moaenn, 6asmpaHn Ha MaWMHHO 0byyeHuMe, KOUTOo ca
CNocobHU 3a OTKpMBaAHE Ha 3/10HamepeH codTyep;

e BaeH eTan OT npuaaraHeTo Ha MalMHHO oObydYyeHMe W no-CneunanHo Ha
KOHTPO/IMPAHOTO 0by4YeHMe e NPOLEeCHT Ha CaMOTo obydyeHue, NP KOEeTo ce Lenmu
obyyaBaHe C AaHHM 33 KOHKpPETHa npeameTHa obnacT;

e KOMOWHMpPaAHETO Ha pPas/IM4HM MOAEAM HA MALIMHHOTO O0byyeHMe MoXKe A3
AonpuHece 3a Npeoao/siABaHe HeAoCTaTbUWUTE Ha CAaMOCTOATE/NIHO WM3MNOA3BaHMUTE
MOZEenNu.

CnepoBaTtenHo, M3bpoeHUTe Mo-rope NpeanocTaBKM Ca OCHOBAa 3a paspaboTBaHe Ha

noao6peHn Moaenn, PaMKn U NPUNONKEHUA, BOAELLM A0 NO-406pU pe3ynTaTi Npu OTKPUBAHETO

M KnacuoumumMpaHeTo Ha 3n10BpeaeH codTyep.

1.4. Uen v 3apaun

Llen Ha gMcepTaUMOHHUAT TPy e Aa ce U3cneaBaT M aHann3mMpaT Bb3MOXKHOCTUTE 33 OTKPUBAHE
Ha 3/10HamepeH copTyep Ypes cpeacTBaTa Ha MAWKMHHO obyyeHue, Ha 6a3a Ha KOMTO Aa ce
npeanoXaTt NoAxoAaLm XMbpUaAHU MOAENN, PaMKM U NPUNOXKEHMA 3a NOJlyYaBaHe Ha no-a06pu
pesynTatM npu OTKPUBAHETO Ha 3n0BpegeH codTyep. 3a MOCTUrAHETO Ha Tasu uen e
HEeobX0AMMO Aa Ce U3MBAHAT CnegHUTe 3aJaun:

1) pa ce HanpaBW aHaU3 HA PA3/IMYHU A/ITOPUTMM Ha MALLMHHOTO 0by4YeHUe OTHOCHO
TAXHOTO NpeACTaBAHETO 3a Lie/inTe Ha OTKPUBaHe Ha 310BpeaeH codTyep;

2) pa ce onpeaenu noaxogdlla BUMPTYNHA MalUMHA, KOATO Aa Ce M3Mo/3Ba Npu
NPoBeXJaHe Ha TECTOBE 33 OTKPUBAHE U KnacuduKauma Ha 3n0BpeaeH codryep;

3) pa ce npeanoxum nomobpeH noaxon 3a CTAaTUYEH aHA/M3 338 OTKPUBaAHE Ha
3n0BpeaeH copTyep 4pe3 ONTUMM3IUpPAHE M3BANYAHETO Ha XaPaKTEPUCTUKU W
KOMBUHUPANKK Pas3/IMYHN anrOPUTMK 338 MalLMHHO 0by4yeHue;

4) pa ce NpepnoXu pamKka 3a CTaTUdHa KnacuduKauua Ha 31o0BpedeH codTyep,
M3Mon3Balla ONTMMM3aUMA Ha PYHKLMKN U aHCamMbnoBO 0by4veHue;

5) pa ce npeanoXM camoocb3HaTa KnacuduKauma Ha 3noBpedeH codTyep upes
pyTMpaHe Ha moaenun Ha 6a3aTa Ha cucTtema 3a gosepue 3a n3bopa n obssicHMMOCT
Ha XapaKTePUCTUKUTE;

6) [Oa ce NpeanoXkun aganTMBHa paMKa, cbobpaseHa ¢ 4oBepmueTo, 3a KnacudpuKkauma Ha

3710BpeseH copTyep ¢ KopeKLmm 3a obpaTHa Bpb3Ka.
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FMABA 2. MOAE/IN 3A U3BOP HA BUPTYATHA MALUUHA, XUBPUAHU
AJITOPUTMU U PAMKU 3A OTKPUBAHE HA 3/TOHAMEPEH CO®TYEP YPE3
METOAUTE HA MALLUHHOTO OBYYEHUE

2.1. U360p Ha codpTyep 3a BUPTYa/SIHU MALLMHU 33 LLe/IMTe Ha OTKPUMBaHe Ha
3nospeaeH codpryep

Kato ce nma npeasuna BaXXHOCTTa Ha BUPTYa/sIHATA MalUUHA HeE CaMO 3a busHec uenn, Ho " 3a
OTKpuBaHe Ha 3/10BpeneH cochyep, Ca npegnoxXeHun Asa mogena 3a rpynoso B3emaHe Ha

pelleHunn 3a M3bop Ha BMPTyasHa MallMHa.

2.1.1 Mopenum 3a rpynoBo B3emMmaHe Ha pelueHue npu u3bop Ha copTyep 3a BUpTyasiHa
MallMHA

Pa3srnenaH e KOHKpeTeH npobsem, oTHacAwW, ce Ao n3bop Ha BMPTyasiHAa MalUMHA, KOATO Aa
pabotn Ha pgeckton ¢ Windows. Kato focTaTb4yHO 06LM NOKasaTenn moraT ga ce M3nonssaT
KpuTepmuuTe ,NeKoTa Ha M3nos3BaHe”, ,o0b6cny)KBaHe Ha KAWEHTU” U ,,CbOTHOLWEHUE LEHA-
KayecTBO”, KOUTO moraT necHo ga 6baaT pa3bpaHn. BCUUKM Te3n KpuUTepuu, 3aeaHO C Beye
NAfEHUTE OLEHKW, Ce W3NOoN3BaT B CneAHWs NpeasioXeH MOAEN 3a rpyrnoBo B3eMaHe Ha

peweHus (Borissova et al., 2023):

max{Aj} = X 11Tl w; ef (2.1)
law =1 (2.2)
¥ A=1 (2.3)

KbOETO MHAEKC j e u3non3saH 3a 0b03HavyaBaHe Ha Habop OT AageHWTe anTepHaTUBU (j =
1,...,]), C MHOEKC i € 03HAaYEeHO MHOXKECTBOTO Ha KputepuuTe 3a oueHKa (i = 1, ..., 1), a uHAEeKc
q e “3noa3BaH 33 03HaYaBaHe HAa MHOXeCTBOTO HA /AMUaTa, B3emalm peweHune (g = 1, ..., Q)

KOMUTO e dopmMmmupaTt KpamHOTO rpynoBo pewieHne. KoeduumeHTute w; n3pasasaT BaXKHOCTTA Ha

q
i

KpUTepuuTe 3a oLeHKa 1 TpAbBa Aa cna3BaTt oTHoweHuMeTo (2.2). ApyruaTt Bug KoedbuumeHTu e
n3pa3ABaT OLLEHKMTE Ha j-US KpUTePUI CbrNacHo rneaHaTta ToUKa Ha g-us ekcnepT. B 3aBucMmoct
OT KOMMETEHTHOCTTA Ha BCEKM EKCMepT 3a BCEeKM ce 3aAasaT CboTBeTHU Terna A%, KouTo we
y4yacTBaT BbB pOPMMUPAHETO Ha KPAaMHOTO rpyrnoBo peLleHue.

Bb3MOXHO € CblLo Taka, BMeCTO M360p Ha eAnH eQUHCTBEH TN codTyep 3a BUPTyaHa
MallunHa, 4aAeHMAT Habop OT anTepHaTMBM Aa ce peayumpa 40 NOAMHOXKECTBO, a 3bopbT Aa
ce M3BbPLIK NO APYrK KpUTepuu. Hanpumep, moxe Aa ce Hanpasu NOCNeABaLLO KnacupaHe,
M3NoN3BalikM cneundUUYHUTE XapaKTepPUCTMKM. B TasuM cuTyaums MoxKe Aa ce M3nos3Ba

CNnefHUAT KoMbMHaTOpPEeH onTMMM3aunoHeH mogen (Borissova et al., 2023):

max{Zf=1 xj Zgzl/lq Y wiel} (2.4)
Mpu orpaHUyeHuns
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Y% =Cx €01} (2.5)

x; € {0,1} — binary integers (2.6)
C<J (2.7)

Yisawi =1 (2.8)

T 21=1 (2.9)

W3nonssaHuTe A4BOMYHM NPOMEH/IMBM X; Ca CBBP3aHM C BCAKA anTepHaTWBa, a KOHCTaHTaTa C
nspasnBa 6poa Ha anTepHaTUBUTE, A0 KOUTO Ce CTpeMMm Aa peayuvMpame AaAeHOTo
MHOXEeCTBO anTepHaTtMeu. OYeBUAHO €, Ye Ta3n KOHCTaHTa TpAbBa Aa e no-masnka oT 6poAa Ha

anTepHaTmMeuTe, uspaseHu c (2.7). Lenesata dpyHKuma (2.4) we n3bepe TOYHO Te3n anTepHaTUBU

q

c no-go6pw pesynTtaTn, CbobpasHoO oueHKuTe e; .

2.2. Nopo6bpeH nogxoa Ha CTaTUYEH aHANU3 Ype3 ONTUMU3UPAHE U3BIMYAHETO HA
XapPaKTepPUCTUKU, KOMOUHUPANKKU Pa3AUYHUN aATOPUTMMU 32 MALLMHHO 0byyeHue 3a
OTKpMBaHe Ha 3n10BpeaeH copTtyep

CTaTUYHMAT aHaNM3 Ha 3n10BpeaeH codpTyep, KaTo NPOAKTUBEH NOAXOJA, BKIKOYBA aHa/M3 Ha
XapPaKTePUCTUKMUTE U KOMMNOHEHTUTE HA noao3puteneH ¢ann, 6e3 Ton aa ce M3NbAHABA. To3M
MeToZ, NpeaocTasa MHGOPMaLMA 33 CTPYKTypaTa, NOBEAEHMETO M NOTEHLNATHUTE PUCKOBE Ha
¢dalina, Kato aHanM3npa pasnYHK aTpubyTn, KaTo 3arnaBka Ha ¢aina, meTagaHHU, HU30BE,
pecypcn n Kop. To3m 6e3onaceH cTaTMyeH NoAxo4 ce OTAM4aBa C O6bp30 CKaHMpaHe M
MapKMpaHe Ha YecTo CpeLLaHK 3anaaxm, KOeTo ro NpaBu uaeaneH 3a aHTUBUPYCEH coPTyep U

NbPBOHAYA/THO COPTUPAHE.

2.2.1. Mopo6bpeH nogxoa 3a OTKPUBAHE Ha 310BpeaeH copTyep Ype3 KOMObMHUpPaHe Ha
Pa3/IMYHM aNTOPUTMHM 32 MALLMHHO 0byueHue
06061WeHOTO aIFOPUTMUYHO NPeACTABAHE HA NPEAJIOKEHNA NOAXO0A 33 NOA0OPEHO OTKPUBAHE
Ha 310BpeaeH copTyep Ypes KOMOMHMPAHE Ha PA3/IUYHM AATOPUTMM 338 MALLMHHO oby4veHue B
3 XMbpUAHN anropmMTbMma e UntCTpupaHo Ha dur. 2.2 (Barzev & Borissova, 2025).

B HayanHaTta ¢asa ce cpaBHABAT MHAMBUAYANHUTE TOYHOCTU HA Knacupumkatopute, a B
cnepgallaTa ¢pasa — TOYHOCTTA Ha opMUpPAHUTE XMBPUAHM ANTOPUTMU:

1) H1 KaTo KombuHauma Ha NB 1 KNN;

2) H2 kaTo KOMbUMHauma Ha NB u RF;

3) H3 KaTo KombuHauma Ha NB, KNN u RF.
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ANrOpUTMMU 3a KaacudMKauusa

ObyuuteneH
Habop
KNN J
|

v * v
MN3BAMYaHe Ha N3BanyaHe Ha N3BanYaHe Ha
XapaKTEPUCTUKM XapaKTEPUCTUKU XapaKTEPUCTUKU

y v v
EonHmuaHa KNN EaonHmnyHa NB EovHunyHa RF
nporHosa nporHosa nporHosa

H1 - ArpermpaHa H2 - ArpernpaHa

nporHosa NnporHosa
_ H3 - ArpernpaHa B
nporHosa
v v v A 4
[ CpaBHeHue ]

Gue. 2.2. 0606uWeHO AA20PUMMUYHO PedcMmassHe Ha NpPeds1oxceHUs Mnodxod

NB KaTo AMpeKTeH BepoATHOCTEH KaacudukaTop paboTv npu npennosioxeHueTo 3a
CW/IHA HE3aBMCMMOCT Ha npu3HauuTe. Tol pas3uuTa Ha TeopemaTa Ha beiic, 3a ga usuncau
anpuopHata BepoaTtHocTt P(H) wu anoctepuopHaTa BeposaTHocTt P(H|E) 3a cbbutue,

Ha6fll-0ﬂ,aBaH0 CbOTBETHO NpPeAn 1 cnen AoKa3aTencTsaTa, U Ce U3pa3ABa KaTo NPaBnUIoO Ha benc:
P (H|E) = (P(E|H)xP(H))/P(E)

MNceBAOKOABT 33 HAMBHUA aNrOPUTLBM Ha belc e cnegHUAT:

Step 1: Training:
For each feature
For each feature-value E
For each class-label H

P(E/H) = total number of occurrences of feature value with class
label) / (total number of occurrences of class label)
End for
End for

End for
Step 2: Testing:
For each instance in test data
Calculate probability using P(H/E)=(P(E/H)*P(H)) /P (E)
End for
Step 3: Assign the class label with the maximum probability to the test instance.

Mo nogobeH HaumH morat ga 6vaaT uspasenun anroputmmte KNN n RF
Cnep npoueca Ha M3bop Ha XapaKTepUCTUKK, BpPoAT Ha onpeaeneHUTe TakMBa B ABaTa
Habopa OT AaHHW € CbOTBETHO TPMHaAECeT U neTHaaeceT. KpallHUAT pe3ynTaT CbAabpKa CMUCHK

CbC 7 BaXKHW XapaKTEPUCTMKM, KaKTO e NoKasaHo B Tabimua 2.1.
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Tabauya 2.1. Xapakmepucmuku, uznonassaHu om XGB modesna, ¢ maxHOmMo onucaHue

No Feature Description

1 conn_state_50 Connection state

2 proto_tcp Transaction protocol

3 idresp_p Destination port

4 idresp_h Destination IP address

5 resp_pkts Destination packets

6 orig_ip_bytes Source2destination transaction bytes
7 Idorig_p Source port

Ba)kHO ycnoBuMe 3a NocTUraHe Ha No-Aobpa TOYHOCT NP KOMBUHUpPaHe Ha KnacuduKaTopu e
N3MNON3BAHETO Ha Pa3/INYHM HabopPM OT XapaKTEPUCTUKMN UM PA3INYHKN 06yYnTenHn Habopwm (Ho
et al, 1994; Kittler et al., 1998). CobuiecTBEHa XapaKTEPUCTMKA HA MHOroCTeneHHun
Knacuoumkatop e GaKTbT, Ye ToOM MoXKe Aa cTabunmsmpa obyyeHMeTo Ha KnacudukaTopu Bb3
OCHOBA Ha Ma/TbK pa3mep Ha U3BaaKarTa.

MNceBooKoabT Ha XxMbpuaHua anropmutbm H1, 6a3mpan Ha arpermpaHeTo Ha NB u KNN, e
CNegHUAT:

Step 1: Aggregate the probabilities from NB and KNN
For each test instance Ti
For each class label Ci
Probability of Ci= (probability of Ci obtained from NB + probability of Ci
obtained from KNN) /2
End for
End for
Step 2: Assign the class label with highest probability to the test instance.

MceBAOKOABT Ha XMBpUAHUA anropmuTbm H2, 6a3mpaH Ha arpermpaHeTo Ha NB u RF, e cnegHuaT:

Step 1: Aggregate the probabilities from NB and RF
For each test instance Ti
For each class label Ci
Probability of Ci= (probability of Ci obtained from NB + probability of Ci
obtained from RF) /2
End for
End for
Step 2: Assign the class label with highest probability to the test instance.

MceBAoKoABT Ha XMbpuaHuA anroputbm H3, 6a3upaH Ha arpernpaHeTo Ha NB, RF n KNN, e

CNeAHUAT:

Step 1: Aggregate the probabilities from NB, RF and KNN
For each test instance Ti
For each class label Ci
Probability of Ci= (probability of Ci obtained from NB + probability of Ci
obtained from RF + probability of Ci obtained from KNN) /3
End for
End for
Step 2: Assign the class label with highest probability value to the test
instance.
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lNpepnara ce cpepgHonpeTerneHata TOYHOCT MNpwU KOM6VIHMpaHe Ha pe3yntatn OT Pas/iIMyHU

aJIrPUTMMN 32 MaWLMHHO o6yqume Aa ce U3pasnm 4ypes cneagHoTo CbOTHOWEHUE!

Conbined_Accuracy = (Y-, Accuracy; * Count;)(XF Count;)™?! (2.10)

Kbaeto Accuracy; TOMHOCTTa Ha i-TuAa anroputbM gokato Count; npepcrasnasa 6poa NbTu, B
KOWUTO e MOCTUrHaTa i-TaTa TOYHOCT (T.e. BPOAT Ha aNropuTMUTE, KOMTO Ca AOBEAW A0 i-TaTa

TOYHOCT), a . e 06WMAT 6POM YHUKANHU TOYHOCTU.

2.3. PamKa 3a cTaTUYHa KnacuduKaumua Ha 3nospegeH coptyep, M3noa3BaLla
onTummsauua Ha PyHKLUM n aHcambnoBo obyueHue

2.3.1. Metogonorua Ha Python-6a3supaHa coptyepHa pamKa 3a KnacupuKkauma Ha
CTaTuyeH 3noBpeaeH codptyep, U3NON3BALLA ONTUMMU3ALUA HA XaPAKTEPUCTUKU U
aHCambbaHO obyueHue

MpeanoxeHa e MeToa0N0rMA 3a peannsnpaHe Ha paMka 3a OTKPMBAHE M KnacuduumpaHe Ha
3nospeneH codptyep 4ypes m3nonseBaHeto Ha Python 6mbanotekn. Tasm pamKa KombuHmpa
HAKoNKo ML anroputbma, KaTto Random Forest, XGBoost, LightGBM un CatBoost (Thai, 2022;
Hancock & Khoshgoftaar, 2020). NMpeano)keHaTa pamka pasyMTa Ha MOAY/IHA apXMTEKTypa 1
MOe NecHo paa p[obaBs AONBAHUTENHM MoAyAM C  pa3andyHm ML anroputmu. [pwu
pa3paboTrBaHeTo Ha Python-6a3npaHa pamKa 3a aBTOMaTU4YHa KnacuduKauma Ha 310BpeaeH
codTyep ce npegnara cnefHaTa MeToA0N0MUA, UNOCTPUPAHA Ha dur. 2.6.

I ™\ =]
5% EMBER 2018 ™ XapaKkTepPUCTUKK B
L ) LIEF 0.16.5 616 Features JSONL Parsing; Hash Mapping )
I
{ ﬁ ™
O6yuenme Ha 6azosu > 10% obyuuTtenHa nssaaKa 3a scekn ML anroputsbm
MOJEeNn:
> oby4unTeNHa M3BaJKA 33 BCEKM anropuTbM
Random Forest, > 20% obyu ML P
XGBoost, LightGBM,
L & CatBoost ) > 50% obyuuTenHa uzsaaKa 3a scekm ML anroputbm
—b| 100% obyuntenHa ussaaka 3a scekn ML anroputbm
1
v v
[ Hactporika c Optuna } M360p Ha xapaKkTepuUcTUKM
3 SelectKBest k=100; 220; 300
VotingClasssifier, Soft voting ensemble - v
Terna: CB=4; RF=3; LGBM=2; XGB=1 [ Hactpoiika c Optuna ]
o [TbnHa ouenka Ha mopaena: Accuracy,

bpok H/3 H;
flo E,?:B?ﬁ;f:;f or0nod F1, ROC, AUC, Precision, Recall

®ue. 2.6. Memodonoausa Ha pazpabomeHama Python-6a3upaHa pamKka 3a KAacugukayusa Ha cmamuveH
37108pedeH cogpmyep
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2.3.2. O6byyeHune Ha moaenuTe U pesynTaTu

3a BCEKM EKCMepMMEHT 3a BCEKWM aNroputbm (No eauH 3a BCEKU TPEHMPOBBYEH Habop) ce
obyuyaBaT 4eTMpPU Moaena, KoeTo Boam Ao 16 6asosu mogena. MNokasaTennTte 3a oLeHKa Ha Tesun

45 obyyeHn mogena ca nokasaHu B Tabauua 2.2.

Tabauya 2.2. Peayamamu om modeaume ¢ pa3auvyHU mpeHUpo8byHU Habopu om GaHHU.

# Model Name K Accuracy F1-Score ROC AUC Precision Recall  Optuna
100% Train Size
1 RandomForest 616 | 0.9391 0.9392 0.9796 0.9353 0.9433 | Yes
2 RandomForest 616 | 0.9245 0.9241 0.9542 0.9285 0.9198 | No
3 RandomForest 300 | 0.9117 0.9116 0.9426 0.9129 0.9093 | No
4 RandomForest 300 | 0.9362 0.9369 0.9777 0.9332 0.9387 | Yes
5 RandomForest 200 | 0.9371 0.9371 0.962 0.9344 0.9394 | Yes
6 RandomForest 200 | 0.9188 0.9184 0.9435 0.9193 0.9175 | No
7 RandomForest 100 | 0.9357 0.9356 0.9506 0.9328 0.9382 | Yes
8 RandomForest 100 | 0.9154 0.9154 0.9454 0.9161 0.9145 | No
9 XGBoost 616 | 0.9173 0.9184 0.9728 0.9063 0.9308 | Yes
10 | XGBoost 616 | 0.9082 0.9171 0.9482 0.8926 0.9281 | No
11 | XGBoost 300 | 0.9283 0.9287 0.9586 0.9207 0.9368 | Yes
12 | XGBoost 300 | 0.7762 0.8027 0.9124 0.7176 0.9106 | No
13 | XGBoost 200 | 0.9268 0.9269 0.9735 0.9201 0.9336 | Yes
14 | XGBoost 200 | 0.7604 0.7781 0.9007 0.7246 0.8412 | No
14 | XGBoost 100 | 0.9255 0.9258 0.9407 0.9191 0.9324 | Yes
15 | XGBoost 100 | 0.8294 0.8215 0.8394 0.8616 0.7852 | No
16 LightGBM 616 | 0.9389 0.9391 0.9691 0.9351 0.9432 | Yes
17 LightGBM 300 | 0.9441 0.9438 0.9853 0.9445 0.9437 | Yes
18 LightGBM 200 | 0.9424 0.9425 0.9841 0.9399 0.9451 | Yes
19 LightGBM 100 | 0.9427 0.9425 0.9576 0.9432 0.9418 | Yes
20 LightGBM 200 | 0.9011 0.9036 0.9283 0.8815 0.9268 | No
21 LightGBM 616 | 0.8970 0.8993 0.9645 0.8795 0.9201 | No
22 LightGBM 300 | 0.8257 0.8408 0.9232 0.7739 0.9203 | No
23 CatBoost 616 | 0.9405 0.9406 0.9706 0.9388 0.9424 | Yes
24 | CatBoost 616 | 0.9292 0.9298 0.9597 0.9215 0.9382 | No
25 CatBoost 300 | 0.9341 0.9342 0.9757 0.9299 0.9385 | Yes
26 | CatBoost 300 | 0.8447 0.8503 0.8795 0.8206 0.8823 | No
27 | CatBoost 200 | 0.9355 0.9359 0.9608 0.9307 0.9411 | Yes
28 | CatBoost 200 | 0.9237 0.9236 0.9689 0.9246 0.9226 | No
29 | CatBoost 100 | 0.9315 0.9313 0.9464 0.9275 0.9351 | Yes
30 | CatBoost 100 | 0.8507 0.8517 0.8665 0.8457 0.8578 | No
31 | VotingClassifier 616 | 0.9461 0.9461 0.9864 0.9468 0.9454 | No
(XGB, LGBM, CB, All
Features)
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50% Train Size
32 RandomForest 616 | 0.8652 0.8533 0.9253 0.9338 0.7856 | No
33 | XGBoost 616 | 0.8668 0.8621 0.9216 0.8934 0.8329 | No
34 LightGBM 616 | 0.8659 0.8605 0.9352 0.8967 0.8272 | No
35 LightGBM 100 | 0.8827 0.8841 0.8989 0.8735 0.8951 | No
36 | CatBoost 616 | 0.8891 0.8846 0.9543 0.9223 0.8498 | No
20% Train Size
37 RandomForest 616 | 0.7855 0.7375 0.9247 0.9497 0.6028 | No
38 | XGBoost 616 | 0.8381 0.8244 0.9256 0.9003 0.7603 | No
39 LightGBM 616 | 0.8349 0.8141 0.9244 0.9314 0.7234 | No
40 | CatBoost 616 | 0.8625 0.8487 0.9408 0.9433 0.7713 | No
10% Train Size
41 RandomForest 616 | 0.5972 0.3336 0.7517 0.9663 0.2016 | No
42 | XGBoost 616 | 0.6626 0.5165 0.8121 0.9112 0.3604 | No
43 LightGBM 616 | 0.7463 0.6683 0.9034 0.9658 0.5112 | No
44 | CatBoost 616 | 0.6458 0.4664 0.7613 0.9458 0.3096 | No

2.3.3. U360p Ha XapaKTepUCTUKN U ONTUMMU3ALMUA HA XunepnapameTpu.

Mpunarat ce ABa BaXHW MeToda 33 ONTMMMU3UPAHE W CUCTEMATU3MpPaAHE Ha
NPOM3BOAMTENHOCTTA: HaManABaHe Ha pa3mepHocTTa upe3 SelectKBest n ontmmusayma Ha
xunepnapameTpu ¢ nomowTa Ha Optuna. O6bwo 45 moaena ca oby4yeHM M OLLEHEHM CbC
cnegHuTe KombuHauuu: 4 anroputbma 3a MalwMHHO obydvyeHne (Random Forest, XGBoost,
LightGBM, CatBoost), 4 pasnnyHm pasmepa Ha TPeHMPOoBBYHMA Habop (10%, 20%, 50%, 100%),
Optuna BKAOYEHA M U3KNKOYEHA U Pa3IMYHM CTOMHOCTHM Ha SelectKBest, k = 100; 200; 300; Bcekun
MOJEeN Ce OLEHABA OT HE3aBMCUM TeCTOB Habop no 5 ocHoBHM NoKasaTtensa (B Tabaumua 2.2).
AnropntbMbT 3a M360p Ha xapaKTepucTuku SelectkKBest, nsnonssaw, mutual_info_classif,
ce U3non3Ba 3a NAeHTUPMUMpPaHE HA HAN-MHGOPMATUBHUTE XapPaKTEPUCTUKN. pKn cpaBHABaAHE
Ha 6POA XapaKTEPUCTUKM U NPOM3BOAMTENHOCTTA, MAapaMeTbpbT k ce TecTBa CbOTBETHO CbC 100,
200 n 300 xapakTepuctnkn. Mma manka 3aryba Ha TOYHOCT, Ab/IXKaLLA CE HA NO-ManKo n3bpaHu
XapaKTEPUCTMKK, HO KaKTo k=200, Taka u k=300 He ce pa3nnyaBaT MHOrO OT LennMa Habop oT
XapPaKTePMCTUKM, KOETO 03HaYaBa, Ye NO-ManKko GyHKLMM MOraT Aa 6baaT NONE3HU B CUTYaLMUN,
KbOETO U3UNCAUTENHUTE pecypcn ca dakTop. MbAHOTO ONTUMMU3MPAHE Ha Pa3/IMYHN MOAENN C
Optuna M3MCKBA 3HAYUTENHO KOJIMYECTBO M3YUC/IUTENHN U BPEMEBU PECYPCU: BCEKU OT 4-Te
anroputbma (CatBoost, XGBoost, LightGBM, Random Forest) e uanbvaHun 50 onuta natoc
Pa3IMYHM U3MEPEHMA Ha XaPaKTEPUCTUKUTE U AbNOOYMHM HA MOLENA, KOETO € OTHEeso

npmbausutenHo ot 100 go 140 yaca YNCTO U3UUCAUTENHO BPEME.

2.3.4. OnTMMK3UNpaHU XunepnapameTpu oT Han-pgobpe npeacTaBaLLUTe ce
KoOHdurypauum
XvnepnapameTpute ca ONTUMMU3MPAHWM Bb3 OCHOBA Ha 50-Te npobHuM Optuna npoueca,

M3BbPLUEHM BbPXY BCEKM OT moaenute. Te ca Ha-gobpute KoHdUrypaumm, 6asmpaHm Ha F1-
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OLLEeHKA Ha Ba/NMAaALNOHHUA Habop, a KpalHUTEe CpaBHEHUA Ha MoAenuTe ca U3MNoA3Banu Te3un
cToMHocTM.  OnucaHuTe  xunepnapameTpu ca  aobpe  banaHcMpaHM  MepKM  3a
NPoOn3BOAMUTENHOCT/CKOPOCT 1 Ca BaiMAMpPaHuM C MOMOLLTa Ha NMbAHMUA Habop oT PyHKUMK (616
byHKLMK) ¢ TpaHchopmaumm SelectKBest (k=100;200;300).

2.3.5. AHcambnoB moaen ¢ KnacupuKkartop 3a rnacysaHe (Voting Classiffier)

Cb3paneH e aHcambsioB MoAesi, KOMTO KOMOMHMpPA ONTUMM3IMPAHU MOAENUN C YHUKANHU
aPXUTEKTYpU, Aafe Hal-bnaronpuaTHMA pe3ynTaTt B aHanusa. Mogenst VotingClassifier, koito
npunara meKko rnacyeaHe (Soft Voting) ¢ onpeaeneHn Terna, Hanpasu NPOrHO3N MO-CUAHWU OT
oTaenHuTe mogenu, BkaountenHo CatBoost, KOMToO Mmale Han-gobpa NPoU3BOAUTENHOCT.
ToBa e A0OKa3aTe/ICTBO 3a OMO/I30TBOPABAHE Ha CMATa Ha YHWUKA/JIHU MOLENU C YHUKANHU
noae3HWN aNropuTMu.

CbctaBbT Ha VotingClassifier e cnegHuat: CatBoost (Optuna, 616 xapaKTepuCTUKK);
LightGBM (Optuna, 616 xapakTepuctnkn); Random Forest (Optuna, 616 xapaKTepUCTUKK); U
XGBoost (Optuna, 616 xapakTepuctuku). MekoTo rnacysaHe (Soft Voting) ce mM3nonssa 3a
obegnHABaHe Ha BEPOATHOCTHM pPe3ynTaTtM OoT mogena. MeKoTo rnacysaHe e npeanoynTaHo
npeg, TBbPAOTO rNacyBaHe, 3aW,0To TO N03B0/1ABa 06egMHABAHETO HA NPOrHO3MUTE MO MHOTO MOo-
MHPOPMATMBEH HAYMH, Tb KAaTO NPOrHO3MPAHNTE BEPOATHOCTM MoraT aa 6baat obegmHeHn m

pasrnefaHu, a He camo obeMHEHU M TBBPAO onpeaeneHn Knacupurkaumu.

2.4. Camoocb3HaTta KnacuduKkauma Ha 3nospeaeH codptyep upes pytupaHe Ha
moaenu Ha 6asaTta Ha cuctema 3a goBepue 3a usbopa M 06ACHUMOCT Ha
XapaKTepUCTUKUTE

2.4.1. Habop oT gaHHU U U3BINYAHE HA XapPaKTEPUCTUKHU

EMBER 2024 e wupokomawabeH oTBopeH Habop OT AaHHM 3@ OTKPMBAHE HA CTATMYeEH
3noBpeaeH coptyep, paspaboteH oT Future Computing Lab n nybankysaH B HayanoTo Ha 2024
r. EMBER 2024 e opuuUMaNHMAT HacnegHMK Ha beHYMapK Habopa oT aaHHM EMBER 2018. EMBER
2024 BKAto4yBa 060 Hag 5 MUAMOHA NpMMepa, B MHOTO ETUKETU, BKAKOUYNTENHO:

e 4000 000 npumepa 3a obyuyeHue (Win32, .NET u HensBecTHU PE)

e 1000 000 Tectosu npumepa (Win32 n gpyru PE)

e [MHOXeCTBO TUNOBE KNacoBe/apxuUTeKTypa, BKAUMTENHO cneumduyHmn 3a .NET u

nognucanu ¢ Authenticode ¢pannose
MN3BAMYAHETO Ha XapaKTEPUCTUKM € U3BbPLWEHO C NomowTa Ha moanduumpaH

PEFeatureExtractor koHBeviep ¢ lief==0.16.5 wn Python 3.8, 3a pa ce ocurypm
pPeTPOCHbBMECTUMOCT CbC cTapyu PE dopmaTu. Bcaka n3sagka ce nssaunya B 616-m3mepeH BEKTOP,
KOMTO BKAtOYBA HANTOBU XMCTOrpamm, EHTPONMUIAHM YaCTU U HU30BM XapaKTepUCTUKK. Tabaunua

2.3 UNCTpMpPa OCHOBHUTE Pa3IMKK mexay Habopute ot gaHHM EMBER 2018 n EMBER 2024.
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Tabnauya 2.3. EMBER 2018 u EMBER 2024 Habopu om OaHHU

Attribute EMBER 2018 EMBER 2024 (our sample)
Release year 2018 2024

Training samples 900 000 1560000

Test samples 200 000 360 000

Feature count 616 616 (harmonized)

PernctpupaHute Han-gobpute napameTpu Ha BCEKM MOAEN Ca OLEHEHW, W3MOJ3BAMKM
pa3nMYHKM nokasatenn (ToyHoct, Fl-oueHka, ROC-AUC w# npeuusHOCT, MNOMbAHOTA),

npeacrtaseHn B Tabanya 2.4:

Tabauya 2.4. CpasHeHue HA NPou3800UMeNHOCMMA Ha 0MOesHU KAacugUKamopu, onmumu3upaHu 3a
Optuna eapuaHmu u aHcambvaa VotingClassifier ebpxy EMBER 2024 (Win32)

Model Accuracy F-1 score ROC-AUC Precision Recall

CatBoost 0.9397 0.9382 0.9881 0.9622 0.9153
LightGBM 0.9438 0.9425 0.9898 0.9650 0.9210
LightGBM (Optuna) 0.9540 0.9531 0.9925 0.9710 0.9359
RandomForest 0.9545 0.9535 0.9927 0.9746 0.9333
CatBoost (Optuna) 0.9546 0.9538 0.9924 0.9710 0.9372
RandomForest (Optuna) 0.9552 0.9542 0.9928 0.9747 0.9346
XGBoost 0.9575 0.9568 0.9936 0.9730 0.9411
XGBoost (Optuna) 0.9664 0.9659 0.9955 0.9795 0.9527
VotingClassifier (All models) 0.9654 0.9649 0.9953 0.9793 0.9509

AHcambnos mogaen: VotingClassifier

Cb3pafaeH e aHcambi10B MoAen C NOMOLTA HA ABe KOMOUHAUMKM OT ONTUMU3IMPAHUTE
knacndukatopm upes VotingClassifier, ¢ meko rnacyBaHe u Tersa 3a BCEKM KnacupuKaTop B
3aBMCMMOCT OT HeroBaTta Ha4eXaAHOCT.

(1) NbpBa koMOMHaumsa: XGBoost: 10; RandomForest: 2; CatBoost: 1; LightGBM: 4

(2) Bropa kombuHaumsa: XGBoost: 15; RandomForest: 1; LightGBM: 3

Bbnpekn ye ce noctapaxme pga u3rpagum cuneH anroputbm Ha VotingClassifier,
ONTUMM3NPAHUAT anropuTbm XGBoost npesb3xoxKaa Apyrute anropuTMu No OTHOLUEHWE Ha

0606w,aBaHe 1 e OCHOBHUAT KnacudukaTop B SAMC pamkarTa.

Camoocb3HaBaly ce KnacupuKkaTop Ha moaenu)

PaspaboTeH e camoocb3HaBall ce Knacuoukatop Ha mogenu (SAMC), KOWTO AMHAMUYHO
[la Haco4YBa KbM MNOAXOAALMSA MOAEN Bb3 OCHOBA Ha HMBOTO HAa A0Bepue Ha NporHosarta. Llenta
Ha nornkaTa Ha SAMC e aa Hamepw 6anaHc mexay aosBepue, 06061LaEMOCT M YCTOMUYMBOCT NPU
M3M0/13BaHe Ha CTapu U CbBPEMEHHWN MOAENN Ha MAMHHO oby4yeHune, KaTo 1 ABaTa Mmogena ca

06y4YeHU BbPXY ABa pPa3nnYHK Habopa oT gaHHW: EMBER 2018 (ctap) n EMBER 2024 (HoB).
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Bcekn .exe ¢alin nbpBO ce aHanmM3mMpa ctaTuyHo uype3 PEFeatureExtractor maiinnain,
KoeTo BoAM A0 616-u3mepeH BEKTOP OT XapaKTepuctuku. Cnep ToBa BEKTOPBT Ce BbBeEXKAA B
cnepHuTe ABa Knacudukatopa, KOMTO ca 0byvyeHn He3aBMUCMMO:

e HacnepeH (Legacy) moaen: VotingClassifier TpeHupaH Bbpxy EMBER 2018, KoiTto e
cbcTaBeH oT mogenute RandomForest, CatBoost, LightGBM, n XGBoost ¢ meko
rnacysaHe (Texkectu: RF=3, CB=2, LGBM=1, XGB=4), nocTuraiiku cnegHute Haii-06pu
nokasaTtenu Bbpxy legacy aaHHuTe: Accuracy 0.9646 0.9461, F1-Score 0.9646 0.9461,
ROC-AUC 0.9951 0.9864, Precision 9468 , Recall 0.9454

e Hos (New) mopgen: eanH XGBoost (Optuna) Knacudpukatop TpeHupaH Bbpxy 2024
Win32 npobu ot EMBER. Toi cblo Taka NoCTUra BCUYKM Hal-gobpu nokasatenu:
Accuracy 0.9583 0.9664, F1-Score 0.9576 0.9659, and ROC-AUC 0.9938 0.9527,
Precision 0.9795, Recall 9527.

Heka maxproba o3HayaBa MmakcMmanHaTa NPOrHo3upaHa BEPOATHOCT 3a Knac Ha AageH
mogen. SAMC moxe ga npeactaBu ypaBHEHUE, KOETO Aa onpeaenun pyTUpaHe Bb3 OCHOBA Ha
cnefHaTta Noruka:

e AKo max_proba(new_model) > 0.85: noBepu ce Ha NporHo3arta Ha HOBUA MOoAenN,

e AKo max_proba(legacy_model) > 0.85: noBepu ce Ha NporHo3aTa Ha CTapua moaen,

e B npotuMBeH cnyyan: KOMOUHMPAN NPOrHO3UpPaHUTE BEPOATHOCTM 33 KNacoBe U Ha

ABaTa MoJena Kato pes3epBeH BApPMaHT, KaTo NpeasioXute cpeaHonpeTerneHa

CTOMHOCT, KaKTo c/eBa:
Pfinal = 0.6 Byew +0.4- Plegacy

Hai-BMcOKaTa BeEPOATHOCT OT Ta3M KpalHa BePOATHOCT we 6bae u3bpaHa KaTto
OKOHYaTeneH pesyntart, B3eT oT SAMC. MexaHM3MbT 3a pyTUpaHe, cbobpaseHo ¢ 40BEepUETO, B
pamkuTe Ha SAMC rapaHTupa, 4e NporHosuTe We 6baaT NpMemaHuM camo Korato M agaTa
OTAENHW MmoAena ca AOCTaTbY4HO YBEPEHM, OrpPaHMYaBaMKM BEPOATHOCTTA OT NMpPMEeMaHe Ha
NpPeKaneHo yBepeHW MOorpewHn Knacudbukaumm Ha HOBU WAM OBYCMUC/IEHWU HOBWU AaHHM.
NlornkaTa Ha pytupaHe Ha SAMC e no3akaHa Ha dur. 2.7:

B pe3ynTaTt Ha npoBeAeHO n3cneaBaHe ce YCTAaHOBM CTaTUCTUYECKM 3HAYMMO OTK/IOHEHUE
Mo MHOTIO XapaKTepucTnkn. B Tabaunua 2.6 ca 0606weHn pesyntatute 3a 10-Te XapaKTepUCTUKM

C Hal-BMCOKa CTaTMUCTMKA Ha KS TecTa:
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Hauano M3BanuaHe Ha xapakTepuctuku ot .exe file ’

lNporHo3supaHe c Legacy mogen ] [ MporHosupaHe c New mogen

¢ !

[ [ocToBepHocTTa Ha ] He He (

Hos npar Ha pgosepue 2 ?

HacneAeHUTe LaHHU 2 npar? J

v A 4 l ﬂa

M3anon3eaHe Ha PesepBeH BapunaHT: M3nonzesaHe Ha New

Legacy nporHosa MpeTerneHa kombuHaumA NporHosa
J

p J

;{ Pesyntat —Kpal <

J

Que. 2.7. Jlocuka Ha pymupaHe Ha SAMC c u3bop, 6a3upaH Ha dogepue, U npemeaneHa pe3epsHad
cmpameaus

Tabauya 2.6. Ton 10 xapaKkmepucmuKu CbC cmamucmuka 3a mecmose Ha KS

Feature Index KS Statistic p-value
Feature 501 0.3983 <1le-10
Feature 507 0.3976 <1le-10
Feature 506 0.3971 <1le-10
Feature 499 0.3959 <1le-10
Feature 508 0.3959 <1le-10
Feature 511 0.3959 <1le-10
Feature 510 0.3958 <1le-10
Feature 498 0.3950 <1le-10
Feature 505 0.3945 <1le-10
Feature 509 0.3943 <1le-10

2.4.3. CKeHep 3a camooCb3HaTa KnacmdpuKauma Ha 3noBpeaeH copTyep ¢ rpaduyeH
notpeburtenckun nHtepdeiic

3a Aa ce noaobpyM NPO3PaYHOCTTa, AOCTBMHOCTTA U 0BACHMMOCTTA Ha NPeasioXKEeHUTE MOAENM
33 KnacuduKkauma Ha 3n0BpeaeH codpTyep e HeobxogMmo pAda cb3gagem rpaduyeH
noTpebutenckm nutendeinc. Toi Tpabea ga N03BOsSBA Ha NOTPebUTeNa Aa CKaHUpPa U3NBAHUM
daiin, n3non3BanKkmM Tpu pexknuma 3a m3bop: (1) Manual Legacy Mode: 13nonssa opurMHaaHus
mogen, obyyeH Ha EMBER 2018; (2) Manual New Model Mode: nsnonssa ontTMMmusMpaHuma
mogen, obyyeH Ha EMBER 2024; (3) Auto Mode (SAMC): n3BbpLIBa UHTENIUTEHTEH M360pP Ha

moaen Bb3 OCHOBA Ha nNparose Ha gosepue.
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Ha dur. 2.16 e npeacTaBeHa WAKOCTPALMA Ha MHTErPUpPaHMA NOTOK Ha pyTUpaHe, Taka

KaKTO e NJaHMpaHo Aa ce peanusnpa yYpes rpaduyHmna noTpedbutenckm nHtepdeliic.

Usbop Ha MN3BnnyaHe Ha PE
EXE daiin XapaKTepUCTUKN

] [CTapTMpaHe Ha SAMC]

He
BucoKo gosepue B

moaena?

M3nonssaHe Ha NporHosa YcpeaHsBaHe Ha
OT TO3M Mogen ABeTe NporHosu

Knacndurkauma Kato 3/JloHaMepeH Uam
nobpoKayecTseH

[ 3anuc Ha pe3yntata OoT CKaHNpPaHEeTOo ]

Que. 2.16. CKaHUPAHe U pymupaHe ¢ MomMowma Ha epaguveH nompebumescku uHmepgelic,
BK/1IOMUMeEsTHO /102UKA 3a pe3epseH 1odxod, basupaHa Ha dosepue

Cnepn Kato notpebutenar usbepe ¢ainn, Tom BAmM3a B SAMC, cnep, Kato CTaTUYHUTE
XapaKTepuUCTUKn 6baaT nssnedyeHn. SAMC onpeaensa Kot moaen (ctap unm HoB) Tpsabsa Aa ce
M3MN0/13Ba Bb3 OCHOBA HA TOBA KOJIKO YBEPEHA € 6MNa HAKOA OT NPOrHO3UTE UK, aKO HAKOA OT
NPorHo3uTe He e npeAcTaBuia 3HAaYMMO HMBO HA YBEPEHOCT, KaKkBa TexecT e 6una
npefocTaBeHa KaTo pe3epBeH BapuaHT. CucTemata We WMHOOPMMPA 33 PELIEHUETO U LWe

npegoctasn SHAP-6a3npaHo obAcHeHUe, ako e 61N M3N0/13BaH HOBUAT MOAE.

2.5. ApanTMBHa paMKa, MHTerpmMpala agosepue 3a Knacudukauma Ha 310BpeaeH
codTyep upe3 Kopekuum 3a ob6paTHa Bpb3Ka

2.5.1. NMpoekTupaHe n BHeapABaHe Ha cMcTemara

ApanTuBHaTa paMKa 3a Knacudukauma Ha 3noBpeseH codpTyep c obpaTHa Bpb3Ka, Shipka Guard,
e peasn3npaHa Ypes MHTErpMpaHe Ha Hac/leAeHN U CbBPEMEHHN MOAENN C afanTUBEH C/I0M,
6asnpaH Ha obpaTHa Bpb3Ka. CucTemaTa € OpraHM3MpaHa B HAKONKO B3aMMOCBbP3aHM
KOMMNOHEHTA, KOUTO Ca UAKOCTPUPAHU Ha dur. 2.17.

PamKkaTta cneaBa namnnaiH amMsanH, Npu KoinTo KayeHuTte PE dannose ce obpaboTtear
ypes M3B/IMYAHE HA XapaKTEPUCTMKK, n3b6op Ha moaen (SAMC pyTupaHe), ONUMOHANHO NayBaHe
Ha KOpPeKuMM M B3emaHe Ha pelweHua. MoTpebutenckata obpaTHa Bpb3Ka ce cbbupa
HEeNpPeKbCHATO U WMHTerpupa, 3a Aa ce noaobpu yCTOMYMBOCTTA Ha MOAeNa C TeyeHue Ha

BpemeTo.
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[ MN360p Ha daiin (.exe / PE) H MN3BAMYAHE Ha XapaKTepUCcTuku (616) ]

SAMC pyTupaHe

CbBpemeHeH mogen
(XGBoost Optuna, EMBER2024)

Legacy mogen
(VotingClassifier, EMBER2018)
ApantuneBeH moaen
(Self-Aware Logic)

Cnow 3a KopeKuus
(MocTteneHHW aKTyanmsauunm)

Bydep 3a obpaTHa Bpb3Ka
(Kopekuua ot notpeburtens)

KpaiHo pewieHue:

MpaduuHa Busyanusauyua
JobpokauecTtBeH Unu

(Scan + SHAP/LIME)

3/10HamepeH + YBEPEHOCT

due. 2.17. KomnoHeHnmu Ha Shipka Guard, nokazeawju uzsauyaHe Ha ¢pyHKyuuU, SAMC pymupaHe, bygep 3a
06pamHa 8pv3Ka, cnoll 30 KOPeKyuu U uHmMez2payus ¢ 2paguyeH nompebumesncku uHmepgpelic

CuctemaTa KOMBUHUPaA TPU BUAA MOAENN:
(1) HacnepeHn mopgen - Legacy model (06yyeH Bbpxy EMBER 2018);

(2) MopaepeH moaen - Modern model (o6yyeH Bbpxy EMBER 2024); and
(3) AgantneeH mopgen - Adaptive model (nepuogmyHo npeobyyaBaH ypes obpaTHa
BPb3Ka).
MporHo3uTe ce pytupat ¢ nomouita Ha SAMC Karto:
e AKo fageH mogen nporHosupa 0,85 nam no-BMcoka CTOMHOCT, TOrasa Tol ce n3bupa
3a NpOrHo3npaHe.
e B npoTmBeH cnyyai ce n3non3sa pesepBHMA aHcambbn ¢ Terna: Adaptive model 0,5,
Modern model 0,3, Legacy model 0,2.
3a ga ce ocurypyM rbBKABOCT M CPAaBHMMOCT B pas/MyHUTE cpeau, NpennorkeHarta
cuctemata TpsAbBa NoAAbprKa YEeTUPU PeXKMMA Ha CKAHUpPaHe:
(1) AstomatmyeH — Auto (SAMC): pyTupaHe, cbobpa3eHO C AOBEPMETO, C Npar Ha
[0oBepue 1 pesepBeH aHcaMbba.
(2) Popcupan ApantmBeH — Force Adaptive: Hanara M3non3BaHeETO Ha Hal-HOBMA
afanTUBEH Mozen.
(3) ®PopcupaH MopgepeH — Force Modern: Hanara M3noa3BaHETO HA MOLEPHUA MOAEN.
(4) dopcupan HacnepgeH — Force Legacy: lMpuHyaAuTeNnHo HacnegsBaHe: Hanara
M3NON3BAHETO Ha HacneneHua moaen.
PexxMmunTe noaabpiKaT KaKTO aBTOMATM3MPaAHO NoBeaeHMe, CbobpaseHo ¢ AOBEepUeTo,
TaKa M PbYHO CPaBHEHUE MeXAY NOKOJEHUA MOLENMN.
CnoAat 3a Kopekuua e nek SGDClassifier, KoiiTo ce o6y4yaBa MOCTENEHHO BbBPXY

noTpebuTenckata obpaTHa Bpb3Ka. Herosarta BaXKHOCT ce MalLabupa AMHAMUYHO KaTo QyHKUMA
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Ha YHUKaAHWUTE 3anucCu 3a o6paTHa BPB3Ka, KOETO rapaHTHUpa, 4e noBeaeHUNeTo My npu
KOopeKkunAa OCTaBa cTabunHo npn Maakum pasmepu Ha m3BagKata U C MHOIro Baangupaliu

KOpEKLMKN TErNOTO My Ce YBe/In4aBa C Te4eHMe Ha BpemeTo. [10-KOHKPETHO, KopeKLmaTa pacTte
no ¢opmynara:
Wpatch = min (a,ﬁa) (2.11)

KbAeTo n e 6poAT Ha yHMKaNHUTE Npobu 3a ob6paTHa BPb3KA, & € MAaKCMMANHUAT NPUHOC 3a
n3bpaHata npeaBapuUTeNHO 3aJafeHa HACTpPoWMKa, a k e KOHCTAHTa Ha W3rna)kaaHe,
KOHTPOIMpPALLLA CKOPOCTTA Ha pacTeX.

Moaabp:KaT ce TP oNepaTUBHM NPeABaPUTENTHO 33434E€HU HACTPOMKMU:

(1) KoHcepBatmeHa: @ = 0.12, k = 300;

(2) bBanaHcupana: a« = 0.20, k = 100; and

(3) ArpecusHa: a = 0.30, k = 50.

MpeasuaeHa e u onumaA 3a cuHTeTUYHO FN/FP nHXeKTUpaHe, KOETO nomara npu oueHKaTa

Ha YCTOMYMBOCTTA MU CTpPeC TeCTBAHETO HA MeXaHU3Ma Ha naya npeau mawabHo BHeapABaHe.
To3n An3aiH NO3B0O/IABA HA May CNOA Aa MMA HE3HAYUTE/THO BAMAHME, KOTaTo Ca HAa/IMYHM CaMO
HAKOMIKO Npobu 3a obpaTHa Bpb3Ka, KATO CblieBpeMeHHO 6aBHO yBeaM4aBa BAUAHWETO CU C
HabupaHeTo Ha NO-CTabunHu Kopekuum (dur. 2.18).

Streamlit GUI KpauHo pewieHue: SAMC
(Scan + SHAP/LIME + -- [obpokayecTBeH nau
KopeKuun ot notpebutens) pytupaxe

3/10HamMmepeH + YBepeHoCT

Bydep 3a obpaTHa Bpb3Ka (MoTpebutencku
Kopekuumn, 3anasenHu B feedback.json)

C0M 33 KOpEeKLUys

Meko nauysaHe (Balanced Mode, <10k npo6u)
* [unHamuyHo npeTernsHe Ha Legacy,
Modern, Adaptive & Patch
TernoTo Ha Nayva HapacTBa C HapacTBaHeTo
Ha Ba/fMaupaHuTe Npobu

Tevpdo nausaHe

(nbnHO NpeobyyeHmne >=10k npobwn)
e Cb3gaBaHe Ha HOB aZanTUBEH MoAen
* HynupaHe Ha feedback.json

[ AfantMBeH moaen (akTyannsmpax) }

due. 2.18. Adanmauyusa HA 1ay c/10A: MeKo naysaHe (npemeanaHe, ynpasnasaHo om obpamHa epb3Ka)
CcrnpAamo mesbpoo na4ysaHe (MvsaHo npeobyyeHue ¢ 210k npobu)

Cnep KaTo 6ydepbT 3a 06paTHa Bpb3Ka AOCTUTHE A0 KOHPUTrypupyemua npar (= 10 000 npobw),
cMcTeMaTta MHUUMMPA NbAHO npeobyvyeHne Ha aganTmBHMA mogen B XGBoost. HabopbT ot
AaHHM 33 obpaTHa Bpb3Ka C/nel ToBa ce eKcnoptupa BbB ¢opmaT JSONL 3a uenute Ha

Bb3Npon3BoaNMOCTTa U Ha MOAEeN®T MYy Ce AaBa BEPCUA B ANPEKTOPUATA C MO ENN.
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FABA 3. YUCNEHO TECTBAHE HA NPEANNOXEHUTE MOJE/NIU 3A U3BOP HA
BUPTYA/THA MALWWUHA, XUBPUAHU ANTOPUTMU U PAMKU 3A OTKPUBAHE
HA 3JIOHAMEPEH CO®DTYEP

3.1. YucneHo TecTBaHe Ha MoAeNuTe 3a rPynoBO B3eMaHe Ha pelueHue npu usbop
Ha codTyep 3a BUPTYaIHU MALLUHU

3a uennTe Ha aHaNM3a M OTKPUBAHETO Ha 3/710BpeseH codpTyep e HeobxoaMMOo Aa ce MHCTAMPa
AecKTon codpTyepbT 32 BUPTYyaslHU MalMHK Ha Windows. 3a LueanTe Ha YNCNEHOTO TeCTBaHE e
n3nonssaHa nybnuMKyBaHa MHOpMaLMA 33 Beye OLEHEHW COPTyepHM NPOAYKTWU, KOWUTO ca

nokasaHu B Tabaunua 3.1.

Tabauya 3.1. VM Software for Desktop Windows Deployment

VM Software

Review Rating

Ease of Use Customer Service Features Value for Money
Microsoft Azure 4.1 4.2 4.6 4.2
VirtualBox 4.3 4.1 4.5 4.7
NAKIVO Backup & Replication 4.8 4.8 4.7 4.7
Altaro VM Backup 4.8 4.8 4.6 4.7
DiskStation 4.6 4.2 4.7 4.6
Ahsay Offsite Backup Server 3.8 3.4 4.0 3.7
Uranium Backup 4.7 4.7 4.5 4.7
Comet Backup 4.4 4.6 4.5 4.6
VMware Workstation Pro 4.6 4.6 4.7 4.2
Iperius Backup 4.1 4.1 4.1 4.3

Note: Data are taken from:
https://www.capterra.com/virtual-machine-software/?sortOrder=most_reviews&platform=%5B4%5D

3.1.2. Pe3ynTaTtv OT YNCNIEHOTO TeCTBaHe

3a pga ce TecTBa epeKTUBHOCTTA Ha NPeaNoKeHUTe Moaenm 3a M36op Ha codTyep 3a BUPTYAHU
MaLUWHKM, TPyna OT TPMMa eKcnepTn, popmupalym rpynata ca npencraBuan CBOMTE MHEHMUA
OTHOCHO BaKHOCTTa Ha 4YeTupuTe Kputepua: 1) nekoTa Ha mM3nonsBaHe; 2) obcny)KBaHe Ha
KAMEHTUTE; 3) XapaKTepUCTUKKU; U 4) CbOTHOLLIEeHMEe LUeHa-KavecTBo. OueHKUTe Ha Teswu
KpuTepuu, nokasaHu B Tabaunua 3.1 ca HopmanmnsmnpaHu B nHTepsana ot 0 Ao 1, 3a ga ce nonyum
CpaBHMM AManasoH C ApYyrn KoepUUUEHTU, WU3NON3BaHM BbB GOPMyAUpPaHUTE MOAENMN.
KoedpuumeHTUTE, KOUTO N3Pa3ABAT BAaXKHOCTTA HA KPUTEPUUTE CNopes MHEHMATA Ha BoAeLWMTe
MEHWNAXbPU, ca NoKasaHu B Tabanua 3.2.

Tabauya 3.2. [lpednovyumaHua Ha ekcriepmume o OMHoOWeHUe Ha Kpumepuume 3d OUeHKa

MeHuaxbpU KoeduumeHTH, n3pasnsaLim BarKHOCTTA 3a KputepumTe
Ease of Use Customer Service Features Value for Money
DM-1 0.25 0.25 0.25 0.25
DM-2 0 0.50 0.50 0
DM-3 0 0.50 0 0.50
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M3nonssaiikn aaHHuTe ot Tabanua 3.2, popmynmpaHma onTummsaymoHeH moaen (2.1) —(2.3) m
HOpPManu3npaHuTe oLEHKM B MHTepBana oT 0 4o 1, moxKe Aa ce onpeaenun obuLoTo npeactaBaHe
Ha BCUYKM anTepHaATUBM B CbOTBETCTBME C PA3IMYHUTE INe4HM TOYKM Ha YNEeHOBETE Ha rpynara,

KaKTO e NokasaHo Ha dur. 3.1.

HDM-3 DM-2 EDM-1

0.840
Iperius Backup 0.820

VMware Workstation Pro

Comet Backup

Uranium Backup
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Ahsay Offsite Backup Server 0.740
DiskStation 0.890

Altaro VM Backup

NAKIVO Backup & Replication
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®ue. 3.1. Obuw0 npedcmassHe HA 8CUYKU AAMeEPHAMUBU.

MHTepecHO e Aa Cce MOKarke Kak KpalHOTO rpynoBoO peLleHne ce BAuMse, Korato ce u3nonssar

AONBAHUTENHHN KOGd)MU,MeHTM 33 MHEHUNATA Ha Y1EHOBETE Ha rpynata, NOKasaHu B Ta6nwu,a 3.3.

Tabauya 3.3. Teana 3a 8a#HOCM HA MHEHUEMO HA ekcrnepmume

Terna 3a ekcnepTuTe Npu GopMMpaHe Ha OKOHYATENHOTO FPYMNOBO pelLeHue

DM-1 DM-2 DM-3

0.20 0.55 0.25

M3nonsBaiikn gaHHute oT Tabaumua 3.1, Tabanuya 3.2 u Tabaunua 3.3, 3ae4HO C NPeaNoKeHUs
MoZeN 3a rpyrnoBo B3eMaHe Ha pelweHua (2.1) —(2.3), ce nony4yaBa cnegHOTO KpaliHO KnacupaHe
Ha aNTepHATMBUTE, KAaKTO e NoKasaHo Ha dwur. 3.2.

PopMMpPaHOTO KpaliHO rPynoBo pelleHne 3a n3bopa e CbCTaBEHO OT NpeanoYnTaHmATa
Ha BCUYKWUTE YNIeHOBE Ha rpynarta, 3ae4Ho C AONbAHUTENHUTE KoeduumeHTn oT Tabanua 3.3,
onpegens ,NAKIVO Backup & Replication” kato Hal-gobbp u360p, Tbil KaToO HEroBoTO

npeacTaBsaHe MMa Hall-BUCOKa CTOMHOCT, paBHa Ha 0.95.
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Microsoft Azure

0.865
Iperius Backup VirtualBox
0.827 . 0.869
0.95
VMware Workstation Pro NAKIVO Backup & Replication
0.9125
0.9115
Comet Backup . Altaro VM Backup
0.9435
" 0.6705
0.927 = =
Uranium Backup 0.7335 DiskStation

Ahsay Offsite Backup Server

Gue. 3.2. KnacupaHe Ha anmepHamusume, om4yumalku epyrnosomo peuieHue.

Bb3MOKHO e M360pbT a ce Npeuunsnpa Ypes HamanaBaHe Ha MHOXKECTBOTO OT aNTePHATUBU, OT
KOUTo Aa ce usbupa 4ypes M3nosi3BaHe Ha NPeAsIoKeHUs BTOPU ONTUMMU3ALMOHEH MOAEn 3a
rpynoBo B3emaHe Ha peweHue (2.4) — (2.9). Mpu TO3M Mopgen ce dopmynupaHe
ONTUMM3AUMOHHA 3ajaya, 4YMeTo pelleHWe onpeaensa efHOBPEMEHHO MnoBedye OT eaHa
anTepHaTMBa, peayumMpalniky NbpBOHAYa/IHOTO MHOMECTBO OT aNTepHaTMBU. EAHOBPEMEHHOTO

onpeaensHe Ha 3, peCNeKTUBHO Ha 5 anTepHaTUBM e NokasaHo B Tabauua 3.4.

Tabauya. 3.4. CmoliHocmu Ha npomeHausuMe npu u3bop Ha MHOMECMa8o aamepHamusu

Microsoft Azure

VirtualBox

NAKIVO Backup & Replication
Altaro VM Backup
DiskStation

Ahsay Offsite Backup Server

Uranium Backup

Comet Backup
VMware Workstation Pro

OO0l O|OC|F,|FL, O|O
Ol kPP OOl KL OO

Iperius Backup

MpennoXeHUTe ABa MaTeMaTUYeCKM Mogena peasHo NoKas3BaT, Ye moraT ga Ce M3Mnon3sar
ycnewHo 3a M3bop Ha codTyep 3a BMPTyasHA MawwuHa. Ype3 nMbpBUS MOAEN MOXKe [a ce
onpeaenu Hail-gobpata antepHaTMBa, KaTo B3eme nNpeABUA OLEHKUTE MO KpUTepuute,
Ba*KHOCTTA Ha KpUTepuuTe U KoePUUMEHTM 3a BaXKHOCT HA MHEHMATA Ha Y/IeHOBETe Ha rpynaTa.
Mpu BTOpPMA MOZEN MoraT Aa ce OnpeaenaT MoBeye OT eAHa aNTepHaTUBA pellaBaliku
CbOTBETHaTa ONTMMW3aLMOHHA 3agayaTta, 6/1arogapeHMe Ha W3MO0/JI3BAaHETO Ha [ABOWYHMU

uenoyncneHn npomeH/InMBun.

Asmopegpepamu Ha Jucepmavuu 2026 (4) 47-87



N3CJIIEABAHE 11 AHAJIN3 HA BESMOAHOCTUTE 3A OTKPUBAHE HA 3JIOHAMEPEH CO®TYEP... 70

3.2. TecTBaHe Ha NpeaNoXKeHUA NofobpeH Noaxoa 3a CTaTUYEH aHanu3 3a
OTKPMUBaHe Ha 3/10BpeaeH codpTyep YUpe3 oNnTMMU3MPaAHE HA U3B/INYAHETO Ha
XapaKTEepPUCTUKU, KOMOMHUPAIAKK Pa3IMYHM aNTOPUTMM 32 MALLMHHO 0byuyeHue

3.2.1. U3xopaHU AaHHHU

HabopbT oT AaHHM l0T-23, reHepupaH ot nabopaTtopuaTa Avast AlC c nomowTa Ha Zeek Network
Security Monitor, cbabpka npuxBaHaTK 3anucK ¢ 0O6POKaYeCTBEH U 3/10HAaMepPeH TPpaduK OT
2018 po 2019 r. HabopbT OT AAHHM BKAKYBA MbJAHM U MO-NEeKK Bepcun. Tolt ob6o3HayaBa
pa3/INYyHK TUNOBE aTaku KaTto ,[JobpoKayectseHa”, ,DDoS”, , Okiru“ n ,4acT oT Xopn3oHTaNHO
CKaHMpaHe Ha nopTtoBe”. UHTepecHO e Aa ce npoyynm Aanu npepnorKeHuTe XubpuaHu
anroputMun 6mxa mornm aa noaobpaT TOYHOCTTA NPU OTKPMBAHE HA 3/1I0HamMepeH codTyep. 3a
Lenta ce M3non3sa MNOAMHOXeCTBO OT Habopa oT gaHHM loT-23, cbeToAawo ce ot 500 000
eK3emMnApa, KOeTo BKAKYBA KAKTO A06pOKayecTBEHW, Taka M 3/I0HAMEpPEeHW Knacose.

EKCnepmMMeHTDBT ce NpoBeXxaa, CﬂeABaVIKM 5 OCHOBHM eTana, KaKTo e NoKa3aHo Ha dur. 3.4:

(2) (3) (5)

lMpepBapuTenHa

U3cnepsaHe Ha 06paboTKa Ha MoaroTtoBKa Ha HanacBaHe Ha
LaHHUTE naHHM LaHHKU mozena

®due. 3.4. PabomeH npouyec Ha ekcriepumeHma

3.2.2. AHanu3 n obcbvXKpaHe Ha pe3ynTaTu

Pesyntatmte OT nNpPoOM3BOAMTENHOCTTA, W3NOAN3BAWLM eAUMHMYHA UMMNAIeMeHTauMa Ha

aNropuTMUTE, N NPEeANOKEHUTE XMBPMUAHN aNrTOPUTMK ca NoKasaHu B Tabaunua 3.5.

Tabauya 3.5. Peayamamu om npouzeodumesaHOCmMma Ha asazopummume

Model Accuracy Precision Recall F1-Score
NB 0.92 0.72 0.68 0.70
KNN 0.96 0.86 0.84 0.85
RF 0.98 0.94 0.92 0.93
H1 (NB & KNN) 0.97 0.88 0.86 0.87
H2 (NB & RF) 0.98 0.94 0.92 0.93
H3 (NB & KNN & RF) 0.99 0.96 0.94 0.95

KakTo ce Buxaa oT Tabauua 3.5, HAKOM OT KOMBUHMPAHUTE anropuMTMM NOKasBaT no-aobpa
npounsBoauTeNHOCT. CpaBHEHMETO MEXKAY BCUYKWU TE3M MOKa3aTeNnM U Pas/IMYHUTE MOAENN U

KOMBWHaLUMM OT moaennTe e nokasaHo Ha dur. 3.5.
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—e— Accuracy Precision —e—Recall F1-Score
1
0.99
098 ——————e——— 0.98
0.97
0.95 0.96 9:38
0.94 0.94 0.94
0:93 0.93
0.92 0.92 0.92
0.9
0:88
0.86 8’%
0.85 0’85 !
0.84
0.8
0.75
0.72
0.7 a7
0.68
0.65
NB KNN RF H1 H2 H3

(NB&KNN)  (NB&RF) (NB & KNN & RF)

@ue. 3.5. CpasHeHue Ha noKkazamesaaume Ha PasauYHU aa20pummu U mexHume KombuHayuu

MpepnoXKeHnte XMbpPUAHM anropuTMM LONPUHACAT 3HaAYMTeNHO 3a nogobpsaABaHe Ha
npoussoguTenHocTTa. MNonyyeHnTe pesyntatv B CNeACTBME Ha NPOBEAEHUTE eKCNepUMEHTH
noAyepTaBaT 3HAYEHMETO HA ONTUMM3INPAHETO HA U3BIMYAHETO Ha XapPaKTEPUCTMKU, KOETO € OT
pelaBallo 3HaYeHWe 3a NoBMLIABAHE HAa TOYHOCTTA HAa MOAENUTE 33 MAWWHHO oby4yeHue.
EGEeKTMBHOTO M3BAMYAHE HA XapaKTEPUCTUKKU TpaHchopmMpa CypoBUTE AaHHM BbLB dopmar,
KOWTO e no-uHpopmaTMBEH U AUCKPMMMHATMBEH 3a 3agadvaTa, nogobpssalikM npoueca Ha

obyueHue.

3.3. YUnucneHo TecTBaHe Ha NpeAJioXKeHaTa pamMKa 3a CTaTUYHA KnacuduKauma Ha
3nospegeH codpTyep, U3N0a3BaLLA ONTUMU3ALMA HA PYHKLMU U aHCambBN0BO
obyueHue

M3BAMYAHETO Ha XapaKTEPUCTUKU Ce U3BBPLIBA Ype3 MoauduLMpaHe Ha CblyecTBYBALMA
Python Kog 3a xapakTepuctukm ot npoekta EMBER, 3a aa pabotu c lief 0.16.5 u Python 3.8.
CTonHoCTTa Ha eHTpOoNuATa, MMeHaTa Ha cekumuTe, eflemeHTUTe 3a
MMMNopTUpaHe/eKCcnopTUpaHe U OTYETEHUTE CTAaTUCTUYECKM AAaHHW 32 MeTaZaHHU, HU30BE U Ap.

Bceku PE ¢aiin e npeacTaBeH KaTo BEKTOP OT 616 NpoMeHANBMU.

3.3.1. CLI ckeHep: MpaKTHUUECKK cnyyan Ha ynoTpeba

CLI ckeHepbT e cb3aaaeH cneymanHo 3a nsnonssaHe B cpeaa (Python 3.8 u lief 0.16.5), 3a aa ce
rapaHTMpa NbaHa CbBMECTUMOCT C U3BAMYAHETO Ha XapakTepmucTukm Ha EMBER 2018 n 3a ga ce
npesoTBpaTAT npobaemm c no-Hoswm PE pannosum ctpykTypu. CLI ckeHepbT NpeaocTasa cpesa ot
KOMaHAEeH peJ, KOATO U3N0A3Ba BXOAEH aprymMeHT, NpeAocTaBeH oT notpebutens (nbtat go PE
daiina), 3a ga M3BNEeYEe XAaPaAKTEPUCTUKM (C momollTa Ha BrpafeH MexaHM3bM), Aa 3apeau
KparHua moaen VotingClassifier n ga nonyum HMBO Ha puck. PaspaboTteHuat CLI ckeHep e
HanbAHO odNalH, TaKa Ye MoXKe Aa PaboTu B M30AMPAHU MpeXK U cpeau (T.e. BUPTyanHu). Tol
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e cb3gageH B Python cpepa v e nakeTMpaHo .exe npunoxeHue, nsnonssawo Pylnstaller.
XapaKTepuUCTUKMTE ce n3BamyaT ¢ nomouLTta Ha lief n ca TouHo 616. CLI ckeHepbT e cnocobeH aa
reHepupa W noaabpra nor ¢ain, nokassaw, NoApPob6HO CbCTOAHME HA CKAHMPAHETO MU
BEPOATHOCTHU OLEHKMW.

MpounssogutenHoctta Ha CLI ckeHepa e cnegHata: CpeAHOTO Bpeme 3a CKaHMpaHe Ha
eauH PE ¢arin e ~1,0 ceKyHAU. Bcekn KOH301eH M3X0A, Ce 3an1CcBa U PErNCTPUPA, KOETO BK/HOYBA
BCMYKM NOAPOOHOCTM, KAaKTO BUXTe BMAENN B KOH3OJIHUA M3XOA: [ATA M Yac, NbT Ha ¢aina,
NPOrHo3MpaHa BePOATHOCT, PUCKOBA OLLEHKA U KpaeH Knac. CKkeHepbT MoKe aAa obpaboTtea eanH
dann nanm HAKonKko danna egHOBPEMEHHO (C NOCOYEHM NbTUWA), HO CKAHMPAHETO Ha

AVpeKTopum we 6bae paspaboTteHo B 6baelle. NMpumepHa KomaHaa Ha CLI ckeHepa e:

python scanner.py --file suspicious.exe

MpumepeH nsxog ot CLI ckeHepa e:

[INFO] Scan result: suspicious.exe: Malicious | Critical Risk |
Probability: 95%

[JencteuteneH KoH3oneH usxog, ot CLI ckeHep, B KOWTO € NOKa3aH NpMMep 3a CKaHMpaHe Ha 2
PE ¢aiina, egmH 6e306umaeH PE pain (python-3.8.10-amd64.exe) u eanH 3noHamepeH PE pain
(malicious_file_sample.exe). B u3xoga ca npenoCTaBeHM KaTeropus PUCK, BEPOSTHOCTEH
pe3ynTaT u 3anuc B nora. Llennart nsxon ce 3anucea B scan_log.txt, KakTo e NnokasaHo Ha dwr.
3.6.

C:\mal\dist>

| scan_log.txt - Notepad - O X

Maiin  Pegaktupane  @opmar  Wirney Momowy

2025-85-07 20:82:37,833 - INFO - Model will be loaded from: C:\Users\iliya\AppData'\lLocal\Temp‘_MEI18482\voting_classifier_k616.pkl ol
2025-85-07 20:02:41,207 - INFO - Model successfully loaded from C:\Users\iliya\AppData‘\local\Temp'\_MEI18482\voting_classifier_k616.pkl
2025-05-87 20:02:44,773 - INFO - Scan result: python-3.8.10-amd64.exe: Benign | Low Risk | Probability: 7.0@%

2025-85-07 20:02:45,593 - INFO - Scan result: malicious_file sample.exe: Malicious | Critical Risk | Probability: 77.18%

Pa5, Konl 100%  Windows (CRLF) UTF-8

Gue. 3.6. AelicmsumersieH u3xod0 om KoH301ama om CLI ckeHep.

CLI ckeHepBbT naeHTndMumMpa 5 HMBa Ha puck: 0: JobpokayectBeH; 1: HUCBK puck; 2: CpeaeH
pucK; 3: BUCOK puck; un 4: KputndeH puck. NpeanoxkeHnat CLI ckeHep moXe Aa ce n3nonssa oT
UT agMUHUCTPaTOPU Ha NPABUTENICTBEHN MU KOPMOPATUBHN CUCTEMM, KOUTO HAMAT A0CTbN A0
MHTepHeT. CLI cKkeHepBbT € CbBMECTMM C OCTapAa Xapayep CbC CTapu OnepaumoOHHU CUCTEMM.
To3u ckeHep moXe Aa ce U3Mnoa3Ba KaTo 4YacT OT aBTOMATM3auUmMA Ha CKPUNTOBE UAN BbTPELUHU

3alWMTHU CUCTEMMN.
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3.3.2. Busyanusauumm n nokasarenu

Ha ®wur. 3.8 e nokasaHa rpynuMpaHa cTbnboBMAHA Auarpama, MOKasBala TpWU PasanyHU
npeacTaBUTeIHM MoZena OT TPU PasNnYHM Knaca Ha cuna — cuneH (VotingClassifier), cpegeHn
(Random Forest ¢ k=200) 1 cnab (Random Forest ¢ 10% oby4aBaly, Habop) — N0 OTHOLIEHME Ha
neT NOKasaTenu 3a OLEHKa.

1.0
mmm Strong (voting_classifier k616)

s Medium (randomforest_k200)
mmm Weak (randomforest_10)

0.8f

0.6

Score

0.1}

0.2

0.0 .
Accuracy Precision Recall F1 AUC

Gue. 3.8. CpasHAsaHe Ha cusaHu, cpedHu u cnabu modenu no accuracy, precision, recall, F1 u AUC

ROC KpuBaTa, nokasaHa Ha ®ur. 3.9, e peannsmpaHa, 3a Aa ce BUAAT pe3ynTaTtuTe oT CUAEH
mogen (VotingClassifier), cpeaen mogen (Random Forest ¢ k=200) n cnab mogen (pa3mep 3a
obyyeHune Ha Random Forest, 10%). AUC Ha VotingClassifier e Hain-Bucok (0.9424); cnabuar
MOJeN € MasIko No-Aobbp oT caydyanmHoTo npeanonoxkeHue (0.5972). Pasnmkata 8 AUC Kato
LUANO MOKa3Ba, Ye pasmepbT 3a 0byyeHMe e MO-MasKo MOLLEH OT ONTUMM3ALMATA BbPXY
cnocobHocTTa 3a KnacuduKaums.

True Positive Rate (TPR)

——— Voting Classifier (AUC = 0.9424)
Random Forest k=200 (AUC = 0.9188)
——— Random Forest 10% (AUC = 0.5972)
- = Random Guess

o 0.2 04 on o 1

False Positive Rate (FPR)

®ue. 3.9. CpasHumenHu ROC kpusu
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Ha &wur. 3.11 ca wunwoctpupaHn 20-Te HaW-BAMATENIHWM XapaKTepPUCTUKM, 6asmpaHu Ha
VotingClassifier.

Feature 614 0.0127
Feature 616 0.0049

Feature 257 0.0039

Feature 126 | | 0.0034

Feature 162 | 0.0027
Feature 107} | 0.0025
Feature 129F | 0.0024

Feature 375F 0.0023
Feature 22| 0.0021
Feature 513} 0.0018
Feature 518 0.0017
Feature 256 ] 0.0017
Feature 555 0.0016
Feature 532f 10,0016
Feature 552 F 0.0016
Feature 613 F 0.0016
Feature 65 0.0015

Feature 135 0.0015

Features

Feature 515 0.0015

Feature 124 0.0014
0.000 0.002 0.004 0.006 0.008 0.010 0.012
Importance

@ue. 3.11. 20-me Hali-enuamesHuU xapakmepucmuku, basupaHu Ha VotingClassifier

XapaKTepucTUKuTe ca MOApPeAeHM OT HAW-ToNsIMO KbM HAW-ManKo B/AWAHME KaTo
NOEHTUPUKATOP Ha XapaKTepucCTMKa (6asvMpaHo Ha HU3XOAAWM CTOMHOCTM), KbAEeTo
XapaKTepucTuka 614 e Ha-BaunsTenHata. [Alnarpamara e 3a 06ACHMMOCT Ha MmoZena M NoKasBea

KOU XapPaKTEPUCTUKN Ca OTTOBOPHU 3a HaW-roNsmo BAUAHME BbpPXY peleHUnATa.

3.4. Pe3ynTaTu OT TeCTBAaHETO HA NpeAJio}KeHaTa CaMoOoCb3HaTa KnacupumKauma Ha
3noBpeAeH copTyep upes pyTupaHe Ha moaenmn Ha 6asata Ha cuctema 3a goBepue
3a n3bopa 1 06ACHUMOCT Ha XapaKTepPUCTUKUTE

To3n pasgen opvcBaBa MPOBEAEHUTE TECTOBE 4Ype3 MNpeas/ioXKeHaTa paMKa 3a OTKpPUBaHe Ha
3noBpegeH coptyep, 6asmpaHa Ha SAMC, n3mepBalla NPON3BOAUTENHOCTTA M ONEPATUBHOTO
nosefieHne, cbrnacHo onucaHuveto B [naea 2, pasgen 2.4. TyK ce NpeacTaBAT He camo
NpoBeAEHNTE YUCAEHWN PE3YNTaTU, HO U Ce aHaNM3Mpa MBKABOCTTA HAa PaMKaTa, KaKTo U Kak
Pa3CbXAeHUA ca 0BACHMMM M NO KaKbB HauyMH pamkaTa ocurypsBa [AOBepue M aganTuBHa

npomsHa.

3.4.1. Au3aiid U GYHKLUMU Ha rpadnuHMa noTpebuTtenckm nHtepdeic

[3alHbT Ha NnoTpebuTtenckma nHtepdeinc e pasaeneH Ha 3 ocHoBHM naHena (Pur. 3.12):
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§ Malware Scanner GUI (SAMC) — >

Scan Log
+
Malware Scanner (Auto + Manual Modes) (2025-06-25 12:06:02] Selected
. . file:
®) Auto-Mode (SAMC) (O Scan with Mew Model () Scan with Legacy Model D: /Downloads/python-3.8.0.cxe
Generate SHAP Explanation [2025-06-29 12:06:04] Features
extracted.
[2025-06-29 12:06:04] Scan mode:
Choose File & Scan auto (new_model)

[2025-06-2% 12:06:04] Verdicrt:
Benign, Confidence: 0.945
[2025-06-2% 12:06:08] SHAFP
explanation generated.

File: python-3.8.8.exe
Verdict: Benign
Confidence: 8.9449

Used: New Model (Auto mode)

SHAP Explanation (Top 10 Features)

Top 10 SHAP Feature Contributions

Feature 512
Feature 514
Feature 489 A
Feature 130
Feature 256
Feature 508
Feature 515 A
Feature 531
Feature 586

Feature 370 A

T T T T
—-0.8 —0.6 —0.4 -0.2 0.0 0.2
Clear Log Save Log to File

@ue. 3.12. MpumepeH GUI uHmepgpelic cvbc SHAP obsicHeHue 3a be3spedeH halis, CKAHUPAH Ype3
asmomamuyeH Pexcum, usnonssaliku Hosua mooen

NleBMAT naHen no3Bo/AsABa Ha noTpebutena pa w3bepe peuma 3a CKaHMpaHe, Aa
BKAtouBa/u3kNtouBa SHAP obacHeHusTa, Aa nsbepe gann 3a ckaHUpaHe U Aa BUAWN pesyaTaTa.
[ecHMAT naHen No3BonABa Aa ce BUAM /IOr HAa CKAHMPAHETO B peasiHO BpemMe C BpemMeBM 3annc
Ha cbobueHusaTa. Pa3aensT ¢ obsacHeHMAa Ha SHAP npeactaBa XOpuU3OHTasIHa CTbi60BUAHA
Avarpama, u3obpasssawa 10-Te HaW-BAMATENHU XapPaKTEPUCTMKM, AOMNPUHACALWLM 33
NPOrHO3UTEe, OLUBETEHW MO 3HaK (YepBEHO = MONOXKUTENIEH KNac, CMHbO = OTpMUATENeH Kac).
EKcnepumeHTaneH pesyntaT OT NPOBEAEHO CKaHWpaHe Ha 6e3BpegeH ¢ainn cbc SHAP

obsacHeHue e npeactaseH Ha Pur. 3.12:

3.4.2. Bpeme 3a usanb/IHEHUE U NATEHTHOCT HA PYTUPAHETO

3a pga ce onpeaenu BbanpuemaHaTa NpPonsBOAUTENHOCT B peasiHO BpeMe Ha pamkata SAMC, e
HanpaBeH GEHYMApPK Ha NAaTEHTHOCTTA Ha BCUYKKU .exe MPMMepu, pPasnosioXKeHW B TecToBaTa
AnpekTopua. M3mepeHo e BpPemeTo 3a M3NbJHEHME OT TOYKaTa, B KOATO € 3anoyHaTo
M3B/IMHAHETO HA XapPaKTEPUCTMKM, [0 MOMEHTa, B KOWTO € [OCTUrHata nporHosara,
naeHTMdMUMpPaHa OT TePMUHANA, U3NON3BANKM NOrMKaTa 3a pyTupaHe Ha SAMC (legacy model,
new model nnaun fallback). CKaHnpaHeto Ha Te3n 100 ¢daiina moxe aga ce 0606WM, KaKkTo e

nokasaHo B Tabauua 3.6:
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Tabauya 3.6. Mempuku u cmoliHcmu om ckaHupaHemo Ha 100 ¢alina

Metric Value (seconds)

Fastest 0.0569
Slowest 0.5129
Average 0.2334

Te3n goKasaTencTBa NOKA3BaT, Ye AOPU M3NON3BAHETO Ha JIoruKaTta, 6asmpaHa Ha 4oBepueTo B
NPOrHo3aTa, € N03BOANA0 KnacudmKauma B NOYTM peanHo Bpeme. PesepBHaTta normka e 6una
M3MON3BaHA MOHAKOra 3a C/ly4au, 33 KOUTO € YCTAHOBEHO, Y€ HAMA HEeCUTypHOCT OTHOCHO
pesynTtata OT nporHosaTta (Hanp. noA npara), Tb KaTo TOBAa € CaMOOCHb3HAT AM3aliH, KOUTO
OTYMTa HeACHoTaTa/HEM3BECTHOCTTAa MWAM BXOAHWUTE [JAaHHM MWANM  MOAEAUTE, KOWUTO Ca
nNpeaoCTaBUN OLEHKM 33 JOBEPUE, OLEHEHM KAaTO HUCKMN.

3.4.3. CpaBHeHUe Ha npou3BoAUTEeNHOCTTA: PyTupaHe cpelly HepyTupaHe

3a fga ce OueHM NpakTUyeckata ePeKTUBHOCT Ha MexaHU3MWUTe 3a pyTupaHe, H6asupaHu Ha
[OBEPUE, U PE3EPBHUTE MEXAHU3MU, NPOBELOXME EKCMEPUMEHT, B KOMTO OLLEHUXME YeTUpHU
Pa3INYHKU CTpaTernm 3a U3BoL;

1. Camo Legacy Model — nsnonssa VotingClassifier, o6yueH Ha EMBER 2018 n pa3uuTa
€4MHCTBEHO Ha UCTOPUYECKN MOAENN.

2. Camo New Model — n3nonssa HacTpoeHuma n ontummsnpaH ot Optuna Knacudukatop
XGBoost, 06yueH Ha EMBER 2024, KoiTo n3non3ea No-HOBOTO pa3npeaeneHne Ha
OaHHUTE.

3. KombuHupaHo rnacysaHe (6e3 pytmpaHe) — npocTto HanBeH aHCambb/1 OT ABaTa
MoZena ¢ MeKo rnacysaHe 6e3 HMKaKBM Nparose 3a goBepue.

4. SAMC pyTupaHe + pesepBeH MeXaHU3bM — MPeaNOKEHUA UHTENUTEHTEH MoAen,
KOMTO AMHaMUYHO n3bupa moaen Bb3 OCHOBA Ha AOCTOBEPHOCTTA Ha MPOrHo3aTa u
KOMTO M3MN0ON3Ba NpeTersieHa pe3epBHa /IOTMUKa, ako HUKOM MOAEN He NPEMUHE npara.

3a 1031 ekcnepumeHT b6e cb3ganeH 6anaHcmpaH TectoB Habop ot 50 M3BeCcTHM Npobu oT
3nospeaeH codptyep u 50 gobpokayecTBeHM M3NbAHMMK dalina, KaTo BCEKU daln npemuHa
npes BCUYKMTE YETUPU KaHana 3a U3BOA, C/ies KaTo belle CTaTMYHO aHan3upaH B 616-M3mepeH
PE BeKTOp Ha xapaKTepucTukuTe. Pesyntatute ca 06o6uweHun B Tabamua 3.7:

Tabauya 3.7. CpasHumMesHa egheKmMuBHOCM HA PA3/UYHU Cmpameauu 3d U3800 8bpxy 6AAAHCUPAH
mecmos Habop (50 3noHamepeHu u 50 dobpokayecmeeHu ¢haiina).

Mode Accuracy F1-Score ROC-AUC False Positives False Negatives
Legacy Only 0.6740 0.5000 0.9425 1 30
(EMBER 2018)
New Model Only 0.8260 0.8421 0.8820 9 5
(EMBER 2024)
Combined Voting (No Routing) | 0.8680 0.8608 0.9683 3
SAMC Routing + Fallback 0.9140 0.9036 0.9981
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Te3n pe3yntaTt¥ MOKas3BaT, ye cTpaTervaTa 3a pytupaHe SAMC e npeBb3XOXKAana BCUYKMK
OCTaQHaNM PEXWMMMU MO BCUYKM MOKasaTenu 3a OueHKa, nocturakm Fl-oueHka Hag 0.9 u
nepdeKkTHa NPeun3HOCT, HO CbLLO TaKa MHOrFO BUCOKA nonbaHoTa u ROC-AUC. 3a pasnuka ot
TPAAULUMOHHMA MOAEN, KOWUTO TMOKa3Balle MpPeKaNeHO KOHCepBaTMBHO MNOBeAeHMe Mnpwu
oTuuTaHe (6e3 danwmeM NONOKUTENHWU PE3YyNTATU, HO C MHOTO HMUCKa OT3uBYMBOCT), SAMC
nocTura cpeaeH BapuaHT, Tbi KaTo UAK CENEKTUBHO Ce A0BepABa Ha NO-yBEPEeHUA MOAEN, Un
npunara npeTerneH pesepsBeH metoa. ToBa NogKpena 3aKNtO4YeHMETO, Ye cTpaTeraTta 3a usbop
Ha mopgen, cbobpaseH c AoBepueTo, He camo nogobpasBa yCTOMYMBOCTTA, HO M NOMara 3a
HamanasaHe Ha danwuenTe NONOKUTENHU W GaNWMBU OTPULATENHM pPe3ynTaTm npwm
CpaBHABaHe Ha NPOM3BOAUTENHOCTTA.

Mpw n3cnepsaHe Ha ebeKTUBHOCTTA HA KnacuduKkaumaTa cnpaMo HaumBHO aHcambi0BO
rnacysaHe, noaxoasT Ha SAMC b6ewwe no-gobbp, T KaTo N3bArsalle cNANOTO OCPeAHABAHE U
BMeCTO TOBa Ce afanTupalle, 33 Aa M3NON3Ba NO-AOCTOBEPHUA MOAEN CeNeKTUBHO 3a BCAKA

n3Bajka.

3.4.4. SHAP obacHeHue 3a 3n10BpeaeH $aiin

3a Aaa gagem owe eauMH npumep 3a 06sSCHUMOCT U goBepue, NOAroTBMXMe siokanHo SHAP
obsacHeHWe 3a egMH OT pe3ynTaTUTe OT 3/10Ka4YeCcTBEHU NpPobu oT HoBuA mogen. Ha dur. 3.13 ca

noKasaHu 10-Te Hal-BaXKHMU XapPaKTePUCTUKU, AONPUHECTN 3a 3aKNTIOYEHUNETO ,,3n0HamepeH”.

Top 10 SHAP Feature Contributions

Feature 508 -
Feature 513 A
Feature 531 A
Feature 512 4
Feature 514 4
Feature 586 4
Feature 511 4
Feature 256 1
Feature 374 1

Feature 105 4

T T T T T T T
—0.2 -0.1 0.0 0.1 0.2 0.3 0.4
®ue. 3.13. SHAP obsacHeHue 3a 3n10HamepeH ¢alin. YepseHume neHmMu NoKa3eam noaoxumesneH nPUHoOc
KbM 3/1I0HaMepPeHOMO rnpocHo3uUpaHe, 00KAMo cuHUmMe sAeHmu rnoKassam 606pOKG°IECI’nBEHU
Xapakmepucmuku

SHAP BM3yanHO noKas3Ba, Ye MHOIO OT CErMEHTUTE Ha eHTponuATa U balToBaTa XMCTOrpama
MMAT AOMWHMPALLO 3HAYeHWEe 33 PeLleHNEeTo, KOeTO 03HayaBa, Ye MOAEeNbT CUAHO 06pbLULA
BHMMaHME HA aHOMANUUTE B CTAaTUCTUYECKUTE XAPAKTEPUCTUKU. HAKOM OT cCbluTe
XapPaKTePMCTUKM CbLLLO NOKA3BaT rofIAMo OTKNoHeHue B KS Tecta (Hanp. XapakTepuctuka 507),

KOeTo noaKkpena poTaunATa Ha a4anTUBHOTO U obacHumoTo OTKpPpUBaHe.
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3.5. Pe3yntatu ot pa3paboreHoTo u TectBaHo npunoxxeHue Shipka Guard Ha 6a3a
Ha Npea/ioXKeHaTa aAanTUBHA paMKa, pa3vuuTalla Ha AoBepue 3a KnacupuKauua
Ha 310BpeaeH copTyep ¢ KopeKumm 3a obpaTHa Bpb3Ka

padunyHuAT notpebutenckm uHtepoeic (GUI) Ha pa3paboTeHOTO NPUNOXKEHWE NOA, MMETO
»,Shipka Guard” e usrpageH c nomowta Ha pamkata Streamlit. ToBa pelieHne no3sBosaABa 6bP30
BHeApABaHe W NpeaoCTaBA AOCTbM Ha aHanusaTopuTe 6e3 WMHCTaNauMA WU CAOMKHM
KoHdUrypauumn. B pamkuTe Ha rpadpuyHmns notpebutenckm nutepderic notpebutennte morat ga
KauBaT PE ¢ainoBe, Aa npaBAT MPOrHO3M B peasiHO Bpeme CbC CBbP3aHM CTOMHOCTM Ha
AOCTOBEPHOCT M A3 nosyyasaTt 06acHumMM (XAl) Bu3yanumsaumm. BkaroyeHn ca Kakto SHAP, Taka
n LIME obAcHeHun, ¢ npeaocTaBeH gonvasaly nsrnen; SHAP nokassa rnobanHm npuMHoOCK Ha
XapaKTEPUCTUKUTE Bb3 OCHOBA Ha apXMUTEKTypaTa Ha mogena, aokato LIME noka3ssa noKaaHo
NHTepnpeTupyemun NnpubanKeHna Bb3 OCHOBA HA JIOKA/IHOTO peLleHue.

OcBeH TOBa NPEe/IoKEeHNETO MMA OMNLMA, KOATO MOXKe [a Ce M3N0A3Ba 3a pbyeH M36op Ha
afanTUBHU BepcUM B MaZallo MEHIo, 32 43 Ce CPAaBHABAT M MPOTMBOMOCTABAT MapanesiHu
aflanTUBHM MoAenn. BrpageHuaT umnopT/eKcnopT Ha obpaTHa Bpb3Ka CblLO MNO3BO/ABA
3ana3BaHe uaM cnogensHe Ha obpaTHaTa BpPb3Ka OT aHa/M3aTopuTe, KOETO AOoNpuHacA 3a
Bb3NPOM3BOAMMOCTTA Ha BCEKM EKCMepMMEHT M MOCTUra CbBMecTeH paboTeH npouec.
KombuHaumAaTa ot noapobHu perncrpauMoHHun ¢aiiiose 1 peryampyema onuma 3a nparose, C
Bb3MOXKHOcTMTe, npaBu Shipka Guard wWHTepakKTMBHA u3cnenoBaTe/icCka WU onepaTuBHaA
nnatpopma.

B pa3apaboTteHaTta Bepcus Ha npunoxeHuneto ,Shipka Guard” ca uHterpmpaHun gsa XAl
meTtoza: (1) LIME nokanHo obacHABa BcMYKkM moaenu u (2) SHAP rnobanHo obscHABa NpMHOCa
Ha BrpafieHUTe XapPaKTEePUCTUKM B mopaenute, 6asupaHu Ha abpseTa (Adaptive XGBoost).
BrpageHute BM3yanusaumun ce npeacrtaBaT B rpaduyHuA notpebutenckn mHtepdeinc, 3a aa
MOMOTHAT 3a pa3bupaHeTo M BaAMANPAHETO Ha pelleHnATa. Te3n peleHnsa ca MHTerpmpaHa B
npeasioXKeHaTa U peannsmpaHa apxXuTeKTypa Ha cMcTemaTa 3a MalWMHHO obyyeHume ¢ obpaTHa
BPb3Ka 3a KNacudpumKaLuma n o06ACHMMOCT, NakasaHa Ha dur. 3.14.

BcHUKM cucTeMHM cbbuTUs (CKaHMpaHuKA, 3anMcKn 3a obpaTHa Bpb3Ka, NpeobyyeHune) ce
pernctpupart B logs/scan.log. OcBeH ToBa, pamKaTa NpocneasBa BpeMeTo 3a U3nbaHeHue (B ms)
32 BCAKA MNPOrHOo3a, 3a [4a rapaHTMpa, 4Ye cuctemaTta uwe paboTM B peanHO Bpeme Ha
notpebutenckna xapayep. Tasm GyHKUMA NpeaocTaBA NepcneKkTMBa 3a OCbLLECTBMMOCTTA M
BHEAPABAHETO HA MPOEKTA B KOPMOPATUBHWU CPeaM, BKAKUUTENHO pe3ynTaTu OT CKAaHMpaHe,

3anncu 3a o6paTHa BPB3Ka, aKTya/1n3aumm Ha KOpeKUUn n cbbuTKA 3a npeo6yqume.
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[ N36paH dann ]

(.exe / features.json)

e ™
GUI Busyanusauyua
* HwuBO Ha puUCK

(Hncko/CpeaHo/Bucoko/KpUTnuHo)
MexaHunsbm 3a nporHosunpaHe - SHAP/L'ME Explanation
(knacudpukatop + SAMC pyTupaHe) . J

|

Kopekuusa ot notpebutens
(KopeKuusa Ha eTMKeTa)

v

Mau cnot — Bydep 3a o6paTHa Bpb3Ka \\\>
(Meku/Tebpau akTyanmnsawumm) N (feedback.json) S

B

— _

Gue. 3.14. ApxumeKkmypa Ha cucmemama 3a MAWUHHO 0by4YeHuUe ¢ 06pamMHa 8PB3KA 3a KAACUpUKayUa u
obsacHumocm (XAl)

3.5.1. OueHKa Ha pa3paboreHoTo npunoxxeHue Shipka Guard, Ha 6a3a Ha npeanoXKeHara
pamka
OueHKaTa Ha NpUIOKMMOCTTa Ha paspaboTteHoTo npunoxkeHwe Shipka Guard, Ha 6a3a Ha
npeanoXeHaTa paMka, N3noa3Ba Asa Ny6/MYHO AOCTbNHM Habopa OT AaHHKM 3a 6eHYMapKoBe:
EMBER 2018, cbabprkaw, Hag 1 muavoH PE npobu, xapakTepmsmpawm ce ¢ 616 ctaTuyHu
XapPaKTEPUCTUKM (T.e. XUCTOrPamu, eHTPONUA, HU30BU CTAaTUCTUKM) U M3NON3BAH KaTo 6a3os
,HacnegeH” mogen 3a nscneasaHeto; u EMBER 2024 ¢ npubaunsutenHo 960 000 npobu. EMBER
2024 cbpbprKa CbBpPEMEHHWU CEMENCTBA 310HAMEpPEH coPTyep M e XapMOHU3UPAH B CbLLOTO
616-M3MepPHO NPOCTPAHCTBO OT XapaKTEPUCTUKK 3a cpaBHeHMe c Habopa oT AaHHK EMBER 2018.
OcBeH TOBa Ce M3NON3Ba TpPeTW, reHepupaH oT notpebutens Habop oT gaHHM. PamkaTta e
CTPYKTYPUPAHa TaKa, Ye Aa MHTErpupa reHepmpaHm oT notTpebuTtena AaHHW NO IeCeH HauuH, 3a
A3 Ce XapMOHM3Mpa B CbLOTO 616-M3MEpPHO NPOCTPAHCTBO OT XapPaKTEPUCTUKM.

3a uenuTe Ha YeCTHOCT M Bb3NPOMU3BOAMMOCT Ha eKcnepumeHTute, ot EMBER2018 u
EMBER2024 6ewe cb3aaaeH 6anaHcupaH Habop ot 100 000 npobu (50 000 gobpokavecTBeHn,
50 000 3noHamepeHun). MbpBoHaYanHoO 6a30BMTE MOAENN U METOALT 32 aBTOMATUYHO pyTUpPaHe

SAMC 6sxa cpaBHeHM Npu banaHcMpaHaTa OLLEHKA, KAaKTO e NokasaHo B Tabanuya 3.8.

Tabauya 3.8. MpouzsodumenHocm Ha Legacy, Modern u SAMC Auto (T=0.85)

Pexxum Accuracy Precision Recall F1 ROC- FN FP
AUC

Force Legacy 0.92409 0.9540 0.8906 | 0.9213 0.9621 5472 | 2148

Force Modern 0.96641 0.9793 0.9529 | 0.9660 0.9955 2353 | 1006

Auto (SAMC) [T=0.85] 0.95917 0.9852 0.9324 | 0.9580 0.9942 3381 | 702

PasrnepaHua ed)eKT OT NNeKaTa aganTtayna Ha Patch cnpAmMmoO NMbAHOTO npeo6yqume, KaKTO €

nokasaHo B Tabnnua 3.9.
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Tabauya 3.9. A6aayuoHHO Npoy4YsaHe, cpasHABAW,0 Uusxo0HuUmMe 0aHHU Modern, Patch ¢ 500 npobu 3a

06pamHa 8pb3Ka U NbsHo ripeobyyeHue ¢ 10 000 npobu 3a 0b6pamHa 8pv3Ka

Pexxum

Accuracy

Precision

Recall

F1

ROC-
AUC

FN

FP

Base (Modern) 0.96641 0.9793 0.9529 0.9660 0.9955 2353 | 1006
Patch (500 fb) 0.96727 0.9799 0.9541 0.9668 0.9918 2294 | 979
Full Retrain (10k) 0.94719 0.9672 0.9257 0.9460 0.9906 3713 | 1568

CnoaTt Patch, obyyeH ¢ 500 npobu 3a obpaTHa Bpb3Ka, NOKasBa 3abenexmmun nogobpeHus:
KakTo FN (-59), Taka un FP (-27) Hamansagar, a pe3ynTtatsT F1 eko ce yBennyasa. Mo TO3M HauuH,
[0pPU ManbK U eBeHTyanHo HebanaHcnpaH bydpep 3a o6paTHa Bpb3Ka MOXKe Aa ce M3Noa3Ba 3a
npunaraHe Ha nocneaoBaTesIHU, 6bP3M KOpeKLUMK. 3a pas3InKa OT TOBA, NbIHOTO NpeobyyeHne
¢ 10 000 npobu 3a obpaTHa Bpb3Ka AaBa NO-10LW pe3ynTaT. BbnpeKkn ye nsrnexga HenormyHo,
0b6ACHEHMETO ce KOopeHW B npucTpactma u gucbanaHc B nyna 3a obpaTHa Bpb3Ka: Hue
YMHOKaBame npobaemHute npobu n ysenmnyaBame rpelliknute, BMeCTo Aa rv nonpassame. ToBa
HaWCTMHA NPeAOCTaBA KPUTMYEH YPOK: KauecTBOTO M pa3HOOHPa3MeTO Ca CbLLO TOIKOBA BaXKHY,
KOJIKOTO KONMYEeCTBOTO Ha 0bpaTHaTa Bpb3Ka.

SAMC Auto, n3non3Baly, pasIM4HKU NpParoBe Ha AoBepue, e NoKasaH B Tabaunua 3.10.

Tabauya 1.10. MempuKu npu pasauvyHume npazose Ha dosepue.

T Precision Recall %Uncertain
0.80 0.9854 0.9310 6.5%

0.85 0.9852 0.9324 8.2%

0.90 0.9851 0.9341 10.6%

Mo-HuckuTe nparose (T=0.80) BOAAT A0 MO-MANKO Bb3AbPXKAHWUA, HO MO-TOIAM PUCK OT
norpeLwwHn KnacnpuKkaumm. ManonseaHeTo Ha No-BMcokn nparose (T=0.90) ysennyasa 6pos Ha
Bb34bPXKAHUATA, KOETO CbLLO NoA0HPABA HALEKAHOCTTA, HO € CbMPOBOAEHO C HAMaNABAHE Ha
nponycKaTenHata cnocobHocT. ToBa AONbAHMTENHO NoAKpens uaeaTa, ye T e peryanpyem
6yTOH 3a 6e3onacHocT.

BpemeTo 3a M3nb/HeHWe HA Galin e 3SMepPeHO AUPEKTHO OT CUCTEMHUTE Nor palinose 3a

BCEKN MOAEN M pe3ynTaTuTe ca AaaeHu B Tabaumua 3.11.

Tabnauya 3.11. J/lameHmHocm Ha U3nbsAHEeHUemo, HopmasausupaHa 0o 100 npobu Ha moden

Pexxum n_samples Mean (ms) Std (ms) p50 ‘ p90 p99
Modern 100 47.6 24.5 33.1 83.6 91.3
Legacy 100 131.4 0.0 131.4 131.4 131.4
Adaptive 100 109.7 29.5 109.7 133.3 138.6
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Mogenbt Modern noctura cpegHo Bpeme 3a M3BoZ noz 50 ms, KoeTo e A0CTa NoA LenesaTta
rpaHuua ot 90 ms/npoba. Legacy n Adaptive ca no-6asHu (~110-130 ms), HO BCe OLLe B paMKuTe
Ha peanHoTo Bpeme. Te3n pes3ynTaTM MNOTBBP)KAABAT Bb3MOMKHOCTTA 33 BHeApABaHE Ha
cuctemata Aopwm ¢ aktuemnpaH SHAP/LIME.

Tpu nNpuUMepHU Kasyca, MWNOCTPUPALLM AMHAMMKATA HA obpaTHaTa Bpb3Ka M
obacHeHusTa:

e ®anwmBo oTpuuaTenieH pe3yartat, KopurupaH uypes Patch. Ha ®dur. 3.15 (LIME) e
NoKasaHA 3n10HaMmepeHa npoba, norpewwHo KnacnpuumpaHa Kato 4obpoKayecTBeHa.
Cnep, kopekuma ¢ 500 cemnam 3a obpaTHa Bpb3Ka, peweHneto bewe KopurmpaHo,
Hamanasanku FN.

e ®anWwMBO NONOXKUTENEH pe3ynTaT, KopurupaH u4pe3 obpatHa Bpb3Ka.
[JobpokayectBeHa npoba, norpewHo KnacudpuumpaHa KaTo 3/10HamepeHa, belwe
nobaseHa Kbm bydepa 3a obpaTtHa Bpb3Ka. Moagenbt Patch bewe kopurupaH u
banWwmBO NONOKUTENHMAT pe3ynTaT bele eNMMUHUPAH.

¢ HecurypeH cnyyai, ob6acHeH upe3 LIME u SHAP. Mpu T=0.90, SAMC ce Bb3abp:Ka.
LIME noKasa npoTMBOpPEYMBM NOKA/IHN A0Ka3aTe/ICTBaA, A0KATO rNobanHOTO 3HaYeHne

Ha SHAP (dwur. 3.16) 068CHN BAMAHUATA HA LOMUHUPALLUTE XaPaKTEPUCTUKM.

LIME Explanation - FN Example (idx=61) SHAP Global Feature Importance (Modern)
265 <= 00| [N Feature 531 |
SN Feature 1
—y
dor <1 <=0 . Feature 256
| Feotvress I
] Feature + |
- S
511 <= 0.00 | - Feature 496 _
0.01 <531 <= 0.01 - Feature 32 _
603 > 0.01 4 - Feature 553 _ mean(|SHAP value])
o010 005 0.00 005 0.0 01 02 03 0.4 05
®ue. 3.15. O6acHeHuemo Ha LIME 3a FN e ®ue. 3.16. BaxHocm Ha enobanHume
Kopu2upaHo om Patch Xapakmepucmuku Ha SHAP 3a Modern modena

GUI, nokasaH Ha dur. 3.17, noKa3a Bb34bpKAHMETO HA aHaNM3aTopa, KOMTO MOXKe Aa
npeaocTaBn Kopurmpaua obpaTtHa Bpb3Ka.

OueHKaTa NoTBbpP)KAaBa ePEeKTUBHOCTTA M OrpaHUYEHUATA HA MPensioXKeHaTa pamKa.
CrapuTe mMofenu ca OCTapenu, AOKAaTO CbBPEMEHHUTe MoLenu ce npeactaBAt pobpe, Ho
npoussexaaT noseye FP. SAMC Auto 6anaHcupa pucKkoBeTe Ypes AMHAMUYHO pyTupaHe. Chosat
Patch ocurypaBa 1ecHO 1 1eK0 NOYMCTBAHE Ha FPeLLKU C Mankm obpaboTeHn Nnynose, a MbJAHOTO
npeobyyeHne He gaBa NPEBAHTMBHO NPEAMMCTBO, OCBEH aKO HAMA NOAXOAALLO KOJIMYECTBO

obpaTHa Bpb3Ka.
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Settings
| © shipka Guard - Adaptive Self-
. | Aware Malware Classification

Patch Retrain Trigger

How often to retrain the patch model on new Upload a Windows PE file (".exe)
feedback?

Drag and drop file here .
10 samples + retrain every 10n... v o Browse files

Show Explanations (LIME/SHAP)

MBSetup.exe 2.0MB x
File: MBSetup.exe | SHA-256: alcZe3ccTc6l9aB8beledecd5d4ale2T34b04e832d168930acbe6B66134648C2

Synthetic Error Injection (bulk)
How many synthetic samples to inject Decision Feedback

50 - o+ il - . \
Base synthetic on existing feedback (if Base proba(mal): ©.152 | Threshold T: .96

available) Model: Modern Model (Manual) This is MALICIOUS
Inject Synthetic FN (many) Feedback unigque samples: &

Gue. 3.17. EkpaHHa cHUMKA Ha nompebumersickua uHmepgelic c ,HecuaypHo peweHue” (T=0.90)

MparbT Ha AoBepue npeanara HacTporBaem 6anaHC Mexay MOMbAHOTA U Bb34bPrKaAHMUA.
JlaTeHTHOCTTa OCTaBa B PAaMKUTE HA PeasiHOTO Bpeme, A0KATO KasycuTe NOKasBaT KaK MoayabT
3a obacHeHne (LIME/SHAP) n HecurypHuTe Bb3Abp’KaHMA BMNOCAEACTBME Ca YBEANYUAM
[0BEpMeTo Ha aHanM3aTopuTe MUAKW MOHe ca Bananaupanun pesyntatute. CnegosaTenHo, Hue
obocHoBaBame npoueca SAMC KaTo edeKTMBEH W HaAe)KAeH npouec 3a afdanTupaHe Ha

KnacudukaumaTa Ha 310BpeaHna coptyep.

3.5.2. inckycun n ussoam

Shipka Guard uHTerpupa 4 pexuma Ha CKaHWpPaHE, UHMXEKTUPaHEe Ha CUMHTETUYHM TFPELLKM,
eKcnopTt/MmnopT Ha obpaTHa Bpb3Ka, b6asupaH Ha JSON, u mawabupyem aHanus. ToBa npasu
pamkaTa Shipka Guard He camo no-aganTuBHA, HO M NO-NOAXoAALWA 33 peasnHW YCNOBMSA Ha
BHegpABaHe. PamkaTta Shipka Guard e 6a3upaHa Ha MHTepPaKTUBEH rpadunyeH nNoTpebuTencku
nHTepdenc, KOMTO Hamanaea Oapuepata 3a HecneumanmsampaHm notpebutenn paa
eKCnepuMeHTMpPaT ¢ KnacnduKkaumaTta Ha 3noBpeaeH codryep. bydepbT 3a obpaTHa Bpb3Ka
no3Bo/sABa Ha nNoTpebutens CbBMECTHO Aa KopurMpa mogena, KoeTo My Nno3BossABa Aa
eKkcnoptupa/mmnoptvpa dainose ¢ obpatHa Bpb3Ka. WMHTerpaumata Ha 06ACHMMOCTTa
AONpUHAcs 3a AOBEPUETO B PELLEHUATA, KOETO Ce e YBEeNNYMIO Ype3 noseve MHopmauma 3a
bYHKLMUTE OT NOKanHa U rnobanHa rnegHa ToyKa. PeructpmpaHeto Ha mawabupyemoctta
OTpa3fABa a4aNTMBHOCTTA HA CUCTeMaTa, KOeTO He Bb3npenATcTBa paboTHUTE NpoLecH B peasHo
Bpeme. BCMUKM Te3M acneKTM MOKa3BaT, Ye afanTMBHOTO OTKPMBAHE HA 3/10BpeaeH codTyep

MOXe Aa 6bae NPaKTUYHO M NPO3PaYHO.
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PamkaTta npegnara HAKOJIKO HOBU NpUHOCA. [TbpBUAT OT TAX € MeXaHM3bM 3a pyTUpPaHe,
cbobpaseH C A0BepMeTOo, KOMTO M3M0/3Ba MHOMKECTBO MOKOJIEHUA MOAENMU, BKAIOYUTENHO
pe3epBeH MexaHu3bm. CneaawmaT e 6ydep 3a o6paTHa Bpb3Ka U CNOM 32 KOPEKLMM 3a NeKa
ajanTaumMa oT MNOTPebUTENCKM KOPEKUMU U CUHTETUYHM MHXKeKuun. Peanmsaumata my ce
OCbLLECTBABA Ype3 MHTEPAKTMBEH rpaduyeH notpebutenckm wuHtepdenc Streamlit, konto
npeaocTaBa YeTUPU PeXKMMA Ha CKaHMpaHe, cnogenaHe Ha obpaTHa Bpb3Ka Ha H6a3aTta Ha JSON
N nokanHu/rnobanHn obacHeHua (LIME+SHAP). Tolt cblo Taka ocurypssa malabupyemo
pernctpupaHe, KOeTo NpeacTaBa M3BoAM B peanHo Bpeme (<90ms) Ha noTpebutenckum xapayep.

KombuHaumaTa OT afanTUMBHOCT, MHTEPMNPETUPyemocT U MalabupyemocTt BoAU [0
cnpaBsiHe C NpeAn3BMKATe/ICTBaTa HA HENPEKbCHATOTO pPa3paboTBaHe Ha NPAKTUYHU CUCTEMM
33 OTKpPMBAHE Ha 3/10BpefeH codpTyep OT CneaBalo NOKONAEHME, KOUTO NMOCTOAHHO OCTaBaT
,BEPHN" 33 AafeHNTe MoLenu Ha 3anaxm, BMECTO 4a Ce NPOMEHAT NOCTOAHHO. BKatouBaHeTo
Ha n3bop Ha Bepcma u MHTepdenc 3a obpaTHa Bpb3Ka KaTo 4acT OT NPUNOKEHMETO NO3BOIABA
Bb3MNPOM3BOAMMOCT M CbBMECTHA M3M0/13BaemMoCT, KoeTo npaBu Shipka Guard He camo
NPaKTUYEH MHCTPYMEHT 3a 3aluuTa OT 310BpeseH codpTyep, HO U MHCTPYMEHT 33 CbBMECTHM

n3cnegsaHnAa NanM OUEHKHN.

3AK/TIOMEHUE — PESIOME HA NONTYYEHUTE PE3Y/ITATU

3noBpeaHuaT codptyep (malware) moxke ga npueme MHOro U pasnnyHn Gopmu, KaTo BUpPYCH,
yepBeu, TPOAHCKM KOHE M ransomware, U1 MOXe Aa NPUYUHM 3HAYUTENIHM Bpeau Ha Xopa,
OpraHusauuM M OopYM Ha LenuM AbpxKaBu. 310BpeaHMAT codTyep OCTaBa eaHa OT Haul-
CEPUO3HUTE 3annaxm 3a UHOOPMaUMOHHATA curypHocT. C eBONOUMATA HA AUTUTANIHUTE
TEXHOMIOTUM Ce MPOMEHAT U METOAUTE 33 M3BbPLUBAHE Ha aTakK, KOETO Hanara paspaboTBaHe
Ha HOBW aNropuTMM 3a ePeKTUBHO M HABPEMEHHO OTKPWBaHE Ha 3/10BpeAHO NnoBeAeHMe.
TpagnuMOHHUTE peleHun, basMpaHn NPeauMHO Ha CUTHaTypu, Beye He ca AO0CTaTbyHM 33
CNpaBsHE CbC CbBPEMEHHUTE 3an1axMm.

OTuMTaMkMm HeobxoauMmMOCTTa OT pa3paboTBaHEeTO Ha e(dEeKTUBHU cpeacTBa 3a
NPOTUBOAENCTBME Ha 3/10BpeaHUs codpTyep, OnNpesenys M OCHOBHATa Len Ha Hactoawma
AVCepTaUMOHEH TPyA, CBbp3aHa ¢ M3cnenBaHe U aHaNM3 Ha Bb3MOXKHOCTUTE 33 OTKPMBAHE Ha
3N10HamMmepeH codTyep uYpes cpeacTBaTta Ha MalIMHHO obydyeHue. 3a ge ce peanusupar
eKcnepumeHTMTE 6e30NacHO B KOHTPOMpPaHa cpena e npeasoXKeH MaTemMaTMYeckn moaen 3a
n3bop Ha noaxopgdAlla BMPTyasHa MawwuHa. Mpyn Hanumumeto Ha 6e3onacHa B KOHTPO/MpaHa
cpena ca NpoBeAeHU eKCNepMMEHTH 3a YCTaHOBABaHe ePpeKTUBHOCTTA Ha Pa3/IMYHKN aTOPUTMM
Ha MaWWHHOTO Oby4YeHMe W e HanpaBeH aHaAM3 Ha TAXHOTO NpeacTaBsHE 3a UenuTe Ha
OTKpUBaHe Ha 3n0BpeaeH copTyep. Ha 6asa Ha yCTaHOBEHUTE KOHCTaTaUUW € NpeaNoXKeH
nogobpeH noaxon 3a CTAaTMYEH aHa/AM3 33 OTKPMBAHeE Ha 3n0BpedeH codTyep upes
ONTUMU3NPAHE U3BIMYAHETO Ha XaPaAKTEPUCTUKU U KOMBUHUPAKN PasNNYHU aNroOpUTMM 3a

MaWnMHHO o6yqume. B gonbaHeHWe Ha Te3un ycunna e npeanoxeHa pamMka 3a CTaTU4Ha
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KnacudurKauma Ha 3noBpeseH codtyep, M3N0N3BALLA ONTUMM3ALUNA HA GYHKLMKN M aHCaMbBN0BO
obyyeHue. Pe3yntatute OT NPOBEAEHOTO TeCTBAaHE MOKAa3BaT, Ye aHaAM3bT Ha ¢anlmBeo
NONOXUTENHUTE PEe3yNTaTh 33 aHCamMbb/la € 3HAYMUTE/IHO MO-HUCBK OT TO3U Ha OTAeNHUTe
Mmogenn. 3a noaobpsBaHe Ha KnacuduKauva Ha 3n0BpefdeH codTyep e npennoXKeHa
CamMoOCb3HaTa paMKa, MHTerpupalla pyTMpaHe Ha MoZenu Ha 6asaTa Ha cucTema 3a Josepue
3a M360pa M 06ACHMMOCT Ha XapaKTepPUCTUKUTE. JTornKaTa Ha pyTUpaHe yBenyaBa MOLHOCTTA
Ha aHcambbna ¢ pelweHuns, 6asmpaHm Ha goBepue, N NPeaoCcTaBA MBKAB MEXaHU3bM, NOJ1e3eH
KaKTO 3a MMHaAW, Taka M 3a CbBPEMEHHM XapPaKTEPUCTUKM Ha 310BpegHuA codTtyep. 3a
npeunsupaHe Ha KnacudpuKauma Ha 3noBpeaHus codptyep e npeasiorKeHa afanTMBHA PaMKa,
cbobpaseHa Cc 4oBepMETO, NO3BOABALLA KNnacudurKaLma Ha 310BpeaeH COPTyep C Bb3MOKHOCT
3a KopeKuumn ypes obpaTHa Bpb3Ka. bydpepbT 3a obpaTHa Bpb3Ka NO3BONABA HA noTpebutensa
CbBMECTHO 43 KOpuUrmpa mMoZena, Koeto My no3Bo/ifBa Aa ekcnopTupa/vmnopTtupa daiinose ¢
obpaTHa Bpb3Ka. MHTerpauuatTa Ha 06ACHMMOCTTA AONPUHACA 33 AOBEPUETO B PELUEHUATA,
KOETO Ce e yBEe/IMYMNO Ype3 noBeye MHPopmauma 3a GyHKLMUTE OT N0KaNHa U rnobanHa rnegHa
TouYKa. Ta3M aganTMBHA pamMKa e peasnsnpaHa B paspaboTeHa Aemo Bepcua Ha CopTyepHO
npunoxeHue nog nmeto ,,Shipka Guard®. Ta uHTerpMpa mexaHusbm 3a pyTUpaHe, cbobpaseH ¢
[OBEPMETO, KOWTO M3MO0JI3Ba MHOMKECTBO MOKONEHMA MOAENMU, BKAUYMTENHO pe3epBeH
MexaHu3bM. B Hea ce m3nonssa 6ydep 3a obpaTHa Bpb3Ka M CNOM 33 KOPEKUMM 33 /leKa
ajanTaumMa oT NOTPebMTENICKM KOPeKUMU U CUHTETUYHM WHXKeKuun. bnarogapeHue Ha
KOMbBMHaLMATa OT a4anTUBHOCT, MHTEPMNPETUPYEMOCT U MaLLAbMPYyEMOCT ce NoCTUra pellaBaT
npeAn3BUKaTe/ICTBA, CBbP3aHN C HEMPEKbCHATOTO pa3paboTBaHe Ha NPAKTUYHWU CUCTEMW 33
OTKpUBaHe Ha 3/710BpeaeH codTyep OT CneABallo MOKOJIEHME, KOMUTO MOCTOAHHO OCTaBaT
»,BEPHU" 32 AafieHMTe MOAEeNN Ha 3an/1axmn, BMECTO A3 Ce NPOMEHAT NOCTOSHHO.

Ypes npoBeaeHUTE MHOrOH6POIMHU EeKCNePUMEHTUM C Pas3/IMYHU BUAOBE [OAHHU €
YyCTaHOBEHA NPAKTMYECKaTa NPUIOKUMOCT KaKTO Ha NpeanoKeHnTe XMbpuaHN aNropuTMM Taka
M Ha pa3paboTeHOoTOo NpuaoxeHue nog umeto ,,Shipka Guard”.

KaTo 6baewo passButMe Ha u3cneaBaHMATA B AMCEPTALMOHHMA Tpynd ce NAaHupa
n3cneaBaHuA, CBbP3aHU C eAHOBPEMEHHO M MHOTFOKNAcoBO MAEHTUOULMPAHE Ha 310BpeaeH
cooTyep.

MonyyeHuTe pe3ynTaTi No TemaTa Ha AMCEPTALMOHHOTO U3c/eABaHe ca AOKNAABaHM Ha
3 mexayHapoaHu KoHdpepeHumn. MpeactaBeHUTe pesynTaTn ca OTpaseHU B 06O 4 HayyYHM
nybanMKaumm B M3aaHUA, KOUTO ca pedepupaHn U UHAEKCUMPAHU B CBETOBHOM3BECTHW 6asm

[laHHU C Hay4yHa MHPOpMaLMa — Scopus.
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NMPUHOCHU

MoNyyYyeHUTe pe3ynTaT, ONMCaHU B HacTOALWMA AUCepTaLMOHEH TpyA, MoraT Aa ce 0606wAT

B chegHUTe Hay4yHU U HaYy4YHO-MPUNOXKHUN NPUHOCK!

1.

MpeanoXeHu ca ABa MaTaMaTUUYECKM MOJAEna, Ype3 KOMTO MOXKe Aa ce Hanpasu
nsbop Ha codTyep 3a noaxogAwa BMPTyasHA MalMHA 33 LUeauTe Ha

EKCNepPMMEHTA/IHOTO TeCTBAHE 33 OTKPUBAHE HA 3/10BpeseH codTyep.

MpeanoskeH e noaobpeH noaxoa, 3a CTaTUYeH aHaNM3 3a OTKPMBAHE Ha 3/10BpeaeH
copTyep Ypes oNnTMMMU3NPAHE U3BIMYAHETO Ha XapPaKTEPUCTUKM Ype3 KOMBUHUpPaHe
Ha pPas/IMYHK anropuTMM 33 MaWIMHHO o0byyeHue. [lpoBeaeHWUTe TecToBe C

npesnoXeHuTe XMbpuaHu anropuTMm NoKaseaT no-gobpa NpomM3BoOAUTENHOCT.

MpepnoxeHa e paMKa 3a CTaTU4YHa KnacuduKauma Ha 3n10BpeseH codtyep, KOATO
M3N0N3Ba ONTMMM3AUMA Ha PYHKUMM W aHCcambnoBo obyyeHue. Pesyntatute
MOKa3BaT, Ye aHaAM3bT Ha GaNWMBO MONOKUTENIHUTE Pe3yaTaTM 3a aHcambbna e

3HA4YNTENHO NO-HUCHBK OT TO3U HA OTAENTHUTE MOAENN.

MpeanoxeHa e camoocb3HaTa KnacudpuKkauma Ha 3no0BpeaeH codpTyep Ypes pyTupaHe
Ha mogenn Ha 6aszaTa Ha cuctema 3a goBepue 3a M3bopa M 0BACHMMOCT Ha
XapaKkTepuctTukute. JlornkaTa Ha pyTMpaHe yBesiMyaBa MOLLHOCTTa Ha aHcambbia ¢
pelweHua, 6asMpaHn Ha JoBepue, U NPeaoCcTaBsA MBKAaB MEXaHM3bM, NOJIE3EH KaKTO

3a MMHa/X, TaKa 1 3a CbBPEMEHHW XapaKTePUCTUKM Ha 310BpegHus codTyep.

MpeanoxeHa e aganTMBHa pamMKa, CbobpaseHa C A0BEPUETO, 3a KnacupuKauma Ha
3n10BpeneH copTyep C Kopekumm 3a obpaTHa Bpb3Ka. Tasn pamka e ea4HOBPEMEHHO
afanTUBHA M YCTOMYMBA, Tl KaTo BK/IOYBA CAMOOCH3HAT KacUPUKATOP Ha MOAENM,
KOMTO M3MN0/13Ba aA4anTMBHA /IOTMKa 32 aBTOMAaTMYEH M36op Mexay TPaAULNOHHU U
CbBPEMEHHW CJ/IOEBE Ha MOAENUTE 4Ype3 M3MEePBaHE Ha HaAEeKAHOCTTa Ha
NPOrHo3npaHeTo. MHTerpaumatTa Ha 0OBACHMMOCTTA AONpPUHAcA 3a O0BEPUETO B
peleHnATa, KOeTo Ce e yBeanYuIo ypes noseve MHbopmaums 3a GyHKUMUTE OT

NoKanHa n rnobanHa rnegHa To4Ka.
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