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3 Todor Velev

I. GENERAL CHARACTERISTICS OF THE DISSERTATION

Relevance of the problem

In the modern information reality, characterized by the dynamic digitalization of all
social and economic processes, information is becoming a strategic asset and at the same time
an increasingly vulnerable resource. The daily exchange of huge amounts of data, the
complex infrastructure of interconnected systems and the widespread use of cloud
technologies and mobile devices lead to an increase in threats to information security.
Cyberattacks, incidents of unauthorized access and data compromise are becoming more
frequent, which poses challenges to organizations, both in the public and private sectors.

Traditional approaches to security, based primarily on manual processes, separate
technical means or formal implementation of minimum requirements, no longer meet current
risks. Against this background, international standards, such as ISO/IEC 27001, NIST,
FISMA, GDPR and others, require a systematic, integrated and adaptive approach to
information security management. They imply the construction of information security
management systems (ISMS) that combine policies, procedures, technologies, human factors
and organizational culture.

Automation of processes in ISMS is a new necessity, predetermined by the complexity
and volume of data and information flows. Digital ISMS management platforms must provide
traceability, control, continuous assessment and improvement, as well as the ability to
integrate with new regulatory requirements and business changes. In this dynamic
environment, information security is a task of high priority and increasing importance.
Information security management systems are not adequate without automated platforms with
elements of artificial intelligence to master the growing volume and types of information
flows and interactions.

The relevance of this dissertation stems from a clearly identified need for a new,
qualitatively different approach to the management of standardized SMIS. This approach
should be based on a formalized, semantically rich model of the security domain and use this
model to achieve a high degree of process automation. The development of an intelligent,
integrated software environment (platform) based on such a model can dramatically increase
the effectiveness, efficiency and adaptability of security management, while reducing costs
and administrative burden on organizations.

Object and subject of the study

The object of research is standardized information security management systems
(ISMS) and the possibilities for automation of functionalities and their management.
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MODELLING AND AUTOMATION OF STANDARDIZED INFORMATION SECURITY ... 4

The subject of research is a Model of a software product, a complex Platform, that
can model and automate any information security management system, built in accordance
with an internationally recognized standard or standards in this field.

Goals and objectives

The goal of the dissertation is to develop and validate a platform model to manage and
automate standardized information security management systems.

To achieve this goal, the following tasks have been formulated:

e Research and analysis of the theoretical foundations of standardized information
security management systems in aspects:

o Information security;

o Information security standards;

o Information Security Management Systems (ISMS);
o Software applications for IS.

e Analysis of the processes, requirements and characteristics of the platform for
management and automation of standardized information security management systems.
The task is divided in accordance with the specified methodology into the following
subtasks:

o Research and analysis of work processes subject to automation and their
corresponding information flows;

o Determining the functional and non-functional requirements of the platform, through
research and analysis of data, user groups and information security standards;

o ldentifying the general characteristics of the system.

e Design of an optimal platform model for modeling and automation of standardized
information security management systems and its associated architecture.

Methods

To achieve the goals and objectives set in the dissertation, a combination of research
methods was used, ensuring both theoretical depth and practical applicability of the results.

e System analysis

This method was applied to consider the ISMS as a complex, dynamic system of
interconnected components, processes and activities. Through the systems analysis, the main
elements of the ISMS, their dependencies, input and output parameters, as well as their
interaction with the external environment of the organization were identified. The systems
approach allowed for the structuring of the problem, its decomposition into smaller,
manageable parts and their integration into a single platform model.

o Comparative analysis
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5 Todor Velev

An in-depth comparative analysis of various international standards (ISO/IEC 27001,
ISO/IEC 27002, NIST Cybersecurity Framework), regulatory requirements (GDPR, NIS2),
risk management methodologies (ISO 31000) and existing software solutions for ISMS was
carried out. This analysis allowed the identification of good practices, common elements and
gaps in current approaches, which served as the basis for formulating the requirements for the
new platform.

e Modeling
The modeling method is central to the dissertation. The following techniques were used:
o Conceptual modeling - for high-level definition of the components and logical
structure of the proposed platform;
o Architectural modeling - for designing the software architecture, including the
selection of layers, modules, and technology stack;

o Business Process Modeling (BPMN - Business Process Model and Notation) - used
for a detailed description of key processes in an information security management
system (e.g. risk assessment, incident management, audit) for the purpose of their
standardization and preparation for automation;

o Data modeling (ERD - Entity-Relationship Diagram) - is used to structure
information, define objects, their attributes and relationships necessary for the
platform's database.

e Data analysis

Used to collect, systematize, process, and interpret information related to cyber threat
statistics, effectiveness of existing security measures, as well as data generated during
prototype testing.

e Literature review

A thorough and systematic review of scientific and professional literature was
conducted - books, scientific articles, conferences, reports, standards and good practices in the
fields of information security, management systems, process modeling, software engineering
and automation.

e Expert assessment method

When defining the requirements and validating the model and prototype, expert
opinions and recommendations from specialists in the field of information security and
auditing were indirectly taken into account. The combination of these methods provides a
comprehensive approach to the problem, combining theoretical knowledge with practical
application and validation of the proposed solutions.
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1. VOLUME AND STRUCTURE

The dissertation is systematically organized into an introduction, three main chapters,
main conclusions and inferences, appendices, and a comprehensive list of references. The
total volume of the dissertation without appendices is 124 pages, which includes rich
illustrative content of 29 figures (diagrams, schemes, screen shots) and 34 tables presenting
data and classifications. The list of references contains 80 sources, demonstrating the breadth
and depth of the literature review conducted.

I11. CONTENT OF THE DISSERTATION

Introduction

The introduction clarifies the relevance of the problem and presents the methodological
parameters of the dissertation, its structure, object, subject, goals and objectives.

CHAPTER 1 Standardized Information Security Management Systems

The first chapter of the dissertation aims to lay the theoretical foundations of the
research. It provides a detailed review and analysis of existing approaches, standards and
technologies in the field of information security management. The chapter is structured in
such a way as to systematically identify the problems and gaps that the present work aims to
address. A theoretical analysis has been made of the fundamental foundations on which the
model of the Platform for Management and Automation of Standardized Information Security
Management Systems is built, namely: Information Security; Information Security Standards;
Information Security Management Systems (ISMS); and Software Applications for IS.

The chapter defines the terminology and aspects of information security, the methods,
technologies and tools for information protection and the challenges that provoke the study.
The evolution of information security from a purely technical aspect to a comprehensive
management process is discussed. The need for a systematic approach to security
management in organizations is presented, which goes beyond the framework of specific
measures and ensures long-term sustainability.

Information security standards are analyzed, as well as the terminology, nature and
objectives of standardization. The historical development of information security standards is
examined, starting from early initiatives to the formation of international frameworks. The
benefits of implementing standardized ISMS are discussed, including improving management
processes, reducing risk, increasing customer and partner trust, and complying with regulatory
requirements. The main elements, architecture and processes for the development and
implementation of an ISMS are examined. This section provides a detailed overview,
describing the key elements of an IMS according to the standard, including:

e Organizational context - understanding internal and external issues, stakeholders and
scope of the EMS;
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7 Todor Velev

Leadership - senior management commitment, policies and allocation of roles and
responsibilities;

Planning - addressing risks and opportunities, security objectives and plans to achieve
them;

Support - resources, competence, awareness, communication and documented
information;

Operational activity - operational planning and control, information security risk
assessment, information security risk processing;

Performance evaluation - monitoring, measurement, analysis, evaluation, internal audit
and management review;

Improvement - nonconformities and corrective actions, and continuous improvement.
Special attention is paid to Annex A of ISO/IEC 27001, which contains a list of security
controls categorized by domain.

Despite the significant benefits, implementing and maintaining an ISMS is associated

with a number of challenges. The difficulties that often lead to delays, increased costs or
unsuccessful certification are analyzed. The following are discussed:

Lack of resources - insufficient staff, budget and time;
Complexity of processes - a large number of documents, procedures and control points;

Resistance to change - difficulties in changing the culture and work habits in the
organization;

Documentation management - voluminous and dynamic documentation that requires
constant updating;

Audit and compliance - complex internal and external audit processes requiring
comprehensive evidence of compliance;

Continuous improvement - keeping the ISMS in constant compliance with changing
threats and business needs.

These challenges serve as a basis for arguing for the need for automation and

modeling to address these problems.

The first chapter also analyzes the market for software tools to support ISMS. The

functionalities of leading products are studied and the following common shortcomings are
identified:

Passive documentation orientation - most systems are “electronic repositories” for
storing policies, procedures, and records. They support auditing, but not active, dynamic
management.

Lack of semantic understanding - data is stored in relational databases that do not
manage the complex semantic relationships between assets, threats, controls, and
business processes. This limits the possibilities for automated analysis and inference.

Poor process automation - processes such as risk assessment are often reduced to filling
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out spreadsheets that are then uploaded to the system. There is a lack of true automation
based on logical rules.
o Low flexibility and extensibility - systems are usually built around one specific standard
and are difficult to adapt to other frameworks or organization-specific requirements.
Main conclusions of Chapter 1
<~ Based on the analysis of information security, information security standards and
information security management systems, it is concluded that a comprehensive approach
is needed to address the described progressive challenges.
< From the study of the types and functional scope of software applications related to
ISMS, the segmentation of products is identified. ISMS comprehensive management
systems are mainly in aspects of certification, re-certification and maintenance of the
necessary records and templates for the purposes of the audit process. There is a lack of
comprehensive solutions that manage and control all work processes and information
flows in the infrastructure and superstructure of the organization. The platform approach
to building an adaptive system that models and automates standardized information
security management systems is an innovative, generalized solution to the treated issues.
<= In order to ensure the efficiency, usefulness and reliability of the platform, it is necessary
to develop a model that is based on comprehensive monitoring, analysis and management
of the document matrix, workflows and information flows and assets of the organization.

CHAPTER 2. Modeling a platform for management and automation of
standardized information security management systems.

Chapter Two presents a methodology for researching and modeling an automated
standardized information security management platform, and in accordance with it, an
analysis of the processes, determination of requirements, and identification of the general
characteristics of the system are carried out. The research and analysis, according to the
proposed methodology, includes the following key steps:

e Process analysis

Research and analysis of the standardized work processes that the system should
automate and the corresponding information flows.

The following standardized work processes have been identified and described:

Implementation of business processes IBP/Document management ;
Platform administration processes;

Defining and managing business processes;

Management of SUS;

o O O O O

Monitoring and control;
o Audit.
e Determining requirements

Abstracts of Dissertations 2025 (7) 3-23



9 Todor Velev

To determine the functional and non-functional requirements, the following was
performed:

o Research and analysis of user groups;

Users of a platform for the management and automation of standardized information
security management systems are divided into 2 large groups:

- Users - companies and organizations that have implemented an Information Security
Management System certified to an internationally recognized standard. These are
users from all sectors of the economy, operating in all sections of the classifier of
economic activities, including state and municipal organizations.

- Certification and consulting organizations - perform audits for the certification of
ISMS and control audits to confirm compliance.

o Research and analysis of information security standards;

The study of the requirements of the standards was carried out according to their main
groups of characteristics:

- Content of the standard - name, purpose, policies, scope, requirements, conditions,
definitions, type and area of applicability.

- Infrastructure - procedures, processes, documents, controls, registers, deadlines, tools
and functional algorithms.

- Superstructure (external environment) - correspondents, customers, suppliers, partners
and institutions, related standards, possible integration opportunities, audits, etc.

- Resources - organizational structure and personnel, assets, tools and materials needed
to plan, maintain and control standard mechanisms.

o Research and analysis of data.

A platform for the management and automation of standardized information security
management systems, SUSI, operates with two main data groups, as follows:

- Data related to information security standards;
- Data related to the functional requirements for the Platform;

The result is shown in Appendix 3.

¢ Defining the general characteristics of the platform

The general characteristics of the platform were determined by studying good
practices for user behavior, productivity, security and administration of information systems.
Due to the specificity of the goals set and the subject matter studied, heuristic techniques were
used for this task, such as:

- Best practices approach;
- Research and analysis of academic sources;
- SCAMPER technique;

Abstracts of Dissertations 2025 (7) 3-23



MODELLING AND AUTOMATION OF STANDARDIZED INFORMATION SECURITY ... 10

- The Delphi Method

Unified Modeling Language — UML™ and Business Modeling — is used to describe
the processes and requirements. Process Model and Notation (BPMN) standard for visual
modeling of business processes in the form of diagrams like the ones shown below.

Start

Receives a document
by mail, email, counter, or verbally

Document Entry and Registration
i Start
( Return incoming number to correspondent - .
Initiates an internal document

(_ Forwards the file to the relevant employee/manager

he manager sets a resolution/task and directs the 13’
0 the employee/employees

An employee reviews the document.

Conducts additional
communication with the
applicant

Performs additional
communication with
employees

no
A2

Prepares the result

Registers and attaches results ]
(letters, reports, etc.)

[ Sends a response to the
correspondent/initiator

Ended case

End

Figure 1 Document Management Process
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search in text documents
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Bookkeeper Nomenclature
management
Creates and registers additional documents to
correspondence received by mail, email, counter

or verbally

\)

Access management Administrator

Scans and attaches documents to the
file

Figure 2 Document flow diagram of user cases

Main results of Chapter 2

< An analysis of the standardized work processes to be included in the Platform model,
subject to automation, and the relevant information flows corresponding to them, has
been carried out.

<~ Based on an analysis of the data, user groups and information security standards, the
functional and non-functional requirements that must be reflected in the modeling of the
Platform have been determined.

<~ Good practices for user behavior, productivity, security and administration of
information systems were studied and the common characteristics of the Platform were
identified.

< The necessary input parameters, attributes and constraints for modeling the platform for
management and automation of standardized information security management systems
have been defined.
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CHAPTER 3. Platform model for modeling and automation of
standardized information security management systems.

In the third chapter, the author's theory of a document matrix is presented, as a
basis for operational management of an organization and the company. The modeling
methodology and the conceptual model of the Platform are described. An optimized model of
the subject of the dissertation has been developed, built according to the theoretical
foundations and the research and analyses presented in Chapter 1 and Chapter 2. A logical and
physical architecture for the implementation of the platform is proposed.

Document matrix

Every company, regardless of its size, carries out its activities in an internal and
external working environment. The internal environment is determined by the company's
resources (human, material and intangible) and by the work processes within it, related to the
subject of activity. The external environment is the customers, suppliers, partners and
government institutions with which the company works.

Information security management systems according to internationally recognized
standards define, regulate, manage, monitor, record and archive the internal and external
operating environment through the organization's document system and the corresponding
data sets.

A document is a record that reflects in its development every action, norm, event,
resource, attitude, process and intellectual production. In addition to the fact that nowadays
documents are electronic and paper, they can be conditionally classified into several formal
groups - Conventional records and Specialized documents.

The quantity of all these records, called documents, define and determine the
company, its history, capacity, quality and competitive ability.

Documents themselves are not independent separate units. They are connected in a
document network specific to each company. Each document is a final product, behind
which stands a process of varying complexity and scope. Each document process consists of
activities and stages and, as in any production, requires resources and materials. Resources
and materials, in turn, are most often data sets and other documents that have their own
processes and their own life cycle. The multitude of documents and the connections between
them form the document network of the organization. Unlike the Internet, however, the
document network of a company has defined paths, connections and forms (forms) and is
connected to and indexes and manages the data sets (bases) of the organization.

For this reason, the system of company documents is considered not as the document
network, but as the document matrix of the company.

The document matrix affects every element of the company's internal and external
working environment and it is quite logical that it allows for maximum control over the
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13 Todor Velev

organization. The company document matrix is the basis of the management of any
management system built according to internationally recognized standards. They are based
on policies, work processes, procedures and numerous forms and records for their control.

When documents are digitized, the connections between them are visualized, and the
matrix is dressed in appropriate functionality, an extremely effective system for monitoring,
controlling, and managing all levels and resources in the company is obtained.

Platform concept

The platform for modeling and automation of standardized information security
management systems is a modern, innovative, integrated information and operational system
that models, digitizes, registers, manages, stores and controls work processes and related
information and documentation in accordance with various internationally recognized
information security standards.

The model is based on monitoring, analysis and management of the document matrix,
workflows and information flows and assets of the organization. The platform covers all
information units - documents (paper and electronic), audio and video communications,
system, program and communication logs, etc. It monitors incoming, outgoing and internal
information flows and manages them according to the workflows and standardized forms
modeled in it.

Workflows and standardized forms are modeled according to the policies, procedures
and templates of the information security management systems (ISMS). All records related
not only to the elements of the ISMS, but also to the operational processes are formalized in
the platform and are carried out only through it. The goal is to use the latest technological
advances to digitize, index and revitalize the document matrix of the organization and enable
operational efficiency of security management.

Information assets are introduced into the Platform as parameterized objects. Each
control from the system of controls of the information security standards, according to which
the ISMS is built, is associated with one or several predefined criteria of the platform. Each
criterion is a formalized record with certain parameters of the registered information and
frequency and method of verification. For each criterion, triggers for platform action are
defined, according to possible values or events.

Controls are applied to an asset and/or process in accordance with the ISMS.

The mission of the platform is to integrate all document flows related to the work
processes in the client organization. To connect the many application software products
working in the field of information security and data arrays into a single information,
communication and management system. The platform unites information sections and
information flows into a single information space and provides an integrated
environment for storage, management and exchange. This allows to effectively monitor
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MODELLING AND AUTOMATION OF STANDARDIZED INFORMATION SECURITY ... 14

the movement of information structured into separate types of document units, to model
the IMS and to implement reliable control.

The platform models the hierarchical structure of the organization, with the
possibility of changes, allowing for adequate distribution of tasks according to the company's
subordination. The system manages the movement of various types of documents, automating
all phases of workflows.

According to the research and analysis presented in Chapter 2, the platform for
modeling and automation of standardized information security management systems is
implemented with the following components (modules):

B Module for defining and managing business processes DBP;
Business Process Execution Module IBP;

ISMS module;

Audit and Control Module;

The administrative module;

O EH B EE

Platform for modeling and automation of standardized information security management systems

Module for defining and managing business processes DBP

Module Oudit and Control

Administrative Module

Figure 3 Platform Structure

The platform uses a single database in which the necessary information is entered and
output through various interfaces, according to the information classes. The base arrays are
managed by building specialized logic for each of them - standards, terms, processes, users,

Abstracts of Dissertations 2025 (7) 3-23



15 Todor Velev

procedures, routes, forms, controlled processes, and various unstructured data. The platform
layer, the so-called middleware, implements the logic and exchange of information between
the interfaces for entering information and the database. Another platform layer implements
the connection of the functional modules and the database. The functional modules
(components) perform a certain group of functions by providing interfaces for performing the
necessary tasks. The platform builds its modules in the context of each client organization, as
a set of components (functional modules) as shown in the figure.

CUSTOM END USER APPLICTION

Communication Module Module ISMS

i L

MT | Audit and Administrative Module
E control % Module % DBP %Module IBP

Modeling Platform Layer

. Archive
Document keeping Document turnover componem ml?ﬂe%cl)qrém
] component ] component p
o Registry K8 Ipecision control [R7 ] Registers [k ] Coumerpames
omponent component component component —l

Component Platform layer

) Y
Users management LS

component

3

I%

Controls

K12
K11 INomenclatures
Iy component

0 Critereas
Monitoring LS Templates

component DATA BASE componen

K1

o

System
Administration
component

Working process management
component

Resource platform layer

Figure 4 Conceptual architecture of the model

The system has a registration and control part, in which the organization's indexes are entered
and all incoming-outgoing and internal operational documents (events) are registered in
accordance with them. Document numbers are automatically generated according to a pre-set
stereotype. Deadlines for execution can be set for each registered document, which it controls.
The platform also functions as a communicator, informing in various ways (e-mail, SMS,
sound and visual) about various controlled events, overdue deadlines and tasks to be
performed. The electronic system models the operational procedures and process maps
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created in the company according to the relevant standard, ensuring the informationally
correct compliance with all work processes, filling in the relevant forms and blanks,
monitoring of work processes and control of decisions. It guarantees the highest possible
levels of security, reliability and information protection. It provides the opportunity for each
user to identify themselves not only with a username and password, but also with a private
electronic signature. Each employee/user has pre-defined profiles, roles, access rights and
functionality corresponding to their job description. The system dynamically generates
personalized screens upon user login, providing an intuitive user interface and navigation.

The modules of the Platform build the models related to the management of various types of
internationally recognized standards with a rich set of tools: standardized processes; pre-
developed scenarios and stagings; a set of predefined forms; developed conventional registers;
specialized registers; internal communication environment; systems for evaluation, control
and audit support; and others.

Modeling methodology

Based on functional and non-functional requirements, business processes and the
specification of user cases defined in the previous chapter, after the research and analysis, an
optimal set of information descriptors was developed, distributed into logical information
classes and subclasses.

The set of descriptors generated by the research and analysis is decomposed into
logical information classes, in accordance with their functional orientation in the description
of the standards. Information classes are considered as program objects and sub-objects. They
are described by their attributes, which are called information identifiers. Their representation
is unified by using a specific technical format that defines the format of representation of the
values of each attribute of the information objects. The technical format of the information
classes and their attributes is described by the syntax of the Unified Modeling Language
(UML).

For the design of the platform, UML class diagrams are used. which depict the
structure of the system by modeling its classes, properties, operations and relationships
between objects. A class diagram is a visual notation used to build and visualize object-
oriented systems. It is a static structural diagram demonstrating the properties of the platform,
classes, operations and relationships between objects for the description and design of the
system. Class diagrams are a form of structural diagrams, as they determine what should be
included in the modeled system. Information identifiers are modeled in 3 levels of
information classes structured in modules of the platform. As an example, | apply a model of
one main SUSI module.
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STANDARD
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N7 Class Level 4 - Term -Authority
- Node () - Node <—1 - Performer - Employee - VAT number
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Figure 5 SUSI module

The identifiers for each class are described in detail in a tabular form.

Table 10rganizational Unit (Structure)

Description

Type Name/
Format

Class Organizational unit:

() Structure

Attribute  Name: Nvarchar

(400)
Attribute Type: Type

class Parent
Organizational
Unit: Structure

Subclass | Rights (n): Right

Description

Organizational Unit (Structure) is a base class of the
Administrative Module, related to describing the structure of
the organization and its corresponding modeling in the
Platform.

Name of the organizational structural unit.

The structure type is a predefined nomenclature — directorate,
department, sector and position.

Name of the parent organizational unit to which the structure
belongs (if any)

A list of rights on the information objects that the
organizational unit and all its substructures have. A set of
rights are defined for each information object from the
classifier - Example: for the information object "Incident
Register” the right to read, the right to register and the right
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to edit.
Subclass | Templates: Templates are a set of rights that can be applied to any
Template information object and added as a structural unit in a set.
Subclass ' Users: User (n) A list of employees of the organization who have been added
to the organizational structure.

System architecture

The platform for modeling and automation of standardized information security
management systems is implemented as a centralized web-based system with a service-
oriented architecture (SOA), combining the main modules, which in turn use an infrastructure
of standardized services to implement processing for specific types of information.

Service-oriented architecture (Service- oriented Architecture) is a model specifically
designed to reduce costs, increase flexibility and simplify the presentation of business and
operations of different parts of the activity. A basic principle of SOA is the structuring of
business activities into services, which allows for their rapid identification and reuse of
already existing functionalities, as well as avoiding their duplication during development.
Standardization of the behavior of these services leads to limiting the unexpected impacts of
changes, as well as to their successful prediction and avoidance. Service-oriented architecture
(SOA) is a collection of independent software elements that provide software functionality to
other applications as a service.

Main advantages of the SOA approach:
¢ Independence from supplier, product or technology;
e The service is a self-contained functional unit.

The Services can be combined with other software applications to provide full
functionality of a larger software application.

Logical architecture

The platform architecture can be decomposed into separate layers (levels),
communicating with each other via strictly defined interfaces. The main advantage of this
approach is that it allows significant changes to be made to individual layers without affecting
the others, which leads to extreme flexibility. The layers are defined to group elements that
vary independently. In centralized platforms, a proven model is the separation of the
following layers:

Database layer;
Business logic layer;
User interface layer (presentation layer);
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Each layer is subsequently decomposed into separate modules, with communication
between the modules being carried out via strictly specified interfaces. The division into
clearly defined layers and the separation of the database layer from the business logic layers
allows for the overall solution to be compatible with both the existing infrastructure in the
organization and with a virtual infrastructure.

Presentation level

. External WEB External
Internal clients .
clients systems
Application level
Internal External WEB
application aplication services

Integration

Business logic application
gicapp module

Data access

Stores Modules Fraimworks

Database level —— —
w

~ @~

Figure 6 System architecture of the Platform implementation — three-tier MVC architecture

Physical architecture
The platform is based on a flexible architecture that can be deployed in both a physical
environment and a virtualized (cloud) environment, or another hybrid solution.

The platform adapts to the organization's existing hardware, network and application
environment, and has two main physical components:

e An application server that executes requests to the system's web application through
which users work with the system.

e Server for managing the system's databases.
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Considerations for maximum separation and ensuring information security
predetermine the separation of servers in the so-called DMZ or "demilitarized zone" - an area
of the network that is isolated from the rest of the internal network, separated from the
external environment by an external firewall, but also by an internal firewall, so that a
possible breach does not pose a risk to the server with the system application or the server
storing its databases.

=

WEB client U

Application servers

'. P S

T = -

) [ T ] .

T Internet Firewall Firewall
Mobile clients

Database servers EQ

User

WEB client
WEB Demilitarized
clients zone Intranet

Figure 7 Physical architecture

Main conclusions to Chapter 3

<" The Document Matrix is introduced as a basis for operational management of the
company and the conceptual model of the Platform.

< According to the described modeling methodology and the results of the previous

chapters, a model of the Platform for Modeling and Automation of Standardized

Information Security Management Systems has been built.

Alogical and physical architecture for the implementation of the platform is proposed.

The UML code of the model is presented in Appendix 5 (Plant UML)

The implementation of the Platform in modules with Python in OOP style is presented in

Appendix 6.

<= The database implementation is given in Appendix 7 ORM (Object-Relational Mapping)
implementation via (SQL Alchemy standard in Python).

Q99
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IV. MAIN FINDINGS AND CONCLUSIONS

Scientific contributions

An algorithm and methodology for research and modeling of an automated
standardized information security management platform are proposed,;

The author's theory of a document matrix is presented as a basis for operational
management of an organization and a company.

Scientific and applied contributions

An analysis of information security management systems is presented in aspects:
Information  security; Information security standards; Information security
management systems (ISMS); IS software applications.

Work processes and flows that are subject to automation through the developed
platform have been identified, defined and analyzed,

Functional and non-functional requirements are defined after research and analysis of
data, user groups and information security standards;

The general characteristics of the system are identified, using heuristic methods;

A model of a complex platform for modeling and automation of standardized
information security management systems has been developed. The model is based on
monitoring, analysis and management of the document matrix, workflows and
information flows and assets of the organization.

A platform architecture is proposed that is in line with modern requirements for
modularity, automation, and standards compatibility.

Directions for future research

The results achieved in the dissertation work outline the following directions for future

research:

o Development of the Platform with integration with artificial intelligence that analyzes:

o Information units and records;
o System, program and communication logs;
o The information generated by the control criteria.

e Based on the analyses performed with Al, the platform's functionalities can be further

developed in aspects:

o Offering optimization of the SUS;

o Display of abnormal parameters and activities outside the norm;
o Calculating probabilistic events and predicting risk factors.

e Information security management systems can be modeled with neural networks

managed by the Platform. This is an approach to increasing the effectiveness and
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efficiency of critical information security management systems.

e The generative unsupervised neural network - Boltzmann machine (Boltzmann
Machine) uses techniques on input data to analyze the normal states of the IMS to
predict undesirable situations. Internationally recognized standards define a set of
security controls for monitoring, auditing, and managing the IMS. They are divided into
categories, and each of them has standardized attributes. The neural units of the
Boltzmann machine are based on the IMS security control infrastructure.

e Integrating neural networks into an ISMS can significantly improve an organization's
ability to detect, predict, and respond to security anomalies. NNs are widely used in
almost all areas of information and cybersecurity, but for modeling the behavior of an
ISMS as a complete complex system, they are an innovative method for reducing costs
and time, as well as preventing or mitigating damage.

Approbation of the results

The main results obtained in the development of the dissertation work have been
reported in three publications and at specialized international conferences.
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|. OBIIIA XAPAKTEPUCTUKA HA TUCEPTALIUATA

AKTYyaJIHOCT HA npodsiemMa

B cwpBpemenHara wuHpOpManMOHHA JIEHCTBUTEIHOCT, XapakTepusupaimia ce ¢
JUHAMUYHA UU(pOBH3AIMsl HA BCUYKM OOIIECTBEHM M HKOHOMUYECKH IPOLIECH,
uH(pOopMaIUATa Ce MPEBPHIIA B CTPATETUYECKU aKTUB U B CHILIOTO BPEME — BbB BCE MO-YA3BUM
pecypc. ExenneBHUSAT OOMEH Ha OTPOMHHM MAacHBH OT JaHHH, CIO)XKHATa MHPPACTPYKTypa OT
B3aMMOCBBP3aHU CUCTEMHU U MOBCEMECTHOTO M3MOJI3BaHe HAa 00JIaYHU TEXHOJIOTUU U MOOMIIHU
yCTpOICTBa BOAAT 1O HapacTBaHE Ha 3alUlaxXUTe 3a CHUTYpPHOCTTa Ha HWHGOpMaIusTA.
3avecTsBaT KuOepaTakuTe, WHUUIACHTUTE C HEOTOPHU3MpPAH JOCTHI U KOMIIPOMETHpaHE Ha
JAaHHU, KOETO MOCTaBs MPEAN3BUKATEICTBA MPE OPTraHU3aMUTEe, KAKTO B MYOJTUYHUS, TaKa U
B YaCTHUSA CEKTOP.

TpamuioHHUTE MOIXOAU KbM CUTYPHOCTTA, Oa3UpaHy MPEIUMHO Ha PhUHU IPOIIECH,
OTJICJTHA TEXHUYCCKHU CPEJCTBA MU (hOPMAITHO M3IIbJIHEHHE HA MUHUMAIHU M3UCKBAaHUs, BEUE
HE OTroBapsT Ha akTyaJHUTe pUCcKoBe. Ha To3m (oH MexIyHapomHUTE CTaHIApTH, KaTo
ISO/IEC 27001, NIST, FISMA, GDPR wu apyru, HM3uMCKBAaT CHCTEMEH, WHTETPHpPAH WU
QJIaNTUBEH IMOJXO0J KbM YIPABICHHUETO HAa WH(POPMAIMOHHATA CUTYpHOCT. Te mpemmonarar
U3rpaKJIaHe Ha CHCTEMH 3a yIpaBlieHHe Ha curypHoctta Ha undopmanusara (CYCH), kouro
chueTaBaT IMOJIUTUKH, NPOIENAYypH, TEXHOJIOTHH, YOBEHIKHM (aKTOp MU OpraHHU3alOHHA
KYATYpA.

Apromarm3anusTa Ha nporecute B CYCH e HoBa HEOOXOIMMOCT, IIpeonpeiesieHa OT
CIIO)KHOCTTA M 00eMa Ha JJaHHUTE U WHPOpMAIIMOHHUTE ToTolu. Jlururanaure miaargopmu 3a
yrnpaenenne Ha CYCHU TpsOBa ma ocurypsBar MOpOCIEIUMOCT, KOHTPOJ, HENpeKbhCcHaTa
OIICHKa ¥ TOA00peHHe, KAKTO U Bb3MOXKHOCT 3a UHTETpalysl C HOBM HOPMAaTUBHU W3MCKBaHUS
u OusHec mMpoMmeHU. B Tasm auHamuuHa cpena MHQOpPMAIMOHHATa CUTYPHOCT € 3ajiada C
BHCOK IIPUOPHUTET U HapacTBamlo 3HaueHue. CucteMuTe 3a yrpaBieHHe Ha HH()OpMaIMOHHATA
CUTYPHOCT HE ca aJIeKBaTHU 0e3 aBTOMAaTW3UpaHU IIaTGOpMHU C €IEeMEHTH Ha U3KYCTBEH
WHTEJIEKT, KOUTO JIa OBIAJAEST HApPacTBAILIUTE 1O 00EM U BHJIOBE HH(POPMAIIMOHHU TOTOLU U
B3aMMOIEHCTBHSL.

AKTyaJlHOCTTa Ha HACTOSIIMSA JAUCEPTAllMOHEH TPyl MPOU3THYA OT  SACHO
UICHTUPHUIMPaHa HEOOXOAUMOCT OT HOB, KQUE€CTBEHO PA3JIMYEH IMOJXO0J KbM YIPABICHUETO
Ha crangaptusupanu CYCU. To3u moaxon TpsiOBa a ce OocHOBaBa Ha (hopMalu3upaH,
CMHCIIOBO Oorar Mojies1 Ha 001acTTa Ha CUTYPHOCTTA U Ja U3II0J3Ba TO3M MOJIEN 3a MOCTUTaHe
Ha BHMCOKa CTENEeH Ha aBTOMaru3alusi Ha mporecute. Pa3paboTBaHeTO Ha WHTENUIEHTHA,
MHTETpUpaHa nporpaMHa cpena (miargopma), 6a3upana Ha TaKbB MOJIEI, MOXKE APACTUYHO J1a
MOBHIIM PE3YITAaTHOCTTA, €(QHUKACHOCTTa U TPHUCIOCOOMMOCTTa Ha YIPaBICHHETO Ha
CUT'YPHOCTTA, KaTo ChILIEBPEMEHHO HaMalld Pa3XOAUTE W aIMUHUCTPATUBHATA TEXKECT BbPXY

OpTraHHU3alnuHUTC.
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O0ekT M IpeaAMeT HA U3CJIeIBAHETO

OOexkThT Ha WH3CIEOBAHE Ca CTAHAAPTU3UPAHUTE CHUCTEMHU 3a YIpaBICHHE Ha
curypuoctta Ha wuHpopmamusata (CYCHU) u Bb3MOKHOCTUTE 3a aBTOMATH3allUi Ha
(GYHKIMOHATHOCTUTE U YIPABICHUETO HM.

IIpenmer Ha uscnenane e Mozen Ha mporpaMeH IpoayKT koMmiuiekcHa Ilnardopma,
KOATO J1a MOJIETIMPa U aBTOMaTH3Mpa MPOU3BOJIHA CUCTEMA 32 YIpPaBJIeHHE Ha CUTYpPHOCTTa Ha
uH(popMaIuATa, HM3rpaZieHa B CHOTBETCTBUE C MEXKIYHApOIHO TMPU3HAT CTAHIAPT WIIHU
CTaHJapTH B Ta3H 00JacCT.

Heau u 3aga4un

Heara na nucepramuoHHara pabora € ga pa3paboTH W ampoOupa MoOmeNn  Ha
iatgopma, KOsTO J1a YIIPaBIsABa M aBTOMATH3HMpa CTAHIAPTU3UPAHU CUCTEMH 32 yIIPABICHHUE
Ha CUTYPHOCTTa Ha HH(OpMALIUATA.

3a peasim3upaHe Ha Ta3u Ll ca GOPMYIUPAHU CICTHUTE 3a1a4UH:
e ll3crnenBane W aHanM3 Ha TEOPETUYHUTE OCHOBH HA CTAaHAAPTU3UPAHH CHCTEMH 3a
yIIpaBJIeHUE HAa CUTYPHOCTTa HAa MH(OpMAIUAITA B aCTIEKTH:
CurypHoct Ha HH(pOpMAIHATA;
Crannaptu 3a MH(QOpMALlMOHHA CUTYPHOCT;

Cuctemu 3a ynpapieHHe Ha curypHoctta Ha nHpopmanusta CYCU,;

o O O O

Co¢ryepuure npunoxenus 3a UC.

e Amnamu3 Ha MMpoOLCCUTC, U3HUCKBAHUATA U XAPAKTCPUCTUKHUTC Ha HJIaT(i)OpMaTa 3a
YIIpaBJICHUEC U aBTOMaTu3allid HaA CTAHAAPTU3UPAHU CHUCTCMHU 3a YIPABJIICHUC Ha
CUT'YPHOCTTA Ha I/IHq)OpMaLII/I}ITa. 3aﬂaana € pa3aciicHa B CbOTBETCTBUC C ITOCOUCHATA
METOJHKA Ha CIICAHUTC IMOoA3aJa4n:

o H3cnegBane W aHadu3 Ha pa6OTHI/I nmponecu, MOoJIC)KAlllM HaA aBTOMATU3alusg H
CHOTBCTCTBAIIUTC UM I/IH(I)OpMaI_[I/IOHHI/ITe IIOTOIIHU,

o OmpenensHe Ha (QyHKIMOHAIHUTE W  HEPYHKIUMOHAIHUTE M3HCKBaHUSA Ha
watgopmara, ype3 u3cie/iBaHe U aHaJIu3 Ha JaHHUTE, Ha MOTPEOUTEIICKUTE TPYIH U
Ha CTaHJapTUTe 32 HH(OPMAIIMOHHA CUTYPHOCT;

O I/I,ZLCHTI/I(I)I/II_II/IpaHe Ha 06H_II/ITC XapaKTCpI/ICTI/IKI/I Ha CUCTCMara.
e [IpoekTupaHe Ha ONTUMAJIEH MOJIeN Ha MaTdopMa 3a MOAEIUPAHEe U aBTOMAaTH3aIUs
Ha CTaHAAPTU3MPAHU CUCTEMHM 3a YIpPaBJIEHHWE Ha CUTYpHOCTTa Ha MHQOpMalusaTa U
IIprIeKalara My apxXuTexkTypa.
Metoau

3a IOCTHUraHETO Ha IOCTaBCHHUTE nejm " 3aJaiu B JUCCPTAIUOHHHUA TpPyA €
H3I10J13BaHa KOM6I/IHaI_[I/ISI OT HAYYHOU3CJICAOBATCIICKM MCTOAW, OCUTypsBaAllld KaKTO

TCOPCTUYIHA 33.,[["51160‘-IGHOCT, TaKa U MMPAKTHUYICCKA NPUIIOKUMOCT Ha PE3YIITATUTC.

e CucreMeH aHaJIu3
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To3u meton e npuiokeH 3a pasmiexaaHe Ha CYCHU karo KOMIUIEKCHA, JUHAMUYHA
cHUCTEeMa OT B3aUMOCBBP3aHU KOMITOHEHTH, ITPOIIECH U JCHHOCTH. Upe3 CUCTEMHUS aHAJIU3 ca
uneHtTuunupand ocHoBHuUTe eneMeHTH Ha CYCH, TexHUTE 3aBUCUMOCTH, BXOIHH H
M3XOJIHU TapaMeTpH, KaKTO U B3aUMOJICHCTBHETO MM C BBHIIIHATA CpPela Ha OpraHU3aIusITa.
CHUCTEeMHUSAT TOJIXO/ MO3BOJIM CTPYKTYPUPAHETO HA MpoOeMa, IEKOMIIO3UPAaHETO MY Ha I10-
MaJIK{, YIIPaBISEMH YaCTU U MHTETPUPAHETO UM B €IMHEH MOJECI Ha Tiardopma.

e CpaBHUTE/IeH aHAJIN3

W3BbpuieH € 3anbi004eH CpaBHUTENICH AaHalu3 Ha PA3IMYHA  MEXIyHApOIHHU
crangapta (ISO/IEC 27001, ISO/IEC 27002, NIST Cybersecurity Framework), perynaropau
m3uckBanusi (GDPR, NIS2), meromonorum 3a ympaienue Ha pucka (ISO 31000) wu
chiectByBamy copryepau pemrenus 3a CYCU. To3u aHanu3 1mo3BOJIM HACHTU(UITUPAHETO
Ha I[O6pI/I IMPAaKTHUKHU, 06HII/I CJIICMCHTH U IPOITYCKU B TCKYIIUTEC MMOAXOAN, KOCTO IMOCITY>KH KATO
OCHOBa 3a (hopMynupaHe Ha U3MCKBAHUATA KbM HOBaTa Iuiatgopma.

e Mogeaupane
MGTO,I[’LT Ha MOACIIMPAHCTO € LCHTPAJICH 3a JAucCCpTaluAdaTa. W3nom3Banu ca CJICAHUTC
TEXHUKU:
O KOHI_IGHTyaJ'IHO MOZACIIMPAHE - 3a ,Z[e(l)I/IHI/IpaHe Ha BUCOKO HHMBO Ha KOMIIOHCHTUTEC U
JIoru4ccKara CTpyKTypa Ha IIPCAJIOKCHATa nnaT(l)opMa;
O ApPXHUTEKTYpHO MOJEIHpPaHE - 3a MPOEKTUpaHe Ha codTyepHaTa apXUTEKTypa,
BKIIFOUUTCIIHO I/1360p Ha CJIOCBC, MOAYJIN U TCXHOJIOTHUYCH CTEK,
o Monenupane Ha 6usHec nporecu (BPMN - Business Process Model and Notation) -
HU3II0JI3BaH € 3a ,HeTaP'IHHO OINMMCAaHUEC Ha KIJIFOYOBH IPOLCCHU B cycu (Hanp. OLCHKa
Ha PUCKA, YIIPABJICHUC Ha HWHIUJACHTH, OI[I/IT) C OCJI TIXHaTa CTaHAapTU3alus U
IMOATOTOBKA 3a aBTOMAaTHU3alus,

o Mopnenupane Ha mannu (ERD - Entity-Relationship Diagram) - npunoken e 3a
CTPYKTypHpaHe Ha uHbopManusTa, AeuHUpaHEe HA OOCKTH, TEXHHUTE arpuOyTH U
B3aMMOBPB3KH, HEOOXOIUMU 3a 0azara JaHHU Ha Tuiardopmara.

e AHAJH3 HA JaHHHU
W3nom3Ban 3a cnOupaHe, cucTeMaru3upaHe, o0pabOTka M UHTEpPIpEeTHpaHe Ha
uH(popMaIus, CBbp3aHa CbC CTAaTHUCTUYECKU JAHHU 3a KuOep3amiaxu, ePeKTUBHOCT Ha

CbIICCTBYBAIl MCPKHU 3a CUT'YPHOCT, KaKTO U JaHHHU, TCHEPHPAHU 11O BPEME HA TCCTOBC HaA

MPOTOTHUIIA.

e Jlureparypen 0030p

W3BbpiieH e 3aabia00ueH M cUCTeMaTWyeH Iperie]] Ha HaydHa U MpodecuoHaaHa
JUTeparypa — KHUTY, HAYYHH CTAaTHH, KOH(EpEeHINH, TOKIa1, CTAaHAAPTH U J00pU MPaKTHUKU
B oOnacTuTe Ha MH(GOpPMAIIOHHATA CUTYPHOCT, CUCTEMHTE 3a yIpaBieHHE, MOACIUPAHETO Ha
npouecH, cohTyepHOTO UHKEHEPCTBO U aBTOMAaTHU3aIlHATa.

e Mertoa Ha CKCIIEPTHUTE OLICHKHU
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[Ipu neduHupanero Ha M3UCKBAHUATA M BalUAALMATa Ha MoOJela W MPOTOTHIIA,
WHAUPEKTHO Ca B3ETH IMPEJIBUJ EKCIIEPTHU MHEHUS U MPENOPBKHU OT CHEUAINCTU B 00JacTTa
Ha UH(POPMALIMOHHATA CUTYPHOCT U O/IUTA.

KOM6I/IHaI_[I/IHTa OT TE3M METOAMU OCHUTypsiBa BCEOOXBaTEH I10aAX04 KbM np06ﬂeMa,
ChUETaBaNKH TECOPCTUYHOTO IIO3HAHUEC C IIPAKTHUYCCKOTO IPUIOKCHUC MW BaluJdalydsad Ha
MMPECAIOKCHUTE PCIICHUA.

1. OGEM U CTPYKTYPA

JlMcepTaMOHHUAT TPYA € CUCTEMAaTUYHO OPTaHU3UpPaH B YBOJ, TPU OCHOBHU IVIaBH,
OCHOBHM M3BOJU M 3aKJIIOYEHMsSI, NPUIOKEHUS, U H3YEpIaTesieH CHUCHK C H3IO0JI3BaHa
auteparypa. OOmusaT obeM Ha aucepranusaTa 0e3 mpuioxkeHusta € 124 crpaHulu, KOETo
BKJIIOYBA 0OOTaTro WMIIOCTPATHBHO ChIbpXKaHHE OT 29 ¢urypu (amarpamu, CXemH, €KpaHHU
u3rienn) u 34 TabnunM, NpeACTaBAl NaHHU U Kiacudukanud. CIUCHKBT ¢ M3IM0JI3BaHaTa
muteparypa cbabpka 80 M3TOYHMKA, JAEMOHCTpHpAINM IIMPOTara W 3aabJI00YeHOCTTa Ha
U3BBPIICHUS JTUTEPATypEH 0030p.

HI. CbBABP)KAHUE HA TUCEPTAIIUATA

YBOI

B yBona e u3sicHeHa akTyaJlHOCTTa Ha IpoOJeMa U ca NPEACTaBEeHU METOIUYECKHUTE
napaMeTpH Ha JUCEPTAlMOHHMS TPYI, CTPYKTypara, 00eKThT, IPEAMETHT, LIEJTUTE U 3a]IaunTe.

IJTABA 1 CrangapTu3dpaHu CUCTEMH 32 yIPaBJIeHHE HA CUTYPHOCTTA HA
uHpoOpMaAUATA

H"pra r1aBa Ha AUCCPTAOIMOHHUA TPy MMa 3a LI Aa MOJIOXKHU TCOPECTUIHHUTE OCHOBU
Ha HU3CJICABAHETO. Tsa HN3BbpIIBa HOI[pO6€H Mnperiica U aHaJin3 Ha CbIICCTBYBAIUTE IMMOAXOAU,
CTaHJapTU U TCXHOJIOTHU B oOnacTra Ha YIpaBJICHUETO HAa CUTYPHOCTTA Ha I/IH(l)OpMaHI/ISITa.
[maBara e CTpykTypHpaHa Taka, 4€ Ja H3Bele CHUCTEeMAaTUYHO MPOOJIEMHTE U TPOITYCKHUTE,
KOMTO HACTOSIIaTa paboTa IeJIH J1a Pa3peli.

Hanpasen e teopernueH aHanu3 Ha (pyHIaMEHTAJIHUTE MOCTAMEHTU BHPXY KOHTO ce
u3rpaxaa mojena Ha [lnmardopmara 3a ynpaBiaeHHe M aBTOMaTHU3alus HA CTaHAAPTU3HPAHU
CHUCTEMM 3a YIpaBJeHHE HAa CUTYpHOCTTa Ha HHopmalusaTa, a UMEeHHO: CHUTYpHOCT Ha
uHpopmaruaTa; Cranaaptu 3a uHdopManmoHHa curypHoct; CucreMu 3a yIpaBleHHE Ha
curypaoctTa Ha uHpopmanuara CYCU; u Codryepuu npunoxenus 3a UC.

B mmaBara ca nmeduHMpaHM TEPMUHOJIOTHSATA M ACMEKTHTE Ha WH(OpPMAIMOHHATA
CUTYPHOCT, METOJIUTE, TEXHOJOTUHUTE W HWHCTPYMEHTHTE 3a 3aluTa Ha WH(opmarusaTa u
MpeIu3BHUKATEICTBAaTa, MPOBOKHUpal u3ciaeaBaHero. OOCHKIa ce eBOMIOLMITa Ha
nH(pOpPMaAIIMOHHATa CUTYPHOCT OT YMCTO TEXHUYECKH acleKT J0 BCEOOXBAaTeH YNpPaBICHCKHU
npouec. [IpencraBs ce HeoOXOOUMOCTTa OT CHUCTEMAaTHYeH MOJXOJ 3a YIpaBlICHHUE Ha
CUTYPHOCTTA B OpraHU3allMuTe, KONUTO J]a U3je3€ U3BbH PAMKUTE Ha KOHKPETHUTE MEPKH U J1a
OCUTYpU IBJITOCPOYHA YCTOWYMBOCT. AHAIM3UpPaHU ca CTaHAAPTUTE 3a HH(POpPMAlMOHHA
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CUT'YPHOCT, KaKTO M TCEPMHUHOJIOTHATA, CBINHOCTTA W LOCIUTE Ha CTaHaapTU3alusiTa.

Pa3rne>1<ﬂa CC UCTOPUYECCKOTO pa3BUTUEC HAa CTAHAAPTUTEC 3a I/IH(l)OpMaI_[I/IOHHa CUTYPHOCT, KaTo

CC 3aI104YHC OT paHHHW MHUIIUATUBH 110 (bOpMI/IpaHeTO Ha MCXKAYHApPOJIHU PAMKH. O6C"L)I(I[aT ce

MOJI3UTE OT BHeApsiBaHeTo Ha crangaptuzupann CYCHU, BkiIouuTenTHO MOAOOpsBaHE Ha

YIPaBJICHCKUTE IMPOLECHU, HAMAJIIBAHEC HA PHCKA, IIOBHUIIABAHC HA JOBCPHUETO Ha KIMCHTH U

MapTHBOPH, U CIIa3BaHC Ha PEryJIaTOPHU U3NCKBAHUA

I/I3CJ'IC,I[BaHI/I Ca OCHOBHHUTE CJIICMCHTHU, apXUTCKTypara U MPOLUECUTE I10 pa3pa60TKa n

BHeapsBaHe Ha CYCHU. Ta3u cekuusi nmpaBu JA€TalIeH Mperie]] KaTo ce€ ONMKMCBAT KIIFOUOBUTE

eneMent Ha CYCH cbmacHO cTaHapTa, BKIIOYUTETHO:

KonTeker Ha opranusanuara - pa3OupaHe Ha BBTPEIIHM U BBHIIHU MpoOIeMHu,
3aMHTepecoBaHu cTpanu u ooxsar Ha CYCH,

HI/II[epCTBO - AHTAKHUPAHOCT Ha BUCHICTO PBbKOBOACTBO, IMOJUTHUKHU H PA3INPCACICHUC
Ha pOJId 1 OTTOBOPHOCTH,

[Inanupane - agpecupane Ha PUCKOBE U Bb3MOXHOCTH, 1I€JIM 3a CUTYPHOCT U IJIAHOBE
3a [MIOCTUTaHETO UM,

[lopmpbikka - pecypcH, KOMIIETEHTHOCT, OCBEAOMEHOCT, KOMYHHUKalusi U
JOKYMEHTUpaHa nHGOopMaIus;

OmnepaTtuBHa AEHHOCT - ONEPATUBHO IUIAHMPAHE M KOHTPOJ, OILlEHKa Ha pHUCKa 3a
nH(pOpMallMOHHATa CHUTYpHOCT, o00pa0oTka Ha pucka 3a HHPOpMAIMOHHATA
CUTYPHOCT;

OHGHKa Ha H3IBJIHCHHUETO - MOHUTOPUHI, U3MCPBAHC, aHAJINW3, OLCHKA, BHLTPCIICH
OJMT M IPETJICH OT PbKOBOACTBOTO,

ITonoOpeHne - HECHOTBETCTBMS M KOPUTHpAIIM JIHCTBHUS, U HENPEKbCHATO
nojnoOpenue. CrnennanHo BHUMaHue ce oOpbina Ha Ilpunoxenue A nHa ISO/IEC
27001, xoeTo chbabp’Ka CHHCHK C KOHTPOJM 3a CHUTYpHOCT, KaTe€ropH3UpaHU II0
JIOMEVHU.

B’LHpeKI/I SHAYUTCIIHUTC TIOJI3U, BHCAPABAHCTO U MMOAABPKAHCTO HA CYCH e CBBbP3aHO

C pcauna npecaAn3BUKATCIICTBA. AHaJ’II/ISI/IpaT CC TPYAHOCTUTC, KOUTO YCCTO BOIAT OO 336aB${HC,

IMOBUIICHU PA3XOAH UJIN HCYCIICIITHO CepTI/I(I)I/II_[I/IpaHC. O6C’b)KZ[aT Ce:

Jlumca Ha peCypcCH - HEAOCTATHUCH MIEPCOHAT, 6IOI[)KCT H BpCMCE,
CnoxxHoCT Ha MMpOHCCUTEC - T'OJIAM 6pOI7I JOKYMCHTH, ITPOLCAYPU U KOHTPOJIHU TOUKH,

CpIpoTuBieHHE HA NMPOMSHA - TPYAHOCTH IPU MPOMsIHA HA KyATypara U pabOTHUTE
HAaBMIIM B OpPraHU3ALMATA;

praBHeHHe Ha IOOKyYMCHTaluATa - obeMHa H AWHAMHU4YHa OOKYMCHTAIMA, KOSATO
HU3UCKBA IMOCTOAHHO aKTYAJIM3UPAHC,

OZ[I/IT U CbOTBCTCTBUC - CJIOKHU IMPOLECHU 3a BBTPCIICH U BHbHIICH OAUT, U3UCKBAIIA
HU3YCPIIATCIIHU JOKA3aTCJICTBA 3a CbOTBETCTBUC,

Hemnpexkbcnaro nomodpenue - nogabpxkane Ha CYCH B MOCTOSSHHO CHOTBETCTBHE C
MIPOMEHSIIUTE CE 3aIIaxXyu U OU3HEC HYXK/IH.
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Tesn MMPEAN3BHUKATCIICTBA CIIY>KAT KaTO OCHOBA 34 apryMCHTHUpPAHE Ha HCO6XO,I[I/IMOCTT3

OT aBTOMAaTru3anusa U MOACINPAHE, KOUTO Ia agpeCHpaT TE3U HpO6J'IeMI/I.

B mbpBa maBa ce aHanu3upa ChHIIO U Ma3apa Ha cO(QTyepHU HHCTPYMEHTH 3a

nonnomarane Ha CYCH. IlpoydeHu ca (QyHKIIMOHATHOCTUTE Ha BOJACIIM IMPOAYKTH M Ca

UISHTU(OUIIMPAHU CIICTHUTE OO HEIOCTAThIIN:

L4 OpI/IeHTaHI/IH KbM IIaCMBHAa AJOKYMCHTaLUA - IIOBCYETO CHCTEMHU Ca "CHGKTPOHHH

XpaHI/IJ'II/II_Ha" 3a CbXpaHCHHUE Ha IIOJIMTHUKH, NPOLCAYPHU KU 3aIlUCH. Te noamnomMarart
oanTa, HO HC U aKTUBHOTO, AMHAMHWYHO YIIPABJICHHUC.

e Jlumca Ha cMUCIIOBO pa30HMpaHe - JaHHUTE C€ ChXPaHSBAT B PEAlMOHHU 0a3H JaHHH,

KOUTO HE YIPABISABAT CIOKHUTE CEMAaHTUYHU BPB3KHM MEXKIY AaKTHUBU, 3aIUlaxu,
KOHTpOJIU U Ou3Hec mpolecu. ToBa orpaHn4aBa Bb3MOXXHOCTUTE 332 aBTOMaTU3UPAHU
aHaJIM3H U U3BOJIH.

e (Cnaba ABTOMATHU3aluA Ha IMPOHCCHUTE - IMPOUCCH KATO OLICHKATa Ha PpHUCKa 4YCCTO CC

CBCXKIAT A0 IIOIIBbJIBAHC Ha CJIICKTPOHHHU Ta6J'II/II_[I/I, KOHUTO CJI€d TOBa CC KayiyBaT B
cuctemara. JInmcBa MCTUHCKA aBTOMaTHu3alusi, 6a31/1paHa Ha JIOTHYCCKHU IIpaBUJIa.

e Hwcka Ir'bBKaBOCT U pasmupsAEMOCT - CUCTCMHUTC OOMKHOBEHO ca H3rpaJcHu OKOJIO

CANH KOHKPCTCH CTAaHAAPT W TPYAHO CC aaanTupar KbM JPYyrud paMKu HWIA
CHGIII/I(i)I/I‘IHI/I 3a OpraHuv3anuiaTa U3SMCKBaHU:.

OcHoBHM n3Boau KoM I1aBa 1

(el

Bb3 ocHOBa Ha HampaBeHHs aHaJIM3 HA CUTYPHOCTTA Ha MHPOpMAIUATA, CTAaHAAPTUTE 3a
MH(OPMAIlMOHHA CUTYPHOCT M CHCTEMHUTE 3a YIpaBJeHME Ha CUTYpHOCTTa Ha
uH(popMaIMATa ce Hajara M3BojAa, Y€ € HeoOXOIUM KOMILJIEKCEH MOJIXOJ] 3a CIIpaBsHE C
ONMCAHUTE MPOrpecUpally MpeIu3BUKaTeICTBa.

OT u3cneaBaHeTo HA BUAOBETE U (PYHKIMOHAIHUSA 00XBaT Ha COPTYEPHUTE MPHUIIOKEHUS,
cBbp3anu cbc CYCU ce unentudunupa cermeHranusTa Ha npogykrure. Cucremure 3a
smoctHo  ynpaeienne Ha CYCHU ca mpenduMHO B acleKTH cepTUdUKAus, pe
ceprudukanmst ¥ MOAABp)KAHE HAa HEOOXOJUMHUTE 3alUCH M IIAa0JIOHW 3a LENUTE Ha
OIUTHHS Tpouec. JIMIcBar UAJOCTHH pelieHHs] KOUTO Ja YIpPaBisBaT U KOHTPOJIHpAr
BCUUKM pabOTHM TMpouecd U UWH(POPMALMOHHM IOTOUM B HUHQPpPACTPyKTypara M
CYNEepCTpyKTypaTa Ha opraHuzauusrta. llmardpopmenus moaxoJ 3a H3TpakIaHe Ha
aJlanTHBHA CHUCTEMa, MOJEHpalla M aBTOMAaTH3HMpalla CTaHJIApTU3UPAHU CHCTEMH 3a
yIpaBieHHE Ha CUTYpHOCTTa Ha HHQOpPMALMATa € WHOBAaTUBHO, TIeHEpaIU3upaHo
pelleHre Ha TpeTupaHaTa npolieMaTHka.

C men ga ce rapaHtupa €(pEeKTHBHOCT, MOJE3HOCT M HAAEKAHOCT Ha Iuardopmara e
HEOOX0IMMO J1a ce pa3paboTH Mo, KOWTO ce 6a3upa Ha LUI0CTeH MOHUTOPHHT, aHAJIN3
U YyIpaBleHHE Ha JOKyMEHTHaTa Marpulia, paOOTHUTE MpolecH U HH(POPMALMOHHUTE

IIOTOLM U aKTHBU Ha OpraHu3anusATa.
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IJTABA 2. Moageaupane Ha miargopMa 3a ynpaB/ieHHE M aBTOMATH3AIHS
HA CTAaHAAPTHU3HPAHH CHCTEMH 32 YHNpPaBJIeHHE HA CHUTYPHOCTTa Ha
HH(pOPMALUATA.

BB Bropa miaBa e mpeactaBeHa METOAOJOTHS 32 M3CIEABAaHE U MOJEIHMpAHE Ha
aBTOMaTW3MpaHa CTaHJapTU3WpaHa Iulatpopma 3a YIOpaBlieHHE Ha CHUTYpHOCTTa Ha
uHpopManuaTa U ChOOPA3HO Hes € HU3BbPIUICH aHallu3 Ha IMPOILIECUTEe, ONpeAeisiHE Ha
M3HUCKBaHUATA U UACHTU(DUIIMpaHEe HAa OOLIUTE XapaKTePUCTUKH Ha CUCTEMATa.

I/I3CJ'IG,I[BaHeTO K aHaJIk3a, C’BO6pa3HO npeanokeHara METOAO0JIOTI A BKIIIOUBA CIICAHUTEC
KIIFOYOBH CTBHIIKH:

e AHAJIM3 HA MIpollecuTe

W3cnensane wu aHaJIM3UpPaHC Ha CTAHAAPTU3HUPAHUTC pa6OTHI/I Impouecu, KOUTO

CUCTEeMaTa J1a aBTOMaTH3UPa U KOPECIIOHIUPAIIUTE C TSX HHOOPMAITMOHHHUTE TTOTOIIH.
Nnentuduimpanu 1 OMUCaHM ca CICIHUTE CTAHIAPTU3UPAHHU PAOOTHH MTPOIIECH:

W3nbanenne Ha 6usnec nponecu MBI/ [lokymeHTO000pOT :
[Ipomecn o aqMUHUCTpAIUS Ha TUIaTdopMara;

Jlebunupane u yrpaBiieHue Ha OU3HEC MPOLIECH;

VYnpasnenue va CYCU;

MOHHUTOPUHT U KOHTPOI;

o O O O O O

Onur.

e Omnpeaessine HA U3UCKBAHUATA

3a onpenensHe Ha GYHKIMOHATHUTE U HEPYHKIIMOHAIHNUTE N3UCKBAHUS CE€ U3BBPILIN:

o MHzcnensane u aHaIu3 Ha HOTpe6I/ITeJ'ICKI/ITe Tpyiu;

[Torpeburenure Ha maTdopMa 3a yrnpapieHHUE U aBTOMATU3aIlMs Ha CTaHAApTU3UPAHU

CHCTEMHU 3a YIIpaBJICHHE Ha CUTYPHOCTTA Ha HHQoOpMaIusATa ca 000COOeHU B 2 ToJIeMU TPYIIH:

- Ilon3Barenu - kKOMHaHWM W OpraHu3anuu BHeApuiaun Cucrema 3a ynpaBlI€HHE Ha
nH(pOpMaIMOHHATa CHUTYPHOCT, CepTHHUIMpaHa 10 MEXIYHApOIHO IMPHU3HAT
craHzapt. ToBa ca Moa3Baresii OT BCUYKM CEKTOPU HAa MKOHOMMKATA, WU3IBJIHSABALLU
JIEHHOCT BBB BCHYKHM pas[eiyd Ha KiIacH(PHUKaTopa HAa MKOHOMHYECKHUTE IEHHOCTH,
BKJIFOUUTEITHO JIBP>KaBHU M OOIIUHCKH OpTaHU3aIUH.

- CepTu(UKalMOHHN W KOHCYITAHTCKH OpTaHHM3allMM - W3BBPIIBAT OAWTH TIpU
ceprudpunmpaneto Ha CYCU u KOHTpPOJNHM OJUTH 3a TIOTBBP)KIaBaHE Ha

CBhOTBETCTBHETO.

o HM3cnenBane u aHANU3 Ha CTAHAAPTUTE 32 HH(POPMALIMOHHA CUTYPHOCT;

I/I3CJ'IC,I[B3HCTO Ha HU3HWCKBAaHHUATA Ha CTaHAAPTUTE CE€ HU3BBPIIU CLO6p33HO TEXHUTC

OCHOBHH TI'PYIH XapaKTEPUCTUKH:
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- Ceappxanue Ha CTaHAapTa - MMe, e, MOJUTHKH, O0XBAT, W3UCKBaHUS, YCIOBUS,
OIIpeIeIICHUS, BUJ U O0JIACT HA MPUIIOKUMOCT.

- HHudpacTpykTypa - mporenypu, mporecH, J0KYMEHTH, KOHTPOJIH, PETUCTPH, CPOKOBE,
WHCTPYMEHTH U ()YHKIIMOHATHH aJTOPUTMHU.

- Cynepctpykrypa (BBHIIHA Cpela) - KOPECHOHACHTH, KIMEHTH, JIOCTaBUYHUIIH,
MapTHBOPH W WHCTUTYIMH, CBBP3aHU CTAHJIAPTH, BH3MOXKHH BB3MOKHOCTH 3a
WHTETpalus, OMUTH, U T.H.

- Pecypcu - opraHuzanMoHHa CTPYKTypa M TIEPCOHAJ, AaKTHBH, HHCTPYMEHTH U
Marepuaii, HeoOXOAUMH 3a TUTAHWPAHE, TMOAIbpIKaHE M KOHTPOJ Ha CTaHIAPTHHUTE

MCEXaHU3MMU.

o H3cnensaHe U aHAIM3 HA JAaHHUTE.

[Inarpopma 3a ympaBieHME M aBTOMATH3alUsl HAa CTaHAAPTU3UPAHU CHCTEMH 3a
ympaBiieHHe Ha curypHoctta Ha uHpopmammara CYCH, omepupa ¢ IBe OCHOBHHU T'PYIH

JIAHHM, KaTo CJIe/Ba:

- JlaHHM cBbp3aHu ChC CTAaHAAPTUTE 3a UH(POPMALIMOHHA CUTYPHOCT;

- JlanHu cBBp3aHH ¢ PYHKIMOHAIHUTE N3KUCKBaHus 3a [Inardopmara;
Pesynrara e nokasan B [Ipunoxenune 3.

e Omnpenensine Ha 00IMTE XaPAKTEPUCTHKH HA I1aT(opmara

OOmmTe XapakTepUCTUKM Ha IulaTgopMara ca OIpeleNieHH dYpe3 H3Cle[BaHe Ha
n0o0pUTE TPAKTUKH 3a MOTPEOMTENCKO IOBEAEHHE, MPOAYKTUBHOCT, CUTYPHOCT U
aAMHMHHMCTpaAlUs Ha MHPopMauuoHHUTE cucteMu. [lopamu crnenudukara Ha MOCTaBEHUTE

OCJIM 1 U3ydaBaHaTa MaTcpus 3a Ta3u 3ajla4a €a U3I0J3BaAHN CBPUCTHYHU TEXHUKHU KaTO!:

- Tlonxon Haii-100py MPAKTUKH;

- IIpoyuBaHe 1 aHanU3 HA aKaJIEMUYHU U3TOYHUIIH;
-  Texumka SCAMPER;

- Meronst Hendpu

3a ommcaHKe Ha TPOIECCUTE W U3UCKBAHMATA € M3IMOJ3BAH € YHH(DHUIIMPAHUAT €3UK 32
monenupane — UML™ wu Business Process Model and Notation (BPMN) cranmapra 3a
BU3YaJTHO MOJIEJIMpaHe Ha OW3HEC MpoIecH 1o GpopMaTa Ha JuarpaMu Karo MOKa3aHHUTE I10-

JIOTTY.
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Haygaio

ITomyyaBa fOKyMeHT
110 MO, MMEWJI, THIIE HIIM YCTHO

t BasBexnane u Perucrpupane Ha JOKyMEHT ]

A Ha4ano

[ Bpsimane Ha BXOJSI HOMEP Ha KOPECTIOHIEHTa ] VHiimnpa BeIpelien

[ ”pn,uBmKBa IIpenrucKaTa KbM CbOTBETHUS CILYXKHTEN/ ]

PBKOBOJIUTECIT

'BKOBOJIUTEIIS TIOCTaBsI  PE30JIOIMs/3aaa4a
acouBa MPENUCKATA KbM CIIYXKUTEI/ CIIYXKUTE TU

EJ’[y)KI/lTeJI nperiexiaa J0OKyMEHTa )

n/I3B’prIBa JIOITBJIHATETHA
KOMYHHUKAIHS ChC

3a1BUTCIISA

3BBPILBA JOMbIHATEIIHA
KOMYHHUKAIWS ChC

h CIIYKUTCIIM J

[ IToarorss pesynrara 1
v

eTUCTPHpA U IPUKAYBA PE3YIITATUTE
[IUCMa, COPABKY, JOKIAIH U

M3npamna otroop Ha

( [IpuxirouBa npenuckaTa )

Kpaii

Queypa 1 Ilpoyec Joxymenmoobopom
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JloxymMeHT0000pOT

PerucrpoBu HoMepa

Kuacu dukaropu
Y& / Hacousane

Tlopnspika cucTeMHn

HOMEHKJIaTyPH 33 yNPaBIHHE Ch3/1aBa U ChXPAHABA
JIOKYMEHTH 1 (paiiioBe oT
IPOH3BOJICH THIT

PENAKTHPA TOKYMEHTH H
Tenepupa TEXHHTE aTpuOyTH;
perucpanmoneH HoMep ———r

ThPCH B TEKCTOBH JJOKYMEHTH

Ioxspika uepHoBa Ha

= NPENHCKa/T0KyMEHT
N— CIIoJieNs Ch3J1aICHH JOKYMEHTH

Hnarqaopma\ C JIpyrH HOTpeOHTe N

Hacousa 3anaunre
HpEeHaco4yBa JOKYMEHTH KbM

JIpyru notTpeburenu

Cayxuren

Horndunupa nznsiHutenure
H PEKOBO/IHTCIIATE / KOMEHTHPAT M IUCKYTHPAT
T JIOKYMEHTH
<<extend>>
Horuduuupa 3a cpokose
acoLMMPAT JIOKYMEHTH OT CHCTEMaTa ¢
HPOM3BOJIHM MHCTAHIIMK Ha OM3HEC MpoLecH:

Cb3/1aBa 1 PErMCTPHPA IIPENHUCKa 32
M3ITRITHEHUE Ha 0010 aIMMHUCTPATHBHH 33/1a4H
(mucma, xanbu, HCKaHusi | JIP) MOJTyYeHH 10 TTOIIa,

MMeHiJ, THIIe WX YCTHO

Vnpaeienue Ha
HOMEHKJIaTy pH

Jenosonuren

Cb31aBa U PErHCTPH Pa JIObIHHTETHA
JIOKYMHETH K'bM MPEMUCKH MOIYUYEH I10 moia,
HMCﬁﬂ, THIIE WIH YCTHO

YnpapieHue Ha 10CThIA AIMHHKCTPATOD

CxaHMpa ¥ IPUKauBa JIOKYMEHTH KbM
HpenucKaTa

Dueypa 2 Jlokymenmoobopom ouazpama Ha nompeoumencKume ciyiau

OcHoBHu pe3yararu ot I'nasa 2

<& I/I3B’LpI_HCH € aHaJIM3 Ha CTAaHAAPTU3HUPAHUTC pa6OTHI/I nmponecu, KOUTO Jda 6’B,Z[aT

BKJIIOUEHH B Monena Ha Ilmardopmara, mojyiexaniy Ha aBTOMaTH3aIMs U ChOTBETHHUTE,
KOPECIOHIUPAILIUTE C TAX HHPOPMALIMOHHUTE MTOTOILH.

<" Bb3 OCHOBA Ha aHAIU3 Ha JaHHHUTC, Ha HOTpe6I/ITCJ'ICKI/ITC Tpyliu U Ha CTAHAAPTUTC 3a

UH(POPMAIIMOHHA CUTYPHOCT ca ompeaeseH! (YHKIMOHATHUTE U HEPYHKIIMOHAIHUTE
U3MCKBaHUs, KOUTO TpAOBa Ja ObJaT oTpa3eHu mpu Moaenrpanero Ha [lnardopmara.

<& Wzcnenpanu ca IIO6pI/ITC IMMPpAaKTHUKKU 3a HOTpC6I/ITeHCKO MOBCACHUC, NPOLAYKTHBHOCT,

CUTYPHOCT M aJMHHHUCTpAIUs Ha MH(POPMAIIMOHHUTE CHCTEMH U ca WUIACHTU(UIMPAHH
o0muTe xapakrepucTuku Ha [Inardopmara.
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IJTABA 3. Mogen Ha miaargopMa 3a MoJeJHPaHe M ABTOMATH3AIUS HA
CTAaHJAAPTHU3MPAHU CHCTEMHM 32 YyIpPaBJIeHHEe Ha CHUHTYPHOCTTa Ha
HH(pOPMALUATA.

B Tpera miaBa e mpeiacTaBeHa aBTOpPCKara TEOpHsl 3a JIOKyMEHTHA Marpulia, Karo
OCHOBa 3a OINEPAaTUBHO YIIpaBlieHWE HaA oOpraHu3anus u KommnaHusta. OmnucaHara e
METOAMKAaTa 3a MOJEIHUpaHe M KOHLENTyanHusT mozaen Ha Ilmardgopmara. M3pabGoren e
ONTUMM3UpPAH MOJET Ha MpeAMeTa Ha AMcepTalusaTa, U3rpajieH chbOOpa3HO TEOPETUUHUTE
MOCTAMEHTH W HaNpaBeHWUTE W3CJE/IBaHUs W aHAIW3M, npencraBeHu B Imasa 1 u [masa 2.
[Ipennoxena e oruyecka U pu3nyYecKa apxXUTEKTypa 3a peanusaius Ha miaardopmara.

JlokymMeHTHa MaTpHuia

Besika kommanusi He3aBUCMMO OT Mamfaba CH H3IBJIHSIBA CBOATA JIEWHOCT BBbB
BbTpPEILIHA U BbHIIHA paboTHa cpena. Bbrpemnara cpepa ce ompenens OT PecypcuTe Ha
KOMMaHusATa (YOBEIIKH, MAaTepUATHU W HEMaTepHaJIHM) U OT paOOTHHUTE MPOIECH B Hes,
CBbp3aHM C INpeAMeTa Ha JAEHHOCT. BbHIIHATA cpema ca KIMEHTHUTE, JOCTABYMIIUTE,

NapTHLOPUTE U AbPKABHUTC MHCTUTYHHU C KOUTO KOMIIAHUATA pa6OTI/I.

CucremuTe 3a ympaBieHHE Ha CHUTYpHOCTTa Ha MH(OpPMANUATA MO MEXKTYHAPOIHO
NPU3HATHTE CTAaHJIAPTH Ae(DUHUPAT, perIaMEHTHPAT, yIpaBIsBarT, HAOII0IaBaT, PErUCTPUpaT U
apXuBHUpaT BBTPEIIHAaTa M BBHIIHATa cpela Ha (QyHKIUMOHMpAHE, 4Ype3 cucremara OT
JIOKYMEHTH Ha OPTaHU3alUATa U KOPECTIOHIUPALIUTE MACUBHU OT JIAHHH.

JlokymMeHTa € 3amuc, 4pe3 KOMTO ce oTpa3siBa B HETOBOTO Pa3BUTHE BCSIKO JAEHCTBUE,
HOpMa, ChOUTHE, PECYPC, OTHOIICHHE, POLEC U UHTEIEKTYaIIHO MPOU3BOJCTBO. OCBEH Ye B
JTHEITHO BpEME JIOKYMEHTHUTE ca EJeKTPOHHH M XapTHeHH Te€ MoraT YCJIOBHO Ja ce
KiacuuImpar B HAKOIKO Gopmaiinu rpynu - KonBennmonanau 3anucu u Crnienuanu3upaHu
JTIOKYMEHTH

KonmuyecTBOTO OT BCHYKM TE€3M 3allUCH, HAPEYEHU JOKYMEHTH, JeduHupar u

OIMPCACIIAT KOMIIAHHUATA, HelHara HUCTOpUA, KalTaOUTCT, KAYCCTBO U KOHKYPCHTHO CIIOCOOHOCT.

JlokymMeHTHTE caMmu 110 ce0e CH He ca He3aBHUCUMHM OTAEITHU eIuHuLU. Te ca cBbp3aHu
B crienrdryHa 3a Besika pupMa JOKyMeHTHA Mpe:ka. Bcekn JOKyMeHT e KpaeH MpPOIyKT, 331
KOWTO CTOM MPOLEC OT pa3iNyvHa CIOKHOCT U 00XBaT. Bcekn M0KyMEeHTEH MpoIec ce ChbCTOU
OT IeWHOCTH U €TalM U KaKTO BbB BCAKO MPOU3BOCTBO C€ HYXKJAe OT PECYpCH U MaTepUalu.
Pecypcute u MmarepuanuTe OT CBOS CTpaHa ca HaW-4ecTO MacuBH OT JaHHU U JAPYTH
JIOKYMEHTH, KOUTO UMaT CBOUTE MIPOLECH U CBOS JKU3HEH LIUKbBI. MHOXXECTBOTO JOKYMEHTH U
BPB3KUTE MEXAY TSAX 00Opa3yBaT JOKyMEHTHaTa Mpe)ka Ha OpraHu3alusTa. 3a pasjiuka OT
WuTtepHer mpexara obadye AOKyMEHTHaTa Mpeka Ha €JHa KOMIaHus uMa JeuHupaHu
I'BTUILA, BPB3KU U GopMu (POpMYIIIpH) U € CBbp3aHa M MHJEKCHUPa U YIpaBisiBa MacHUBUTE
(6a3uTe ) OT TaHHMU HA OpraHU3aIUATA.

[lo Tasu npuumHa cuctemara OT (QUPMEHU TOKYMEHTH C€ pasmiexaa He KaTo
JOKYMEHTHaTa Mpeka, a KaTo JOKYMeHTHAa MaTPULa Ha KOMIIaHUITA.
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JlokyMeHTHaTa MaTpulia 3acsira BCEKH €JEMEHT OT BBTPEIIHATa W BbHIIHA paboTHA
cpena Ha ¢upMara U € ChbBCEM JIOTMYHO TS J1a JaBa Bb3MOXKHOCT 32 MaKCHMAaJeH KOHTPOI
BBbpXY opranuzanuara. Gupmenara 10KyMeHTHA MaTpulla € B OCHOBaTa Ha YIpPaBJIEHUETO Ha
BCSIKAa CHUCTEMa 3a YIpaBlieHHE, U3TPajieHa M0 MEeXAyHapOIHO NMpU3HATH cTraHgaptu. Te ca
0a3upaHu Ha MOJUTUKH, PAOOTHU MPOLECH, MPOLETYPH U MHOXKECTBO (pOpMHM M 3amucu 3a
KOHTPOJIA UM.

Koraro noxymeHnTuTe ce HUGPOBU3HPAT, BPB3KUTE MEXKIY TIX CE€ BU3YyaIM3UpaT U
Marpunara ce oliede B moaxopsimia (YHKIMOHATHOCT, TO CE€ MOJy4aBa H3KIFOUUTEIHO
e(eKTUBHA CHCTeMa 32 MOHUTOPHHI, KOHTPOJ U YIpPaBJIEHWE HAa BCHUUKH HUBA U PECypCH B
KOMITaHUSTA.

Konnenuust Ha miardopmara

[Tnaropmara 3a MonenupaHe M aBTOMAaTH3alMs HAa CTAHIAPTH3HPAHU CHUCTEMH 32
yIpaBlieHHEe Ha CUTYPHOCTTa Ha MH(oOpManuara € ChbBpEMEHHA, MHOBAaTWBHA, WHTETPHpaHA
MH(OPMAIIMOHHO-OIIEPAaTUBHA CHUCTEMA, KOATO MOJAEIUpPA, AUTUTAIU3UpPA, PETUCTPUPA,
yIIpaBIIsiBa, ChXpaHsIBa U KOHTPOJIMpPA paOOTHUTE MPOIECH U CBbp3aHara ¢ TAX HHpopManus u
JOKYMEHTAllMsl B CBOTBETCTBUE C paA3IMYHM MEXJIYHAPOJHO NpHU3HATU CTAHJIApTU 3a
MH(OPMAIMOHHA CUTYPHOCT.

Mopnena ce 6a3upa Ha MOHUTOPUHI, aHAJIU3 U YIIPABICHUE HA JOKyMEHTHATa MaTpULa,
paboTHUTE NpoUecH KW Ha HHPOPMALMOHHUTE NOTOUM M AaKTUBU Ha OpraHu3aluAaTa.
[Tnar¢popmara oOxBamia BCHMYKM HHGOPMAIMOHHU €IUHUIM - JIOKYMEHTH (XapTUEHH U
€JIEKTPOHHM), ayIuo0 M BUIEO KOMYHUKAIUU, CHUCTEMHM, NMPOTPaMHM M KOMYHUKALIMOHHU
JoroBe M Jp.. MoOHUTOpHpa BXOASIINTE, H3XOASIIUTE W BBTPELIHUTE HH(GOPMAIMOHHU
NOTOIIM M THW YIpaBisiBa, CbOOpPa3HO MOJEIMPAHUTE B Hesl padOTHU NpoOLEecH U
CTaHAApTU3UPAHU (POPMHU.

PaGotHuTe mnpomecu M craHAapTU3UpaHUTE (OPMU ca MOAETUPAHU, CHOOPA3HO
MOJUTUKUTE, TPOLEAYpUTE U IIAOJOHUTE HA CUCTEMHTE 3a YINpaBJICHHE Ha CUTYpPHOCTTa Ha
unpopmarusata (CYCH). Benuku 3anucu, cBbp3anu He camo ¢ enemeHntutre Ha CYCU, a u ¢
olepaTUBHUTE MpoliecH ce (opMaIu3upar BbB MIar(opmara U ce U3BbPIIBAT CAMO Ype3 Hesl.
IlenTa € ma ce M3MONM3BAT HAM-HOBUTE TEXHOJIOTUYHHU MOCTHXKEHUS, 3a Ja ce MU(POBU3NPA,
MHJAEKCHpA U ChXUBHU JOKYMEHTHAaTa MaTpHIla HAa OpraHMU3alMsITa U Ja M03BOJIM OlepaTUBHA
e(EeKTUBHOCT Ha yIpaBieHHE HA CUTYPHOCTTA.

WNudopmanmonHuTe akTuBU ce BbBexAarT B Ilmardopmara kato mapameTpu3upaHu
o0ekTH. Bcekn KOHTposl OT cucTemara OT KOHTPOJM Ha CTaHIapTHTE 3a MH(opMalroHHa
CUTYpHOCT, cbhoOpa3Ho kouto € usrpageHa CYCHU ce acouuupar ¢ €IUH WM HSAKOJIKO
npeaBapUTeNHO JeuHUpaHu KpuTepus Ha 1uiardgopmara. Beeku kpurepuii e hopmanusupan
3alUC C OMpE/AETICHU MapaMeTpd Ha perucTpupaHara MHGOpMalus M YecTOoTa M HAYWH Ha
npoBepka. 3a BCEKM KpHUTEpHil ce neduHHparT TpUrepu Ha JeiicTBue Ha mardopmara,

ChOOPa3HO BH3MOKHU CTOHHOCTH WM CHOUTHSL.

KoHTponuTe ce mpuiarar KbM aKTUB W/WIH npolec B choTBeTcTBHE ¢he CYCU.
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Mucusita Ha miargopmara e [a HHTerpHPa BCHYKH [JOKYMEHTH IOTOLH,
CBbpP3aHH ¢ Ppa0oTHUTEe MNpolecH B KIWEHTCKaTa opranuzanus. Jla cBbpxe
MHOKECTBOTO TNPWJIOKHHA CcOPTyepHH MNPOAYKTH, padoremn B cdepara Ha
HH(OPMALMOHHATA CUTYPHOCT M MACHBHUTE OT JAHHU B €HA €JUHHA MH(OPMALIMOHHO-
KOMYHHMKAIIMOHHA " yIpaBJIEeHCKA cucrema. Ilnardopmara 00eIuHABA
HH()OPMALMOHHHUTE CeYeHUs] U MH(OPMALMOHHUTE NMOTOUU B €IMHHO UH()POPMALMOHHO
NPOCTPAHCTBO M OCUT'YPSIBA MHTErPUPAHA cpela 32 CbXpaHeHUe, YNpaBJieHue U 00MeH.
ToBa mo3BosisiBa ga ce cjean e(eKTHBHO ABHKeHHEeTO Ha uHopMauusTa,
CTPYKTYPHPAHA B OTJAEJHU THUIOBE JOKYMEHTHH eIMHHUIH, Ja ce mogeaupa CYCHU u na
ce 0ChIIECTBIBA HA/IesKAeH KOHTPOJL.

Ilnardopmara Monmenupa ilepapxuyHara CTPyKTypa Ha oOpraHu3anusra, c
BB3MOXKHOCT 32 M3MEHEHHS, Karo IO3BOJSIBA aJ€KBAaTHO paslpeieficHHe Ha 3aJadyuTe
cbOOpa3HO cyOopauHanuATa Ha KoMmmnaHusTa. Cuctemara yhpaBisBa JIBIXKEHHETO Ha
pa3HooOpa3HU TUIIOBE IOKYMEHTH, KaTO aBTOMAaTU3HUpa BCHUKH (a3u Ha paOOTHUTE MOTOIH.

CpmiacHO UM3BBPUIEHUTE M3CIEABAHUS M aHAIM3M, IpeicTaBeHd B I[naBa 2
[Inardpopmara 3a MopenupaHe U aBTOMATU3alMUSg Ha CTaHAAPTU3UPAHU CHUCTEMH 3a
yIpaBieHHe Ha CUTYPHOCTTa Ha MHOpMAIMATa C€ pealn3upa ChC CIETHUTE KOMIIOHEHTH
(Monmymnm):

Monyn 3a nedmHupane u ynpapieHue Ha ousHec npornecu [V BII;
Mognyn 3a uznbeiaHenue Ha OusHec npouecu UBII;

Monyn CYCH;

Mogyn Oaut 1 KOHTPOI;

[ [[d [ [E4 "

AI[MI/IHI/ICTpaTI/IBHI/ISIT MOIYII;

TL1aT(opMa 32 MOAETHPANE W ABTOMATHIALMS
HA CTAIAPTH3HPAHN CHCTEMH 32 YNPARICHHE HA CHIYPHOCTTA HA MAGOPMAIMSITA

Moy 3a nepunupane n ynpas.ienue na 6usnec npoueen V511

Moaya CYCH

Moaya Ot it kottpos

1 (U]

1 g o) E

Queypa 3 Cmpykmypa na Ilnamgopmama
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[Tnardopmara u3non3Ba equHHa 0a3a OT JaHHU B KOSITO Ype3 pasivyHu MHTepdeiicu
ce BbBEXK/Ia U U3BEXKJa HeoOXoaumara nHpopmanus, cro0pazHo HHPOPMALIMOHHUTE KIacOBE.
bazoBuTe MacuBu ce ympaBiBaT uype3 M3rpaKJaHe Ha CHEUaJIM3UpaHa JIOTUKA 3a BCEKH OT
TSX — CTaHAapTH, TEPMHUHHU, TPOLECH, IMOTPEOUTENH, NPOUEAYPHU, MAPUIPYTH, (HOpMH,

KOHTPOJIMPAHU MPOLIECH, U PA3JIMYHUA HECTPYKTYPUPAHU JAHHU.

[Tnarpopmenus cioii, Taka HapeUeHUSI MHUIBIIyEp, pealu3upa Jorukara 1 oOMeHa Ha
uHpopMalus Mexy nHTepgeiicure 3a BbBex1aHe Ha MH(opmanus U 6a3zara oT AaHHU. pyr
w1aTGoOpMeH CIIOH, peanu3upa Bpb3Kara Ha (PyHKIMOHAIHUTE MOAYIM M 0a3ara OT JaHHU.
@DyHKIMOHATIHUTE MOAYIN (KOMIOHEHTH) U3IBJIHABAT ONpe/esieHa Ipyna oT (QyHKIMH, Ype3
IpenocTaBsiHe Ha MHTepdeiicu 3a ochllecTBsIBaHE Ha HeoOXxoaumure 3amadu. Ilinardpopmara
H3rpaxjaa MOAYJIUTC CHU B KOHTCKCTAa Ha BCAKA KIMCHTCKA OpraHu3aluvsd, Karo Ha60p oT

KOMMOHEHTH ((DYHKIIMOHATHU MOJIYJIH ) KaKTO € MOKa3aHo Ha (urypara.

Cucremara npurexaBa PETUCTPALMOHHO-KOHTPOJIHA YacT, B KOATO C€ BBbBEXKIAT
MH/IEKCH Ha OpraHu3alMsTa U Ce PEerucTpupar B ChOTBETCTBHE C TAX BCUYKM BXOASIIO-
U3XO[MIIM U BBTPEIIHO OMNEpPaTUBHU JOKYMEHTH (CHOWUTHS). ABTOMAaTHYHO C€ T€Hepupar
HOMEpa Ha JOKYMEHTUTE ChIVIACHO MpEIBApUTENHO 3aJIoKeH crepeoTun. KbM Bceku
pEerucTpupaH JOKYMEHT MOTaT Jia ce 3a/1aBaT CPOKOBE 32 M3IbJIHEHUE, KOUTO TS KOHTPOJIHpA.
[Tnardpopmara GyHKIIMOHUPA U KaTO KOMYHHKATOp, KaTo HH(GOpMUpa 110 pa3InyHU HAYMHH (e-
Mein, SMS, 3ByKOBO U BU3yalTHO) 32 Pa3JIMYHU KOHTPOJIUPAHU CHOUTHSI, MPOCPOUCHH CPOKOBE
W 3aJ]a4yl 3a u3IbJIHEeHUe. EnekTpoHHara cucreMa Mojenupa Cbhb3/1aJIeHUTE B KOMIIAHUATA 110
CbOTBETHHUSl CTaHAAPT OIEpPATUBHU MpPOLEAYPH M TPOIECHH KapTH, KaTo OCHUTypsBa
UH(POPMAIMOHHO KOPEKTHOTO CIa3BaHe Ha BCHUYKM paOOTHU TPOILECH, MOMBJIBAHE Ha
CbOTBETHUTE (POpMYIsApH M OJaHKH, MOHUTOPMHI Ha PaOOTHHUTE MPOLECH U KOHTPOJ Ha
peweHusTa. Ts rapaHTUpa Bb3MOXKHO Hali-BUCOKH HUBA HA CUTYPHOCT, HaJISKTHOCT U 3allluTa
Ha uH(popmanuara. Ocurypssa Bb3MOKHOCT BCEKH ITOTpeOUTEN /1a ce HASHTU(DUIIpaA HE CaMO
C TOTpeOUTENCKO HME U Taposia, a M C 4YacTeH eJNeKTpoHeH mnoamnuc. Bceeku
CITY>)KUTEJ/IOTpedUTEeN UMa MpeIBapuTeNHO NeuHUpaHu MPOPUIH, POJIH, IPaBa Ha JOCTHI U
(GYHKIMOHATHOCT, CHOTBETCTBAllla Ha IBKHOCTHaTa My Xapakrepuctuka. Cucremara
reHepupa JAMHAMUYHO NEPCOHAJIHM €KPaHW IpH BIM3aHETO Ha MOTpeOuTens, Karo My

npeaoCTaBsa MHTYUTUBCH HOTpCGI/ITCHCKI/I PIHTCp(I)CfIC M HaBUI'allW:.

Monynure Ha Ilnardopmara u3rpaxkgar MOJENIWTE, CBbP3aHH C YIpaBJIeHHE Ha
pasiuyM TUIOBE MEXJYHApPOIHO TMPHU3HATH CTaHJApTH C Oorar MHCTPYMEHTapuyM:
TUNM3MPAHU NPOLECH; TPeIBAPUTEIHO Pa3padoTeHu ClleHAPUM U MOCTAHOBKM; HaOop OT
npeaBaputenHo  aeduHupaHu  QopMH;  pa3padOTEHHM  KOHBEHLIMOHAJIHU  PETUCTpH;
CHeIHaIU3UPaHu PETUCTPU; BbTPELIHA KOMYHUKAIIMOHHA CPE/Ia; CUCTEMH 3a OLIEHKA, KOHTPOJI

Y TIOJITIOMAraHe Ha OJIUTa; U JIPYTH.
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KPAWHO KINMUEHTCKO PELLIEHUE

KomyHukauvoHeH Mogayn CYCU
Mozayn

A

M1 % M5 M6
OpuT 1 KOHTpON AHMWXOC;;?T”BEH Mogyn AYBI Mogyn VBT

i ! t i

Mopaenupaw, NMnatdopmeH cnom

A
K1_| penosoncreo [lokymeHToo60pOT KOM%:;T CnpasoveH
[KT ] KOMTMOHEHT
[ ] KommoHent KOMTMOHEHT ]
ko patypa K5 ';::2::;1‘,: [K7] Permctpu [K8 ] KoHTparexntu
KOMTMOHEHT OMHOHGHT [ ] KommoHexT j [ Xomnonent

KomnoHeHT MnaTtdopmeH cnon

'y Iy
K9 YnpasneHue K10 Ieroreen)
Ha norpebuTenu po.
KpuTepuu|

L natypum
KOMMOHEHT

K13| LWabroxm

- MOHUTOPUHT Ha|
K1 l ’ 1 BnaHku
n Cl
-_ Koﬁc;‘:e:'r BA3A nAHHM KOMMOHEHT|
CucremHa
K16 | YmnpasieHue Ha
AOMUHMCTPaLMS
1] Komno:g»wwI E padoTHHTe IpoNeCcH.
KOMMOHEHT

PecypceH nnatcgopmMeH cnon

f

npouenypm @
&

Queypa 4 Konyenmyanna apxumexmypa Ha mooend

Metonuka 3a MoxeIMpaHe

Bb3 ocHOBa Ha QyHKIMOHAIHU U HE(QYHKIIMOHATTHN U3UCKBAaHUS, OM3HEC MPOLECUTE U
cneuuuKanusaTa Ha TMOTPEOUTENICKU ciaydad, AeQUHUpPaHM B IpPEAXOJHATA IJlaBa Cle
HalpaBeHOTO M3CIIEABAHE M aHaJM3, c€ pa3padOoTH ONTHMajeH HAaboOp OT WH(OPMALMOHHU

ONPCACIIUTECIIN, PA3INPECACIICHU B JIOTUYCCKHU I/IH(bOpMaI_II/IOHHI/I KJIaCOBE€ M ITOAKJIaCOBC.

HaGopbT OT AeckpunTopu, TeHepupaH OT W3BBPLICHUTE U3CIEABAHUS U aHAIU3U €
JIEKOMITO3UPAaH Ha JIOTMYECKH WH()OPMAIMOHHMA KJIacoBe, B CBHOTBETCTBHE C TAXHATA
(GYHKIIMOHATHA OPHEHTAINs B OIMMCAHUETO Ha cTaHiapTute. MHDOopManmoHHHUTE KiTacoBe ce
pasmiexaar Kato nporpamMHu 00ekTH W momoOektH. Te ce ommcmar upe3 cBouTe arpuOyTH,
KOUTO c€ Hapuyar HWHPOPMAIMOHHM HWACHTH(GHUKATOpH. TAXHOTO TMpEACTaBsIHE €
YHU(DUIIUPAHO 4Ype3 H3MOJI3BaHE Ha cHenu(uyeH TeXHUYecKd (opMar, KOWTO OIpenesis
¢dopmara Ha MpeaCTaBsIHE Ha CTOMHOCTHTE HAa BCEKH aTpuOyT Ha MHPOPMAIIHOHHUTE OOCKTH.
TexnnyeckusT ¢opmar Ha MHPOPMAIIMOHHUTE KIACOBE W TEXHHUTE aTpUOYyTH C€ OMUCBA OT

CHHTAaKcuca Ha yHUUIMpaH e3uk 3a moaenupane (UML).
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3a nu3aitHa Ha matdopmara ce usnon3sar UML kiac nuarpamu. KOUToO u3o0passiBar

CTPYKTypara Ha cucTréMara 4pe€3 MOACIMpaHC Ha HEHWHUTE KJIaCOBEC, CBOﬁCTBa, onepanrn u

BPB3KH Mexay o0ekTH. Kitac quarpamara € Bu3yasiHa HOTAIs, M3MOI3BaHA 3a U3TPAKIAHE U

BU3YyAIM3WpaHe Ha OOCKTHO-OPUEHTHUPAHU CUCTEMH. TS € cTaTM4Ha CTPYKTypHA JMarpamMa,

JEMOHCTpHpAIla CBOKHCTBaTa Ha IutatdopMmara, KIAaCOBETe, ONMEPAIMUTE U BPB3KUTE MEKIY

O0CKTH 3a ONMCaHMe M AW3aiiH Ha cucremara. Jlmarpamure Ha KiacoBe ca ¢opma Ha

CTPYKTYpHH JHarpaMu, ThH Karo TE€ ONpENeNaT KakBo TpsOBa na ObJe BKIIOYEHO B

MojenupaHara cuctema. MHpopmaunoHHUTE HIEHTU(GUKATOPU ca MOJEIHpaHU B 3 HHBA

MH(OPMAIIMOHHHU KJIACOBE CTPYKTYPUpPAHU B MOIYNIH Ha IaTrgopmara. 3a mpuMep Mpuiaram

Mozen Ha enuH ocHoBeH monyn CYCU.

CTAHOAPT

(n): Tepmun
pouecy (n) : MPOLIEC
NPOLIEYPA

n) : NPUIOMKEHWE
EFMCTHP
TanaapTy (n) : CTAHAAPT

TEPMWUH

nPouEYPA W
[ Ha Hue
y nymuren
loCcT

“Ha Hine

Opranusau.
ennHnua

®opma
EMACTBP
060poT : JOKYMEHTOOBOPOT|

f

PEMCTBP

HT(n) : AOKYMEHT

MnaTtcgopma/CYCU

Bepcua Ha lNMpoueca

men
moayn

!

Queypa 5 Mooyn CYCHU

Nnentudukaropure 3a BCEKH KiIac ca ONMMCAHU MOAPOOHO B TaOIUYEH BU/L.

Tabnuya 1 Opeanuzayuonna eounuya (Cmpykmypa)

Onucanue
Tun HaunmenoBanue/ | Onucanue
dopmar
Knac Opranuzanuonsa | OprannzanuonHa enuHuna (Ctpyktypa) € 06a3oB Kiac Ha
eAMHHUIIA: () | ATMUHHUCTpAaTUBHMSI MOJyJI, OTHAcsl] C€ KbM OIMCBaHE Ha
CtpykTypa CTpYKTypaTa Ha OpraHu3anusaTa W KOPECHOHAUPALIOTO |
monenupane B [Lnardopmara.
ATtpubyt  HanmenoBanme: | HammeHoBaHME Ha OpraHuU3allMOHHATA CTPYKTYPHA €IMHHUIIA.
Nvarchar (400)
Atpubyt Tum: Tun TunmbT Ha CcTpyKTypaTa € TmpeacpuHUpaHa HOMEHKJIATypa —
AUPCKOU, OTACI, CCKTOP U JJIBbXXHOCT.
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KJ1ac Ponurencka HanmeHnoBaHue Ha poauTeNCKaTa OPraHW3alMOHHA €MHUALA KbM
OpranuzalvoHHa | KOATO MPUHAANIEKH CTPYKTypaTa. (aKo MMa TaKaBa)
eIMHUIIA:
Crpykrypa
ITonxnac IIpasa (n): | CiuchbK OT MpaBa BbPXY MHPOPMALMOHHUTE OOCKTH KOUTO MMa
[TpaBo OpraHW3alMOHHATA €IWHUIA M BCUYKA HEHHH MOACTPYKTYpH.
Omnpenenst ce HAOOP OT MpaBa 3a BCEKU HHPOPMAIIMOHEH 00EKT
ot kiacudukaropa — Ilpumep: 3a wuHOpMaAIMOHEH OOCKT

»PETUCTBD HAa HWHUUJCHTUTE" IIPaBO Ha 4YETEHE, IpaBO Ha
pPETUCTPUPAHE U NTPABO HA PEIAKIIHS.

[Moaxnac | [abmoHu: [[TaGioHuTe ca HabOp OT MpaBa KOUTO MOrar Jia c€ MpUjIarat KbM
[[Ta6noH BCEKH HMH(OpPMAIMOHEH OOEKT M Ja ce J00aBAT 3a CTPYKTYpPHO
3BEHO B KOMIUIEKT.

[Monknac | [Torpeburenu: Chuchbk OT CIOyXXMTEIM Ha OpraHM3alusATa KOMTO ca J100aBeHU
[ToTpebuten (n) |KbM OpraHu3alMOHHATA CTPYKTYpA.

CucremMHa apxuTeKTypa

[Tnarpopmara 3a MomenupaHe W aBTOMATHU3alMs HA CTAHJAPTH3UPAHU CHUCTEMHU 3a
yIpaBlieHUEe Ha CUTYPHOCTTa Ha WH(pOpMANMATa C€ peaqu3upa KaTo LEeHTpatu3upaHa yed
Oa3upaHa cucTeMa C apXUTEKTypa opueHTHpaHa kKbM yciayrure (SOA), komOuHupaiia B cede
CH OCHOBHHTE MOMIYJIH, KOHTO OT CBOS CTpaHa W3MOI3BAaT HWHQPPACTPyKTypa OT
CTaHJApPTH3UPAHU YCIAYTd 3a peanu3alnus Ha o0paboTkata 3a KOHKPETHHUTE THUIIOBE
uHpOpMaILus.

OpueHnTupanara KbM yCIyru apxurtektypa (Service-oriented Architecture) e mozen,
CHELMAIHO IpEeAHa3HauYeH Ja HaMalld Pa3XoAuTe, Ja YBEIWYM 'bBKAaBOCTTA U Ja ONPOCTHU
IpPEACTaBIHETO Ha Ou3Heca M ONEepaluuTe Ha Pa3IudHU 4acTH OT JAedHocTTa. OCHOBEH
npuHuun Ha SOA e CTpyKTypupaHeTo Ha OW3HeC AEWHOCTHTE B YCIyrd, KOETO JaBa
BB3MOXKHOCT 32 TAXHOTO Obp30 UACHTU(DUILIMPAHE U TPEU3IOI3BAHE HA BeUe ChILECTBYBALLIUTE
(YHKIIMOHATHOCTH, KakTO M H30ArBaHe Ha AyOIMpaHeTo MM IO BpeMe Ha pazpaboTka.
CrangapTuzanusara Ha IOBEJIEHUETO Ha T€3U YCIYT'M BOAM 10 OIPaHNYaBaHE Ha HEOYaKBAHUTE
BB3/ICHCTBHUSl TPU MPOMEHHU, KAKTO M JIO YCHEIIHOTO MM TNPOTHO3MpaHe M H30ArBaHe.
Apxutekrypa opueHTHpaHa KbM ycayrure (SOA) € ChbBKYITHOCT OT HE3aBUCHMHU CO(TyepHH

€JIEMEHTH, MPEAO0CTaBAIIHU KaTo yciayra codpTyepHa QyHKIHOHAIHOCT Ha IPYTH MPHUIIOKEHHS.

OcHoBHM npeaumcTrBa Ha SOA noaxona:

e He3aBHCHUMOCT OT JOCTAaBYUK, IPOAYKT HUJIA TCXHOJIOTH,

e Vcmyrara e caMOCTOSITeNIHA (PYHKITMOHAIHA €TUHUIIA.

Yenyrure morar ga Ob1aT KOMOMHHpAHU ¢ JpYyrd coTyepHH MPUIIOKEHUS, 3a J1a ce

OCHUTYPH ITbJIHA (QYHKIIMOHAIHOCT Ha IMO-TOJSIMO CO(TYEPHO MPHIIOKECHHUE.
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Jlornyecka apxureKTypa

TPe3EHTALMOHHO HUBO

BuIpewHm Ye6

BbHWwHY Yed Knuerm
Krmexm

BBHUWHK CHCTEMA

MpunoxHo HUBO

Buipewo ‘ BuHwho ‘ ‘ WEB Ycryrm

Mogyn 3a

Moy ¢ Bisec norvka Ha cucTemara
HTErpaLys

AocTLn AO AAHHWTE
1

Xparunuma

S

Hugo Wa 6a3aTa AAHHM

]

Queypa 6 Cucmemna apxumexmypa na peanuzayuama ra Iliamgpopmama — mpucnouna apxumexmypa MVC

Apxwurekrypa Ha 1uiarpopmara Moke 1a ObJe JIEKOMIIO3MpaHa Ha OTICIHH CIOEBE
(HMBa), KOMYHHMKHUpAIld TOMEXKIYy CH IO CTporo ompezaeneHu uHTepdeiicu. OCHOBHO
NPEAMMCTBO TIPH TO3W MOAXOJ €, Y€ MO3BOJISBA B OT/ACTHHUTE CIIOEBE Ja ObJaT W3BBPIIBAHU
3HAQUUTEIHM IPOMEHH Oe3 ToBa Ja OKa3Ba BJIMAHHE Ha OCTAaHAJIHUTE, KOETO BOIU [0
M3KITIOYUTENIHA I'bBKAaBOCT. ClloeBeTe ca ONpeNeNieHH Taka, 4e Ja IPyNupar eJIEeMEHTHTE,
KOWTO Bapupar He3aBucuMo. Ilpu neHTpamusupaHute I1atpopMHu JOKa3aH Mojaenl €

pa3aciitHETO Ha CJICAHUTE CJIIOCBE!:

e (Croii Ha 6a3aTa JaHHH;
e (Croii Ha OM3HEC JIOTHKATA;

e Croil Ha moTpedbuTenckus uHTepdelic (Mpe3eHTauoOHEH CII0N);

Bcekun cnoii B IOCIEACTBHE C€ JEKOMIIO3MpAa Ha OTIEIHM MOIYIH, Karo
KOMYHUKAIMATAa MKy MOJYIUTE C€ OCBIIECTBSABA MO0 CTPOrO cnenu(uuIupanu uHTepdeicu.
Paznenenunero Ha SICHO pasrpaHUYEHU CI0EBE U 000COOSBAaHETO Ha cios Ha 0a3zaTa JaHHU OT
ciloeBeTe Ha OW3HEC JIOTMKara I03BOJIsIBA Ja C€ OCUTYPH BB3MOXKHOCTTAa ISUIOCTHOTO
pemieHne Jna ObJe CHBMECTMMO KAaKTO CBbC ChllEeCTBYBamata HWHQPACTpyKTypa B

OpraHu3anusTa, Taka u ¢ BUpTyaaHa HH(PpacTpyKTypa.

du3nyecKa apxXuTreKkTypa

[Tnardopmara ce Gazupa Ha I'bBKaBa apxXUTEKTypa, KOATO IIe MOXKE Ja Ce pa3rpblla
KakTo B (U3MYECKa cpena, Taka W BBB BHUpTyalu3upana (oOmayHa) cpena, WIH APYro

XUOPHUIHO PEIICHHE.
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I

YEB KnaneHt Motpebutencka
CTaHLMA

MpraoXKHN
= CbpBbPYU

| )
b.a 4*’--
L= WHTepHeT  3awptHa 3aumTHa

MobunHu knveHTn
CTeHa !E! creHa

CbpBbpy
basa gaHHu

Motpebutencka
CTaHyus

YEB KAneHt
YEB Jemunntapusup
KAMEHTY 1) SPLE WHTpaHeT

Queypa T Pusuvecka apxumexmypa

HnaTQ)opMaTa CC aJanTupa KbM CbLICCTBYBAIlldTa XapAyCpHa, MPEKOBa U IPUJIOKHA

cpcaa B Oprann3anuAaTa, Kato UMa JiBa OCHOBHHA q)HSH‘leCKI/I KOMIIOHCHTA.

HpI/IJ'IO)KeH CbpPBbP, HU3IIBJIHABAIL 3adBKUTC KbM ye6 IPUITO0KCHUCTO Ha CUCTCMATA,
upe3 KOHTO HOTpC6I/ITeHI/ITe pa6OT5{T CbC CuCTemMara.

C’pr’Lp 3a YIIPAaBJICHUC Ha Oasure JaHHH Ha CUCTCMATaA.

CpoOpaxeHusiTa 3a MakKCUMaHO J00po o00oco0siBaHE U  OCUTypsSBaHE Ha

MH(OPMAIIMOHHA CUTYPHOCT INPEAONpPENeNsIT OTAEIsHE Ha ChbpBbpUTE B T. Hap. DMZ wnmm

., ACMUJIUTApU3UpPaHa 30HA“ — 30HA OT MpEXkKara, KOATO € U30JIMpaHa OT OCTAHAJIWUTC YaCTH Ha

BbTpCIIHATA MPCXKa, OTACJICHA OT BBHIIHATA CpE€aa € BBbHIIHA 3alMTHA CTCHA, HO U C

BBbTpEIIHA 3alllUTHA CTE€HA, TaKa Y€ €BEHTYyaJleH MpOoOUB J1a HE JOBEJE 10 PUCK 3a ChbPBBHpPA C

MMPUIIOKCHUECTO HA CUCTEMATA UJIK ChbPBBPA ChbXpPaHABAIl HCTOBUTC 0asu JaHHH.

OcHOBHH u3Boau KbM I1aBa 3

<

99 Q

BbBexxaa ce aBropckara Teopus 3a JlokyMeHTHAa MaTpuua, KaTo OCHOBA 3a ONEPaTUBHO
yIpaBlieHHE Ha KOMITaHUATa U KOHIeNTyaaHus Mojen Ha [Tnargopmara.

Cpo0pa3Ho onucaHaTa METOAMKA 32 MOJCTUPAHE U PE3YITATUTE OT MPEAXOJHUTE TIIaBU €
urpageH wmozaen Ha Ilmarpopmara 3a MopenupaHe W aBTOMAarTH3alus —Ha
CTaHJAPTU3UPAHU CUCTEMH 32 YIpaBJIeHHE Ha CUTYPHOCTTA Ha HH(pOpMALIUATA.
[Ipennoxena e oruyecka U pu3nyYecKa apxXUTEKTypa 3a peanusaius Ha niaardopmara.
UML koma Ha mozena e npencraseH B [lpuno:kenue 5 ( Plant UML)

Peamuzanusara na [lnardopmara mo moayau ¢ Python B OOII ctun e npeacraBeHo B
IIpunaoxenue 6.

Peanuzanusara Ha 0a3zara ganHu e gancHa B Ilpunoxenue 7 ORM (Object-Relational
Mapping) peanuzauus upe3 (SQL Alchemy crannapt B Python).
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IV. OCHOBHHU U3BO/IU N 3AKJIIOYEHUASA

Hayuynu npuHocH

[IpennoxkeHn ca aaropuTbM M METOAOJIOTHS 3a H3CIIEABaHE M MOJCIUpPaHEe Ha
aBTOMATH3UpaHa CTaHJapTU3MpaHa IulaTGopma 3a yIpaBICHUE HA CUTYPHOCTTA Ha
nHpOpMANHATA;

Hpe):[CTaBeHa ¢ aBTOpCKara TCEOpUA 3a HMOKYMEHTHA MaTpula, KaTro OCHOBa 3a
OIICPAaTUBHO YIPABJICHUC HA OpraHu3alrsd U KOMIIaHUS.

Hay4yHo-npujioxKHu IPUHOCH

[lpencraBeH e aHanM3 Ha CHCTEMUTE 3a YIPaBICHHWE Ha CHTYPHOCTTa Ha
uHpopmanuara B acnektu: CurypHocrra Ha uHpopmauusara; CraHmapTure 3a
nHpopMannoHHa curypHoct; CHCTeMHTE 3a YIpaBlIeHHE Ha CUTYPHOCTTAa Ha
nnpopmanusara CYCU; Codryepaure npunoxenus 3a 1C.

Onpenenenn, neUHUPAHA U aHATM3UPAHU ca PAOOTHU MPOIECH U TOTOIH, KOUTO
MOJJIeKAT HAa aBTOMAaTU3alus upe3 pazpaboTBaHaTa raTdopma,;

Hedunupann ca (yHKOUOHAIHUTE W HEPYHKUMOHATHUTE M3UCKBAHMS ClE[
U3BBPIICHO M3CIIEABAHE M aHAINW3 Ha JJaHHWUTE, HA MOTPEOMUTENIICKUTE TPyHH U Ha
CTaHJapTUTE 32 UHPOPMALIMOHHA CUTYPHOCT;

Nnentudunupanu ca oOmuTe XapakTEpUCTUKM HA CHUCTEMaTa, C W3MOJI3BAHETO Ha
CBPHUCTUYHU MCTOOU,

Pa3paboren e Mojen Ha KOMIUJIEKCHA MIaTgopma 3a MoAeTUpPaHe U aBTOMAaTU3alMs
HAa CTAaHJAPTH3MPAHM CHCTEMHM 3a YyNpaBJIeHHe Ha CHIYpPHOCTTa Ha
uHpopmanuaTa. Mozena ce 0a3upa Ha MOHUTOPHMHI, aHAJIM3 W YIpaBJIEHUE Ha
JOKYMEHTHaTa MaTpula, pabOTHUTE Npoliecu U MHOOPMAIIMOHHUTE MTOTOLU U aKTUBU
Ha OpraHu3aluAra.

[Ipennoxkena € apxWTeKTypa Ha MIaTgopmaTa, KOSTO € B CHOTBETCTBHUE ChC
CbBPEMEHHUTE H3UCKBAHUS 3a MOJYJIHOCT, aBTOMAaTH3alUsi U ChBMECTUMOCT CbC
CTaHJapTH.

Hacoku 3a 0bae1mu u3cjaeaBaHus

Ilocturnarure pe3yiTaru B AUCCPTAIUOHHATA pa60Ta odepTaBar CJICAHUTC HACOKHU 3a

6’L,Z[CH.[I/I HU3CIICABAHUA:

Pa3Butne Ha [Tnardopmara ¢ uHTErpanus ¢ M3KyCTBEH UHTENEKT, KONTO aHAIM3Hpa:
o HudopmallioHHUTE €TUHUIM U 3alUCH;
o CucremHuTe, MPOrpaMHU U KOMYHUKAllMOHHU JIOTOBE;
o HMudopmanusara renepupana OT KPUTEPUUTE 110 KOHTPOJIMTE.

Bb3 ocHoBa Ha wu3BbpuieHUTEe aHanmu3n ¢ AWM wmorar na ce J0pa3BUSAT
(YHKIIMOHATHOCTUTE Ha MIaTdopmaTa B aCTlIeKTH:

o Ilpennarane na ontumusanus Ha CYCU;

o Iloka3BaHe Ha aHOMAaIUH mapaMETpu U aKTUBHOCTH U3BHLH HOPMA,
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o M3uucnsBaHe Ha BEPOATHOCTHU CHOMTHUS U MPEIBUK/IA PUCKOBU (PaKTOPH.

e (CucremuTe 3a yOpaBJIeHME Ha CHTYpHOCTTa Ha uWHpOpMamMaTa Morar 1a ce
MOJIETIUPAT C HEBPOHHU MpexH, yrnpaisiBanu oT Ilmardopmara. ToBa e monxon 3a
MOBUIlIaBaHE Ha €QEKTUBHOCTTAa U e(UKACHOCTTa HA KPUTUYHHU CHCTEMHU 3a
yrpapiieHHe Ha HH()OPMALIMOHHATA CUTYPHOCT.

e ['eHepaTHBHaTa HEKOHTpPOJHMpaHAa HEBPOHHA MpeXa -  MamuHa Ha bonnMan
(Boltzmann Machine) n3non3Ba TEXHUKH BbPXY BXOAHHUTE JAaHHM 32 aHAIM3HpAHE HA
HopMmanHuTe cbcrostHua Ha CYCHU, 3a fga mpeaBHIM HEXETaHUTE CHTYalHu.
MexnyHapoIHO IPU3HATUTE CTAHAAPTHU ONPEAEIAT HA0Op OT KOHTPOJIU 332 CUTYPHOCT
3a HaOmroeHue, onuT U ynpasieHue Ha CYCHU. Te ca pasmnpeneseHd B KaTeropuu 1
BCSIKA OT TSAX MMa CTaHJApTH3MPaHU aTpuOyTu. HeBpOHHMTE €MHUIM HA MallMHATa
Ha bommman ca Gasupanum Ha MHQPACTPYKTypara 3a KOHTPOJ Ha CHUTYpHOCTTa Ha
CyCu.

e Unrerpupanero Ha HEeBpoHHU Mpexxu B CYCHU moxe 3HauUTENHO Aa momo0Opu
CIOCOOHOCTTA Ha OpPTaHU3aIMATa 1a OTKPUBA, IPOrHO3UPA M pearnpa Ha aHOMAJIUU B
CUT'YPHOCTTA. HM ce wm3moisBar J0 roJisiMa CTCIIEH B IIOYTH BCHYKHU oOiacTH Ha
nHpOpMaIMOHHATA U KHOEPCUTYPHOCT, HO 32 MOAenupane Ha nmoseaenuero Ha CYCU
KaTo LSAJOCTHA CJOXHAa CHUCTEMa, T€ ca HHOBATUBEH METOJ 3a HaMallsiBaHE Ha
pa3xoauTe U BPEMETO, KaKTO U 3a MPeAO0TBpaTABaHe WM CMEKYaBaHE Ha IIETUTE.

Anpo0auusi Ha pe3yJTaTuTe

OcHOBHUTE pe3ynTaTH, MOIYy4YeHU IIPpU pa3paboTKaTa Ha AUcepTallMoOHHaTa padora, ca
JIOKJIa/IBAaHU B TPH MyOJIMKAIIMHU U Ha CIIELUATU3UPAHU MEXKAYHAPOAHU KOH(DEPEHIIUH.
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exunure Ha lepdekr Ilimroc EOO/ (ppkoBoguten Togop Besies) u UMKT — BAH (pbkoBoauren
Cgeto3ap MaprenoB). [IpoekThT € 3a MHAYCTPUAIHO HM3CIIEIBAHE HA BHUCOKOTEXHOJIOTMYEH
WHOBATUBEH MPOAYKT B 001acTTa Ha MHPOPMAIMOHHUTE TEXHOJIOTHH C MPOABDKHTEITHOCT 22
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excruloaranysi Ha EnuHHA cucrema 3a ymnpaBiI€HHE, KOHTPOJI M aHAIW3 Ha JEWHOCTHUTE
(ECYKAZ) 3a nyxaure Ha bbarapckus uHctutyT no merposorus (BMUM)“, ppkoBoseH OT
Tonop Benes.
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