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4 |lvan Gaidarski

GENERAL DESCRIPTION OF THE PH.D. THESIS
Research topic and motivation

Information is one of the most valuable assets of modern organizations. Intellectual
property, know-how, patents, customer and supplier lists - this information is vital for any
organization and forms its competitive advantage. One of the most important challenges
facing them is the protection of information in all its forms - electronic and physical. The
information must be reliably protected both from external attacks - hackers or natural
disasters, and from internal - current and former employees, partners and suppliers. Their
right of access to the organization's resources such as systems, networks and data
requires protection against unauthorized leakage of information to comply with new
strategy, different from that of traditional protection against external threats to the
organization [1, 2].

The main threats today are related to data and information assets. The more valuable
the assets, the more attacks they are exposed to. New and existing vulnerabilities lead to
higher attack success rates. Therefore, threats are highly dependent on the vulnerabilities
that can be exploited by the attacking party. Any change in one of the factors leads to an
increase in its scope. For example, increasing the capabilities of threat agents,
respectively, leads to more successful identification and exploitation of vulnerabilities, and
consequently to greater success of attacks [25]. The introduction of new information assets
leads to an increase in the area under attack, respectively to new weaknesses /
vulnerabilities, new methods of attack and new threats. The introduction of the latest
technological innovations leads to weaknesses that are related to technological immaturity,
improper use and improper integration with existing systems, low consumer awareness
and more. This creates the ground for new threats to these assets [25]. In order to reduce
successful attacks on information assets, it is necessary to perform an analysis of all
elements in the chain of vulnerabilities-threats - attacks.

The organizations create, adopt and approve a unified security policy, procedures and
processes for information security. They are the result of the influence of various factors -
the territory in which the organization operates, regulatory regimes, sector-specific
requirements, standards and good practices. One of the main factors that the organization
must comply with is the national legislation in force in the territory of the country in which it
is registered or operates - tax legislation, penal code, permit regimes and others. In the
aspect of Information Security Systems (ISS), in the field of our interest are the normative
acts, forming the basis of the state policy in the field of cyber security - cyber security,
cyber defense activities and counteraction to cybercrime [57].

Information security uses a number of security approaches, each of which has a specific
area of application that answers the question "Where?" And a certain functionality -
"How?". For example, we can use the multilayer security model, consisting of several
layers - external network, network perimeter, internal network, computer equipment,
applications and data. Each protective layer is exposed to different threats and has a
certain set of security approaches to protect against them. For the complex protection of
the organization the approaches for information protection in network communication and
the approaches for data protection in hierarchical organizational communication are
combined. To our familiar approaches to information security in network communications
we can add additional approaches, such as demilitarized zone, virtual private network,
audit, penetration tests, vulnerability analysis, password hashing, filtering and others [29].

Each of these approaches has its role and peculiarities in the protection of certain
assets, located in a certain layer and requiring certain efforts and resources. Information
security (IS) is concerned with ensuring the security of these assets. The best approach to
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this is to consider each asset in the context of the associated risk of loss and its value. The
main goal of IS is to protect information in all its forms. As a result of the pervasive
penetration of information technology, information security is relevant to more and more
aspects of modern life, such as production, workflow, daily communication, shopping or
entertainment [29]. The same applies to the vital sites of the critical infrastructure,
providing electricity, water, telecommunications and transportation. They are entirely
dependent on information technology and, above all, on ensuring its security [33].
Information security refers to the protection of assets - information, hardware, software,
processes or combinations thereof. In order to assess what to protect, it is first necessary
to determine which assets are valuable and for whom [4].

IS is a continuous process of aligning risk with the business objectives of the
organization and minimizing residual risk. Organizations need to develop a
comprehensive, risk-based |S strategy to protect their sensitive information. The
development of effective information security systems requires a good knowledge of a
number of scientific and scientifically applied areas such as Information Security and
Cyber Security, Systems Design, Data Analysis, Large Data Arrays, Software Engineering
and Systems Analysis. The methods and principles of these areas are particularly useful
for developing an effective information security system that protects sensitive data.

The development and subsequent implementation of a modern information security
system (ISS) is essential for the viability of the modern organization, which, in addition to
ensuring the protection of its assets, is necessary to comply with a number of regulatory
requirements, good practices and standards.

Objective and tasks of the Ph.D. Thesis

The objective of the dissertation is to create a method and models for development of
information security systems, providing protection from internal threats (inside out
direction) of sensitive information for different in nature and size organizations. The
developed method should be applicable for the creation of ISS, implementing an approach
for protection of sensitive data with Data Leak Prevention (DLP) solutions, suitable for
application in organizations of different sizes, such as critical infrastructure, enterprises
handling industrial secrets, trade or research organizations.

To achieve this goal, the following tasks have been formulated, which are in line with the
different stages of ISS development:

1. Defining and classifying approaches for information security management and areas
of application;

2. Analysis of the field of Information Security as part of the problem area of the
Information Security System;

3. Description of the problem area of Information Security Systems in organizations
through conceptual modeling;

4. Analysis and application of object-oriented approach in creating a project model of
an information security system based on a conceptual model;

5. Defining an approach for transformation of the ISS project model into an
implementation model;

6. Simulation of ISS and analysis of the generated test data

Methodology
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6 Ilvan Gaidarski

To achieve the goals and objectives formulated in the dissertation, an object-oriented
approach is used in the design and implementation of top-down software systems. This is
a methodology widely used by software engineers, which aims to avoid dependence on
the specific technical means included in the system and formulates a development method
that achieves a high degree of formalization. The achieved result is usually a step towards
achieving a reference model for creating a software system in a particular field.

List of publications

The publications on the dissertation have been reported and accepted for publication in
the proceedings of three international conferences, one in specialized international journal
with impact factor and one in an edition of an international academic publishing house.
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As part of the development of the dissertation, the PhD student took part in the following
research projects:

1. Research project on the topic: "Conceptual and simulation Modeling of Ecosystems for
the Internet of Things (CoMEIN)", Contract H DN 02/1 of 13.12.2016, Competition for
funding basic research - 2016, Mathematical sciences and informatics;

2. Program “Young Scientists and Doctoral Students at BAS” 2017, Research Department
"Information and Communication Sciences and Technologies", Research Project ent.
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digital single market in science, education and security (ICTNOS)", Contract N: DO1-
205/23.11.2018

Scientific and Scientific-applied contributions

1. A new classification of IS management approaches is proposed, depending on the
type of communication and a detailed description of the foundation in the field of
information security, based on its basic concepts;

2. A new method for developing information security systems in organizations has been
proposed, which integrates model-based development of ISS by applying a top-down
approach with a new method for analyzing the problem area of this type of systems.
Characteristic of the proposed method is that it is technologically independent /
condition to serve as a basis for creating a reference methodology for developing this
type of systems /; flexible / allows expansion of an existing SIS with new functionality /;
supports the interoperability of the SIS with an organization's existing information
system by using the same approach to modeling both systems;

3. A multi-layered conceptual model of the problem area of information security systems
has been developed as result of the application of two or more points of view in its
description;

4. Architectural and functional models of information security systems have been
constructed on the basis of an existing conceptual model of the problem space with
the help of the object-oriented unified language for description of UML software
systems;

5. Comparative analysis of existing DLP platforms for implementation based on the
requirements described in the analysis model;

6. A model for the implementation of ISS in an organization using the DLP
implementation platform "Cososys Endpoint Protector 5.0.2.1" is proposed

7. A simulation model of ISS based on object-oriented description of its architecture has
been implemented using agent-based representation in NetLogo and I-SCIP-SA
environments; Simulation study of ISS architecture by performing stochastic validation
and interactive verification

Dissertation structure

The full volume of the PhD Thesis is 142 pages. It consists of an introduction, four
chapters and a conclusion, a declaration of originality of the results, a bibliography and
appendices. The dissertation includes 48 figures, 13 tables, 139 cited literature sources
and 2 appendices.

The introduction addresses the actuality of the problem, the main threats in cyberspace,
regulations and legal frameworks.

Chapter 1 presents the basic concepts and basic principles for providing information
security (IS). Different approaches to IS management, the areas of their application, as
well as the main scientific areas relevant for the development of IS systems are discussed.
Our method for developing information security systems in organizations, the phases of
which it consists, the models that are constructed in its application and its characteristics
are presented. A framework for describing the architecture of the system is defined. The
main goal and tasks of the dissertation are formulated.

Chapter 2 defines the basic concepts in IS by using our method for analysis in the field
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8 Ilvan Gaidarski

of ISS, which takes into account the views of all stakeholders in its development. The aim
is to apply the top-down approach when designing such a system, which makes it possible
to reach solutions that are not related to a specific implementation and can be guiding in
creating systems of this type. As a result, the analysis is the basis for creating a
conceptual model of the problem area of the ISS.

Chapter 3 presents a presented method for designing an Information Security System,
designed for organizations and aimed at protection against leakage of sensitive
information from the inside out, ie. as a result of the actions of insiders with legitimate
access to the resources of the organization and its data. The possibilities of object-oriented
approach for creating a project model of ISS are considered. A way to transform the ISS
conceptual model into an object-oriented design model by using the object-oriented UML
description language is shown.

Chapter 4 describes an approach for creating a model for the implementation of the ISS
through our proposed methodology for development of ISS. On the basis of a project
object-oriented (OO) model, an OO realization model has been built, in accordance with
the existing environment. An analysis of the problem area has been performed and based
on the developed conceptual model, as a result of this analysis, the requirements to the
architecture of the developed ISS have been specified. An analysis of existing DLP
implementation platforms was performed and the most appropriate one was selected in
accordance with the analysis model. It is shown how the method presented by us allows
for modeling and implementation of new aspects of ISS without having to design the
system from scratch. The results of tests of the extended ISS are also presented. An
agent-based simulation model has been created by transforming an object-oriented project
model. Based on the agent-based model, the operation of the ISS was simulated using the
NetLogo (v.6.0.4) and I-SCIP-SA simulation environments. An analysis was performed on
the basis of test data, as well as data from real situations.

Introduction

The introduction consists of the topicality of the problem and the main threats in IS. The
current directions for research of threats in cyberspace, as well as security threats in the
present and last year are considered. An overview of the main regulations and legal
frameworks in the field of information security - an unified security policy, procedures,
processes and standards for IS, adopted in organizations in order to comply with
regulatory and legal requirements, standards and good practices for IS. An overview of the
national legislation in the field of IS, operating in the territory of the state in which it is
registered or operates - tax legislation, penal code, permit regimes. The structure of the
dissertation is shown.

Chapter 1. Basic principles and method for development of information
security system

1.1 Basic principles for ensuring information security

This section presents the importance of the problems, related with information security
and data protection, legal frameworks and regulations, providing IS, as well as the basic
principles and security models for ensuring IS in an organization. We are discussing the
major threats in cyberspace, the current threats for 2020 and 2021, and basic principles of
IS, known as: Triad "Confidentiality, Integrity, Availability" (CIA Triad), the triple A (AAA) and
the weakest link principles. We also consider basic protection models, such as perimeter
protection, known as the "Lollipop model" and multi-layer model, known as "Onion model".

Abstracts of Dissertations 2022 (1) 4-48
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[2,21].
1.2 Approaches to information security management

In this subsection we systematize the existing approaches to IS in organizations,
depending on the type of communication within the organization. We distinguish 2 types of
communication: Network communications and Hierarchical organizational communication
(Figure 3):

Approaches to IS

Hierarchical organizational communication Network communications

Data classification

|FW|||DS| Ps | | av || EPP |PS||CT\|

Data Leak Prevention systems

. Figure 3. Approaches to IS depending on the type of communication

1.3 Areas of application of the different approaches to information security

In this subsection we also consider the areas of application of the different approaches
to protection. To illustrate, we use the multilayer protection model (Figure 2), consisting of
several layers:

Figure 4. Multilayer protection model

Each protective layer is exposed to different threats and has a certain set of security
approaches to protect against them (Table 1).

Abstracts of Dissertations 2022 (1) 4-48



10 lvan Gaidarski

Areas of application Approaches for IS
Demilitarized Zone, Virtual Private Network, Logging, Audit,
External network Penetration Tests, Vulnerability Analysis
Firewall, Proxy Server, Logging, Packet Filtering, Static
Network perimeter Packet Filtering, Dynamic Packet Filtering, Penetration

Tests, Vulnerability Analysis

IDS, IPS, Logging, Audit, Penetration Tests, Vulnerability

Internal network Analysis.

Authentication, Endpoint protection, Firewall, Password
Computer equipment hashing, Logging, Audit, Penetration tests, Vulnerability
analysis, DLP.

Content filtering, Data validation, Audit, Penetration tests,

Applications Vulnerability analysis, Data Classification
Encryption, Access control, Data archiving, Penetration
Data tests, Vulnerability analysis, Data classification, DLP.

Table 1. Security approaches and areas of application

For the complex protection of the organization’s assets, the approaches for information
protection in network communication and the approaches for data protection in hierarchical
organizational communication are combined. In addition to the already known firewalls,
IDS, IPS, Anti Virus, Endpoint Protection, Perimeter Security and Cyber Threat
Intelligence, DLP and Data Classification, several additional security approaches have
been added [29]: Demilitarized zone (DMZ), Virtual private network (VPN), Logging,
Auditing, Penetration Testing, Vulnerability Analysis, Proxy, Packet Filtering, Static packet
Filtering, Dynamic Packet Filtering (Dynamic packet Filtering), Password Hashing, Content
Filtering, Data Validation, Encryption, Access Controls, Backups, etc.

1.4 Main scientific areas of importance for the development of information security
systems

Here we look at the main scientific areas, needed to develop effective ISS: Cyber
security, Systems design, Data analysis, Large data sets, Machine learning, Atrtificial
Inteligence, Software engineering, System analysis.

Areas such as software engineering and systems analysis, the principles of which we
use for our method for development ISS in organizations, are discussed in details.
Particular attention is paid to the system development process (Figure 5), consisting of the
main components and the links between them, considered in the context of ISS
development:

e Problem area - defines the area in which the ISS problem is solved;

e Problem - implementation of a certain way of functioning of the ISS, which must
work in a given environment;

e Implementation environment - represents the conditions under which the ISS is

implemented,;
e Stages - These are the stages through which the development of the ISS must
pass;
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e Creation of ISS models at different stages of development;
¢ Model transformation from one type to another.

The following stages of ISS development are distinguished:

e Collection of requirements - identification of possible risks, according to the
understanding of consumers;

e Analysis - study of the problem area from the different perspectives of stakeholders;

e Design - design of the structure and processes in the system;

e Implementation - compliance of the ISS implementation with the specific
implementation environment.

The models through the transformation of which the realization of a specific ISS is
achieved are:

¢ A model for describing the risk that is managed by the ISS, based on the collected
requirements to the system;

e |ISS area model - a model obtained as a result of the analysis of the problem area;

e |ISS design model - description of the architecture and functionality;

¢ Implementation model - implementation model of the designed ISS depending on
the conditions under which it will operate.

ISS Design
Problem Implementation
o | ®
! Conceptualization ; Specificaion | Realization
\ Collection of Analysis Design Realization !
\ requirements
L 4 . / v 4 v /
Risk model ISS area model ISS design Implementation

model model

Figure 5. Systems development cycle

1.5 Method for development of information security systems in organizations

The method consists of the following phases (Figure 6):

1. Defining a framework for describing the ISS architecture, according to IEEE 1471 [67,
88, 89] and IEEE 42010 [67, 89] standards. The framework is formed from the many
perspectives of stakeholders / observers.

2. Analysis of the problem area of the ISS, to determine the requirements for the system
from different points of view. Based on this analysis, the requirements for the ISS are
formed.

3. Building a conceptual model of the problem area from different points of view.
Creating generalized and detailed conceptual models.
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12 lvan Gaidarski

4. Integration of conceptual models created from different perspectives. The conceptual
modeling approach allows easy and unified presentation at the level of ISS concepts
from different points of view. This facilitates communication between the observers of
the developed ISS, who are related to the respective points of view.

5. Transformation of a conceptual model of the problem area into an object-oriented
project model.

6. Aspect-oriented transformation of design model into an object-oriented realization
model and an agent-based simulation model.

The models that are constructed using the method are shown in Figure 7 [135,136].
Based on the analysis of the problem area, a conceptual model called "Guiding Model"
is constructed, through which the desired system architecture is presented. The
supporting model is not related to a specific implementation, but serves to describe the
main components of the system architecture. The conceptual model reflects the
problem area from different points of view. In turn, this model consists of a "Generalized
Model" and a "Detailed Model".

Defining a framework for

2 Analysis of the problem area

describing the architecture

Building a conceptual model of the

Integration of

3 problem area from different 4

ints of vi conceptual models
points of view

Aspect-oriented transformation

Transformation of a conceptual
model of the problem area into an B

of design model into OO

implementation model and
agent-based simulation model

object-oriented project model.

Figure 6. Method for development of ISS

Based on it, after a corresponding transformation, the following two main models are
created - "Project Model" and "Realization Model". The Project model is object-oriented
and consists of "Architectural® and "Functional® models, which present the description,
respectively of the architecture and functionality of the system. "Realization model"
represents a specific implementation of the system and can be done in two ways - by
simulating a real system ("Simulation model") and by using specific existing systems,
representing an environment for the implementation of ISS such as DLP ("Implementation
Model"). The project model and the implementation model are representatives of the final
models, which describe the system for the purposes of its development. Through the
transformation models, the transformations between the models are presented -
"Transformation of a conceptual model to an OO model" and "Transformation of an OO
model to an agent-based model".
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Architectural Functional , .
Maodel Model Simulation model
Implementation
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| |
I Generalized ! \
! Conceptual !
: Model ! Project Model Realization Model
| |
! ! \ /
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I Guiding 1 .
I (Conceptual) " Final Models
I Model :
|
I I /
1 / 1
| .
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I Conceptual Model 1
| |
| | /\
|
: I Transformation Transformation of
I 1 of conceptual model 00 model to
[ Problem Area Model | to OO0 model agent-based model
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Fugure 7. Models for ISS development

Characteristics of the method:

e The method is model-based, as a result of applying a top-down approach;

e Model-to-model transformation is applied;

e Aspect-oriented transformation of a project model to an reazlization model
depending on two areas of interest of the system implementer: object-oriented
approach and agent-based approach.

e Technologically independent, which creates conditions to be the basis of a
reference methodology for the development of ISS

The top-down approach, which is applied in the development of an information security
system, is an “from the general to the specific” approach. It makes possible to implement
and review common IS policies, procedures and processes in order to achieve certain
objectives. It is suitable for establishing a reference methodology for the development of
ISS, based on a framework for their design, as it is technologically independent.

1.6 Defining a framework for describing the system architecture

The implementation of the first stage is based on the guidelines for creating a framework
for architectural description of systems presented in the standards IEEE 1471 [88] and ISO
/ IEC / IEEE 42010 [89].

These standards introduce concepts related to how to describe the architecture of a
system [67]: Environment, Stakeholder, Concern, View, Viewpoint, Architecture of the
system (System Architecture), Architectural description, Architectural framework,
Architectural View, Architectural Viewpoint, Model kind.

These concepts are applicable in the analysis of the field "Information Security System"
and provide a context for defining a common conceptual framework, allowing the
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construction of conceptual models of ISS. Figure 8 shows the area of interest of the ISS,
which is used as a framework for the analysis of the field of Information Security system in
the present dissertation.

The development of complex systems involves many participants - each with their own
perspective. These are the so-called "stakeholders". Each stakeholder has relevant skills,
responsibilities, knowledge and experience that determine the attitude and requirements of
the system. In a system that uses different technologies (software, hardware) and has a
variety of regulatory and regulatory requirements, it is inevitable to intersect or overlap the
different perspectives of the participants in the process of its development. An additional
complicating circumstance is the fact that the knowledge of stakeholders is presented in
different ways. The different requirements apply to different stages of the system
development and each of them can be subject to different strategies. Thus, one of the
important tasks in the process of system development is the coordination of stakeholders
and the unified presentation of their requirements and contributions to the system. This
problem is solved through our proposed method for developing information security
systems in organizations as shown in Fig. 8.

"Risk analysis"
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"Information @ Viewpoint
Security"
Viewpoint % ?
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Figure 8. ISS area of interest

The method takes into account and unifies the requirements of the various elements
and viewpoints in the field of interest of the ISS, which we consider:

e "Information Security" Viewpoint - includes the basic concepts in information
security (Threats, Vulnerabilities, Sources, Motivation, etc.), as well as the main
approaches to the implementation of information security in organizations;

e "Risk analysis" Viewpoint - through risk analysis the requirements to ISS are
determined;

e Communication Viewpoint - determines the way of communication, predetermining
the approach to information protection;

e Technological Viewpoint. This Viewpoint includes different approaches in
information and communication technologies such as object-oriented approach,
agent-based approach and others..

e “Processing of Information” Viewpoint - including the three main types of data
defined according to information security - Data-in-Rest, Data-in-Motion and Data-
in-Use.

1.8 Conclusion

The chapter presents the basic principles and security models for ensuring information
security. The presented approaches for IS management in organizations are divided into
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two groups, depending on the type of communication in the organization, predetermining
the respective approaches for IS: communication on the basis of equality - "Network
communication" (Networks from/in organizations) and "Hierarchical organizational
communication”. The areas of application of the different approaches to information
security are shown.

The main scientific fields of importance for the development of information security
systems are presented. Special attention is paid to systems analysis and the system
development cycle. The main components and connections between them are considered
in the context of ISS development.

A framework for architectural description of systems based on IEEE 1471 and ISO / IEC
/ IEEE 42010 standards is presented.

The main goal and tasks of the dissertation are defined.

Chapter 1 describes the implementation of task 1, defined in "Objective and tasks of the
Ph.D. Thesis": 1. Defining and classifying approaches for information security
management and areas of application;

As a result of the research activity the following scientific and scientific-applied
contributions have been achieved:

1. Classification of IS management approaches, depending on the type of
communication.

2. A new method for developing information security systems in organizations is
proposed, which is model-based. It is the result of the application of the top-down
approach, i.e. from the general to the particular. Characteristic of the proposed
method is that it is technologically independent, which allows it to serve as a basis
for a reference methodology for the development of ISS

Chapter 2 Problem area analysis
2.1 Information security - basic concepts and approaches for implementation

In this point the basic concepts and approaches for realization of IS are considered.

2.1.1 Basic concepts in information security

Here we present the foundation of the field of information security, described through its
basic concepts (Figure 9).

l compromising of the security Exploitation
Vulnerabilities m— Assets/Data Threat Sources
&
Process Motivation

AHED Threats
F Y

Target Method

h 4

) Threat agent
Evaluation
Neutralization Security Counteraction
Method approaches Method

Figure 9. Vulnerabilities, threats and attacks
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We define the basic concepts of IS: "Event", "Signals / Alarms", "Incident", "Breach",
"Vulnerability", "Threat", "Threat Agent" , "Attack", "Data Breaches", "Data Loss".

2.1.2 Vulnerabilities. Threats. Sources and agents of the threat

This subsection examines in detail the terms "Vulnerabilities", "Threats", "Sources" and
"Threat Agents" and their relationship.

2.1.3 Vectors, targets and nature of the threat

The terms "Vector", "Purpose" and "Character of the threat" are considered here.
According to the threat vector, threats can be classified into external and internal.

"External threats"

The vector of the attack on external threats is “outside — in”, against the protected
information assets. In the external threats is used the principle of the weakest link. The
attacking party tries to find security vulnerabilities through which it can penetrate the
secure network, servers or workstations and to take control of the information. Examples
here are: Hacker Attacks, DoS Attacks, Worms, Trojans, Botnet, DoS and DDoS Attacks,
Drive-by Exploits, and Code Injection (Code Injection Attacks) [25].

"Internal threats"

An incident caused by an internal threat occurs when an insider - employee, partner or
third party provider with authorized access to information or systems, sensitive to the
organization, intentionally or accidentally misuses this access, leading to negative
consequences for the organization. There are many causes for incidents involving internal
threats:

Careless behavior of the insiders;

Suppliers and external contractors;

Too strict cybersecurity policies, leading to "Security Fatigue";
Theft of electronic identity;

Malicious users.

Internal threats can be divided into several main groups according to their source: Human
Threat, User Activity, and Business Applications

2.1.4 Attacks and counteraction

In this subsection the categories of attacks, their mechanism and the approaches for
their neutralization are considered in detail.

2.1.5 Approaches to Information security

Approaches to Information Security (AIS) are measures in the form of actions,
processes or procedures taken to protect the information system from attacks on the
Confidentiality, Integrity and Availability of the information system. The aim is to reduce the
risk associated with information security [12]. The approaches are organizational,
technological and technical, and are applied in accordance with the specifics of the Entity's
activity [15] (Ordinance on the minimum requirements for network and information
security). According to the time of its action, AIS can be logically grouped into several
categories [2, 12, 13]: Preventive, Disclosure, Deterrent, Corrective, Restorative and
Compensatory. AIS can have different physical realizations [2,12,13,14]: AIS for physical
security, Administrative, Technological, Operational and Virtual.

2.2 Risk analysis

In this section we consider the concepts of risk, risk management, risk assessment and
risk assessment methods. As part of the risk assessment, the processes of identifying
threats and vulnerabilities and assessing assets are also considered. Risk suppression
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processes and a periodic assessment process are also described.

2.3  Types of communications

Here are the types of communication in the organization in terms of approaches to

implementation:

e “Hierarchical organizational communication"- communication within an organization
based on the hierarchical structure of the organization;

o "Network communication" - communication that ensures equality between its partic-
ipants.

Depending on the specifics of the two types of communication, different approaches to

information security are used. In this dissertation the hierarchical organizational
communication and the respective approaches for protection through Data Leak
Prevention Systems (DLP), are considered.

From “Communication” viewpoint procedures and their formalization, formal and

informal communication are distinguished as:

e Formal communication follows both the hierarchical structure of the organization
and the horizontal communication between employees. It complies with set patterns
specific to the organization, with priority given to messages sent by management
down the structure;

e Informal communication is the daily communication between employees. It does not
follow set patterns or a strict hierarchy, but it is vital to the organization because it
carries out daily tasks.

2.4 Technological viewpoint in ISS design

In this subsection we consider different technological approaches for the development

of an information security system: Object-oriented approach, Agent-based approach and
Multi-agent systems.

2.5 Processing of Information viewpoint

Here we taking a look at the types of data processed, used and created by

organizations. Each organization individually determines which data are vital to its
functioning and which are secondary or supporting. By definition, sensitive data is data
that an organization cannot afford to lose, disclose, or make available to unauthorized
persons.

Depending on how the data is used, stored or transferred by the different systems and

applications, 3 main states of the data are distinguished:

e Data at rest;
e Data in motion;
e Datain use.

2.6 Conclusion
The presented analysis in the field of information security systems is part of the applied

approach for the development of such systems, known as "top-down". It provides an
opportunity to review and implement common IS policies, procedures and processes in
order to achieve certain objectives. It is suitable for creating a reference methodology for
the development of ISS, based on defining a framework for their design.

An attempt has been made to make a comprehensive view of the ISS from several

viewpoints: Information Security, Risk Analysis, Processing of Information, the appropriate
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computer technology for system development and possible types of communication -
object of information protection. Each viewpoint represents a perspective in which the area
of existence of the system must be considered. The field of information security is
described with the greatest attention and in the most detail, as it is the foundation of the
information security systems.

Chapter 2 describes the implementation of task 2, defined in “Objective and tasks of the
Ph.D. Thesis”: 2. Analysis of the field of Information Security as part of the problem area of
the Information Security System;

As a result of the research activity for definition and classification of approaches for
information security management and in the analysis of information security as a part of
the field of information security systems the following scientific and scientific-applied
contributions are achieved:

1. A new method for analysis of the field of information security systems has been
created and applied.

2. A new approach for analysis of the problem area of the information security systems
has been developed and applied;

3. A new detailed description of the foundation of the field of information security is
presented, based on its basic concepts.

Chapter 3 Design of information security system in organizations.
Analysis model. Project model.

The development of the ISS goes through the following stages (Figure 5):

1. Clarification of the requirements for the ISS,

2. System analysis of the requirements and construction of a model of the analysis
coinciding with the model of the problem area

3. Creation of a ISS project model,

4. Building a realization model.

This subsection presents the process of defining a system framework for describing the
ISS architecture. The system framework for defining the problem area of the ISS and
subsequently the system architecture defines the boundaries within which the system is
developed. The reference methodology for the development of ISS, proposed by us, is
based on the framework for architectural description of software systems, described in the
standards IEEE 1471 and IEEE 42010.

The architectural description marks the beginning of the creation of a ISS design model.
It is used in the implementation of a real ISS, in the design of which the requirements of
the different viewpoints in the field of interest of the ISS are taken into account and unified.
The basic concepts underlying the framework for analysis of the field of ISS are presented
in item 1.6 - Environment, Stakeholder, Area of interest, View, Perspective, System
architecture, Architectural description, Framework for creating architectural description,
Architectural view, Architectural point of view, Type of model are applicable in the analysis
of the field Information Security. They define the general conceptual framework, allowing a
multifaceted description of the problem area and defining the ISS architecture by using the
potential of conceptual modeling [99, 100, 101].

3.1.1 Description of the approach

The essence of our approach is first to create a generalized model, and then on its basis
and a detailed model of the problem area of the ISS. Thus, we disregard unnecessary
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details and focus on the essential characteristics of the system. The process of conceptual
modeling depends on the framework in which the basic concepts are formed.

Some of the requirements for the ISS are formed by the environment, which determines
the conditions under which it will operate. These requirements are defined on the basis of
our proposed method for analysis of the Problem Area and define a model of analysis.
This analysis takes into account the views of all stakeholders in the development of the
ISS, ensuring the complexity of IS approaches. The model of the problem area coincides
with the model of the analysis. This model represents the desired system architecture. A
distinction must be made between the architecture of the system and the description of the
architecture, ie. Architectural model. While the definition of the system architecture reflects
the model of the analysis, the architectural model is part of the design model.

For the purposes of designing on the basis of a created conceptual model, a description
of the architecture and functionality of the ISS, which are components of the Project
Model, is constructed. The construction of the Project Model is based on the use of object-
oriented approach and object-oriented description language Unified Modeling Language
(UML), providing tools for describing, analyzing, modeling and documenting the
architecture and functionality of ISS [97, 98].

The project model consists of architectural model and functional model, described with
the corresponding diagrams in UML. In constructing this model, the conceptual model is
transformed into an object-oriented project model. The realization model can be
implemented in two ways - through an agent approach, allowing simulation of the real
system, or through the use of specific existing systems, representing an environment for
the implementation of the ISS. Examples include DLP systems such as DevicelLock [95]
and Cososys Endpoint Protector [96].

3.2 Analysis model

At this point, the creation of the analysis model is presented. The system is designed in
a given Problem Area (PA) in which the problems and tasks for implementation by the ISS
are presented. As result of the analysis of the PA, a description of the problem area is
reached and a Model of the problem area (MPA) is created. MPA is essentially a model of
the Analysis. The MPA and the analysis model are equivalent. This model represents the
desired system architecture.

The following requirements are set for the ISS model of the problem area:

1. In accordance with the way of forming concepts, the conceptual modeling
predetermines at least two stages in creating the MPA: construction of generalized
model and construction of a detailed model;

2. The architecture of the ISS must correspond to the description of the Problem Area,
where the tasks to be performed by the system are defined;

The result of using conceptual modeling in creating a Model of Analysis is a conceptual
model, which is essentially an abstraction. Each concept is considered as a separate
component. Therefore, this model also represents the architecture of the ISS.

3.2.1 Generalized model of the ISS problem area

As a result of the analysis of the problem area of the ISS, it can be summarized that the
most important questions that a system must answer from the viewpoint of information
security are: "What do we protect?", "Why do we protect?", "How are we protecting?” and
“Where are we protecting?”. The system framework for presenting the architecture of the
ISS is essential for the development of the system because it identifies the main
components needed to achieve its objectives [20, 125].
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The components of the generalized model coincide with the tasks of the designed
information security system. They reflect the relevant elements of the analysis of the field
of Information Security. On this basis, we offer a meta-model, representing a generalized
model of the problem area of the ISS. The model consists of six components
corresponding to the basic concepts that represent the field of IS (Figure 14):

“Endpoint protection” (Where do we protect?),

“Protection of communications” (Where and What do we protect?),
“Data protection” (What do we protect?),

“Monitoring and Analysis”,

“Management and Configuration” (How do we protect?),

“Security model and policy” (Why do we defend?).

Security model and policy

direct / apply \ State

Management and monitor
Configuration

monitor
%

Protection of
protect communications

includ‘e\ /‘Lude
v

Data protection

Monitoring and Analysis

Endpoint protection |«

Figure 14. Generalized conceptual model of the ISS problem area

At any time, the data can be in one of the three states: "Data at rest" (stored on a
storage device, archive or network partition), "Data in motion" (data involved in
communication, data for the status of a module) or "Data in use" (all data used or
processed in applications) [23]. For the formal presentation of the data in the ISS, we
create a meta-model (Figure 15), which is based on the viewpoint "Processing of
Information" in the area of interest of the ISS (Figure 8) [19]. In order to protect the
different types of data, it is necessary to implement specific approaches to information
security in the main blocks of the meta-model from the viewpoint "Information Security".
Data must be protected against loss, theft, and unauthorized access or uncontrolled
changes through the application of AlIS, such as: Privacy Control, Integrity, Access Control,
Isolation and Replication [17, 18].

In order to take into account the requirements of all stakeholders, i.e. viewpoints, our
approach allows the creation of any number of conceptual meta-models that can be
combined in one system. The result is a multi-layered conceptual meta-model of the 1SS
which contains meta-models representing the respective viewpoint.
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The multilayer meta-model shown in Figure 16 presents the “Information Security” and
“Processing of Information” viewpoints and the interrelationships between them. As a
structure, the obtained conceptual meta-model corresponds to the Multilayer protection
model of Figure 4.
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Data in
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.Figure 15. Meta-model "Processing of Information"

The set of Approaches to Information Security, used in the model ensures the
implementation of the basic principles of information security such as "CIA Triad",
"Principle of the triple A" and the weakest link principle. The main goal is to protect the
data in the organization. Due to the complexity of protecting all possible data, we focus on
protecting the organization's sensitive data, which is defined depending on the
environment in which the system is designed. Regulatory, legal and other requirements
are taken into account and efforts are limited to the protection of relatively small in volume,
but critical for the work of the organization data. Regulatory, legal and other requirements
are taken into account and efforts are limited to the protection of relatively small in volume,
but critical to the work of the organization data. These data are defined as sensitive and
the purpose of the ISS is to protect them. The components of the meta-model perform
different security functionalities.

Depending on the requirements of the different stakeholders, meta-models for the
different viewpoints can be added to the conceptual model in order to meet their
requirements for the ISS. The resulting multilayer conceptual model is transformed into a
real physical realization of ISS.
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Figure 16. Multilayer conceptual model of ISS
3.2.2 Detailed presentation of the problem area

Here is the detailed presentation of the problem area. Based on the generalized ISS
model, a detailed model of the ISS problem area is created. We consider the detailed

conceptual models of two of the concepts shown - "Endpoint protection" (Figure 17) and
"Communication protection. (Figure 18).
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Figure 17. Detailed conceptual model of the “Endpoint protection” concept

Endpoints are elements of the ISS that have computing and communication capabilities:
devices, workstations, servers, elements of the communication infrastructure, cloud
infrastructure and others. They have different functions and security requirements and their
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protection can be achieved with specific Approaches to Information Security (AlS).
To ensure the Availability, Confidentiality and Integrity of the endpoint, the concept of
"Endpoint Protection" must ensure the implementation of certain functionalities that are
provided by the components shown in Figure.17.

The concept of "Protection of communications" provides security of connected
endpoints and communication channels. Figure 18 shows a detailed model of the concept.
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Figure 18. Detailed conceptual model of the “Protection of the Communications” concept

3.3. Project model of information security systems. Architectural and functional
model

Approach to creating a project model

Based on the architectural description of the information security system, a project
model of the system can be created. It allows the realization of real ISS. In the design of
ISS, the requirements of the different viewpoints are summarized and taken into account.
The ISS design approach is based on a model-to-model transformation. In our case we
carry out the transformation:

Conceptual model - object-oriented (OO) model

The most appropriate way to describe OO models is to use an object-oriented
description tool, such as the object-oriented UML language. This language allows system
developers to describe the requirements for ISS and its components, to sketch, modify and
manipulate the proposed architectures, to repeatedly use individual components of ISS, to
communicate the information collected during the development of the system. UML
provides standard notation for system analysis, design and implementation.

3.3.1 Object-oriented approach using object-oriented UML language
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This subsection describes the general functionality and capabilities of the UML
language, as well as the main types of diagrams (Figure 20). Through the different UML
diagrams, different views of the system model can be represented.

Types of UML diagrams

— T

Structural UML UML behavior
Diagrams Diagrams
_ Class Object Use Case Activity
Diagram Diagram Diagram Diagram
Packet Composite A Ty
Diagram structure Diagram State ! Interaction |
Diagram ' Diagrams |
Component Profile ] .
Diagram Diagram ! |
| Sequence Communication i
| Diagram Diagram !
Deployment Diagram E i
i Timing chart Interaction Overview i
! Diagram Diagram i

Figure 20. Types of UML diagrams

The static structure of the system can be represented by Structural Diagrams. These
include the following main types: "Class Diagram", "Object Diagram", "Packet Diagram",
"Composite Structure Diagram", "Component Diagram", “Deployment Diagram: and
“Profile Diagram”.

Behavior Diagrams can represent the interactions and current states of components in a
model, as well as to show how they change over time. These diagrams can be used to
trace how the system operates in a real environment and to observe the effect of certain
operations or events. These types of charts include "Use Case Diagrams", "Activity
Diagrams", and “State Diagram".

The last type of UML diagrams are Interaction Diagrams. They are a subclass of
Behavior Diagrams and are used to describe the interactions between the various
elements in the model. This interaction is part of the dynamic behavior of the system. Such
diagrams are: "Sequence Diagram", "Communication Diagram", "Timing Diagram" and
“Interaction Overview Diagram".

3.3.2 Architectural model of information security systems

The ISS architectural model is represented by static UML diagrams. To reflect the
transformation of the generalized model of the ISS problem area from Figure 14 into an
OO model, we use a "Class-diagram". To represent the object-oriented models of the
detailed models of the concepts "Endpoint protection" (Figure 17) and "Protection of the
Communications" (Figure 18) we use "Composite structure diagrams". A more detailed
description of the architecture of the project model requires the use of "Object Diagram"
and "Profile Diagram", which is currently not the task of the dissertation.
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Based on the other static diagrams - "Packet diagram", "Component diagram" and "De-
ployment diagram", the Realization Model is built.

UML ,,Class Diagram*

The purpose of the Class Diagram is to show the static structure of the classifiers in the
system. The diagram provides a basic notation that can be used by other UML diagrams.
The class diagram consists of a set of classes and relationships between them [97]. The
ISS concept represented by the generalized meta-model (Figure 14) can be described by

a 'Class-diagram’, as shown in Figure 21. We use the same concepts as in the meta-
model, divided as methods of the four main classes.
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durypa 21. UML "Class diagram" of ISS

The "Endpoint Protection” and "Protection of the Communications" components
correspond to the Endpoint Protection and Communications Protection methods in the
Security class, and the Data Protection component is represented by the equivalent
methods "Skip", "Block” and “Report” in the Data class. The Control class is an
aggregation of the Endpoint Protection, Protection of the Communications, Data
Protection, and Management and Configuration components.

UML "Composite structure diagram" of the class "Protection"
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This type of diagram represents the internal structure of the respective class. The "Pro-
tection" class includes the "Endpoint Protection" and "Protection of Communications"
methods, which provide data protection both at the endpoints and in the communication
process. The class structure, expressed by a composite structure diagram, is shown in
Figure 22.
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Figure 22. UML Composite structure diagram" of the class "Protection"

3.3.3 Functional model of information security systems

The functional model of ISS can be represented by dynamic UML diagrams: Behavior
Diagrams and Interaction Diagrams. With their help can be described various aspects of
the dynamic behavior of the system and the interaction of the various elements of the
system with each other or with external entities. These diagrams are convenient for
describing the results of the dynamic analysis of the ISS (Figure 23). The purpose of the
analysis is to identify the possible variants of interaction, to describe them formally and to
be embedded in the designed system so that it responds to the interaction according to the
goals set in its design.

The ISS operates in a specific environment (1). In addition to providing the conditions
for the functioning of the system, it also performs the interaction of the ISS with different
entities - points of interaction (Pi1 .. PiN) in Figure 23. These entities outside the system
interact with it in different ways, benefiting from the I1SS. The modes of interaction can be
described with a set of use case diagrams (2). These diagrams are the basis of the
dynamic analysis and, accordingly, of the functional model of the ISS.

For each interaction of the ISS with an external entity / object, a basic use case diagram
describing the main interaction and behavior as well as extended use case diagrams
related to the basic diagram and extending the basic one can be compiled. Additional
diagrams inherit the base diagram and add new aspects to the core interaction. Thus, a
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set of use case diagrams is formed, related to one or more subjects and describing as fully
as possible the interaction of the system with them. For each use case, the corresponding
scenarios (3) describing the interaction and the expected response of the system are
described. Each scenario can be analyzed using UML behavior diagrams. They can be
interaction diagrams (4) (Sequence diagram, Communication diagram, Timing chart
diagram, Interaction overview diagram) or Activity diagrams (5). The choice of (4) or (5)
depends on the specifics of the system and the environment, so that its behavior can be
most fully described. The next step is a description through state diagrams (6), through
which we describe the change of state of the main elements of the ISS, summarizing its
dynamic behavior.

The obtained set of UML diagrams describing the result of the dynamic analysis of the
system forms the Functional model of the designed system. Each diagram describes the
individual functionalities of the system, showing that the approach is applicable.

Figure 23. Approach to creating a functional model using dynamic UML diagrams

This subsection shows how different scenarios of interaction of the ISS with external
entities can be described through the different dynamic diagrams. For example, a Use
case diagram can conveniently describe different ways of communicating, such as sending
an e-mail to a recipient external to the organization.

The following UML diagrams forming the functional model are interaction diagrams
describing the interaction of the Management, Control, and Data classes and the
Management, Control, and Protection classes. The classes are part of the Class Diagram
of the ISS architectural model (Figure 21). This type of diagram easily reflects specific
interactions of individual classes, such as inspecting the flow of information passing
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through a communication channel for the content of organization-sensitive data or verifying
compliance with security policies by individual users.

"Sequence diagrams" visualize the time sequence of interactions between the elements
of the system, carried out through messages between them.

In addition to interaction diagrams, the dynamic behavior of the system presented with
scenarios and use cases can be analyzed by activity diagrams. Figure 28 shows a
diagram of the activity of one of the methods of the class "Protection" - "Endpoint
protection”, showing the verification of whether the information passing through a data
channel is sensitive according to the criteria of the organization. Similar activity diagrams
can be created for all class diagram methods. In such a way, it is possible to describe
different cases for interaction with the system in detail.

[ Sensitive data ]

Comparison
Check Mo breach

Data

Data Channel

[ Security Policy J

Report

Block Continue

[ Block Data ] [ Report the breach J

Figure 28. UML Activity diagram of the endpoint protection method

3.4 Conclusion

The third chapter presents an approach for designing ISS, designed for organizations
and aimed at protection against leakage of sensitive information from the inside out, i.e. as
a result of the action of insiders with legitimate access to the resources of the organization
and its data. To determine the architecture of the system, the system framework presented
in Chapter 2 is used, which helps us to specify the problem area of the SIS and to perform
the relevant analysis.

This chapter presents a model of analysis that matches the model of the problem area.
The construction of the model is based on the potential of conceptual modeling. As a
result, a generalized conceptual model of the ISS problem area has been created. It is
shown how the generalized model can be transformed into a multilayer when the analysis
of more than one viewpoint in relation to the problem area of the system is taken into
account. The presented multilayer meta model reflects the views "Information Security"
and "Processing of Information". Based on the generalized conceptual model, a detailed
conceptual model of its individual components is constructed. Detailed descriptions of the
concepts "Endpoint Protection" and "Protection of Communications" are shown.

The process of creating an ISS project model is based on the implementation of the
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"model to model" transformation. In this case, the conceptual model of the problem area of
the system is used to create an object-oriented /OO/ project model. For this purpose, an
object-oriented tool for describing models is used - the formal language UML. This
language provides standard notation for systems design and implementation. It is shown
that it allows system developers to present the requirements to the ISS and its
components in a design model of the system, which consists of an architectural model and
a functional model. It presents how individual aspects of the architectural model can be
modeled, based on the respective conceptual models, using the following UML diagrams:
"Class-diagram" and "Composite structure diagram". By modeling individual aspects of the
functional model, it is shown how an object-oriented functional model can be compiled,
based on the created conceptual models of the problem area. The following UML diagrams
are used for this purpose: "Activity diagram", "State diagram", "Interaction overview
diagrams", "Use case diagram", "Sequence diagram".

Through the applied method for analysis of the problem area, the possibilities for
conceptual modeling and the approach for realization of the transformation “from model to
model”, considered in Chapter 3, tasks 3 and 4, defined in "Objective and tasks of the
Ph.D. Thesis":

3. Description of the problem area of Information Security Systems in organizations
through conceptual modeling;

4. Analysis and application of object-oriented approach in creating a project model
of an information security system based on a conceptual model;

As a result of the research activity for creation of a methodology for development of ISS
through a model of analysis and project model the following scientific and scientific-applied
contributions are achieved:

1 A conceptual model of the problem area of information security has been
developed;

2 A multi-layered conceptual model of the problem area of ISS has been created as a
result of the application of two or more viewpoints in its description;

3 An approach for creating architectural and functional models of ISS, based on an
existing conceptual model of the problem space using the object-oriented unified
language UML software systems is presented.

Chapter 4 Approaches to creating a model for the implementation of
information security systems in organizations

According to the adopted methodology for the development of the ISS, on the basis of
the project model a realization model should be created, which can be used for two
purposes:

e Creating a realization model in accordance with the existing realization
environment;
e Simulation of the operation of the designed ISS.

In order to achieve the first goal, as part of our proposed method, an analysis of the
problem area is performed and based on the developed conceptual model, as a result of
this analysis a platform for implementation is selected. The aim is to maintain the approach
of object-oriented modeling. As a result, an object-oriented model of implementation must
be created, which corresponds to the developed OO project model.

To achieve the second goal, the simulation environments NetLogo (v.6.0.4) and I-SCIP-
SA are used, working on the basis of creating agent or multi-agent oriented models. This
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requires the object-oriented project model described by UML to be transformed according
to the requirements of the agent approach.

4.1 Comparative analysis of existing DLP platforms based on an analysis model

Information security policy affects the individual jobs in the organization in different
ways. Employees in different positions (jobs) use different data and have the appropriate
regulated access to them. This is described in the information security policy adopted by
the organization, based on their job description. The IP policy also describes which
operations with this data are allowed and which are not for the job. The access to
organization-sensitive data for the respective positions is explicitly described.

The main goal of DLP systems is to protect data from leaks outside the organization.
AIDS systems provide a flexible platform for the implementation of the adopted information
security policy with regard to data protection. They offer appropriate tools to describe,
implement and control:

e Different types of data,

e Defining and working with sensitive data for the organization,

e Allowed and prohibited operations with different types of data from the
respective jobs,

e Description of different scenarios for working with data,

e Description of regulations for data handling and their observance and control.

¢ Analysis of the observance of the security policy in the organization.

DLP systems have the ability to adapt to different jobs according to the requirements of
information security policy.

4.1.1 Applications of proposed by us method for specifying the ISS architecture

The ISS for organizations, designed by us is aimed at protection against leakage of
sensitive information from the inside out by internal persons with legitimate access to data
and resources of the organization. The architecture of the system is specified from the
different points of view of the individual participants in the process of design and
implementation of the ISS. A basic requirement for the system is to have an appropriate
architecture that can be adapted to different information security policies, which set
appropriate requirements for different users of information in an organization.

This requirement is fully satisfied by proposed new method for specifying the
requirements for the architecture of the ISS.

Based on the analysis of the problem area from different points of view and its
subsequent conceptual modeling (Fig. 8), the requirements to the developed ISS are
specified. This allows you to choose the right platform for its implementation. The first point
to consider is the "Information Processing" point of view. It reflects the different types of
data - data at rest, data in use and data in motion. Another point of view is the "Technology
point of view", which reflects the ways of data protection and contains the supported
platforms and technologies. It is of great importance to ensure operational. ISS
compatibility, which builds on the addition of an existing ISS. The choice of platform for
implementation is also used from the point of view of "Information Security", reflecting the
requirements of the organization to data protection. They are described in the Information
Security Policy. Based on the three points of view and the similar goals of the ISS
designed by us and the systems for prevention of data leakage, a platform for realization
of the DLP type is chosen. Using the conceptual meta-model from Fig.15, built from the
point of view of "Information Processing", an analysis of leading DLP systems is performed
(Cososys Endpoint Protector 5.0.2.1 [96], Symantec Data Loss Prevention 14.6 [137],
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McAfee DLP Endpoint 9.3 .200 [138], Forcepoint DLP 8.9 [139], DevicelLock 8.2 [95]) and
how they meet the requirements of the problem area.

As a result of the analysis, the most appropriate specific platform for implementation is
selected. The DLP system chosen for the implementation of the ISS is part of its
architecture. In our cases, based on the analysis, our choice falls on the DLP system
Cososys Endpoint Protector 5.0.2.1 [96]. Apart from the advantage in terms of protection of
basic data types (data at rest, data in use and data in motion), another major advantage is
the provision of interoperability with other means and approaches to information security in
the organization. An additional advantage of the chosen platform is its price. In the
implementation of the SIS, the task of the selected DLP is only to ensure the protection of
the organization's data from the inside out, without interfering with other means of
protection.

4.2 DLP Implementation Platform Cososys Endpoint Protector 5.0.2.1

In addition to agent-oriented models for simulation purposes, the realization model can
be created using the existing implementation environment. To achieve this goal, we
choose an existing platform for building DLP systems Cososys EPP 5.0.2.1 [96]. To create
the model we use the approach of object-oriented modeling. As a result, we create an
object-oriented realization mode, which corresponds to the developed OO project mode.

Device Control M @ 9%’

Control of devices

Data in Motion

Content Aware Protection @ E
Content Ispection

Data in Use

eDiscovery
Scan Data at Rest Q

Data at Rest

Fifure 31. DLP ,Cososys EndPoint Protector 5.0.2.1% — Structure

The chosen implementation platform, Cososys EPP 5.0.2.1, consists of a hardware
server and software modules Device Control, Content Aware Protection and eDiscovery.
The hardware server provides centralized control of the DLP system, and the individual
modules provide different functionality (Figure 31).

4.3 Object-oriented model of realization of information security systems in
organizations

To create an OO realization model, we again use the UML toolkit. Through it we create
the following diagrams:

e Packet diagram,
e Component diagram,
e Deployment diagram.

The packet diagram of the realization model (Figure 32) consists of the following main

packages: "Device Control", "Content Aware Protection", "eDiscovery - Scanning at rest"
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and "Reports and analysis “Corresponding to the main modules of the DLP system
Cososys EPP 5.0.2.1. The DLP system is based on a client-server architecture. The
workstations controlled by the system are called "Endpoints". At each endpoint, a client
called an "agent" is installed, which controls the relevant data channels such as Lan
network, wireless network, USB ports, Bluetooth ports, serial and parallel ports (Figure
33). The DLP system also controls the access of all devices using the channels and data
ports - USB storage devices, printers, cameras, etc. The system communicates with the
endpoint and enforces the adopted security policy, indicating WHO can use data channels
and devices, WHEN to use them, HOW to use them (through what protocols and

applications), WHAT data can be used and sent .

1
Users }
Device Control - Control of devices
1
T T Groups |
Devices - )’c-rpoﬁcrsal Computers| Rights ]
1 ©—1 IM applications

Content Aware Protection - Content Inspection

7

by 1

N

e-mail

Reports and Analysis |

1 1 1
Policies ] Blacklistsl Whitelistsl Devices ] Communication protocols |
—
eDiscovery - Scan Data at rest I
Policies ] Scan resultsl
]

Figure 32. UML Packet diagram of DLP Cososys EPP 5.0.2.1
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Figure 33. UML Component diagram of DLP Cososys EPP 5.0.2.1
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The Deployment diagram models the physical implementation of the system
components. Unlike the component diagrams used to describe individual components,
deployment diagrams show how these components unfold in the real environment. An
example diagram of an DLP system implementation is shown in Figure 34. Due to the fact
that the ISS is usually a complex system composed of a large number of components, the
diagram is simplified and shows several hardware components such as a DLP server
connected to software agents, installed on consumer workstations. Through software
agents, the DLP server monitors, controls and manages the data channels of endpoints
(workstations and laptops) - LAN, wireless network, Bluetooth, USB ports, e-mail, chat
communications and more. The DLP system is able to control the communication
channels, to activate and deactivate the flow of data through them according to the context
and the user. The data can be inspected by content, and in case of finding a violation -
unauthorized leakage of data, it can be blocked and reported. The communication
between the clients and the server is carried out through TCP/IP protocol.

Node 1 - Hardware server Nodes 2-N - Endpoints

g ------- T g Client 1
g Content Inspection | eae- b

Scan Data at Rest >$ Client 2 "Data at rest”

Device Control

+TCPIP
Figure 34. UML deployment diagrams of DLP

44 Extention of the existing ISS with new use cases to protect sensitive data for
the organization

The method proposed by us, combined with the use of a flexible implementation
platform such as DLP, provides an opportunity to further develop existing ISS through new
data protection scenarios, not yet implemented in the organization. The method allows for
modeling and implementation of new aspects of ISS without having to design the system
from scratch. Another main advantage of the method and use of DLP is the preservation of
interoperability with other elements of the existing ISS or of separate approaches and
mechanisms for information security, already implemented in the organization.

This is the case with an organization that has a functioning ISS and effectively protects
its infrastructure through various approaches to information security (AlS) with network
communication - Fig.3. Following the entry into force of the General Data Protection
Regulation (EU Regulation 2016/679), which regulates the protection of personal data of
citizens of the European Union, the organization has to comply with it and introduce
measures to protect personal data of customers and employees.

To this end, the following changes in the information security policy are necessary:

1. Compliance with the requirements of the GDPR for the protection of personal data,
2. Protection of information from inside-out.

Their implementation is based on the definition and protection of sensitive information for
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the organization. Description of the necessary scenarios for the protection of personal and
| or sensitive data and compile the dynamic UML diagrams necessary for the
implementation of the scenarios, related to the description of the dynamic behavior of the
system (Figure 23).

The described scenarios are then added to the existing ISS, through the selected DLP
for the implementation of protection in real conditions, taking into account the individual
jobs and the specifics of their work with data.

4.4.1 Results of tests performed on the expansion of an existing ISS with new use
cases for the protection of sensitive data

Proposed by us method for designing of ISS, expands the capabilities of existing
information security systems. The detailed description of the use cases for the protection
of organization-sensitive data through design models using UML diagrams at the design
stage enables the SIS to accurately meet the objectives set for internal security policies,
regulations and confidentiality directives. The implementation of the ISS with the DLP
platform provides intuitive policy making describing use cases through the proposed
scenarios.

The functionally extended ISS is an effective tool for preventing and investigating
incidents involving the leakage of sensitive information.

The project model gives a clear idea of the processes related to the processing and
transfer of information in the organization.
As a result of tests conducted on the further development of the existing ISS through
new uses for the protection of organization-sensitive data, the following has been identified
(Fig. 35):
1. Reduction of incidents related to leakage of sensitive information (Chart 1),

2. Restriction of the information channels through which sensitive information can leak
(Chart 2),

3. Increasing the visibility of sensitive information such as Data in rooms (Chart 3),

4. Improving compliance with internal security policies, legal regulations and
confidentiality directives (Figure 4),

5. The rules for the protection of sensitive data drawn up under the scenarios of use
shall be strictly and unconditionally implemented by the Functionally Extended ISS.

Figure 35. Summary of test results for the development of an existing ISS
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4.5 Transformation of OO project model into agent-based realization model

Implementing a system with real components requires significant resources, time,

serious effort and human capital to test and collect real data. For this reason, we need to
simulate the operation of the designed system in the selected agent-based simulation
environment. This requires transforming the created OO project system model into an
agent-based realization model, the operation of which must be simulated.
In agent-based systems, the agent collects and processes information about the
environment in which it operates and influences it based on decisions made by it and
proactive activity. In ISS, we assume that individual agents performing independent tasks
to protect an asset or information are part of the system. In order to achieve the objectives
of the ISS, it must ensure the operation of several main types of agents, acting in a
specific role and interacting between them: "Breaching Agent", "Protection Agent", "IS
Policy Agent", "Monitoring agent”, “Reporting agent”, “Communication Agent”, “Processing
agent”, “Storage agent”, “Services agent ”.

The transformation from the object-oriented project model of the ISS into an agent- -
based realization model is based on the class-diagram of Figure 21. It is evident that the
class "Control" contains objects that have the potential to become pro-active agents,
making independent decisions. This class interacts with the other classes (Security, Data,
and Management), which shape the environment of the agent class, which provides them
with the information they need to work to make decisions. In addition, agents act on this
environment in order to achieve the specific results for which the ISS is set up and receive
information from them on which to base its decisions. We can assume that these classes
form the environment with which the Control class interacts. We can define the class
"Environment", consisting of the three classes Protection, Data and Management. The
Control class then becomes a Control Agent, interacting with the new Environment class
(Figure 36). On this basis, we assume that the "Control" class is transformed into an
"Agent" class, which represents a set of agents, each of which has a specific purpose.

Protection

Control

+Data Channels
+Data at rest
+Data in use

+Data in motion
+State

+Device management()

«Monitarngl)
+Managemnet()

Agentclass

Environment class

Figure 36. Agent and Environment classes

In accordance with the individual objectives and the need for certain roles, the class
"Agent" includes: "Breaching Agent", "Protection Agent", "IS Policy Agent", "Monitoring
agent”, “Reporting agent”, “Communication Agent’, “Processing agent”, “Storing agent’,
“Services agent” (Figure 36).
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Figure 38. "Protection Agent" Use Case Diagram

To describe the role of each agent by using the UML language, a "use case" diagram is
used, which describes the interaction of an agent with the environment, which in our case
is considered as an OO system. For each of the listed agents, a diagram is created that
describes the scenario in which it operates. To show how this is done, the 'use case'
diagram is presented to the environment by the 'IS Policy Agent' and 'Protection Agent'
agents. The other agents are described in a similar way, which creates an agent-based
model of ISS implementation. This model is used to simulate the activity of the designed
system. Figure 37 shows a use case diagram for an "IS Policy Agent" and Figure 38
shows a use case diagram for a "Protection Agent".

4.6 Simulation of information security systems and analysis of the generated test
data

The implementation of the simulation of the ISS architectural model is performed on the
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basis of agent- and multi-agent-oriented modeling in NetLogo and [-SCIP-SA
environments, allowing mixed (expert, sensory and machine) evaluation of the proposed
architectural meta ideas [102].

Experiments in NetLogo environment

NetLogo (Figure 39) is a multi-agent cross-platform simulation environment for
simulating complex systems over time [47, 118]. The NetLogo environment is based on
agent-based models for simulating the actions and interactions of multiple autonomous
agents (individual or collective entities such as organizations or groups) working
simultaneously. This makes it possible to study the relationships between micro-level
models that arise from their interaction and to assess their impact on the system as a
whole. Based on the meta-model in Figure 14, an agent-oriented model was created in the
NetLogo environment (v.6.0.4).

The results of the simulations of this model are shown in Figure 40. In general, the
interactions between the individual blocks are studied: “Protection Agent”, “Communication
Agent”, "Breaching Agent’, “IS Policy Agent’, “Reporting Agent” , “Storing Agent’,
“Monitoring Agent”, “Services Agent” and “Processing Agent”. By using elements of Game
Theory, as well as a class of Monte Carlo methods for working with random samples,
implemented in the NetLogo environment, the presentation of the agents was realized and
the interactions between them were realized.

Figure 39. Screenshots from a simulation in a NetLogo environment

Experiments in I-SCIP-SA environment

In order to be closer to reality, allowing a mixed study of the proposed architectural
solutions of the ISS, a multi-agent model [28] of the "system-of-systems" type [126] was
developed in the I-SCIP-SA environment (Intelligent Scenario Computer Interface Program
for System Analysis) [105]. The experience of [106] and the organization of the model
proposed in [103] and implemented in [107], similar to the research in the NetLogo
environment, were applied. The aim was to create an opportunity to identify future threats -
internal and external in IS, used in a corporate environment, in accordance with the
different states of the data used with active participation and the human factor.
Mechanically, the results are presented through the object-link organization [108] and
provide an opportunity to perform relevant initial and final holistic, classification
assessments of the agents in the studied models.
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Figure 40. Multi-agent model of DLP system for proactive research of data leakage in corporate
environment

Objects representing agents (graphically marked as named, rounded rectangles) have
functionalities for both inter-agent communication and visualization of external (recorded or
received in real time) data (Figure 40). Inter-agent communication channels are marked
with two-way arrows, labeled with the values of weights (colored yellow) and time steps
(colored blue), related to the direct (Influence) and feedback (Dependence) relationships
between objects in the model. The data on the weights of the inter-agent connections
forming trends can be derived from different simulation results in mixed reality, which are
obtained as a result of solving mathematical models and external sources, both in real
time and after the simulations.

The set of data sources can use: sensors, API functions for direct connection or using
records in files of different origin (including expert or other simulation result), which provide
the opportunity for proactive system analysis and holistic evaluation of objects in the model
(in real time or after the simulation), according to the different data states ("Data in
motion", "Data in use", "Data at rest").

The results of the system analysis are interpreted and aggregated in different ways, for
example [109, 110, 111], using here “3D Sensitivity Diagram” - “3D Sensitivity diagram”
(Figure 41), providing classification of agents (designated as indexed 3D). spheres) in four
sectors (Active - Active, Passive - Passive, Critical - Critical and Buffering - Buffering
objects, having respectively - "passive" - z <0 or "active" role - z = 0 in relation to the sector
in which they are located ), in accordance with the processing and mixing of the initial
expert assumptions and the resulting simulation results (for Influence - Influence - x,
Dependence - Dependence - y and Sensitivity - z, measured as a percentage of the
interval [0, 1]).
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Figure 41. Multi-agent model of DLP with additional classification initial estimates of agents in 3D
Sensitivity Diagram

The proposed solution provides an opportunity for the proactive participation of the
human factor in the decision-making process, ensuring a comprehensive consideration
and assessment of the roles of DLP agents and the problem areas that arise. Multi-agent
communication, in a system model, uses different organizational strategies such as:
"leadership", as well as "negotiation" [112], depending on the selected simulation
scenarios. The results of the analysis of the multi-agent model of the DLP system for
proactive study of data leaks in the corporate environment show a clear need for
balancing, providing expanded control over the communications and services used.
However, this also hides a number of ambiguities, as the introduction of new technological
solutions can lead to unexpected data leaks and security breaches. Therefore, monitoring,
post-analysis and data storage in combination with real-time heuristic protection remain
critical to the successful protection of today's corporate environment, taking into account
the specifics of the data flows used.

Generation and analysis of test data

The implementation of this task is organized, on a selected multi-agent architecture of
the ISS, in two steps: (a) stochastic validation of data leakage expectations, through expert
assumptions and machine-generated ad-hoc data leakage selections; (b) interactive
verification in a virtual corporate environment with the selected prototype of the ISS and
cyber-attack vectors, realizing the expectations for leakage of corporate data under a
certain playback scenario.

This chapter describes in detail a proactive stochastic solution for mixed validation on
the proposed system model.

The verification of the results of the stochastic simulations was carried out empirically,
using interactive simulation in transformed reality, organized within the exercises CYREX
2018, 2019 and 2020 [109, 117, 122, 123].

4.5 Conclusion
Chapter 4 describes approaches for creating a model for the implementation of the ISS
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through proposed by us methodology for the development of ISS.

On the basis of a project object-oriented model, an OO realization model is built,
consistent with the existing realization environment. After performing an analysis of the
problem area and based on a conceptual model, the result of this analysis, the
requirements for the architecture of the developed ISS are specified. The following is an
analysis of existing DLP implementation platforms and selection of the most appropriate
one in accordance with the analysis model.

The implementation model describes an existing platform for creating an information
security system of DLP type "Cososys EndPoint Protector 5.0.2.1". For this purpose, the
existing UML diagrams are used: "Batch diagram", "Component diagram" and
"Deployment diagram".

The method presented by us allows for modeling and implementation of new aspects of
ISS without having to design the system from scratch. To this end, it is sufficient to further
develop the existing ISS by including new uses for the protection of sensitive data for the
organization. The chapter presents an example with specific scenarios of new use cases,
as well as tests of the extended expansion of the system.

In order to simulate the work of the designed ISS, an agent-based implementation
model is built. For this purpose, a simulation model of the developed ISS is created, which
can be implemented in a multi-agent cross-platform simulation environment for simulating
complex systems over time. An approach for transformation from an object-oriented model
to an agent-based model is presented.

The applied solution for conceptual UML meta-design of architectures using different
classes of diagrams allows static and dynamic consideration of the functionalities of
information security systems. More detailed studies of data leakage expectations have
been performed simulated, based on mixed agent- and multi-agent-oriented solutions,
providing great flexibility and proximity to reality.

The generation and analysis of test data is organized in two steps:

e Stochastic validation of data leakage expectations, through expert assumptions and
machine-generated ad-hoc data leakage selections;

e Interactive verification in a virtual corporate environment with the selected prototype
of the ISS and cyber attack vectors, realizing the expectations for leakage of
corporate data in a certain scenario for playback..

The proposed practical validation and verification of a selected commercially available
DLP system with flexible functionalities adapted to the meta architectures allow for a real
combination of expert, sensor and machine simulated data. At the same time, it remains
possible to compare them with the designed architectural functionalities, in terms of the
real attack vectors in a mixed, futuristic virtual environment for selected scenario
combinations.

The agent-oriented approach can show the dynamics of the system, which with other
models cannot be represented. The agent-oriented model gives us a complete picture that
neither the conceptual nor the object-oriented model can give. ISS simulation makes it
possible to study the dynamics of the system in different scenarios. The scenarios are de-
scribed and presented by case diagrams of use in the OO model and then simulated by
the agent approach. The simulation can show the behavior of the system when the envi-
ronment changes. Such is, for example, a change in legislation or regulations, giving cer-
tain priorities, the influence of internal or external to the organization, the emergence of a
new type of threat or non-standard ways of data leakage. The results of the simulation help
to predict both traditional and less common threats and to optimize the use of Approaches
to Information Security (AIS).
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Chapter 4 describes the implementation of tasks 5 and 6, defined in "Objective and
tasks of the Ph.D. Thesis":

5. Defining an approach for transformation of the ISS project model into an
implementation model;

6. Simulation of ISS and analysis of the generated test data

As a result of the performed research activity the following scientific and applied
contributions are achieved:

1. UML model of ISS implementation in an organization using DLP platform "Cososys
Endpoint Protector 5.0.2.1" is presented

2. Comparative analysis of existing DLP platforms for implementation based on the
requirements described in the analysis model.

3. Design, implementation and testing of extension of existing ISS with support of new
use cases.

4. Creating a simulation model of the architecture of an information security system of
the type Data Leak Prevention /DLP/ based on a conceptual model and object-
oriented description of its architecture using agent- and multi-agent representation
in the environment NetLogo and I-SCIP-SA. Simulation study of the architecture of
the DLP system for information security by performing stochastic validation and
interactive verification.
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O6wa xapakTepucTUKa Ha AUcCepTaLMOHHUSA TPYA

AKTyan HOCT Ha TemMmaTta

MHdopmaumaTta e eguMH OT HaW-LUEHHUTE aKTUBU Ha CbBPEMEHHUTE OpraHusauuu.
NHTenekTyanHata CoGCTBEHOCT, HOYy-xay, MaTeHTN, CNUCHUU C KITMEHTU U JOCTaBYNLMN —
Tasn WHOPMALNA € >XMU3HEHOBaXHa 3a BCSKa opraHusauus u dopmupar HEWHOTO
KOHKYpPEHTHO npegumcTBo. EQHO OT Ham-BaxHWTE npeamsBuKaTenctBa npeg TaX €
3awmTata Ha uHdopMauusaTa BbB BCUYKM U (POpPMU — enieKTPOHHa W  dumsndecka.
NHdopmaumsTa Tpsabea ga 6bae HagexaHo 3alumMTeHa KaKTO OT BbHLUHM aTaku — Xakepu
unu npupogHn ©6encTBus, Taka U OT BbTPELWHM — HACTOAWM W OUBLUM CRYXUTENMW,
NapTHLOPU N OOCTaBYMLUM. TAXHOTO NMpaBo Ha AOCTbN OO PecypcuTe Ha opraHusauusaTa
KaTto CUCTEMU, MPEXM M JaHHM M3UCKBA 3aluMTaTa OT HepernameHTUpaHoOTO M3TU4aHe Ha
nHpopmauusa ga ce cbobpassiBa CbC cTpaTerns, pasnuyHa OT Ta3u npu TpaauunoHHaTa
3alumTa cpeLly BbHLUHM 3a opraHusaumaTa 3annaxu [1, 2].

[MaBHWTE 3annaxy B HalWW OHW Ca CBbP3aHW C AaHHUTE U MHPOPMALMOHHUTE aKTUBM.
Konkoto ca no-ueHHW aKkTMBMTE, Ha TOMKOBA MOBEYE aTaku ca M3noxeHu. Hoeute u
CblUecTByBaLlMTe YA3BMMOCTW BOOAT OO MO-BUCOKa ycrneBaemocT Ha aTakute. [lopaau
TOBa 3anflaxmte CUITHO 3aBUCAT OT YA3BMMOCTUTE, KOUTO MoraT aa 6baaTt ekcnnoatupaHu
OT aTakyBaLlaTa cTpaHa. Bcsika npomsaHa B eguH OT (pakTtopuTe BoAW OO yBenNuyaBaHe Ha
obxeaTa My. Hanpumep, yBennyaBaHeTO Ha Bb3MOXHOCTUTE Ha areHTUTe Ha 3annaxata
pecnekTMBHO BOAAT A0 No-ycnewHa naeHTudunkaunsa n ekcnnoataumsa Ha ysa3BUMOCTTUTE,
M CbOTBETHO [0 Mo-rofisMa ycneBaeMoCcT Ha atakuTe [25]. BbBexgaHeTo Ha HOBU
WH(POPMALNOHHN aKTUBM BOOW OO0 yBenvMyaBaHe Ha atakyemaTta MOBbPXHOCT, CbOTBETHO
A0 HOBM crnabocTn/ya3BMMOCTH, HOBM METOAM 3a aTtaka U HOBM 3annaxu. BbeexxgaHeTo Ha
nocrnegHuTe TEXHOMOMMYHM HOBOCTM BOAM [0 crnabocTn, KOUTO ca CBbp3aHu C
TEXHOMOrMYHaTa He3pPAnocCT, HenpaBwuiHa YynoTpeba, HenpaBunHa WHTErpaumMs cbc
CblUecTByBallMTE CUCTEMU, HUCKA WHEPOPMUPAHOCT Ha noTpebutenute u gp. Toea
Cb3daBa Mno4vBa 3a HOBM 3anfaxu, HacovyeHn KbM Te3an aktueu [25]. 3a pa Ovbaar
peayumpaHun ycnewHute atakm KbM MHEOPMaUMOHHUTE aKTMBM € Heobxoaumo aa 6bae
N3BbPLLEH aHaNM3 Ha BCUYKM eNleMEeHTN BbB Bepurata ya3BMMOCTU-3ansiaxum - aTaku.

B opraHusauuuTe ce cb3gasart, npuemaTt 1 ogobpsBaTt eanHHa NonuTUKa 3a CUrYpPHOCT,
npouenypu u npouecu 3a MHPOPMaLUNOHHA CUTYpPHOCT. Te ca pesynTaTt OT BIUSIHWMETO Ha
pasnuyHM (akTopu — TepuTopusiTa, Ha KOATO oOpraHuvsauusaTa pasBuBa [LEWNHOCT,
perynaTopHu pexumMmun, cneumdunyHn 3a JageHnst CEKTOP M3NCKBaHUSA, CTaHa4apTy 1 go6pu
npakTukn. EgMH oT ocHoBHUTE (hakTopwn, C KOWTO TpsibBa Aa ce cbobpasn opraHM3aumsaTa
€ HauMoHarHOTO 3aKOHOAATEeNCTBO, AEMCTBALLO Ha TepuTopusTa Ha AbpXKaBaTta, B KOATO
TS e perncTtpupaHa wnm onepupa — AaHbYHO 3aKOHOOATENICTBO, HakasaTeneH KOAEKC,
paspewmTenHn pexumm n apyrn. B acnekta Ha Cuctemute 3a WIHpopmaumoHHa
CurypHocTt (CUC), B obnactTa Ha Hawusa MHTEPEC Ca HOPMATUBHUTE akToBe, (hopMMpaLLIn
OCHOBaTa Ha AbpXaBHaTa nonuTuka B obnactra Ha Kubep CUrypHOCTTa - CUTYPHOCT B
Knbep nNpoCTpaHCTBOTO, AEMHOCTU MO Knbep otbpaHa M MO NPOTMBOAEWCTBME HA Knbep
npecTtbnHocTTa [57].

OcobeHo BHMMaHWe TpsibBa ga ce o6bpHe Ha 0bpaboTBaHUTE OT OpraHn3aunsaTa gaHHU
— YecCTo Te nognexar Ha AOMbIHUTENHU perynaummn, Heobxsallaln octaHanara 4enHocT
Ha opraHusaumsita. Hanpumep 3a opraHusauusi, 6asvpana B AnoHus, Pernament (EC)
2016/679 He obxalya NoOKanHUTE NUYHU AaHHU, KOUTO TS 0bpaboTBa, OCBEH ako TS He
npuHagnexaT Ha rpaxgaHn Ha EC. PasnuuHnte opraHusaumm morat ga geduHupar m
n3nons3eaT pasfMyYHN TUMOBE YYBCTBUTENHW OaHHW B 3aBUCUMOCT OT CBOWUTE HYXAM,
3aKkoHodaTernHarta pamka, OevcTBaluuTe perynatopHu pexumMuy — Hanpumep perynawuu,
NPUETU NONUTUKM 3@ CUTYPHOCT, HY>KHU cepTudunkauumn, cneundunyHn gaHH1 nNpu yyactme B
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onpeeneHy NpoekTn nnn obeguHeHns OT HAKOMKO OpraHu3auuu.

B nHdopmaLmoHHaTa curypHoCT ce u3nonssaT peguua noaxoam 3a 3awuTa, BCEKU OT
KOMTO MMa onpegeneHa obnact Ha NpunoXxeHue, OTroBapsila Ha Bbnpoca ,Kbae?“ u
onpegeneHa dyHKuMoHanHoct - ,Kak?“. 3a npumep MoOXem ga wm3nonssame
MHOIOCITOMHUS MOJEN Ha 3awuTa, CbCTOsLW, Ce OT HSAKOMKO cnod - BbHWHa mMpexa,
MpexoB nepumeTbp, BbTpewHa mpexa, KomnwoTbpHO obopyasaHe, [lpunoxeHus wu
[aHHn. Bcekn 3awmteH crnon e MNOANIOXKEH Ha pas3fvyHM MO XapakTep 3annaxv u 3a
3alWwmuTa OT TAX pasnonara c onpegerneH Habop OT noaxoan 3a CUrypHOCT. 3a
KOMMSieKcHaTa 3alumMTa Ha opraHusauusata ce KombmHmpaT nogxoguTe 3a MHGPOpPMaLMOHHa
3awuTa nNpy MpexoBa KOMyHUKaUUsa 1 nogxoauTe 3a 3alumMTta Ha SaHHU NpU nepapxuyHa
opraHu3aumMoHHa KOMyHUKauus. KbM no3HaTtutTe HU Noaxoau 3a MHopMauuoHHa 3awmTta
npy MPEeXOoBW KOMYHMKaUMM Moxem fa pobaBum M OOMBAHUTENHU NOAXOAM, KaTo
aeMuynuTtapusmMpaHa 30Ha, BUpTyalniHa 4acTHa Mpexa, oguT, TecToBe 3a MNPOHUKBaHe,
aHanus Ha ysi3BMMOCTMU, XelumpaHe Ha naponu, puntpupaHe no v gpyru [29].

Bcekn eanH oT Te3nM nogxoaM uma cBosiTa pond M ocobeHoCcTM npu 3awurtata Ha
onpegeneHy akTMBKW, HAaMUpaLLKM ce B ONpeaerieH Cnon, U N3NcKBalm onpeaeneHn yeunus
n pecypcn. WMHdpopmauyunoHHaTa curypHoct (MC) e cBbp3aHa CbC ocurypsiBaHe Ha
BGe3onacHocTTa Ha Te3n akTuBu. Han-gobpuat nogxon 3a ToBa € Aa ce pasrneda BCeku
aKTUB B KOHTEKCTa Ha CBbpP3aHUs C Hero puck ot 3aryba n Heroeata cToMHOCT. OCHOBHa
uen Ha NC e 3awuTta Ha uWHGOpMauusaTa BbB BCUYKMTE W hopmu. B pesyntat Ha
NOBCEMECTHOTO MPOHMKAHEe Ha WHMOPMALMOHHUTE TEXHOMNOrmn, WHGOpPMaUnoHHaTa
CUFYpHOCT MMa OTHOLUEHVME KbM BCe MOBEYEe acrnekTu Ha CbBPEMEHHMUS XUBOT, KaTo
npoun3BoacTBO, paboTeH Npouec, exeaHeBHa KOMYHMKAUUS, NasapyBaHe nnu sabasneHus
[29]. CoblwoTO Baxn M 3a XU3HEHOBaXXHUTE OOEKTM OT KpuTudHata MHGPacTpyKTypa,
OCUrypsiBalLM  eneKkTpu4ecTBo, BoAa, TeNeKoMyHuKauunm, TpaHCcrnopT. Te ca wu3usano
3aBUCMMU OT MHAPOPMALMOHHUTE TEXHOSOMMU N Han-BeYe OT OCUNYpPSIBAHETO Ha TAXHaTa
BesonacHocT [33]. NHdopmaumoHHaTa CUrypHOCT Ce OTHacHa 40 3awuTaTta Ha akTuBu —
MHpopmauus, xapayep, copTyep, npouecu nnn KkombuHaumm ot Tax. 3a ga ce npeueHu
KakBO Aa ce 3awuTaBa, MbpBO TpsibBa Aa ce onpeaeny KoM akTUBM ca LLEHHU 1 3a Koro [4].

lMpoekTupaHeTo W nocneaBawoTOo BHeApsiBaHE Ha CbBPEMEHHa cuctema 3a
nHpopmauunoHHa curypHoct (CUIC) e OT CbLUeCTBEHO 3HavyeHue 3a XWM3HEHOCTTa Ha
CbBpeEMEHHaTa opraHu3aumsi, KOSTo, OCBeH 4e TpsabBa [a ocurypu 3alimMta Ha CBOMUTE
aKTMBM e HeobxoouMo M ga ce cbobpassiBa C peguua HOPMATMBHU U perynaunuoHHU
n3nckeaHus, 4OOpPU NPakTUKKM U CTaHAapPTL.

Llen v 3agaum Ha gucepTaumuaTa

Llenta Ha gucepTaumsTa e cb3gaBaHe Ha MeTod M Modenu 3a paspaboTBaHe Ha
cUcTeMM 3a MHPOPMAaLMOHHA CUTYPHOCT, OCUTypsiBalLM 3awumTa OT BbTPELLUHM 3annaxu B
Nocoka OTBbTPEe-HaBbH Ha YYBCTBUTENHA WH(OpMauUMa 3a pasnuyHuM MO Xapaktep u
pasmep opraHusauuun. PaspaboTeHusT meTtoa TpsbBa ga € NpunoXuMMm 3a Cb3gaBaHe Ha
CUC, peanusupaly nogxon 3a 3alumMta Ha YyBCTBUTESNHW [aHHU 4Ype3 U3Mon3eaHe Ha
nnatcpopma ot Tun CIMWLO, nogxoasw, 3a npunoXeHue B pasnUYyHM MO ronemMuHa
opraHu3aumm, Kato obekTn OT KpuUTMYHaTa MHpPaACTpyKTypa, npeanpuatnsa, 6opaseLum c
WHOYCTpUanHm TauHW, TbProBCKA UMW Hay4YHO-U3CrneaoBaTerncku opraHusaumn.3a
NOCTUraHETO Ha Ta3u Len ca opMynupaHn crieqHuTe 3agadu:

1. OnpegensiHe n knacuduuupaHe Ha NOAXoAu 3a ynpaBreHue Ha MH(OpPMaUNOHHA
CUTYPHOCT 1 06nacTu Ha NPUNoXeHue;

2. AHanun3 Ha obnactta ,MHdopmMauMoHHa CUrypHOCT® KaTto 4acT OT npobrnemHaTta
obnacTt Ha Cuctema 3a HpopmaumoHHa CurypHocT;

3. OnmcaHue Ha npobrnemHaTa obnact Ha Cuctemute 3a MHpopmaumoHHa CurypHocT
B OpraHM3aLumm 4pes KoOHLEeNnTyarnHo MoAenupaHe;
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4. AHanua n npunoxeHme Ha 06EKTHO-OpMEHTUPAH NOAX04 NMpu Cb3gaBaHe Ha MpPoek-
TeH Moden Ha cucTema 3a UHOpMaUWOHHA CUTYPHOCT Ha GasaTa Ha Cb3gajeH
KOHLeNnTyaneH moaen;

5. OnpepgensHe Ha nogxon 3a TpaHcdopMupaHe Ha npoekTHus mogen Ha CUC B mo-
Aen Ha peanuaauus;

6. CumynupaHe Ha CUC n aHanus Ha reHepupaHuTe TECTOBU JAHHM.

MeTtoponorus

3a nocTuraHe Ha hopmynupaHuTe B AUCEPTALMOHHNUS TPYA Len v 3agayv e 1u3non-

3BaH 0BEKTHO-OpPUEHTUPAH MOAXOA NPV NPOEKTUpaHe M peanu3aumsi Ha codTyepHuU
cuctemu ,0Trope-Hagony“. ToBa € METOA0NOMMS, U3MON3BaHa LMPOKO OT COPTYEPHU-
Te UHXeHepu, Npu KOSTO ce Lenn aa ce nsberHe 3aBMCMMOCTTa OT BKIOYEHUTE B CUC-
TemaTa KOHKPETHW TEXHUYECKM CPEeACTBa M ce hopMynvpa MeToq 3a paspaboTBaHe,
nocTuraly, BMcoka cTeneH Ha chopmanusaums. MNocTurHaTuaT pesynTtat O0BMKHOBEHO
npeacTaBnsiBa CTbMka KbM MOCTUraHe Ha pedepeHTeEH MOAen 3a Cb3daBaHe Ha npor-
paMHa cucTema B onpegereHa obnacr.

CnucobK ¢ adBTOPCKHU ny6nvu<auvw| no AuceprtauundaTta

Myb6nukauunTe nNo gucepTraumsita ca AoknagBaHWM W NpueTu 3a nybrnvkysaHe B

cOOpHMUNTE Ha TPU MeXOyHapPOAHWU KOHepeHLUUN, eaHO B cneunanmanpaHo Mexay-
HapoAHO cCnMcaHue C UMMakT PakTop M eOQHO B M3JaHMe Ha MeXayHapoaHOo akage-
MWYHO M3OAaTEeNCTBO.

[1]

[2]

3]

[4]

[3]
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Y4yacTue B NpoeKTun

B pamknTe Ha pa3paboTBaHETO Ha AMCEPTaLMOHHNUS TPYA AOKTOPaHTBLT € B3en yyactue
B CneaHnNTe Hay4YHU NPOEKTU:
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Hay4Ho-u3cnegoBatencku npoekt Ha Tema: ,KoHuenTyarnHO W CUMMYyNauuoHHO
MogenupaHe Ha Ekocuctemn 3a UHTepHeT Ha Hewarta (KoMEWH)®, Oorosop Ne [H
02/1 ot 13.12.2016 r., KoHKypCc 3a (uHaHCUpaHe Ha yHOAMEHTANHU Hay4yHU
nacnensaHna — 2016 r., MatemaTtnyeckn Haykm n nHopmaTtuka;

Mporpama Mnagn yyeHun wn poktopaHty B BAH 2017, HayyHo HanpasneHue
,/IHOOPMALIMOHHN N KOMYHUKALMOHHN HayKn 1 TexHonormn®, HayuyHomnscnegoBaTesnckm
npoekT Bx. Ne 72-00-40-230/10.05.2017 r. Ha Tema ,MogenupaHe Ha apxuTekTypa Ha
cUCTEMU 3a MHGOPMALMOHHA CUrypHOCT B opraHmsauun.”.florosop N:OAPHIM-17-101/
28.07.2017. ®wuHaHcupaHe: [lporpama 3a nognomaraHe Ha MMagu yyYeHu u
AokTtopaHTn Ha BAH-2017r.

Hay4yHo-u3cnegoBaTenckn npoekt Ha Tema: ,MHPOPMaUMOHHNU U KOMYHUKALMOHHM
TEXHOMOMMM 33 eauHeH UM@POB nNasap B Haykata, 0Opa3oBaHWETO M CUTypHOCTTa
(MKTBHOC)", Oorosop N:[101-205/23.11.2018

HaY‘-IHVI n Hay‘-IHO-ﬂpMnO)KHVI npuHoOCHU:

1.

MpeanoxeHa e HoBa knacudwukauus Ha noaxoaute 3a ynpaeneHne Ha WUC, B
3aBMCUMOCT OT BuOa KOMYHUKaLUUS W [OETalnHo onucaHve Ha dyHaameHTa Ha
obnactta Ha MHGOPMaLMOHHAaTa CUFYPHOCT, OCHOBAaBalLO CE Ha HEWHUTE OCHOBHM
NMOHATUS;

MpegnoxeH e HOB MeTog 3a paspaboTBaHe Ha cucTeMu 3a WMHOpPMaUMOHHA
CUTYPHOCT B OpraHvM3auuun, KOMTO UHTEerpupa mMopenHo-6asvpaHo paspaboTBaHe Ha
CUC 4pes npunaraHe Ha nogxoga ,OTrope-Hagony“ ¢ HOB MeETO4 3a aHanmM3 Ha
npobnemHarta obnacTt Ha TO3M BUA CUCTEMU. XapaKTEPHO 3a NPEANOXEHUAT METOL e,
Yye e TEeXHONOrM4YHO He3aBUCMM /ycrnoBMEe Aa MOCNYXM 3a OCHOBa 3a Cb3JaBaHe Ha
pecdepeHTHa MeTogonorms 3a paspaboTBaHe Ha TO3M Bug cuUcTeMU/; TbBKaB
/nosBonsiBa paswuupsiBaHe Ha cbuwecteyBawa CUC ¢ HoBa pyHKUMOHANHOCT/,
nognomara nocTUraHeTo Ha onepaTMBHa CbBMecTUMOCT Ha CUC cbe cbluecTByBalla
WHOPMaLMOHHA CMCTEMA Ha OpraHM3aLms Ypes3 N3MNON3BaHe Ha eanH N CbLUU Noaxon
3a MoJenvpaHe Ha BETE CUCTEMU;

Pa3paboTeH € MHOrocrnoeH KoHuenTyaneH Mofen Ha npobnemHata ob6nact Ha
cuctemMnTe 3a MHAOPMALIMOHHA CUIYPHOCT KaTo pesynTaT OT npunaraHeTo Ha ABe U
rnoBeYye OT ABE IMeAHN TOYKU NPU HEMHOTO OMNUCaHUE;

KoHCTpyupaHu ca apxuTekTypeH W JyHKUMOHANeH MOAEenM Ha cuctemmte 3a
WHOPMaUNOHHa CUTYPHOCT Ha 6asaTa Ha CblUecTByBall, KOHUenTyaneH moden Ha
NPoGMeEMHOTO MPOCTPAHCTBO C MOMOLLTA Ha OBEKTHO-OPUEHTMPAHUA YHUULMpPaH
€3MK 3a onucaHue Ha nporpamum cuctemn UML;

CpaBHuTeneH aHanm3 Ha cbuectsyBawm CIMO nnatdopmn 3a peanusaums Ha
basarta Ha u3nckBaHusTa, onucaHn B Modena Ha aHanmaa;

MpeanoxeH e mogen Ha peanu3auus Ha CUC B opraHusauus, manonssawa Crng
nnatdgopma 3a peanmsauus ,Cososys Endpoint Protector 5.0.2.1¢

PeanusupaH e cumynaunoHeH mogen Ha CUC Ha 6asata Ha OBEeKTHO-OpPUEHTUPAHO
onvcaHne Ha apxuUTekTypaTa My Ype3 U3nosi3BaHe Ha areHTHO-6a3npaHo npeacTaBsHe
B cpeaute NetLogo u [-SCIP-SA; CumynaunoHHO n3crneaBaHe Ha apxuTekTypaTta Ha
CUC ypes n3BbpLLBaHE Ha CTOXaCTMYHA Banugauns U HTEpaKTUBHA Bepudmkaums.
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CbAabpxaHue Ha guceprauusita

AOunceptaumoHHmaT Tpya € B obem ot 142 cTtpanuun, 48 durypm, 13 tabnuum, 139
UUTUPaHN NUTEpPaTypPHU N3TOYHMKA U 2 npunoxeHus. CbCTou ce OT yBOA, YeTUpu rnasu u
3akrndeHne, Aeknapaums 3a  OpurMHanIHoOCT Ha pesyntatute, Oubnuorpadmsa w
NPUNOXEHUS.

B yBoga ca pasrnedaHn akTyarnHOCT Ha npobnema, OCHOBHM 3annaxv B
KMGepnpoCTpaHCTBOTO, perynaumm n 3akoHOBM pamKu.

B maea 1 ca npeacrtaBeHM OCHOBHWUTE KOHUenuuu u 6a3oBuTe nNpuHUMNM 3a
ocurypsisaHeto Ha WC. PasrnegaHn ca pasnuyHu nogxogu 3a ynpasneHne Ha WC,
obrnacTuTe Ha TAXHOTO NPUITOXKEHNE, KAaKTO M OCHOBHUTE Hay4YHU obnactu OT 3HavyeHue 3a
pa3pabotBaHe Ha cuctemmn 3a WC. lNpencraBeH e Haw metoad 3a paspaboTBaHe Ha
cucTeMn 3a UMHPOPMAaLMOHHA CUTYPHOCT B OpraHusauuu, dasute OT KOMTO Ce CbCToM,
MOAeNnnTe, KOUTO Ce KOHCTpyuMpaTr npwu npurnaraHeTo My U HEeroBuTe XapakKTepUCTUKM.
[edvHnpaHa e pamka 3a onucaHwe Ha apxuTekTypa Ha cuctemata. dopmynumpaHu ca
OCHOBHAaTa Len 1 3agadun Ha gucepraumara.

B Maea 2 ca gedumHmnpaHm ocHoBHMTE NOHATUA B MIC ype3 nsanonsesaHe Ha Hawl MeToq
3a aHanu3 Ha obnactta Ha CUC, npu KOWTO ce oTuMTaT IMeaHUTE TOYKM Ha BCUYKM
3aMHTEpecoBaHN y4acTHUMUM Npu HEWHOTO paspaboteBaHe. Llenta e ga ce npunoxu
nogxopa ,0Trope-Hagosny npu NpoekTUpaHe Ha TakaBa CUMCTEMA, KOETO AaBa Bb3MOXHOCT
Aa ce OOCTUrHe 40 peLUeHns, KOUTO He ca CBbP3aHN C KOHKPETHa peanusaumsa u morat aa
ca HacouyBalLM Npu cb3gaBaHe Ha CUCTEMM OT TO3n BUA. B pesynTar, HanpaBeHUAT aHanu3
€ OCHOBa 3a Cb3aBaHe Ha KoHLUenTyaneH mogen Ha npobnemHarta obnact Ha CUC.

B maBa 3 e npeactaBeH npeactaBeH MeTod 3a npoektupaHe Ha Cuctemata 3a
NHdopmaumoHHa CurypHoCT, NpeaHasHavyeHa 3a opraHm3auum 1 HacoveHa KbM 3alumTa ot
n3TU4YaHe Ha YyBCTBUTENHA MH(OPMaLMS OTBbTPE-HABLH, T.€. B pesynTtaT OT eNUCTBME Ha
BbTPELLHN NULA C NErMTMMEH OOCTbMN OO PEecypcuTe Ha opraHusauusita U OO HEWHUTe
AaHHW. PasrnegaHn ca Bb3MOXHOCTUTE Ha ODEKTHO-OpPUEHTUPAH NOAX04 3a Cb3aBaHe Ha
npoekteH mogen Ha CUC. lNokasaH e HauMH 3a TpaHcopmupaHe Ha KOHUenTyanHus
mogen Ha CUNC B 0B6eKTHO-OpUeHTMpaH NPOEKTEH MoAen 4pes3 M3noni3eBaHe Ha OBEeKTHOo-
OpPUEHTUpPaHUA e3unk 3a onnucaHne UML.

B maea 4 e onncaH nogxoa 3a cb3daBaHe Ha mogen Ha peanusauus Ha CUC 4pes
npeanaraHata oT Hac metogonorus 3a paspaborBaHe Ha CHC. Ha 6asata Ha npoekTeH
0bekTHO-opueHTMpaH moaen e uarpageH OO mogen Ha peanusauusi, cbobpaseH CbC
CblUecTByBalla cpeda 3a peanusaums. M3ebplueH e aHanua Ha npobnemHarta obnact un Ha
0asaTa Ha wu3rpageH KoHuenTyaneH moAen, pesynTtaT OT TO3M aHanms3, Ca YTOYHEHMU
N3NUCKBaHUATaA KbM apxuTekTypata Ha paspaborsaHata CUC. UN3BbplieH e aHanua Ha
cbuecTteyBawm nnargopmmn 3a peanusaums CIrUNL v un3bop Ha Ham-nogxogswata B
CbOTBETCTBME C MoAena Ha aHanusa. [lokasaHo e kak npeacTaBeHUsT OT Hac MeToa AaBa
Bb3MOXHOCT 3a MoAenvpaHe u peanmsauus Ha HoBu acnektn ot CYC 6e3 aa ce Hanara
cucTemarta fa ce npoektupa oTHadano. NpeactaBeHn ca n pesyntaty OT U3NUTaHUSA Ha
paswwnpeHa CWC. Cb3gageH € areHTHo-GasupaH Mogen Ha peanus3aums  4pes
TpaHcdhopMMpaHe Ha OOEKTHO-OpUeHTMpaH NpoekTeH Moaen. Ha Gasata Ha areHTHo-
GasvpaHMs mogen € m3BbplleHa cumynauus Ha paborata Ha CUC upes cpegute 3a
cumynupaHe NetlLogo (v.6.0.4) n I-SCIP-SA. N3BbplueH e aHann3 Ha 6asaTta Ha TecToBUTE
AAHHW, KAKTO M Ha AaHHW OT peariHyi cuTyauun..

YBopa

YBoga ce CbCTOM OT akTyanHOCT Ha npobrema W OCHOBHM 3annaxv B
NHGOPMaLMoHHaTa curypHocT. PasrnegaHn ca akTyanHuTe HanpaBreHus 3a uscreaBaHe
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Ha 3annaxu B KMGepnpoCTPaHCTBOTO, KaKTO M 3anfaxu 3a CUrypHocTTa npes3 nocnegHarta
rognHa. PasrnegjaHn ca M ca cuctematmsmpaHu 3annaxu, cebp3aHun ¢ KOBW[O-19.
HanpaBeH e nperneq Ha OCHOBHUTE perynauum u 3akOHOBM paMkM B obnactra Ha
MHdOpPMaLUMOHHaTa CUYPHOCT — €AMHHA NONMTMKA 3a CUIYPHOCT, npoueaypu, npouecn u
ctaHgap™1 3a UC, npuemaHn B opraHusaummte C Len CbBMECTUMOCT C perynaTtopHu u
3aKOHOBM W3UCKBaHWS, CTaHAapTM u nobpu npaktnkm 3a UC. HanpaBeH e 0630p Ha
HaUMOHaNHOTO 3akoHogaTencTBo B obnnactra Ha UC, gencrBawo Ha TepuTopusiTa Ha
AbpXaBata B KOATO TS € perncrpupaHa unum onepupa — [aHbYHO 3aKOHOAATENCTBO,
HakasaTeneH Kogekc, paspeLlumTternHu pexumu. lNokasaHa e CTpykTypaTa Ha guceprauusTa.

masa 1. Ba3oBu NpMHUMNK N MeTOA 3a pa3paboTBaHe Ha cucTeMa 3a
WH(OPMaLMOHHA CUTYPHOCT

1.1 Ba3oBu npuHUMNK 3a ocurypsieaHe Ha MHPopMaLUOHHa CUTYPHOCT

B Tasu nogtouka ca pasrnegaHn 6asoBuTe NpUMHUMOM 3@  OCUrypsiBaHe Ha
WHpOPMaLNOHHA CUIYPHOCT, M3BECTHU KaTto: Tpumaga ,lloBeputenHoct, LlsanocTHocT,
HanuyHoct® (MUH Tpuaga, CIA Triad), npuHumna Ha TponHoTo A (AAA) 1 npuvHUMN Ha
Haun-cnaboto 3BeHo. Pasrnexgame n 6as3oBuTe 3alMTHU MOAENWU, KaTo NepuMmeTpoBa
3awmTa, nsBecTtHa kato ,Mogen Ha ©Gnusankata“(Lollipop model), mHorocnoeH mopgen,
n3BecteH kato ,JlykoB mogen“ (Onion model) n gp.[2, 21].

1.2 lNopxoau 3a ynpaBrneHue Ha UHOPMaLMOHHA CUTYPHOCT

B Tasn nogtodka ca cucTtemaTusvMpaHu cbliecTByBawmTe nogxoanm 3a UC B
opraHusauun, B 3aBMCMMOCT OT BMa Ha KOMyHuKauuaTa. B opraHusauuute morat ga ce
pasrpaHuyaTt ABa Buaa KoMyHukaumu, npegonpegensawm nogxoaute 3a MC: koMmyHukauus
Ha 6asaTta Ha paBHornocTaseHocT — ,MpexoBa koMyHukaumsa“ (Mpexwn ot/B opraHnsaumnm) u
,MepapxvnuHa opraHvsaumoHHa koMmyHukaums® (durypa 3) [48].

Mogxogu 3a MC

MepapxuuHa opraHuzalMoHHa KoMyHUKALWA MpexoBa kKOMYHHKaLMA

Knacudmrauua Ha faHHK

[3c | [coa] [enn] [33c | [akT | [nc | fermka)

CucTemu 3a npedoTEpATABAHE
H3THYaHe Ha OaHHH

durypa 3. MNMogxoam 3a IC B 3aBUCMMOCT OT BMAa KOMYHUKaLNA

1. MNMoagxoam 3a ynpaeneHue Ha VIC npu MpexxoBu KOMYHUKaLUK:

3awmTHa cteHa (3C);

Cuctemu 3a oTkpuBaHe Ha aHomanuu (COA);
Cuctemu 3a npepotBpaTsiBaHe Ha npoHuksaHe (CI1M);
3awmTta ot 3noBpeaeH cogptyep (33C);
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e 3awmTa Ha KpanHuTe Toukn (3KT);
e [lepumeTpoBa curypHocT (1C);
e Cuctemu 3a npegBaputenHa nHdopmaums 3a kmbep-3annaxm (CrUK3).

2. Moaxoam 3a ynpaeneHue Ha VC npu MlepapxuyHa KOMyHUKaLMS B OpraHn3aLms:

e Knacudukaumnsa Ha gaHHn (KO);
e Cuctemu 3a npegoTBpaTaBaHe Ha U3TuyaHe Ha gaHHn (CMnL).

MoaxoguTe 3a ynpaeneHne Ha NC onpegensit Ha4MHa No KOWTO ce peanuaupart uenute
B egHa CUC.

1.3 O6nactn Ha nNpunoXxeHue Ha pasnMYyHUTE noaxoau 3a MHdOpMaLMOHHa
CUrypHOCT

Tyk ca pasrnegaHun obnactuTe Ha NPUNOXEHNE Ha pasnMyYHMTE Noaxoau 3a 3awmTa. 3a
urocTpaumss Moxe ga 6bae U3non3sBaH MHOMOCNOWHMA mMogen Ha 3awwmta (Purypa 4),
CbCTOSILL Ce OT HAKOSKO CII0A:

durypa 4. MHorocnoeH Mogen Ha 3awmTa

Bceku 3awwimTeH crnomn e NoAnoXeH Ha pasnuyHn No XxapakTep 3anfaxy 1 3a 3awmTa oT
TSX pasnonara c onpegeneH Habop oT nogxoam 3a curypHoct (Tabnmua 1).

O6nacTtu Ha npunoxeHne Moaxoam 3a curypHoCT

HemunutapusanpaHa 3oHa, BupTyanHa u4acTHa Mpexa,
BbHWwHa mpexa Cb3paBaHe Ha gHeBHUUM, OguT, TecToBe 3a NPOHMKBAHE,
AHanu3 Ha ys3BMMOCTM, AKTMBHA 3aliuTa 4ype3 nprMMaMKu
(Honepots)

3awmTtHa cTeHa, [lpokcu CbpBbBP, Cb3paBaHe Ha
AHeBHMUM, [lakeTHa dwmnTpauusa, CTaTMyHa nakeTHa
MpexoB NepnmeTbp duntpaums, AuHamnyHa naketHa ountpauus, TectoBe 3a
NpoHuKBaHe, AHanuia Ha yA3BUMMOCTW, AKTMBHaA 3awmTta
ype3 npumMmamkm (Honepots)

COA, CITI, Cb3pasaHe Ha gHesHuuun, OguTt, TectoBe 3a

BbTpelwHa mpexa
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NPOHUKBAHE, AHanuns Ha YA3BUMOCTHW.

ABTEHTMYHOCT, 3almTa Ha KpamHUTe TOuYKKM, 3aluTHa
KomnioTbpHO obopyaBaHe | cTeHa, XewwupaHe Ha naponu, Cb3gaBaHe Ha OHEBHULM,
Opownt, TectoBe 3a NpPOHWKBaHe, AHanM3 Ha Ys3BUMOCTM,
crinm.

dunTtpupaHe no cbabpxkaHue, Banuoauus Ha gaHHW,

Mpurioxetms Opaut, TectoBe 3a MNpPOHWKBaHE, AHaANM3 Ha YsI3BMMOCTM,
KA.

KpuntnpaHe, KoHTpon Ha goctbn, ApxmBupaHe Ha AaHHU,

[aHHK TectoBe 3a nNpoHUKBaHe, AHanM3 Ha YA3BUMOCTH,

Knacudukaums Ha ganuun, CriAL, KO, CTPYKTYpHU MepKu
3a nosuwasBaHe Ha yctonymsocTTa (Resilience)

Tabnuua 1. Mogxoam 3a CUrypHOCT M 06NacTn Ha NPUNOXEHNE

3a KoMmnnekcHaTa 3awmta Ha opraHmsaumsita ce KoMObuHupaT nogxoguTte 3a
WMHpOpPMaLNOHHA 3aLLMTa NPU MpeXoBa KOMYHUKALMS U NOOXOAMTE 3a 3aluMTa Ha JaHHU
npu rMepapxuyHa opraHuMsaumoHHa KoMmyHukaums. OcBeH Bedve nosHatute HUM 3C, COA,
CIr, 33C, 3KT, INC, CrNnK3, KO v CriA, ca nobaBeHn HAKONKO AOMBIIHUTENHU Noaxoaa
3a curypHocT [29]: Oemunutapusmpana 3oHa (DMZ), BuptyanHa 4actHa mpexa (VPN),
Cobs3naBaHe Ha gHeBHMumM (Logging), Oaut (Auditing), TectoBe 3a npoHukBaHe (Penetration
testing), AHanu3 Ha yassumoctTn (Vulnerability Analisys), CbpBbp - nocpegHuk (Proxy),
MaketHa dunTtpaums (Packet Filtering), CtatnuHa naketHa duntpauma (Static packet
Filtering), OnHamuyHa naketHa dwmntpaumnsa (Dynamic packet Filtering), XewwupaHe Ha
naponu (Password Hashing), ®untpupaHe no cbabpxkaHune (Content Filtering),
Banvpauua Ha pgaHHu (Data Validation), KpuntupaHe (Encryption), KoHTpon Ha goctbn
(Access Controls), ApxuBnpaHe Ha gaHHu (Backup), CTPYKTYpHW MEPKU 3a MnoBuMLIABaHe
Ha yctondmsocTTa (Resilience), AkTuBHa 3awmTa 4pes npumamkm (Honepots).

1.4 OCHOBHM Hay4yHM obOnacTMm OT 3Ha4vyeHMe 3a paspaboTkaTa Ha cucTemm 3a
MHJOpPMaLMOHHA CUTYPHOCT

Tyk ca npencraBeHM OCHOBHUTE HayyHM obnactu, Heobxoammum 3a paspaboTkarta Ha
eeKkTMBHM CUCTEMM 3a MHGPOPMALMOHHA CUFYPHOCT: WHGOPMALMOHHA U  Kubep-
CUTYPHOCT, MpoeKTUpaHe Ha CUCTeMW, aHanM3 Ha AaHHW, ToNleMM  MacuBW OT AaHHW,
MaLUMHHO camMoobyyeHune, U3KYCTBEH WHTENEKT, COPTYEepHO WHXEHEepCTBO, M CUCTEMEH
aHanuas.

PasrnegaHun ca nogpobHO 0bnactu Kato CoOPTyEePHO MHXEHEPCTBO N CUCTEMEH aHanms,
NPUHUMNUTE Ha KOUTO M3nona3eame 3a pa3paboTka Ha HaluMsi MeTon 3a MpPoeKTMpaHe Ha
CUC B opranmsaummn. OcobeHo BHMMaHWE € OTAeNneHo Ha npoueca Ha paspaboTBaHe Ha
cuctemmn (durypa 5), CbCTOsIL, CE OT OCHOBHM KOMMOHEHTA U BPBL3KUTE MEXay TSX,
pasrnegaHu B KOHTeKCTa Ha pa3paboTrBaHe Ha CUC:

e [lpobnemHa obnacTt - agedomHMpa obnacTtrta B KOATO ce pewasa npobnema Ha CUC,;
e [lpobnem - peanusauma Ha onpegeneH HadmH Ha yHKuMoHupaHe Ha CUC, koaTo
TpsibBa oa 3apaboTun B AageHa cpena;

Cpepna Ha peanusaums - npencrasnsiea ycrioBusiTa npu kouto ce peanusmpa CUC;
ETanu - ToBa ca etanute npes kKouto Tpsibea Aa npemuHe paspaboTtkata Ha CUC,;
Cv3pgaBaHe Ha mogenn Ha CAC Ha pasnunyHu eTanm oT paspaboTkara;
TpaHcdopmupaHe Ha moaenuTe oT eavH BUA B OPYT.

PasnuuaBsar ce criegHuTe eTanu Ha paspabotsaHe Ha CUAC:
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e CbbupaHe Ha M3UCKBaHUSATaA — onpedensiHe Ha Bb3MOXHUTE PUCKOBE cropep pas-
OGupaHeTo Ha noTpebuTenuTe;

e AHanus - uscriegsaHe Ha npobrnemHaTa o6nacT OT pasnuyHU rMeaHN TOYKM Ha 3a-
WNHTEepecoBaHUTE CTPaHu;

e [lpoekTupaHe — NpoekTMpaHe Ha CTPyKTypaTa 1 NpoLecuTe B cuctemaTa;

e Peanusauus — cbobpassiBaHe Ha ocbluecTBaBaHeTO Ha CUC c koHkpeTHaTa cpeaa
3a peanusauus.

MopaenuTe, ypes 4YnsaTo TpaHcdopMaums ce AOCTUra 4O peanu3auusita Ha KOHKpeTHa
CUC ca:

e Mogen 3a onucaHve Ha puvcka, kouTo ce ynpasnsieBa cb¢ CUC, Ha Gasa Ha cbbpa-
HUTE U3NCKBAHUSI KbM CUCTEMATA;

e Mopgen Ha obnactta Ha CUC — mogen, nonyyeH B pe3ynrtaTt Ha aHanusa Ha npob6-
nemHara obnacr;

e [lpoekteH mogen Ha CUC - onncaHume Ha apxuTekTypata n yHKLMOHANHOCTTa;

e Mogen Ha peanusauusa - Mofen 3a peanusauus Ha npoekTupaHata CUC B 3aBucu-
MOCT OT YCMOBMSITa NpU KOATO T4 Lie paboTu.

lNpoektupaHe Ha CHUC

[MpobnemHa Cpena Ha

Obnact 7 7 peanu3ayua

: ; KoHuentyanusauua [ Cneyudmkayna | Peanmsauus \
‘-"r J‘ rl Ir \'1 \\..
{ CubupaHe Ha [poekTHpaHe Peannsauus, .
| W3MCKBAHWATA /
‘1 -’ r .'I
\ : ! : :
\ | i ‘! | ¢ : '
. : . : / : / : '
\ v . v /! ¥ ’ v !
Mogen Monen Ha MNpoekTeH Mogen 3a
Ha pucka obnactTa va CUC mogen Ha CHC peanv3ayua

durypa 5. Unkbn Ha paspaboTBaHe Ha cuctemm

1.5 MeTtoa 3a paspaborBaHe Ha cucteMuM 3a UHGOpPMaLMOHHA CUTYPHOCT B
opraHusauuu
Memodbm ce cbcmou om criedHume ¢hasu (Puaypa 6):

1. OnpepensiHe Ha pamka 3a onucaHWe Ha apxutekTypata Ha CUC, cbrnacHo
crangaptute |IEEE 1471 [67, 88, 89] u IEEE 42010 [67, 89]. PamkaTa ce chopmupa ot
MHOXECTBOTO OT rMeAHM TOYKMN Ha 3aMHTepecoBaHNTe CTpaHu/HabnoaaTenu.

2. AHanu3 Ha npobnemHarta obnact Ha CUC, 3a onpeaensHe Ha WU3WCKBaAHUSATA KbM
cuctemata OT pasfnuyHuM rmegHn Todkn. Ha 6Gasata Ha To3n aHanua ce dopmupat
namckeaHusTa kbm CUC.

3. NarpaxgaHe Ha KOHUenTyarneH Mmoaen Ha npo6neMHaTa obnacTt ot pa3nnyHun rmegHn
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Toukn. Cb3gaBaHe Ha 0606LLEeH 1 AeTannM3npaHn KOHLENTYanHn mogenu.

4. HTerpupaHe Ha KOHUEeNTyanHUTe MOAENU, Cb3AafeHn OT PasfnUYHU rMeaHN TOYKM.
MooxoAbT Ha KOHUENTyanHOTO MoAenupaHe Mo3BOMisiBa JIECHO M YHUULMPAHO
npeacTtaBsiHe Ha HMBO KoHuenuum Ha CAC oT pasnuyHu rmegHu Toukn. ToBa ynecHsiBa
KOMYHUKaumMsaTa mexay Habniogatenute Ha paspaborsaHata CUC, komnto ca cBbp3aHn
CbC CbOTBETHUTE IMEAHN TOYKN.

5. TpaHctopmauusa Ha KoHuenTyaneH Mogen Ha npobnemHata obnact B 0GEKTHO
OpUEHTMPaH NPOEKTEH MOZeEr.

6. AcnekTHo-opueHTMpaHa TpaHcdopmauMsi Ha nNpoekTeH Mogen B 0BeKTHo-
OpUEeHTUpaH Moaen Ha peanusaunsa n areHTHo-6asmpaH cMmynawumMoHeH MOAeErn.

Mogenute, KOUTO Ce KOHCTpyMpaT nNpu npunaraHe Ha Metoga ca nokasaHu Ha durypa 7
[135,136]. Ha 6a3ata Ha aHanu3 Ha npobnemMHata obnact ce KOHCTpyupa KOHuenTyaneH
Mogers, HapedeH "Haco4Bally mogen”, ypes KOUTO ce NpenCTaBs XenaHaTa apxXuTekTypa Ha
cuctemarta. HocoyBawmaT Mogen He e CBbp3aH C KOHKpeTHa peanu3auusi, a Cnyxu 3a
onucaHme Ha OCHOBHWUTE KOMMOHEHTU OT apxXuTekTypaTa Ha cuctemaTta. KoHuenTtyanHus
Moaen oTpassiBa npobnemHara obnacTt oT pas3nuyHu rnegHn Todkn. OT CBOSI CTpaHa To3un
mogen ce cbeton ot "Ob6obweH mogen" n "[detanned mogen".

OnpenenAHe Ha pamka 3a
PEq P 2 AHanua Ha npoBnemuata obnact.
ONWCAHWE HA apXWTeKTypara

WMarpasgane Ha KOHLENTyanHu WHTerpupare Ha

3 Mofdenud Ha npobnemHara obnacr Ce3fafeHuTe
OT pasNWYHKA TMeqHK TOUKM KOHUENTYAMHH MOgend
TpaHcdhopmayma Ha KoHUeNTyaneH ACMEeKTHO-0pHeHTUPaHa

5 Mogen Ha npobnemuara oGnacT B TpaHoqopMalUlA Ha NPoekTeH
00eKTHO OpHEHTUPEH NpoekTeH Monen B MOJEN Ha peanuaalua.
mogen CumynauuoHeH Mogen

durypa 6. Metop, 3a paspaborsaHe Ha CUC

Ha Herosata 6asa, crnen CbOTBEeTHa TpaHcdopmauus ce cb3faBaT creaBaluTe ABa
OCHOBHM Mogena - "lpoekteH mogen" u "Mogen Ha peanusauus”. INpoekTHUAT mogen e
0DOEKTHO-OpPMEHTMPAH N Ce CbCTOU OT "ApXMUTEKTYPEH" M "PyHKUMOHANEH" MOAENN, KOUTO
NPeacTaBsaT OMNUCAHWETO, CbLOTBETHO Ha apxuTekTypata W (yHKUMOHANHOCTTa Ha
cuctemara. "Mogena Ha peanusauunsa” npeacrtaBs KOHKPETHa peanu3aums Ha cuctemara u
MOXe [a ce OCbLIeCTBM MO [ABa HauyumHa - 4Ype3 cumynauusi Ha pearnHa cucrtema
("CumynaunoHeH mogen") n ypes U3nNon3BaHETO Ha KOHKPETHWU CbLUECTBYBALLN CUCTEMM,
npegcraesnsisawmn nnatgopmm 3a peanu3aums Ha CUC, kato CrNWL ("Mogen Ha
BHeapsiBaHe"). [NpOeKkTHUAT mogen M mogena Ha peanusaums, ca NpeacTaBuTeNn Ha
KpanHUTe MOAenNn, KOMTO onuceaT cMcTemMaTta 3a LenuTe Ha HENMHOTO pa3paboTBaHe.
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Upe3 TpaHCHOpMaLMOHHUTE MOZENW, Ce NpPeAacTaBAaT TpaHchopMaummte Mexay
mogenute - "TpaHcopmauma Ha KoHuenTtyaneH wmogen kbMm OO mogen" w
"TpaHchopmauma Ha OO mogen kbM areHTHO 6asnpaH mogen".

ApPXUTEKTYpeH Dy HKLMOHANEH CumynaumoHeH
mogen Mogen Mmogen
Mogen
F— e — - == 1 Ha BHEpRAEaHE
| |
: ObobueH : \
I KoHuenTyaneH I
I Mogen I MpoekTeH mogen Mogen Ha peannsauma
| |
I \’ ! \ /
1 1
1 Hacousauy I N Kpadim
1 (KonyenTyaneH) t > i
1 mogen 1 A
| 1
1 ] /
1 / 1
: [etadines | TpaHcdopMauMoHHN
KoHuenTyaneH ! MoAen
| HenTty 1
I mogen I
" | /\
1 1
! | TpaHcdopmauua Ha TpaHctopmaumA
! Monen va npobnemHaTta ! KOHUENTyaned mogen Ha OO0 MoJen KbM areHTHO
: obnact : kem OO0 mogen Daauwpad mogen

durypa 7. Mogenu 3a paspaborBaHe Ha CUC

Xapakmepucmuku Ha Memooda:

e MeToabT € mogenHo 6asupaH, B pesyntaTr Ha npunaraHe Ha nogxon ,oTrope-
Hagony*;

e [lpunara ce TpaHcdopmMauus oT ,Moaen KbM mogen’;

e  ACneKkTHO-OpMeHTUpaHa TpaHchopMauusa Ha NPOEKTEH MOAEeN KbM MOAEN Ha peanu-
3auuMsa B 3aBMCUMOCT OT [Be 00nacTu Ha MHTEpec Ha peanu3aTtopa Ha cuctemara:
00EKTHO-OpPMEHTMPAH NOAXOA N areHTHO-6a3npaH Noaxoa.

e TexHONOrM4Ho He3aBUCMM, KOETO Cb3daBa YCNOBUSA A € OCHOBa Ha pedepeHTHa
mMeTogosiorma 3a paspaborsaHe Ha CUC

MooxoabT ,0Trope-Hagony“, KOUTO ce npunara npu paspaboTBaHe Ha cucTema 3a WH-
dopMaumoHHa CUIYPHOCT € noaxon OT obwoTO KbM 4YacTHOTO /KOHKpeTHOTO/. Ton gaea
Bb3MOXXHOCT [a ce npwunara un pasrnexaga obuwa nonurtuka, npouenypu un npouecu 3a UIC ¢
Len nocTurHe Ha onpegenexun uenu, Toun e noaxoasuy 3a cb3gaBaHe Ha pedpepeHTHa me-
Togonorus 3a paspaborsaHe Ha CHC, ocHoBaHa Ha onpedensiHe Ha paMKka 3a TSXHOTO
NpoeKTUpaHe, Tbi KaTo € TEXHONOMMYHO HE3ABUCUM..

1.6 [OecdmHMpaHe Ha pamKa 3a onMcaHue Ha apXUTeKTypa Ha cucTemara

OcbLluecTBABaHETO Ha NbpBUS eTan, ce 6asnpa Ha ykasaHuWsTa 3a Cb3[aBaHe Ha paM-
Ka 3a apXUTEKTYPHO OnucaHue Ha cucTeMu, npeactaseHu B ctaHgaptute IEEE 1471 [88]
n ISO/IEC/IEEE 42010 [89].

Tean ctaHgapTU BbBeXAAT MNOHATUSA, CBbpP3aHM C HAuMHA Ha OnMMcaHWe Ha apXUTEKTY-
paTa Ha egHa cuctema [67]: OkonHa cpega (Environment), 3avHTepecoBaHa cTpaHa
(Stakeholder), O6bnact Ha unTepec (Concern), Narneg (View), MepgHa Touka (Viewpoint),
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ApxuTtektypa Ha cuctemarta (System Architecture), ApxutektypHo onucaHue (Architectural
description), Pamka Ha cb3gaBaHe Ha apxuTekTypHO onucaHue (Architectural framework),
ApxutektypeH usrnepq (Architectural View), ApxutektypHa rnegHa Todka (Architectural
Viewpoint), Bug Ha mogena (Model kind).

Te3an KoHUenuuu ca npunoXxumm npu aHanmM3a Ha obnactta “Cuctema 3a
NHdopMaumoHHa CUrypHoOCT” UK OocurypsiBaT KOHTEKCT 3a [JgeduHupaHe Ha obuwa
KOHLenTyanHa pamMka, no3sBorsBalla narpaxgaHeTto Ha koHuenTtyanHu mogenu Ha CUC.
Ha ®urypa 8 e nokasaHa obnactrta Ha nHtepec Ha CUC, KoAaTo ce u3nomnsea 3a pamMmka 3a
aHanuM3 Ha obnactta Ha cuctema 3a WMHgoOpmaunoHHa CUIYPHOCT B HacTosliata
ancepTaums.

PaspaboTBaHETO Ha KOMMMEKCHN CUCTEMUN BKITHOYBA MHOXECTBO YY4aCTHULM - BCEKU CbC
cBosi cobcTBeHa nepcnektnBa. ToBa ca Taka HapeyYeHuTe ,3avHTepecOBaHW CTpaHu.
Bcsaka 3anHTepecoBaHa cTpaHa nputexasa CbOTBETHU YMEHWS, OTTOBOPHOCTW, 3HAHUS U
ONUT, KOUTO ONpeaensaT OTHOLLEHMETO U M3MUCKBaHWATaA KbM cuctemarta. [lpu cuctema, B
KOATO ce M3nonaeat pasnnyHmn TexHonornm (CopTyepHn, xapayepHu) n nma pasHoobpasHm
HOPMAaTUBHM U pPerynaTopHu N3NCKBaHUA € HEM3BEXHO NpecnyaHeTo UM NPUNOKPUBAHETO
Ha pasnuyHuUTe NEepCcrnekTMBM Ha y4yacTHMUMTE B npoueca Ha HEeWHOTo paspaboTBaHe.
[JonbnHUTENHO  YCNOXHsIBAWO  OOCTOATENCTBO € (pakTta, Ye 3HaHuaTa Ha
3aMHTepecoBaHNTE CTPaHN ce NPeACcTaBAaT MO PasfnMyHU HauYnHWU. PasnnyHuTe U3McKBaHUS
Ce OTHACAT 4O pas3nNu4yHM eTann oT pa3paboTBaHETO Ha cucTemMaTa M BCAKO OT TAX MOXE Aa
Obde NOAYMHEHO Ha pPasnuyHW cTpaTernn. Taka egHa OT BaXKHWUTe 3afayun B npoueca Ha
paspaboTka Ha cuctemata € KoopauHauuaTa Ha 3auMHTEepPecoBaHUTE CTPaHu MU
YHUPMLUMPAHOTO NPeACcTaBsHE Ha TEXHUTE U3UCKBAHUS U NMPUHOCK KbM cUcTEMaTa.

Toan npobnem ce peluasa Ype3 npeanaraHns OT Hac MeToA 3a pas3paboTka Ha cuctemm 3a
NHPOPMaLNOHHA CUTYPHOCT B OpraHu3aLmu.

[MmepHa Todka
_Puck aHanus"
[(mepHa Todka

MMughopmaumonna KomyHukaumoHHa
Curyproct” rmegHa Touka
- ~
L b
& LY
’ OBnacT Ha MHTepec - *
[ CucremMa 3a MHOpMaUMOoHHA 1
v !
\ CMIYpHOCT h
A s
~ #
h -
= -
Tt =™ -
Fnepnya Touka TexHonoru4Ha

,ObpaboTka Ha

3avHTepecoBaHK rmeaHa To4Ka
wWHhopMayma

CTpaHW

®urypa 8. Obnact Ha nHTepec Ha CUC

MeToaobT OTYMTa U yHUULMPA M3UCKBAHUATA Ha PasNUYHUTE eneMeHTU U rneaHu
TOYKM B obnactrta Ha MHTepec Ha cucTtemaTta 3a MHMOPMAaLMOHHA CUTYPHOCT, KOSATO
pasrnexgame:

e [nepgHa Touka ,MHdopmaumoHHa CurypHoCcT® — BKIOYBa OCHOBHUTE MOHATUSA B UH-
dopmaumoHHata curypHocT (3annaxu, YassumocTtu, WM3TOouHuum, MoTmBaumsa wu
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Ap.), KaKTO U OCHOBHUTE NOAXOAU 3a peanuavpaHe Ha MHOPMaLMOHHA CUTYPHOCT
B OpraHusauuu,

e [nepHa Touka ,Puck aHanms® - ype3 pUCK aHanuaa ce onpeaensaT U3McKkBaHudaTa
kbm CUC;

e KoMyHMKaLMOHHA rnegHa Tovka — onpenens HaunHa Ha KOMYHUKUpaHe, npegonpe-
Aensu noaxoa 3a 3alumrta Ha MHdopmaumsaTa.

e TexHororunyHa rrnegHa Toyka. Tasu rnegHa Tovka BKIKYBaA PasnuyHM noaxoam npu
WH(POPMAUNOHHNTE U KOMYHUKALUMOHHM TEXHOMOrMM Kato OBEeKTHO-OpUeHTUpaH
noaxon, areHTeH noaxod v Apyru.

e [nepnHa Touka ,Ob6paboTka Ha MHGOpPMaUUa“— BKNOYBALLA TPUTE OCHOBHM BMAOOBE
AaHHW, gedUHUPaHN CbIflacHO MHOopMaLMOHHATa CUrypHocT — [laHHM B NOKOM
(Data-in-Rest), aHnHu B asuxeHne (Data-in-Motion) n daHHu B ynoTpeba (Data-in-
Use).

1.7 3aknroyeHue

B rnaBata ca npegctaBeHM OCHOBHUTE 06a3oBW MPUHUMNM M 3alMTHU Moenu 3a
ocurypsiBaHe Ha MHOpMaLMOHHa curypHocT. lNpeactaBeHMTe nogxoaun 3a ynpasneHve Ha
NC B opraHmnsauuu, ca pasgeneHun B Ase rpynu, B 3aBUCUMOCT OT BUAA Ha KOMyHUKaLMSTa
B OpraHusauudaTta, npegonpegenswin cboTBeTHUTE nogxoaum 3a UC: komyHuKaums Ha
basata Ha paBHonoctaBeHOCT — ,MpexoBa komyHukauma“ (Mpexun ot/B opraHusaumm) u
,JepapxuyHa opraHusauMoHHa KoMyHukauus®“. MNMokasaHu ca obnacTute Ha NpuUnoXxeHne
Ha pasnuMyHuUTe NOAX0AM 3a UHAOPMALNOHHA CUTYPHOCT.

lMpencrtaBeHn ca OCHOBHUTE HayyHW obBnacTM OT 3HayeHue 3a paspaboTBaHe Ha
cucteMn 3a  MHopmaumMoHHa curypHocT. OObpHaTo € cneuvanHo BHMMaHME Ha
CUCTEMHUSA aHanuM3 U UuMKbna 3a paspaborBaHe Ha cuctemn. OCHOBHUTE KOMMOHEHTa U
BPb3KM Mexay TAX, ca pasrfefaHn B KOHTEKCTa Ha pa3paboTrBaHe Ha CUC.

MpenocrtaBeHa e pamka 3a apxXUTEKTYpPHO OnucaHne Ha cuctemun, Ha Gasata Ha
ctangaptute IEEE 1471 n ISO/IEC/IEEE 42010.

[edunHnpaHn ca ocHoBHaTa uesn 1 3agayun Ha guceprtaumara.

maBa 1 onucBa um3NbNHEHWETO Ha 3agjadva 1, gedvHupaHa B "Llen n 3agaym Ha
ancepTaumara”;
» OnpegensiHe n knacuduuupaHe Ha Noaxoau 3a ynpasreHne Ha MHOoPMaUNoHHa
CUIYPHOCT 1 06nactu Ha NpUNOXeHue;

B pesynTtaTt Ha Hay4Hou3cregoBaTernckaTa AedHOCT ca NOCTUTHATU CneaHUTe HayYyHU U
Hay4YHO-MPUNOXHN NPUHOCH:

1. lNpeanoxeHa e HOBa knacudukauma Ha nogxoaute 3a ynpasneHue Ha NC, B 3aBu-
CMMOCT OT BMAa KOMyHUKaUMS 1 geTanriHo onucaHve Ha pyHaameHTa Ha obnactra
Ha MHopMaLMOHHaTa CUTYPHOCT, OCHOBaBALLO Ce Ha HEMHUTE OCHOBHW MNOHATUS;

2. lMNpegnoxeH e HOB MeToq 3a pa3paboTBaHe Ha cucTeMu 3a MHGOPMaLMOHHA Cu-
rYPHOCT B OpraHusauumn, KOWTO MHTerpvpa mopenHo-b6asmpaHo paspaboTBaHe Ha
CUC upes3 npunaraHe Ha nogxoda ,0Trope-Hagony“ ¢ HOB METO4 3a aHanu3 Ha
npobnemHarta obnacTt Ha TO3u Bug CUCTEMMW.

maBa 2. AHanu3 Ha npo6nemMmHaTa obnacr

21 WHdopMaunoHHaA CUTYPHOCT - OCHOBHMU NOHATUA U NOAXOAM 32 peanusnpaHe

B Ta3n Touka ca pasrnegaHn OCHOBHUTE NMOHATUA N NOAXO0AN 3a peann3npaHe Ha nC.
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211 OcCHOBHM NOHATMA B UH(pOPMaLMOHHATaA CUTYPHOCT

Tyk npegcrtassme cbyHaameHTa Ha obnactta Ha MHOpPMaUMOHHATa CUrypHOCT, onucaH
4ype3 HENHUTE OCHOBHU NMOHATUSA (Purypa 9).

KoMNpoMeTUpaHe Ha CHUIYPHOCTTA Exkcnonatayma
r
YA3IBUMOCTH > ATueW / [aHHK MaTouHnuK Ha 2annaxu
£
Mpouyec MoTueauma
h

3annaxu

Llen MeTon

AreHT Ha 3annaxa

OueHKa
HeyTpanuiauvpaHe MpoTUBOASHCTEME
yTp P Mogxoaw 3a P A
MeTton CHMIYPHOCT MeTon

durypa 9. Y4A3BMMOCTHU, 3anniaxm 1 ataku

HedunHupame ocHoBHUTE NoHATUA Ha UC: ,Cvbutne”, ,CurHanu / Anapmn®, MHUMOeHT:,
,=Hapywenune“ (Breach), ,Yassumoct® (Vulnerability), ,3annaxa“ (Threat), ,AreHT Ha
s3annaxa“ (Threat Agent), ,Ataka“, ,M3tnyaHe Ha pgaHHn® (Data Breaches), ,3aryba Ha
AaHHW" (Data Loss).

2.1.2 YassumocTun. 3annaxu. U13TouyHMUM U areHTH Ha 3annaxarTa

B Tasu nopgatoyka nogpoOHO ca pasrnedaHu noHsatTudata ,YassumocTtu®, ,3annaxu®,
LM3TOUHULM® 1, AreHTN Ha 3annaxaTa“ u TaxHaTa B3aMMoBpPb3Ka.

2.1.3 BekTopu, Lenu u xapaktep Ha 3annaxara

Tyk ca pasrnegaHn noHatuata ,Bektop”, ,Uen” u ,Xapaktep Ha 3annaxa”. Cnopeg
BEKTOpA Ha 3anfiaxa, 3anfnaxute morat ga ce knacuuumpaT Ha BbHLIHU U BbTPELLHN.

,,BBHWHU 3annaxu“

MNocokaTa Ha atakaTta npu BbHLUHMTE 3anfaxyv € OTBbH HaBbTpe, CcpeLly 3alnuTeHuTe
NHOPMALMOHHM akTuBK. [py BBHLWIHWTE 3annaxu ce M3nonsBa npuHuuna Ha Hau-
cnaboTo 3BeHo. ATakyBallaTta cTpaHa ce onuTBa Aa Hamepwu NpPonycku B 3awymutaTta uvpes
KOUTO Aa MPOHUKHE B 3aljuTeHaTa Mpexa, CbpBbpu Unn paboTHU CTaHuuM 1M ga noeme
KOHTPON BbPXYy MHOPMAaLNOHHUTE aKTUBU Unu MHAPACTPyKTypa. TakmBa ca Hanpumep:
xakepckn atakm, DoS artaku, Yepseu (Worms), TposiHckn koHe (Trojans), Bot-Mpexn
(Botnet), Atakn 3a oTka3 Ha ycnyra - DoS n DDoS ataku, 3annaxa tun Drive-by Exploits, 1
NHxekTupaHe Ha kopg (Code Injection Attacks) [25].

,»,BbmpewHu 3annaxu*

MHUMAEHT, NpUYMHEH OT BbTPELLHA 3arnnaxa Bb3HMKBA, KOraTo BbTPELUHO nuue - Cry-
XUTen, NapTHbOP UIM AOCTaBYMK C OTOPU3MPaH [OOCTbM A0 YyBCTBUTESHA 3a OpraHu3a-
unaTa MHopMauMa UM cuctema, LeneHacodeHO UM criydyanHo 3noynotpebu ¢ Toam
AOCTbI, KAaTO TOBa BOAM A0 OTpuUATENHU 3a opraHmsauusTa nocneactems. CbLiecTBy-
BaT MHOXXECTBO NMPUYNHUN 32 MHUMOEHTU, CBbP3aHN C BbTPELLHN 3annaxu.
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e HebpexHo noBegeHne Ha BbTPELLHUTE NNLA;

e [locTaBYMLM M BBHLUHN KOHTPAKTOPW;

e [lpekaneHo cTporn NONUTUKK 3a KMbepcurypHocT — ,Security Fatigue®;
e Kpaxba Ha eneKkTpoHHa MOEHTUYHOCT;

e 3noHamepeHu noTpedutenu.

BbTpewHnTte 3annaxu morat ga ce pasfensT Ha HSKOSIKO OCHOBHW rpynu criopes
TEXHUS U3TOYHMK: YoBelwka 3annaxa, AKTUMBHOCT Ha notpebutenute wun busHec-
NPUNOXEHUS

2.1.4 Ataku u npoTuBogencTBme

B Tasu nogaTtodka noapoGHO ca pasrnegaHn KaTeropumnte aTaku, TEXHUS MexaHU3bM U
nogxoauTe 3a HeyTpanuavpaHeTo M.

2.1.5 MNoaxoau 3a MHchpopmaLMOHHA CUTYPHOCT

MoaxoguTe 3a nHdopmauunoHHa curypHoct (MUNC) npeacraBnsasaT mepku nog gopmarta
Ha OencTBusA, nNpouecu unu npoueaypu, npeanpueTy 3a 3almta Ha UHGOopMauuoHHaTa
cuctema oOT  aTakuTe cpewy [loBeputenHoctTta, Lenoctta v HanuyHocTTa Ha
WHpopMaunoHHaTa cuctema. Llenta e pegyuMpaHe Ha pucka, CBbp3aH C
nHdopmMauunoHHata curypHocT [12]. lNMogxoauTe ca opraHM3auMOHHWU, TEXHOSTOMMYHU W©
TEXHUYECKN, N Ce npunarat B CbOTBETCTBUE CbC crneyndukaTa Ha genHoctta Ha CybekTa
[15] (Hapenba 3a MMHUMaNHUTE M3NUCKBAHUA 3a MpPEXOoBa U MHPOPMAaLIMOHHA CUTYPHOCT).
Cnopep, BpemeTo Ha coeTo geuncteue, NMNNC Mmoxe ga ce rpynupart normdeckn B HAKOSKO
kateropun [2, 12, 13]: [lpeBaHTMBHN, PaskpmBawn, Bwbanupawm, KopekTnsHu,
Bb3actaHoBuTtenHn n KomneHcaTnBHMW.

MAC morat ga nmat pasnuyHa guamyecka peanusaums [2,12,13,14]: NMNC 3a dusndecka
CUTYPHOCT, AOMUHUCTPATMBHU, TexHonornyHm, OnepatmueHn n BuptyanHu.

2.2 Puck aHanus

B Tasu Touka pasrnexagame NoHATUATa PUCK, YNpaBreHMe Ha pucka, OLieHKa Ha pucka.u
METOOM 3a OLeHKa Ha pucka. KaTto 4yacT OT oueHKaTa Ha pucka ca pasrnegaHun u
npouecute Ha WAeHTUMUMpaHe Ha 3annaxu U yA3BUMOCTU U OLEHKa Ha aKkTuBuTe.
OnwncaHu ca 1 npoLecuTe Ha NOTUCKaHe Ha pucka 1 nepyvoanyeH NpoLec Ha oLeHKa

2.3 BuaoBe KOMyHUKauuum

Ty|< ca pasmengaHn BnagoBeTe KOMYHUKaAUUA B OpraHu3auudta OT rnegHa TOo4YKa Ha
nogxoauTte 3a oCbLleCTBABAHE:

o ,MepapxuyHa opeaaHU3aUUOHHA KOMyHUKauus® - KOMYHUKaUWs B paMKUTe Ha
AafileHa opraHu3aLusi OCHOBaHa Ha iepapxmyHaTa CTPyKTypa Ha opraHu3auusTa;

o ,Mpexoea KomyHUKayusi“ - KOMyHUKaLMSA, ocurypsisallia paBHOMOCTAaBEHOCT MexXay
y4yacTHUUUTE B Hesl.

B 3aBucumocT OT cneundukata Ha ABaTa BMAa KOMyHUKaUUSA ce U3MOon3BaT pasnvyHu
nogxogn 3a MHAOPMaUMOHHA CuUrypHocT. B HacTodwata guceptauusa e pasrnegaHa
nepapxmyHaTa opraHM3auuoHHa KOMYHUKAUMS U CbOTBETHWUTE MOAXOAM 3a 3alimTta 4pes
Cunctemn 3a npegoTBpaTsiBaHe uatnyaHeTo Ha gaHHu (CMWI), nosHath owe u kato Data
Leak Prevention.

OT rmegHa Toyka Ha KOMYHMKALMOHHUTE npoueaypu U TAXHOTO dpopmanu3vpaHe ce
pasnuyasat popmarnHa n HedpopmMmanHa KOMyHUKaLUS:
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e QopmanHama KOMyHUKauusi cnefa KakTo hepapxuyHaTa CTpyKTypa Ha opraHusa-
uMsiTa, Taka U XOpM3oHTanHaTa KoOMyHuKaums mexay cnyxutenute. Ts ce cbobpa-
35iBa CbC 3afafeHu WabnoHW, XapakTepHW 3a opraHu3auusaTa, kaTo npuvoputeT
nmaT cbobLleHMaTa cnyckaHu OT PbKOBOACTBOTO HAZOoMy MO CTPYKTypaTa;

e HechopmanHa KOMyHUKauusi € exedHeBHaTa KOMYHMKaUMS MeXAy CryXuTenure.
Ts He cneaBa 3agafeHu WabnoHW, HUTO CTpora Nepapxusi, Ho Ma XU3HEHOBaXKHO
3HayeHWe 3a opraHu3aumsaTa, 3aWoTo Ype3 Hesl Ce M3BbPLUBAT BCEKMOHEBHUTE 3a-
Aauu.

2.4 TexHonoru4yHa rrnegHa Touka npu npoektupaHe Ha CUC

B Tasu nogtouka ca pasmexgaHu  pasnudHM TEXHOMOTMYHWM  MOAXOAM  3a
pa3paboTBaHETO Ha cuctema 3a MHOpPMaUMOHHA cUrypHocT: OBGEKTHO-OpUEHTUPaHUS
nogxopn, AreHTeH nogxog u Myntu-areHTHU cuctemu.

2.5 OO6paboTtka Ha nHcopmauus

Tyk ca pasrmegaHn BuaoBeTe AaHHW, obpaboTBaHM, M3MoON3BaHWM M Cb3daBaHW OT
opraHusaummte. Bcsika opraHmsauus uHOyBMAyanHO onpegenst Kou  OaHHW  ca
XW3HEHOBaXXHM 3a HEMHOTO PYHKLMOHMPAHE U KOW ca BTOPOCTENEHHU UNN NoaabpiKallu.
Mo aedUHULMS YYBCTBUTENHUTE AAHHU Ca Te3W AaHHW, KOUTO OafeHa opraHuM3auusi He
MOXe [a cu no3sonv da 3arybu, ga Obaar paskputv unu ga craHaT [OCTOsiHME Ha
HeoTopU3npaHu nuua.

B 3aBMCMMOCT OT TOBa KaKk AaHHUTE Ce M3MOSM3BaT, CbXpaHsBaT WM NpeHacaT oT
pasfiMyHUTE CUCTEMU N NPUSTOXKEHNSA Ce pa3rpaHmyaBaT 3 OCHOBHU CbCTOSIHUS:

e [laHHW B NOKOW;

e [laHHW B ABMXEHUE;

e [laHHu B ynoTpeba.

2.6 3aknr4yeHue

MpencraBeHNAT aHanu3 Ha obnacTTa Ha cucTeMUTe 3a MHAPOPMALMOHHA CUTYPHOCT €
YacT OT NpuUNoXeHus noaxon 3a pa3paboTBaHe Ha TakMBa CUCTEMM, M3BECTEH KaTo
,OTrope-Hagony“. Ton gaBa Bb3MOXHOCT Aa ce pasrnexga v npunara obuwa nonutuka,
npouenypu n npouecn 3a MC c uen nocturHe Ha onpegenenn uenu. Nogxoaduw e 3a
Cb3gaBaHe Ha pedepeHTHa MmeTogosnorna 3a paspabotrBaHe Ha CUC, ocHoBaHa Ha
onpegensiHe Ha pamka 3a TSXHOTO NPOEKTUPAHE.

HanpaBeH e onuT ga ce OoCblIeCTBU eauH uanocTteH norneq sbpxy CUC oT HAKoNKo
rnegHu Toukn: MHdopmauymnoHHa CurypHocT, Puck aHanuna, ObpaboTtka Ha uHdopmauusaTa,
Moaxoosawm KOMMNITbPHU TEXHOMOrMM 3a pas3paboTBaHe Ha cucTemaTa M Bb3MOXKHMU
BMOOBE KOMYHMKaums — OOeKT Ha WHgopMaumoHHa 3awmTta. Bcecska rnegHa Touka
npeacraeBnsiBa nNepcrnektMBa, B KOATO TpssbBa p[ga ce pasrmexga obnactra Ha
CblllecTByBaHe Ha cuctemaTta. Ham-ronsamo BHMMaHWe W Han-g4eTannHo € onucaHa
obnacTtta Ha MHpoOpPMaLMOHHATa CUTYPHOCT, Tbil KaTo TS € PyHAaMeEHTa Ha cucTemMuTe 3a
MHOPMaLUNOHHA CUTYPHOCT.

B3anmocBbp3aHOCTTa Ha OTAENHUTE MeaHN TOYKU AOoBeXAda OO0 MHTEePECHU pesynTtaTu.
Hanpumep CbBMECTHOTO MpunaraHe Ha KOMYHMKAUMOHHAaTa rnegHa Tovka U Tasu Ha
WHpOpMaLUMOHHATa CUIypHOCT AOBeXda A0 Cb3fgaBaHe Ha HOBa KBanudukaums Ha
nogxoauTe 3a ynpaeneHne Ha WHJOPMauMoHHaTa CUFYPHOCT, KOATO € npeacraBeHa B
rmaea 1 Ha pguceptauMoHHus Tpyd. B3auMmosaBucumocTTa Mexay rnegHuTe TOuKK
NHdopmaumoHHa curypHocT n ObpaboTka Ha MHGoOpMaumsaTa goBexaa 40 BbBEXAAHETO
Ha HOBW MOHATUSA N HOB acnekT 3a OLUeHKa Ha nHdopMaumsaTa — YyBCTBUTENHOCT. CbLoTo
MOXe [a Ce KaXe W 3a BIUSIHUETO Ha rnegHata Todka MHdopmaumoHHa CUrypHoOCT BbpXY

Asmopegpepamu Ha ducepmauuu 2022 (1) 50-101



66 NBeaH Mangapckn

TEXHONOrnATa, N3BECTHa Kato AreHTeH noaxoa.
[maBa 2 onuceBa M3NbMHEHMETO Ha 3ajaya 2, geduHupaHa B "Len v 3agaym Ha
anceprtaundara”

» AHanu3 Ha obnactta Ha MHpopmMaumMoHHa CUrypHOCT KaTto YacT oT npobnemHara
obnact Ha Cuctema 3a MIHpopmaumnoHHa CurypHocT;

B pesyntaT Ha Hay4YHou3cregoBaTtenckara eMHOCT 3a onpeaensHe u knacudpuumpaHe
Ha nogxodu 3a ynpasrfieHMe Ha WH(OpMaUMOHHATa CUTYpHOCT U NpU aHanmMsa Ha
WMHOpMaLNOHHATa CUrypHOCT KaTo YacT OT obnacTtra Ha cuctemmuTe 3a MHPOpPMaLMOHHa
CUIYPHOCT Ca NOCTUrHATU CreaHNTE HayYHU U HaYYHO-NPUITOXHN NPUHOCK:

1. lMpennoxeH e HOB MeTo 3a pa3paboTBaHe Ha cMcTeMn 3a UHPOPMALIMOHHA CK-
rYPHOCT B OpraHu3auuu, KOWTO MHTerpupa mMoaenHo-6asnpaHo paspaboTBaHe
Ha CUC ypes npunaraHe Ha nogxona ,o0Trope-Hagony“ ¢ HoOB MeToA 3a aHanus
Ha npobnemHaTa 06nacT Ha TO3M BUA CUCTEMU. XapakTepHO 3a NPeanoXeHUAT
METOA €, Ye e TEXHOSIOMMYHO He3aBucuUM /ycrnoBue [a MOCMyXM 3a OCHOBa 3a
Ccb3faBaHe Ha pedepeHTHa MeToAosiorus 3a paspaboTBaHe Ha TO3U BUA CUC-
Temu/; roBKaB /No3BosisiBa paswwmmpsiaHe Ha cbuiecTtByBala CUC ¢ HoBa doyH-
KUMOHaNHOCT/; nognomMara NoCTUraHeTo Ha onepaTuMBHa cbBMecTUmocT Ha CHC
CbC CbllecTByBalla MHPOPMaLMOHHA CUCTEMA Ha OpraHu3auus 4Ypes M3nons-
BaHe Ha €aVH 1 CbluM NOAXOA 3a MoAeNnMpaHe Ha ABETE CUCTEMM;

2. lpennoxeHo e geTannHo onucaHne Ha pyHaameHTa Ha obnactrta Ha WHMOp-
MaLMOHHAaTa CUIypHOCT, OCHOBaBALLIO Ce Ha HEVNHUTE OCHOBHMW MOHATUS.

NaBa 3 [lpoekTupaHe Ha cuctema 3a MHopmMaLMOHHA CUTYPHOCT B
opraHunsauun. Mogen Ha aHanusa. lpoekTeH moaen.

B Tasu rmaea e onucaH MeToA 3a MpoekTMpaHe Ha cuctema 3a MHAOPMAaLMOHHA
CUrypHOCT Ype3 cb3naeaHe Ha Mogen Ha aHanusa u MpoekTteH mogen. KoHueHTpupame ce
B npoektupaHeto Ha CUC, npeaHasHadyeHa 3a opraHusaumm U Haco4YeHa KbM 3aluta oT
N3TU4YaHe Ha YyBCTBUTENHA MHOPMaLUA OTBbTPE-HaBbH OT BbTPELLHU Nl C NermTumMeH
[I0CTbMN 10 PEecypcuTe Ha opraHnsaumaTa u 4o HelH1UTe OaHHW.

3.1 CwucrtemHa pamKa 3a onMcaHue Ha apxuTeKkTyparta Ha cuctemMm 3a nHdopmaum-
OHHa CUIrypHOCT B OpraHmM3auum

Pa3paboTrBaHeTo Ha CUC npemunHaBa npes cnegHute etanu (durypa 5):

1. YTOYHsABaHe Ha n3nckeBaHusta kbm CUC,

2. CUCTEMEH aHanM3 Ha U3UCKBaHUATA M KOHCTPyMpaHe Ha MOAEN Ha aHanm3a CbB-
nagaiy ¢ mogen Ha npobnemHarta obnact

3. Cb3gaBaHe Ha npoekTeH mogen Ha CUC,

4. N3rpaxxgaHe Ha Mogen Ha peanusauusi.

B Tasu nogtouka e npeactaBeH npoueca Ha AeduHMpaHe Ha CUCTEMHA pamMKka 3a
onucaHne Ha apxutektypata Ha CUC. CucremHata pamka 3a onpegensiHe Ha
npobnemHarta obnact Ha CUIC n B nocneactene apxutekTypara Ha cuctemarta onpegens
rpaHMuuTe, B KOMTO THA ce paspaborBa cuctemarta. PedepeHTHaTa metogonorusi 3a
paspabotBaHe Ha CUC, npeanaraHa OT Hac € OCHOBaHa Ha paMKaTta 3a apXUTEKTYPHO
onMcaHve Ha nporpamHu cuctemn, onucaHa B ctaHgaptute IEEE 1471 v IEEE 42010.
ApPXUTEKTYPHOTO OMUCaHMEe MNOCTaBHA HayanoTo Ha Cb3daBaHE Ha NPOEKTEeH Moaen Ha
CUC. Town ce nanonsea npu peanunsauma Ha peanHa CUC, npyn npoekTupaHeTo Ha KOSTO
ce oTyuTaT M yHUdUUMpaT U3UCKBAHUATA Ha pasnUYHUTE rMegHu Toukum B obnacTtrta Ha
nHtepec Ha CUC. basoBute KoHUENLMKM, 3anerHdany B OCHOBaTa Ha pamMKkaTa 3a aHanu3 Ha
obnactta Ha cuctema 3a NHdpopmaumMoHHa CUrYpHOCT ca npeacTtaBeHu B T.1.6 - OkonHa
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cpega, 3auvHTepecoBaHa cTpaHa, O6nact Ha wHTepec, W3rmea, [MegHa Touka,
ApxutekTypa Ha cuctemarta, APXUTEKTYPHO onucaHue, Pamka Ha cb3gaBaHe Ha
apXUTEKTYPHO onucaHune, ApXUTEKTypeH uarnen, ApxuTekTypHa rnefgHa Toyka, Bua Ha
MoAena ca npuroXuMn Npu aHanusa Ha obnactta MHdopmaumoHHa CurypHoct. Te
onpenensaTt obwata KOHUenTyanHa pamka, Mo3BoOfsBalla MHOrOacnekTHO OonucaHue Ha
npobnemHara obnacTt n onpegensaHe Ha apxutektypata Ha CUC 4pes3 uanonsesaHe Ha
Bb3MOXHOCTUTE Ha KOHLUeNTyanHoto mogenupade [99, 100, 101].

3.1.1 OnucaHue Ha noaxoaa

CbLUHOCTTa Ha HalKnsa NOAXO4 € MbpBOHAYarHO Cb3gaBaHe Ha 0bobLueH mogen, a cnea
TOBa Ha Heroparta OCHOBa M AeTanneH moaen Ha npobnemHaTta obnact Ha CUC. Taka Hue
ce abcTpaxvpame OT M3NULWHUTE NoapOoBHOCTU N ce (hoKkycMpame BbpXY CbLLUECTBEHUTE
XapakTepucTukn Ha cuctemata. [lpouecbT Ha KOHUENTyanHO MoenupaHe 3aBUCK OT
pamMkara, B KOATO ce (hopmMumpaT OCHOBHUTE MOHATUS.

YacT oT nanckBaHuaTa KbM cuctemara 3a MHopMaunoHHa CMrypHocT ce oopMmumpar oT
oKoSiHaTa cpefa, onpegensia ycroBusaTa npu KOMTo Ts e onepupa. Tean n3mckBaHus ce
AeduHMpaT Bb3 OCHOBA Ha MNPeasioKeHUAT OT Hac MeTod 3a aHanu3 Ha [lpobnemHarta
obnacTt 1 onpeaenaTt Mogen Ha aHanuaa. To3u aHanua B3uMa npeasua rmegHuTe TOYKNU Ha
BCUYKN 3amHTepecoBaHM Yy4yacTHuUUM B paspaborBaHeto Ha CUC, rapaHTupankm
KoMmnnekcHocT Ha nogxogmte 3a WNC. MopgenbT Ha npobnemHata obnact cbBnaga c
mModena Ha aHanusa. To3n Mogen NpeacTaBs XenaHaTa apxXuTekTypa Ha cuctemara.
TpsibBa ga ce npaBu pasnvka Mexay apxuTekTypa Ha cuctemara U onmcaHuve Ha
apxuTekTypaTta, T.e. apxXuTeKkTypeH mogen. [lokato onpegensHeTo Ha apxuTekTyparta Ha
cuctemata oTpassdBa MoOAena Ha aHanmsa, TO apXUTEKTYPHUSAT MOoAen € 4acT oT
NPOEKTHUA MoAaen.

3a uenute Ha NpoekTUpaHeTo Ha 6asata Ha Ccb3gageH KOoHuenTyaneH moaen ce
KOHCTpyupa oOnucaHue Ha apxuTekTypata u dyHKumoHanHoctta Ha CUC, kouto ca
KOMMOHEHTU Ha [MpoekTHus mopen. MarpaxaaHeto Ha [MpoekTHna mopen ce 6asumpa Ha
N3NonN3BaHETO Ha 0OEKTHO-OpUEHTUPaH Noaxon U 0O6EKTHO-OPUEHTUPAH €31K 3a onucaHue
Unified Modeling Language (UML), npepoctaBslW, WHCTPYMEHTU 3a ONUCaHueE,
aHanuaupaHe, MogenupaHe u JOKYMEHTMpaHe Ha apxuTekTypaTta u yHKLMOHANHOCTTa Ha
CunC [97, 98].

MpOEKTHNAT MoAen ce CbCTOM OT apxXUTEeKTypeH Mogen u yHKUMOHaneH mogen,
OnncBaHM CbC cboTBeTHUTE amarpamn B UML. [lpn KOHCTpympaHeTo Ha To3u mogen,
KOHUENTyanHusaT Moaen ce TpaHcdopmupa B OOEKTHO-OPUEHTMPaAH MNPOEKTEH MOAern.
MogenbT Ha peanu3auus MoXe Aa Ce OCbLLECTBU MO ABa Ha4YMHa - Ype3 areHTEH Noaxoa,
Nno3BoSIsBaLY, CMMYyrauMa Ha peanHata cuctema, Unm 4Ypes3 M3non3BaHeTO Ha KOHKPETHU
CbLUECTBYBaLLUM CUCTEMM, NPEACTaBnsBalLM cpeda 3a peanusaums Ha CUC. TakmBa ca
Hanpumep cuctemuTe 3a npegoTeparsiBaHe u3tndaHe Ha gaHHu CIU[ kato Devicelock
[95] n Cososys Endpoint Protector [96].

3.2 Mopen Ha aHanu3a

B Tasu Touka e npeactaBeHO Cb3gaBaHETO Ha modena Ha aHanusa. Cuctemarta ce
npoektupa B AageHa lpobnemHa obnact (M0O) B koATO ce npencrtaBsaT npobnemuTe u
3agaunTte 3a peanuavpaHe ot CUC. B pesyntatr Ha aHanm3 Ha [1O ce pgoctura go
onucaHve Ha npobrnemHata obnact u cb3gaBaHe Ha Mopgen Ha npobnemHaTta obnact
(MIMO), koeTo € no cbluecTBo M Moden Ha AHanunsa. MogenbT Ha npobrnemHaTa obnacT u
MoaenbT Ha aHanusa ca ekBuMBaneHTHW. To3n MoAen npeacTaBs XenaHata apxuTekTypa
Ha cuctemara.

Kbm MINO Ha CUC ce nocTaBAT crnegHnUTe U3NCKBAHUS:
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1. B CcbOTBETCTBME C Ha4yMHa Ha (PopMUpaHe Ha MOHATUSA KOHLENTYyanHOTO MoAenu-
paHe npegonpeens noHe ABa etana npu cb3gaBaHe Ha Mofernia Ha npobnemHaTa
obnacT: KoHCTpynpaHe Ha 0606LLeH MOAEeN U KOHCTPyUpaHe Ha AeTanneH MoLen;

2. Apxutektypata Ha CUC Ttpsabea ga cboTBETCTBA Ha onucaHneTo Ha [pobnemHaTta
obnacT, Kb4eTo ca onpegeneHn 3agadnte, KOMTo TpssbBa ga M3nbiHsBa cucTema-
Ta;

PesynTaTbT OT U3nonssaHe Ha KOHLENTYanHOTO MoAenvpaHe npu cbagasaHe Ha Mogen
Ha aHanusa e KoHuenTyaneH MoAern, KOUTO NpeacTaBnsaBa B CBOATA CbLHOCT abcTpakums,
Bcaka egHa koHuenuusa ce pasrnexga kaTo oTgeneH KOMMOHEHT. 3aToBa To3n moaen
npegcraesa U apxutektypata Ha CUC.

3.2.1 O6o06weH moaen Ha npobnemHata obnact Ha CUC

B pesyntat Ha m3BbplUieHUa aHanu3 Ha npobnemHaTta obnact Ha CUC moxe pa ce
0606Ln, 4Ye Han-BaxXHUTE BBLMNPOCK, Ha KOUTO TpsibBa Aa OTroBOpM €dHa cuctema oT
rmegHa To4YKa Ha WMHQOpMauuoHHaTa curypHocT ca: ,KakBo 3awuTtaBame?”, ,3aulo
3awmtaBame?, ,Kak sawmtaBame?‘ n ,Kvge sawmrtaBame?‘. CuctemHata pamka 3a
npegcraBsHe Ha apxutekTypata Ha CAC e OT cbLieCTBEHO 3HaYeHne 3a pa3paboTBaHeTo
Ha cuctemarta, 3aloTO NOCOYBA OCHOBHWUTE KOMMOHEHTWU, HeobxoaMMn 3a nocTuraHe Ha
noctaseHuTe u uenu [20, 125].

KomnoHeHTUTEe Ha o0000wWeHns wmoaen cbBrnagatr cbe 3agaymnte ot 1O Ha
npoekTMpaHaTa cuctema 3a WHGOpPMaUMOHHA CUTYPHOCT. Te oOTpassiBaT CbOTBETHUTE
eneMeHTn OoT aHanuM3a Ha obnactta WHdopmauynoHHa CurypHocT. Ha Tasm 6Gasa
npegnarame Meta-mogen, npeacrasnssaw, 06obweH mogen Ha npobnemHaTa obnact Ha
CUC. MogenbT ce CbCTOM OT LWEeCT KOMMOHEHTa, OTroBapsLLM Ha OCHOBHUTE KOHLENumu,
kouto npenctaBaAt obnactta NC (Purypa 14) :

“BawmTa Ha kpanHute Toukn” (Kbae 3awmraBame?),
“3awmTa Ha komyHukaumnte” (Kbae n Kakeo 3awmutaBame?),
“BawmTa Ha gaHHK” (KakBo 3awwmTtaBame?),

“Habntogenne n AHanuns”,

“YnpaBsneHune n KoHdpurypupaHe” (Kak sawmutaBame?),
“‘Mogen n nonuTtuka 3a curypHoct” (3aLlo 3awmTtaBame?).

Mogen v NOAWMTKHES 33 CMNYPHOCT

Mpunara ce
HEICO'-IEIEI/ P \ CuhoToAHKe

YnpaeneHue K HabrogaEa HabtnogeHwe 1 AHanus
KDHCDHWDHDaHEE /D',
Hagnwogaea
KoHdourypaumA
?au_unTa Ha P \‘ JawmTa Ha
KparHWNTE TOYKK - KOMYHWUEAUWATE
OSezonacAea

Bmm:& /;mu Bd
¥

JawmTa Ha gaHHK

durypa 14. O606LLeH KoHUenTyaneH mogen Ha npobnemHaTa obnact Ha CUC
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BbB BCekM egnMH MOMEHT JaHHUTe moraT Aa 6baaT B €4HO OT TpUTe CbCTOAHUS: ,JaHHK
B NOKOM“ (CbXpaHeH Ha 3anameTsiBalo YCTPOMCTBO, apXmB UM MpexoB adan), ,JaHHu B
ABWXeHMe" (AaHHM yyYacTBaluM B KOMYHMKaLUMS, JaHHU 3a CbCTOAHMETO Ha JadeH Moayn)
unu ,JaHHum B ynotpeba“ (BCUYKM OaHHW M3NON3BaHW U obpaboTBaHM B MPUNOXKEHUS)
[23]. 3a dopmanHo npenctaBsaHe Ha gaHHuTe B CUAC cb3gaBame meta-mopen (durypa
15), kouto ce Gasupa Ha rnegHaTa Todka ,ObpaboTka Ha MHpopmaumna“ B obnacTtta Ha
nHTepec Ha CUC (durypa 8) [19]. 3a ga ce 3aWUTAT pasnMyHUTE TUMOBE [aHHU €
HeobXxoaAMMO Aa ce BHeapAaAT cneunduyHM NoAXoAWM 3a MHAOPMAaLMOHHA CUTYPHOCT B
OCHOBHUTE OrokoBe Ha MeTa-mogena OT rnegHa Todka ,MHdopmMaumoHHa CurypHocT.
HaHHuTe TpsbBa ga 6vaat 3awmuTeHu cpelly 3aryba, kpakba, HeoTopuaMpaH OOCTbMN U
HEKOHTpPONMMpaHM MNpoMeHn u4pe3 npunaraHe Ha [MUC, kaTo Hanpumep: KOHTPOM Ha
lMoBepuTenHocT, LIANOCTHOCT, KOHTPON Ha AocTbNa, u3onauus n pennukaumsa [17, 18].

C uen ga ce B3emat NpeaBua U3NCKBaHMATA Ha BCUYKM 3aMHTEPECOBaHW CTPaHu, T.e.
pasnuyHUTe rMegHn TOYKW, HaWNAT NOAXO0A NO3BOSISIBa Cb34aBaHETO Ha NPOm3BosieH Bpon
KOHUeNnTyanHn meTa-modenn, Koumto morat ga 6baat koMOGuHWpaHu B edHa cucTema.
Pesyntata e MHOrocrnoeH koHuentyaneH meTta-mogen Ha CUC KOMTo cbabpxka MeTa-
MoZenu, npeacTaBnsiBally CbOTBETHUTE MMEOHN TOYKN.

MokasaHnaT Ha Purypa 16 MHOrocnoeH MeTa-mogen npencrtaBsa [MegHUTe TOYKM
“‘UHbopmaumoHHa curypHocT” n “ObpaboTka Ha MHpopMaumsa” 1 B3aMMOBPBIKUTE MEXAY
Tax. KaTto cCTpykTypa nonyyeHms KOHUENTyaneH MeTa-Mo4esnl CbOTBETCTBA Ha
MHorocnonHua mogen Ha 3awmta ot durypa 4.

" BbHlwHa
$ainoe CLpBL
PEBD nameTt YebcTpaHum
CnogmeneH gan  —»» OnTuen EnekTpoHHa noLua
HOCUTEN Ha

WHdopMaLUKA

lNpoTokon 3a

PaboTHa cTaHuumA » NpeHoC Ha >
MpunTep " thaiinose
basa faHHu Nokaned nevat| Mpexos neyat |

L

NanTon — | [punoxeHnA » lNoTp. KaHanw

[aHHK B
JBUHEHNE

HaHHu B
ynotpeba

durypa 15. Meta-mogen “ObpaboTtka Ha nHgdopmaumnsa”

CobBKynHOCTTa OT nogxoaute 3a VIC, nsnonsesaHu B Mofena ocurypsisa U3nbfIHEHNETO
Ha 6a3oBWTE NPMHUMNK 32 MHCpOPMAUUOHHa curypHocT kaTto ,IMUH Tpuaga®, MpuHumn Ha
TponHoTto A“ n ,MpuHuMn Ha Han-cnaboTto 3BeHO". OCHOBHaTa Len e 3aliuTa Ha AaHHUTE B
opraHusauuarta. opagn CnoXHOCTTa Ha 3awmTata Ha BCUYKM Bb3MOXHU [JaHHU, HUe ce
dokycupame B 3awmTa Ha YYBCTBUTENHUTE 3a OpraHu3auusita [gaHHW, KOUTO Cce
AedvHmpaT B 3aBUCMMOCT OT OKOfHaTa cpefa B KOATO ce npoekTupa cuctemara. Otumrar
ce HOpMaTUBHW, 3aKOHOBW, pPerynaTtopH/ U Apyrn M3NCKBaHUSA U ycunusTa ce ceexagaTt go
3almuTa Ha CpaBHUTENHO Marku no obem, HO KpUTUYHM 3a paboTaTta Ha opraHu3auundaTa
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AaHHW. OT4YNTaT ce HOpMaTUBHU, 3aKOHOBU, peryrnaTtopHu 1 Apyrn U3UCKBaHUSA U yCUnusita
ce cBexaaT A0 3alumMTa Ha CpaBHUTENHO Marnku no obem, HO KpUTMYHKM 3a paboTarta Ha
opraHusaumsaTa gaHHu. Te3n JaHHu ca AeuHMpaHu KaTto YyyBcTBUTENHM U uenta Ha CUC
e aa 6baart 3awmTteHn. OTAenHUTEe KOMMNOHEHTU HA MeTa-MoAena U3NbIHABaAT pasnnyHu

(byHKLl,l/IOHaJ'IHOCTVI no 3awiuTa.

wra /° ~ 3% Habnio-
Croit 1 Ha Sat n::-j'npaEmEHMe ' aumTa . Y nenve ;
KpaﬁHMTe M —*/ Ha T '
TD'-Ih’.b‘h OHGUryRHPaH KOMY HfKELIVMT Abanus ;
., s - D N [} :r

[
|

aHH! ﬂéﬁhu ﬂaHHH 8
B MOKO# B YI'IDTDEEEL B ﬂanmewea

®urypa 16. MHorocnoeH KoHuenTyaneH mogen Ha CUAC

B 3aBMCMMOCT OT WM3MCKBaHUATA Ha pasnNUYHUTE 3aUHTEPEeCOBaHM CTPaHu, KbM
KOHUeNnTyanHus mogen morat ga 6vaat gobaBeHn MeTa-modenu 3a pasnuyHUTE rmegHu
TOYKM, C Len 3agoBonsiBaHe Ha TexHUTe mnanckBaHusa kbm CUC. MonyyeHnaT MHorocnoex
KOHUenTyaneH Mogen ce TpaHcdopMupa B peanHa gusmyecka peanusaums Ha CUC.

3.2.2 [etannHo npeactaBsAHe Ha npobnemMHaTa obnact

Tyk e pasrnegaHo geTaunHoTo NpeacTaBsHe Ha npobnemHaTta obnacTt. Ha ocHoBaTta Ha
0606weHna mogen Ha CUC ce cb3gaBa geTtanneH mogen Ha npobnemHara obnacTt Ha
CUC. Pasrnexgame pfeTannHiTe KOHUENTyanHM MoOAenu Ha [Be OT nokasaHuTte
KoHuenuun — ,3awuma Ha KpatuHume moyku“ (Purypa 17) un ,Bawuma Ha

KkomyHukauyuume. (durypa 18).

MonuTuka 3a CUrypHOCT

Hacousea
CucToAHME

K Habnwogaea
OHEPUIYpUpaHe HabnwaeHwe 1 aHanus
yrnpaeneHuve D
KoHTpon
KoHTpon Habnionaea
PrsMHecka JalwmTeHo xpaHunuiye
BawmTa >
KoHTpon

Noeepue
WMaesmudukauma

WMpoeHTu4HoCT 1
Brmouea KOHTpORM Ha AOCTbNa

Brmouea

T Brmouea

3awmTa Ha JaHHK

®urypa 17. [leTanneH koHUenTyaneH MoAen Ha KoHuenuusaTa ,3almra Ha KpanHUTe TOYKN®
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KpanHute To4km ca enemeHTn Ha CUC, KONTo nmat U34NCrnMTenHn n KOMyHUKaLMOHHU
Bb3MOXXHOCTU: YCTPONCTBA, paboTHM CTaHUMN, CbPBbPU, ENEMEHTN HA KOMYHUKALMOHHaTA
WH(ppacTpykTypa, obnadyHa WHMpacTpykTypa u gp. Te umaTt pasnuuHm QyHKUUK ¢
N3NCKBaHUS 3a CUTYPHOCT U TsIXHATa 3awuTta Moxe ga 6bae nocturHata cbC cneundunyHmn
nogxoam 3a nHgopmaumoHHa curypHoct /TTNC/.

3a ga ocurypu HanudHocTtTa, NMoBepuTtenHocTTa 1 LianocTHocTTa Ha KpanHaTa Touka,
KoHuenuuaTa ,3awuma Ha KpalHume moyku“ TpabBa ga ocurypyM M3NbIIHEHWETO Ha
onpegeneHn yHKUMOHANHOCTMU, KOUTO Ce OCurypsiBaT OT KOMMOHEHTUTE MOKa3aHu Ha
®urypa.17.

KoHuenuuaTta ,3awjuma Ha KOMyHUKayuume“ocurypsisa CUTypHOCT Ha CBbp3aHuTe
KpanHW TOYKM U KOMYHUKAUWMOHHUTE KaHanu. Ha durypa 18 e nokasaH getanneH mogen Ha
KoHuenuusaTa.

KDI‘-.’I‘;IHHI{E.LI,HDHHE NONKUTHEA 338 CHIypHOCT

Hacouea
Mpunara ChCTOAHKME

Kondpury pupane 1 Habnioaenune n AHanus
ynpasneH1e KoHTpon
A
KanTpan Hadnwogaea
{oHTpON
Kpuntorpadcka
sawura
Brniouea
3awmTa Ha HatGnonaea
KoHuTpon
KOMYHHEaL AT P

PHIMYECKA CUIYPHOCT
Brniouea Ha prSKHTE

Brniouea

3aLLI|Ir’ITEl Ha OaHHWTE

®urypa 18. [leTanneH koHuenTyaneH Mogen Ha KoHuenuusTa ,3awuma Ha KomyHukayuume®

3.3. [lpoekTeH moaen Ha cuctemMu 3a MHPOpPMaLMOHHA CUTYPHOCT. APXUTEKTYPEH U
dyHKUMOHaneH Mmoaen

NMoaxopn 3a cb3pnaBaHe Ha nNpoeKTeH moAaen

Ha 6a3aTta Ha apxMTEKTypHOTO OnNucaHne Ha cucTemaTa 3a MHOPMaLMOHHA CUTYPHOCT
Moxe Oa Obae cb3gadeH MPOEeKTeH Moden Ha cuctemata. Tow gaBa Bb3MOXHOCT 3a
peanu3auusa Ha peanHa CUC, kaTto npu HENHOTO NpoeKkTUpaHe ce B3MMaT Npeasui U ce
0606LaBaT n3ncKkBaHMATA Ha Pas3nMYHUTE rMegHn ToYkn B obnacTtTta Ha nHtepec Ha CUC.
MoaxoabT Ha npoekTupaHe Ha CUAC e 6asmpaH Ha TpaHcdopmauus ,Mmoaen-kbM-mogen‘.
B HawwmaT cnyyan ocbuiecTBaBaMe TpaHchopmauuaTa:

KOHUenTyaneH moaen - obekTHo-opueHTUpaH (O0) mopen

Han-nogxogsawmaTt HavmH 3a onucanme Ha OO mogenuTe € N3non3BaHeETO HA 0BEKTHO-
OPUEHTUPaH WMHCTPYMEHT 3a ONucaHue, KakbBTO € O0BeKTHO-opueHTupaHus e3mk UML.
To3n e3nk nNo3BonsaBa Ha cUCTEMHUTE paspaboTunum ga onuceat u3mckeBaHusiTa kbM CHC
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N HEWHUTE KOMMOHEHTW, Ja cKuuupat, moguduvumpaTr U MaHunynupar npegroxeHuTe
apxXuTeKkTypu, [ga wu3nonssBaT MHOroKpaTHO OTAenHW KOMMoHeHTM Ha CUC, 3a
KOMYHMKUpaHe Ha MHdopmaumaTa, cbbpaHa no Bpeme Ha pa3paboTBaHEToO Ha cuctemara.
UML ocurypsiBa cTaHgapTHa HOTauus 3a aHanus, npoekTupaHe W BHeapsABaHe Ha
cucTeMn.

3.3.1 OOGekTHO-OpMeHTUpPaH Noaxoa Ype3 usnosiaBaHe Ha 06eKTHO-OpUeHTUpaH
e3uk UML

B Tasn noatoyka ca onuncaHn obuiata (PyHKLMOHANHOCT U Bb3MOXHOCTM Ha e3unka 3a
onucanne UML, kakto n ocHoBHuTe Bugose aunarpamu (durypa 20). Ypes pasnuyHute
UML guarpamu, moxe ga 6baaT npeacTtaBeHn pasnuyHu U3rnegm Ha CUCTEMHUS Mogen.

Bunoee UML gwarpamm

— T

CTpykTypHK UML UML guarpamm
auarpamu Ha NoBefeHHe
auarpama aunarpama cryHan Ha AKTMBHOCT
M3NOnN3BaHe
MakeTHa Ouarpama Ha P
i
awarpama CBCTABHA CTRYKTY A Auarpama Ha | | ,Elnarpar.in Ha
CBCTOAHKME | B3@MMOJEACTBKME |
e e e e 1
KomnoHeHTHa MpodunHa ) S :
Owuarpama Juarpama i !
i Nuarpama Ha KomyHuKkaluoHHa | |
i
i | nocnenoeatenHocT awarpama :
[warpama Ha BHeApABaHeE i E
]
i Bpewmesa Owarpama Ha nperneg '
v | AwnarpamMa Ha B3aUMOLeiCTEHE i
]
i ]
i

durypa 20. Bugose UML gnarpamm

Upes cTpykTypHute amarpamm (Structural Diagrams), moxe ga 6bae npeacraBeHa
cTaTu4yHaTa CTPYKTypa Ha cucTtemarta. Te BKMYBaT CnegHuTe OCHOBHWM Tunose: ,Knac-
anarpama“ (Class Diagram), O6ektHa gnarpama“ (Object Diagram), ,[lakeTtHa guarpama“
(Package Diagram), ,[lnarpama Ha cbcTaBHa cTpykTypa“ (Composite Structure Diagram),
.,KomnoHeHTHa pguarpama“ (Component Diagram), ,Ouarpama Ha BHegpsiBaHe"
(Deployment Diagram), ,[lMpocdunHa guarpama“ (Profile Diagram).

Upes ,[uacpamume 3a rnosedeHue“ (Behaviour Diagrams), moraT ga ce npencraBsT
B3aMMOAENCTBNETO U MOMEHTHUTE CbCTOSIHUSA HA KOMMOHEHTUTE B MoAena, KakTo 1 ga ce
MoKaXke Kak Te Ce U3MEeHAT C TedeHue Ha BpeMeTo. Ype3 Tesu gmarpamm Moxe ga ce
npocneau kak cuctemarta [encTBa B pearnHa cpefja u ga ce Habnopgasa edekta oOT
aaneHu onepaunn unu cbbutna. Tosm Bug guarpamum Bknoyear Juarpamum Ha ynotpeba“
(UseCase Diagrams), ,Jdunarpamn Ha aktuBHOCT® (Activity Diagrams), ,[uarpama Ha
cbeTosiHue” (State chart Diagram).

MocnegHnatr tun UML guarpamn ca ,Jduarpamute 3a B3anmmopenctsue“ (Interaction
Diagrams). Te ca nogknac Ha ,[lnarpamuTe 3a noBegeHne 1 ce M3nNona3eart 3a onucaHue
Ha B3aMMOLENCTBUATA MexXay pasnuyHuTe eneMeHT B Mogena. ToBa B3aMMoaencTBme e
YacT OT AMHaMW4YHOTO MOBedeHMe Ha cuctemata. TakuBa guarpamu ca: ,[uwarpama Ha
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nocnegosarenHocT® (Sequence Diagram), ,Jduarpama 3a CouTpyaHudectso“ (Collaboration
Diagram), ,KomyHukaumnoHHa guarpama“ (Communication Diagram), ,BpemeBa anarpama“
(Timing Diagram), ,Jdvnarpama 3a npernen Ha B3aumopgenctsue” (Interaction Overview
Diagram).

3.3.2 ApxuTeKkTypeH mofesn Ha cucTemMu 3a UHPOPMaLMOHHA CUTYPHOCT

ApxutektypHmnat mogen Ha CUC ce npegctassa ypes ctatuyHn UML guarpamu. 3a ga
ce oTpasu TpaHcdopmaumsita Ha 06o6LeHna mogen Ha npobrnemHaTa obnact Ha CUC ot
durypa 14 B8 OO mopgen usnonssame ,Knac-guarpama“. 3a npeacraBsHe Ha OBGEKTHO-
OPUEHTUpaHNTE MOAENWN Ha OeTaunHUTE MOAENWN Ha KoHuenuuuTe ,3awmuTa Ha KpanHuTe
Toukn® (durypa 17) u ,3awmTa Ha koMmyHuKaumuTe“ (Purypa 18) msnonssame ,duarpamu
Ha CbCTaBHa CTpykTypa“. [lo-geTannHOTO ONMCaHue H apxuTeKkTypata Ha NPOEKTHUSA
MOAEN M3MUCKBa M3non3eBaHeTo u Ha ,0b6ekTHa anarpama“ n ,lpodunHa guarpama“ KoeTo
B MOMEHTa He € 3ajaya Ha gucepTaunoHHNS TPYA.

Ha 6as3ara Ha ocTtaHanuTte ctatnyHu gnarpamum — [llaketHa gnarpama“, ,KomnoHeHTHa
Anarpama“ n Jdnarpama Ha BHegpsiBaHe® ce narpaxaga Mogena Ha peanusaums.

UML ,,Knac-gunarpama*“

Llenta Ha ,Knac-gnarpamarta“ e ga nokaxe craTMyHaTa CTPYKTypa Ha Knacudukatopu-
Te B cuctemara. [lnarpamata ocurypsiBa OCHOBHa HOTaLMS, KOSITO MOXE Aa ce M3Mon3Ba
oT gpyrm UML gmnarpamu. Knac-guarpamata ce cbCTOoM OT Habop KracoBe U BPb3KN MeX-
ay knacosete [97]. KoHuenumnata Ha CUC, npencrtaBeHa vpe3 ob6obuieHns meta-mogen
(Purypa 14) moxe ga 6bae onncaHa vpes ,Knac-guarpama“, Kakto e nokasaHo Ha durypa
21. Vlanon3Bame CbLMTe NOHATMS KaTo B MeTa-MoAena, pasgeneHn kKato MeToau Ha 4ve-
TMPUTE OCHOBHM Knaca.

YnpaBneHue 3awura
+CBCTORHME Ha cucTemaTa | . . ... _.._..__._.... | +KaHanu 3a gaHHu
+Cneundukayna +[laHHW B NOKOKW

+[laHHW B ynoTpeba
+[laHHW B ABMKEHNE
+[laHHW OT aHanm3
+KOoHMMIypaLWOoHHN gaHHW

+Mogen Ha curypHocT()
+IMoNUTHKA 3a CUTYpPHOCT()
+YnpaenexHue()
+KoHdhurypaumna()
+MeTog Ha AHanuna()

+3alMTa Ha KpaiHata Touka()
A +3aluTa Ha KoMyHUKaumuTe()

v
KoHTpon

+KaHanu 3za gaHHK
+[laHHW B NOKOW
+[laHHu B ynoTpeba
+[laHHu B ABNKEHNE OanHu
+CheToRHNE +Brnoun

+Ynpaenexue Ha ycTpoiicTsa() 0\ +ﬂ3Kﬂr0'—IEHHe
+KaHan 2a faHHn

+Mcnekuna no cbabpxaHue()

+CKaHnpaHe Ha CTaTUYHW AaHHK() +YyBCTBMTENHOCT

+Ha6nogeHne() “Nponycan()

+¥YnpaeneHue() +Bnoknpaii()
+PanopTysaii()

durypa 21. UML ,Knac guarpama“ Ha CNC
Ha komMnoHeHTuTe ,3alumta Ha KpanHuUTe ToYkK” 1 “3awmrta Ha KOMyHUKaununTe” oTroBapaT
mMeToauTe “3awmTa Ha KpanHaTa Todka” 1 ,3almTa Ha KOMyHuKaummTe” B knaca ,3awuTa’,
KOMMOHeHTa ,3awmTa Ha JaHHW’ e npeacTaBeH C ekBMBaneHTHUTe metoau ,[ponycHu”,
.brnoknpan” wn ,PanoptyBan” B knaca ,JaHHn“. Knac ,KoHTpon“ e arperauus ot
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KOMMOHEHTUTE ,3aluuTa Ha KpanHuTe TOoukKu”, “3awmuTa Ha KoOMyHuKaummte”,3awmTa Ha
AaHHKU” n ,YnpaesneHue n KoHdpurypupaHe®.

UML ,,[marpama Ha cbCcTaBHa CTPYKTypa“ Ha knac “3awura”

Upes 1031 BN gnarpama ce npeactaBsa BbTpellHaTa CTPYKTypa Ha CbOTBETHMUS Krac.
KnacoeT ,3awura” BknouBa metoamte “3awimrta Ha KpanHata Todka” 1 “3awuTta Ha KoMy-
HUKaumMmMTe”, ocCbLlecTBABaLUM 3aluuTaTa Ha OaHHW KakTo B KpavHUTE TOYKW, Taka U B
npoueca Ha KomyHukauus. CTpyKTypaTta Ha Krnaca, n3paseHa 4pes guarpama Ha CbCTaBs-
Ha CTPYKTypa € nokasaHa Ha durypa 22.

JawmuTta

+KaHanu 3a fjaHHu
+[aHHK B NOKOK

+[laHHK B ynoTpeba
+[laHHK B ABVHEHNE
+[laHHW OT aHanu3
+KOHMhMIypaLMOHHK AaHHW
+MopTl

+[opT2

+MopT3

+3alMTa Ha KpaiiHaTa Touka()
+3auuTa Ha KoMyHUKauuuTe()

| 3awnTa Ha LenocTHoCTTa |
\

| 3aluTeHo XpaHuuwe |

| NaeHTUYHOCT |

| KoHTpon Ha gocTna |

@u3n4ecKa awmTa

| Kpuntorpachcra zawmra
L}

| 3aluTa Ha KOMYHUKauMnTe |

KaHanw 3a gaHHun

Mopt2

3awmTa Ha gaHHu

AHHU B MOKOW
Mopt3 A

LaHHKW OT aHanua
|EDu3w-|ecKa 3alMTa Ha BPBb2KUTE |

| 3awmra Ha MHhOPMAaLMOHHWUA NOTOK |

®urypa 22. UML ,[Inarpama Ha cbCTaBHa CTpykTypa” Ha knac “3awmra‘.

3.3.3 ®PyHKuMOHaneH moaen Ha cUCTeMMU 3a UH(pOPMaALIMOHHA CUTYPHOCT

dyHkumoHanHuaT mogern Ha CUC moxe ce npeactasu Ypes guHamudHn UML guarpamu:
Hvarpamn Ha nosegeHve n [uarpamun Ha B3aumogencTeme. Hpes Tsx Moxe fga ce onvwar
pas3nM4YHK acnekTu OT AMHaMWYHOTO NMoBedeHMe Ha cucTtemarta M B3auMOAEWCTBMETO Ha
pasnMYHUTE ENEMEHTN Ha cucTemaTa eauH C ApPYyr Unu ¢ BbHLWHK cybekTn. Te ca yoobHu
3a OonucaHue Ha pesynrtaTtuTe OT AUHaMWYHUS aHanu3 Ha cucTemMaTa 3a UHGOPMaLUNOHHA
curypHoct (durypa 23). Lenta Ha aHanu3a € ga ce maeHTMduumpat Bb3MOXHUTE
BapuaHTU Ha B3aMmodencTeme, Te ga 6baart onucaHn dopmManHo u aa 6baaT 3anoxeHu B
npoekTupaHata cucTemMa, Taka 4Ye TA [[a pearMpa Ha B3auMMOLEWCTBMETO cnopes
3anoXeHuTe Npu HEMHOTO NPOEKTUPAHE Lienu.

CNC dyHkumoHmnpa B onpegeneHa OkonHa cpepa (1). OcBeH 4ye TA npegocTass
ycrnoBusita 3a PyHKLMOHMPAHE Ha cuctemaTta, B Hesl Ce U3BbpLUBa M B3aMMOOENCTBUETO
(vHTepakuuaTa) Ha CUC ¢ pasnuyHmn cybekTn — Toukn Ha B3anmogencteue (Te1 .. TBN) ot
®urypa 23. Te3n BbHLWHM 3a cucTemarta CybekTU B3ammMoOencTBaT C Hes Mo pasfnnyHu
HaunHKW, mn3enuyarkm nons3a ot CUC. HaumHuTe Ha B3aumogencteMe morat ga b6baar
onucaHn ¢ Habop OT guarpamu Ha criydam Ha uanonssaHe (2). Te3n guarpamu CToAT B
OCHOBAaTa Ha AMHAMMYHUSA aHann3 n CbOTBETHO Ha (pyHKUMoHanHusa mogen Ha CHC.

3a Bcsako B3ammopgenctene Ha CUC cbCc BbHWEH cybekT/obekT Moxe pa 6bvae
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CbCTaBeHa kakTo 6asoBa Amarpama Ha criydaym Ha W3nonsBaHe, onMcBalla OCHOBHOTO
B3aMMoJencTBMe 1 NoBefeHne, Taka U paslmMpeHn gvarpaMmm Ha criydam Ha usnonssaHe,
cBbp3aHu ¢ H6asoBaTa Anarpama 1 paswupsiBawim 6asosarta. [JonbnHUTENHUTE guarpamm
Hacrnegssat GasoBuTe Aguarpamum wn ob6aBAT  HOBM  acnekTM KbM  OCHOBHOTO
B3ammogencTeme. Taka ce copmumpa Habop OT Auarpamn Ha criydam Ha WM3non3BaHe,
CBbp3aHM C eOuH Wunu noBede CybekTM W OnuMCBalM Bb3MOXHO  HaW-MbITHO
B3aMMOAENCTBMETO Ha cucTemarta C TaX. 3a BCEKM Clyyan Ha W3nonsBaHe ce onuceaT
CbOTBETHUTE cLUeHapun (3), onucealM B3aMOOENCTBMETO M OYaKBaHaTa peakuusi Ha
cuctemarta. Bceku cueHapum moxe ga 6bae aHanuaupaH vpe3 usnonssaHeto Ha UML
anarpamm Ha nosedeHue. Te morat ga 6bagat guarpamm Ha B3ammopenctesue (4)
(Onarpama Ha nocnegoBaTtenHocT, KomyHukaumoHHa Aauarpama, BpemeBa amarpama,
Hdunarpama Ha nperneq Ha B3aumogencTesne) unu Ouarpammn Ha aktmeHocT (5). M36opbT
Ha (4) vnn (5) 3aBuUCK OT cneumdukara Ha cucteMaTa 1 Ha OKornHaTta cpefa, Taka 4e Hau-
NbnHO ga 6bae onuMcaHo HenHoTo nosefdeHue. CnegpallaTta CTbMKa € onucaHue 4pes
anarpamm Ha cbCTosiHMe (6), 4Ype3 KoUTO onncBame MpoMsiHaTa Ha CbCTOSHUETO Ha
ocHoBHUTEe enemeHT Ha CUNC, obobLaBanku gUHaAMUYHOTO U NOBEAEHME.

Mony4eHnat Habop ot UML guarpamu, onucealum pesyntata OT AUHAMUYHUS aHanu3
Ha cuctemata dopmupa PyHKUMOHANMHMUA MOLEN Ha npoekTupaHata cucrtema. Bceska
anarpama onucea oTaenHu (PyHKLMOHANHOCTU Ha cucTemarta, Noka3Bavku Yye nogxona e
NPUNOXUM.

durypa 23. Noaxoa 3a cb3gaBaHe Ha PyHKUMOHanNeH mogen ypes avHammdHn UML gnarpamum

B HacTtosiwata noatoyka € nokasaHO Kak 4Ypes3 pasfiMyHuTe OUHaAMWYHW auarpamu
MOXe Oa ce onuuwaTt pasnuyHn cueHapum Ha B3ammogencTeme Ha CUC ¢ BbHLIHKM 3a Hesl
cybekTun. Taka Hanpumep ¢ [narpama Ha cnydan Ha nanona3eaHe“ ygobHo morat ga 6baar
OMNMUCaHN PasnNYyHU HAYMHU HA KOMYHMKaUUS, HaNnpMMep nanpaiwiaHe Ha enekTpoHHa nowa
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A0 BbHLUEH 3a opraHuMsaumdaTta nonyyarten.

Cnegsawmte UML guarpamun, dopmupalum yHKLMOHANHNMA Mogen ca guvarpamu Ha
B3anMoencTame, onuceally B3auMogencTBMeTo Ha kracosete ,Ynpasrnenue®, ,KoHTpon*
n daHHn“ n knacosete ,Ynpaenenune®, ,KoHTpon“ n ,3awmta“. KnacoBete ca 4acTt oT
Knac-gnarpamarta ot apxutektypHus mogen Ha CUC (Purypa 21). Ypes To3n Bug Amar-
pamu necHo ce oTpassaBaT cneunduyHM B3aMModencTBnA Ha OTAENHUTE KnacoBe, Hanpu-
Mep MHCMeKUMsiTa Ha NoToKa OT MHdopMauns, npeMmmHaBall npes3 AafeH KOMYHUKaLUNOHEH
KaHan 3a CbAbpXaHuWe Ha YyBCTBMTEINHM 3a OpraHusaumata AaHHM UM NpoBepka Ha
crnasBaHeTO Ha nonuTuKaTa 3a CUrypHOCT OT OTAeNnHuTe noTpebutenn.

Upes [dunarpamm Ha  nocrnegoBaTteniHoCcT® ce  Bu3yanusvMpa  BpeMeBaTta
nocrnegoBaTeniHOCT Ha  B3aMMOOEWCTBUSATA MeXady erleMeHTuTe Ha  cuctemarta,
OCbLUECTBEHM Ype3 CbOobLLEeHNs Mexay TAX.

OcBeH c guarpamuTe Ha B3aMMoOOencTBMe, AMHaMWYHOTO MOBeJeHWe Ha cucTemarTa,
npeacTaBeHO CbC CLeHapumTe 1 crydanTe Ha U3nonssaHe MoraT a ce aHanusupar 4pes
anarpamm Ha akTMBHOCT. Ha ®durypa 28 e npefcraBeHa anarpama Ha akTUBHOCT Ha eauvH
OT MeToAMTe Ha Knac ,3awurta“ — “3awmra Ha KparHa Todka”, nokassalla npoBepka ganu
MHopMauusaTa, NnpeMmnHaBalla npes3 AageH kaHan 3a 4aHHW e YyBCTBUTESNHA crnopepn Kpu-
Tepunte Ha opraHmsauusaTa. NogobHn anarpamm Ha akTUBHOCTTa MoraT ga ce cb3gagar
3a BCUMYKM MeToaM OT Knac-guarpamarta. [1o To3M HaunH e BBb3MOXHO [a ce onuwart
nogpobHO pasnnMyHKU cnyyau 3a B3aMmogencTeBmne cbe cuctemara.

( YyBCTBUTENHU AAHHM J

CpaeHeHne
lMposepka  Hama Hapylwexue

SN

HapyweHwe

NaHHKu

KaHan 2a gaHHu

(I'Ion WTUKA 33 CH rypHocr]
BnokupaHe

PanopTysai

Brokupait popnmkm

(Enonupaﬁe Ha ,anHIf'I] [Panop'r Ha Hapymermercj

durypa 28. UML [Quarpama Ha akTMBHOCT Ha MeToda “3alymta Ha KparHa Touka”

3.4 3aknrwueHue

B Tpera rmaBa e npeactaBeH nogoxon 3a npoektupaHe Ha Cuctemata 3a
NHdopmaumoHHa CurypHoCT, npeaHasHadeHa 3a opraHnsaumm n HacovyeHa KbM 3alumTa ot
n3TU4aHe Ha YyBCTBUTENHA MH(OPMaUMSA OTBbTPE-HABLH, T.€. B pe3ynTaT OT AEeNCTBME Ha
BbTPELLUHM NnLUa C NEermtMMeH OOCTbN A0 PecypcuTe Ha opraHu3auusaTa U 0O HerHuTe
AaHHKU. 3a onpeaensHETO Ha apxXUTEKTypaTa Ha cucTemaTa ce U3nonaea npeacraBeHarta B
rnaBa 2 CUCTEMHa pamMKa, KOSITO HX nomMara ga ce ytouHu npobnemHarta obnact Ha CUC un
Aa Ce N3BbPLUN CbOTBETHUS aHanms.
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lMpeactaBeH e mogen Ha aHanu3a, KOUTO CbBMaga ¢ Moaena Ha npobnemHata obnacrt.
N3rpaxgaHeTo Ha Mogena Cce OCHOBaBa Ha Bb3MOXHOCTUTE Ha KOHUENTyariHOTO
mogenupaHe. B pesyntat e cb3gageH o606LeH KoHuenTyaneH moden Ha npobnemHara
obnact Ha CUC. lNMokasaHo e kKak 0606LeHnAT moLen Moxe ga ce TpaHcdopmupa B
MHOTFOCIOEH, Korato ce B3eMe MNoj BHMMaHMe aHanmu3a Ha noBedve OT edHa rMeAHN TOYKN
cnpsimo npobnemHata obnacTt Ha cuctemara. [peactaBeHUAT MHOFOCMIOEH MeTa MoAern
oTpassiBa rnegHute Touknm ,MHpopmaumoHHa CurypHoct wun  ,0O6paboTka Ha
nHopmauuaTa“. Ha ocHoBata Ha 0006LIEHNA KOHUEeNnTyaneH Mogern Ce KOHCTpyupa
AeTanneH KoHuenTyaneH Mogen Ha OTAeNHUTe HeroBM KOMMOHeHTU. [lokasaHu ca
AETalnHM OMMCaHMs Ha KoHuenuuuite ,3awuTta Ha KpanHuTe Toudku“ u ,3awmTa Ha
KOMYHUKaummTe".

MpouechbT Ha cb3gaBaHe Ha NpoekTeH moaen Ha CUC e 6asvpaH Ha ocbluecTBABaHE
Ha TpaHcdopmauuaTa ,0T Moaen KbMm mogen‘. B cnyyas ce m3nonasa KOHUENTyanHus
Moaen Ha npobnemHaTta obnact Ha cuctemarta 3a Cb3gaBaHe Ha OBEKTHO-OpUEHTUPaH
/O0/ npoekteH mogen. 3a uenta ce u3non3Ba OOEKTHO-OPUEHTUPAH MHCTPYMEHT 3a
onucaHne Ha mogenun — coopmanuHus esnk UML. Tosm eaunk ocurypsisa ctaHgapTHa HoTauus
3a MpoeKkTupaHe W BHegpsiBaHe Ha cuctemun. [lokasaHoO e, 4e TOW MNO3BOMsABa Ha
CUCTEMHUTE paspaboTunum aga npencraBaT usnckBaHmata kbM CUC n HenHute
KOMMOHEHTM B NPOEKTEH MOAEN Ha cucTemMaTa, KOMTO Ce CbCTOWN OT apXUTEKTYpeH MOAEN U
dyHKUMOHaneH moaen. MNpeactaBeHo e kak MoraTt ga ce Moaenupar OTAENHU acnekTn Ha
ApPXMTEKTYPHUA MOAEN, OCHOBaHM Ha CbOTBETHWUTE KOHLUENTyarnHu MOLEenu ypes
nanonaeaHe Ha cnegHute UML agmarpamu: ,Knac-guarpama“ v ,Jmarpama Ha cbCTaBHa
CTPykTypa“. Ypea mogenupaHe Ha OTAENHW acnektTm Ha ¢yHKUMOHANHMA Mogen e
NnoKasaHO Kak MOXe [a Cce CbCTaBu 0BEKTHO-OpPUEHTMPAH PYyHKLMOHaNeH moaern, 6asunpaH
Ha cb3afeHuTe KOHUeNnTyanHu Mogenu Ha npobnemHarta obnact. 3a uenta ce uanonasart
cnegHute UML pguarpamu: Jdnarpama Ha aktmBHocT®, ,[luarpama Ha CbCTOSAHMETO",
;unarpamn Ha nperneg Ha B3aumopeunctsue®, ,[uarpama Ha cnyyam Ha ynoTtpeba“ |,
~uarpama Ha nocnegoBaTenHocT".

Upe3 npunoxeHnss MeTod 3a aHanu3 Ha npobrnemHaTta obnacT, Bb3MOXHOCTUTE 3a
KOHUEeNTyanHo MogenupaHe U noaxoda 3a OCbLUECTBABAHE Ha TpaHcdopmauusaTa ,oT
MoZen KbM Mogen”, pasrnegaHu B [NaBa 3 ycnewHO ce u3nbhHgaBaT 3agauv 3 un 4,
nedvHnpanu B "Llen n 3agaum Ha guceptaumnara”:

e OnucaHue Ha npobnemHarta obnact Ha CuctemuTe 3a MHdopmaumoHHa CurypHocT
B OpraHu3auumn 4Ypes KOHUEeNTyanHo MoaenupaHe;

e AHanW3 u npunoxeHne Ha OOEKTHO-OpUEHTMpaH noaxod Npu Cb3gaBaHe Ha
MPOEKTEH MoAdeNn Ha cucTeMa 3a MH(OPMaUMOHHA CUIypHOCT Ha 6GasaTa Ha
Cb3daeH KoHUenTyaneH mogen.

B pesyntaT Ha Hay4yHoM3cnegoBaTenckata AeHOCT 3a Cb3faBaHe Ha MeTodonorusa 3a
paspaboTtBaHe Ha CUC ype3 moaen Ha aHanusa u NpoeKkTeH MoAen ce NocTUraT crnegHuTe
Hay4YHM U HaYYHO-NPUMNOXHU NMPUHOCH:

1. Pa3pa60TeH € MHOIOCII0eH KoHuenTtyaneH mogesn Ha npo6neMHaTa obnact Ha
cucremMunTe 3a VIHd)OpMaLI,I/IOHHa CUTYPHOCT KaTo pe3yntat OT MnpunaraHeto Ha aBe W’
noeeye OT ABE rMeAHn TOYKN NMPU HENHOTO ONUCaHne;

2. KoHcTpyupaHu ca apxuTekTypeH U (pyHKUMOHanNeH Mogenu Ha cuctemmuTe 3a
MH(pOpMaUNOHHA CUrypHOCT Ha 6asata Ha CblUeCTByBall, KOHUenTyaneH Mogen Ha
Npo6nemMHOTO NPOCTPAHCTBO C MOMOLLTA HA 0BEKTHO-OPUEHTUPAHUSA YHUULMPAH e31K 3a
onucaHue Ha nporpamHun cuctemu UML,;

MmaBa 4. lNoaxoamu 3a cb3gaBaHe Ha MoAern Ha peanusauusi Ha CUCTEMU
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3a MHPOPMALIMOHHA CUIYPHOCT B OpraH1M3auum

CbrnacHo Bb3npueTata metogonorna 3a paspaborBaHe Ha CUC, Ha 6Gasata Ha
NPoOeKTHMA Mogen TpsibBa Oa ce cb3gage MOAen Ha peanusaumsi, KOUTo MOXe na ce
n3nonsea 3a ABe Lenu:

e Cwb3gaBaHe Ha Mofen Ha peanusaums, cbobpaseH CbC CbhLUeCcTByBalla cpe-
[a 3a peanusauus;
¢ CumynunpaHe pabortarta Ha npoektnpaHaTta CUC;

3a nocTuraHeTo Ha nbpBaTa Uen, Kato 4YacT OT NpennoXeHUsT OT Hac MeTod, ce
M3BbpLUBa aHanNu3 Ha npobnemHarta obnact n Ha GasaTa Ha M3rpageHusl KoHuenTyaneH
Mogern, pe3yntart oT To3n aHanua ce usbupa nnargopma 3a peanusauus. Llenta e ga ce
3anasm nogxoda Ha OOEKTHO-OpUMEHTMpaHOTO MogenupaHe. B pesyntat TpsibBa ce
cb3gage OOEKTHO-OpUeHTUpaH Moden Ha peanus3auusi, KOUTO CbOTBETCTBA Ha
paspaboTteHus OO npoekTeH moaen.

3a nocturaHeTo Ha BTOpaTa Len ce u3nonseaT cpeamte 3a cumynupaHe NetLogo
(v.6.0.4), n I-SCIP-SA, pabotewm Ha 6asata Ha cb3gaBaHEe Ha areHTHO UM MynTU-
areHTHO OopueHTUpaHn moaenu. ToBa M3nckBa 0BEKTHO-OPUEHTUPAHUSA NMPOEKTEH Moaen,
onucaH cbc cpeacteata Ha UML ga 6bae TpaHcopmupaH CbrnacHO M3MCKBaHMATa Ha
areHTHWs1 nogxon.

4.1 CpaBHUTeneH aHanu3 Ha cbuecTtByBawm nnarcopmu CIMNULO Ha 6a3aTta Ha mo-
Aen Ha aHanu3a

MonutukaTa 3a MHOPMaUMOHHA CUFYPHOCT Kacae MO pas3fMYeH HayduH OTAernHuTe
paboTHM MecTa B opraHu3aumaTa. Cnyxutenute Ha pasnuyHn nosvuumn (paboTHU mecTa)
N3Non3eaTt pasnnYyHu AaHHU U UMaT CbOTBETHUS pernameHTMpaH AoCTbNn Ao TaX. ToBa ce
onucea B NpueTtaTta B opraHusaumsta nonnTuka 3a MHpopMaumnmoHHa CUrypHocCT, Ha 6asaTa
Ha ONbXHOCTHATa UM xapaktepucTtuka. B nonntukara 3a C ce onucea 1 kakBu onepauum
C Te3n fJaHHM Cca paspelleHn N KakBW He ca 3a gageHoTto pabotHo msacto. U3puyHo e
ONncaH AOCTbNMbT 40 YYBCTBUTENHN 3a OpraHm3aumnsaTa JaHHW 3a CbOTBETHUTE NO3ULIUN.

OcHoBHata uen Ha ClU e ona3BaHeTo Ha AaHHU OT U3TUYaHEe U3BLH OpraHM3aumdara.
CMNWO npeactaBsaT rbBkaBa nnatdopma 3a peanu3aums Ha npuetata nonmTtuka 3a
MHOPMALMOHHA CUFYPHOCT MO OTHOLWUEHME Ha 3awuTa Ha padHute. Te npegnarart
noaxoasaLmM MHCTPYMEHTM 3a OnMcaHne, U3NbIIHEHNE N KOHTPOS Ha:

e PasnuyHu TMnoBe AaHHW,

e [lecbmHupaHe u paboTa C YyBCTBUTENHN 3a OpraHM3aumsiTa aHHu,

e PaspelweHn n 3abpaHeHn onepaunm C pasnMYHU TUMNOBE AAHHWM OT CbOTBETHUTE
paboTHM MecTa,

e OnucaHune Ha pa3nnyHu cueHapum 3a paboTa ¢ AaHHUTE,

e OnucaHue Ha perynauumn 3a paboTa ¢ JaHHU U TAXHOTO cnas3BaHe M KOHTPOI.

e AHanu3 Ha cnasBaHeTo Ha NoNUTMKaTa 3a CUIypPHOCT B OpraHu3aumsTa.

CrO vmat Bb3MOXHOCT 3a agantvpaHe KbM pasnnyHuTe paboTHM MecTa cnopen
N3NCKBaHMATA Ha NonuTMKaTta 3a MHMOpPMaLMOHHA CUTYPHOCT.

4.1.1 TpunoxeHua Ha NPeanNOXeHUAT OT HacC MeToA 3a YTOYHSIBaHe Ha apXUTEKTY-
paTta Ha CUC

MpoektupaHata or Hac CUC e npegHasHayeHa 3a opraHu3auUMyM M HacodeHa KbM
3almTa OT M3TMYaHe Ha YyBCTBUTENHa WHAPOPMAaLMA B MOCOKa OTBbTPE-HaBbH OT
BbTPELWHN NUUa C NermTMMeH [OO0CTbM A0 AaHHM W Pecypcu Ha opraHusauuaTa.
ApxuTekTypaTta Ha cucTemarta ce YTOYHsIBA OT PasfUYHUTE rMeaHVu TOYKU Ha OTAeNHuUTe
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y4yacTHULUM B npoueca Ha npoektupaHe n peanunsaums Ha CUC. ba3oBo nsnckBaHe KbM
cuctemMata € fa nputexasa noaxodsiia apxuTekTypa, KoATO ga ce ajantupa KbM
pasfiMyHM  MNONMUTUKM 33 MHEOPMALMOHHA CUIYPHOCT, KOUTO MOCTaBAT CbOTBETHU
N3NCKBaHUSA KbM pasnnyHu notpedbutenu Ha nHpopmauna B gageHa opraHnsauust.

ToBa nanckBaHe ce yAoBIieTBoOpsABa HaNnbJIHO OT NpeanoXxeHunAa OoT Hac HOB MeTo
3a YTO4YHsiBaHe Ha USUCKBaHUATA KbM apPXUTEeKTypaTa Ha Cuc.

Ha 6asata Ha aHanua3 Ha npobnemHata obnact OT PasfiMyHU rMegHU TOYKM U HEMHOTO
nocnegpallo KoHuentyanHo mogenvpaHe (Pur.8), ce KOHKpeTM3uMpaTt MU3UCKBaHUATA KbM
paspaborBaHata CUC. ToBa gaBa Bb3MOXHOCT 3a M300p Ha noaxogsiwa nnargopma 3a
HenHaTa peanusauus. [NbpBaTa rnegHa Tovka, KOATO ce B3vMa B NpeaBuAa € rrnegHara
Toyka ,O6paboTka Ha nHopmaums“. Ta oTpassBa pasnMYHUTE BUOOBE AAHHW — AAHHU B
MOKOW, AaHHM B ynotpeba u gaHHW B ABwxeHwe. [pyra rnmegHa Tovka e ,TexHOomnornyHa
rmegHa Touka“, oOTpassiBalla cnocobuTe 3a 3awWmTa Ha [JaHHUTE U CbAbpXalla
noaabpXXaHute nnaTtopMmn 1 TeXHonorMn. Ta e oT ronsamMo 3HaYeHue 3a ocurypsiBaHe Ha
onepatMBHa cbBMecTUMOCT Ha CUC, koATO ce u3rp3xaa Kato AOMbfHEHME KbM Beye
cbuecteyBawa CUC. 3a nsbopa Ha nnatopma 3a peanusauus ce U3nonssea u rnegHa
ToYKa ,MHMpopMaunoHHa CUrypHoCT®, oTpassiBallla M3MCKBaHMUSATA Ha OpraHM3aumsaTa KbM
3awmTarta Ha gaHHuTe. Te ca onmcanm B nonutukarta 3a ViHopmaumoHHa curypHocTt. Ha
0asaTa Ha TpuUTE MEOHN TOYKM U CXOOHUTE Uenn Ha npoekTupaHata oT Hac CUC u
cucTeMuTe 3a npenoTBpaTsBaHe W3TUYAHETO Ha AdaHHM, ce wu3bumpa nnatgopma 3a
peanusauua ot Tun ClMWL. WMNanonsBamkm KOHUENTyanHuaT meTta-mogen ot dur.15,
narpageH ot rnegHata Toyka ,ObpaboTka Ha MHopMauma“ ce u3BbpLUBa aHanuMs3 Ha
Bogewm CIrL (Cososys Endpoint Protector 5.0.2.1 [96], Symantec Data Loss Prevention
14.6 [137], McAfee DLP Endpoint 9.3.200 [138], Forcepoint DLP 8.9 [139], DevicelLock 8.2
[95] ) n kak Te n3anbnHABAT M3MCKBaHMUATa Ha npobrnemHaTa obnacrt.

KaTto pesyntar oT aHanu3a e u3bpaHa Ham-nogxoasdillarta 3a HaluTe Lernv KOHKpeTHa
nnatdopma 3a peanusaums. CINNL nsbpana 3a peanmsauma Ha CAC e 4acT oT HenHaTa
apxutektypa. B Hawwua cnydyau, Ha BasaTta Ha aHanu3a u3bopbT HUM naga Bbpxy CrA4
Cososys Endpoint Protector 5.0.2.1 [96]. OcBeH npeammcTaBata MO OTHOLLUEHWE Ha
3awmTara Ha OCHOBHUTE TUMOBE OaHHWU (A4aHHM B MOKOW, AaHHW B ynoTpeba v gaHHu B
ABWXEHME), ApYyro CEpMO3HO NPEAUMCTBO € OCUTYPSBAHETO Ha onepaTMBHA CbBMECTUMOCT
C OCTaHanuTe CpeacTBa W noaxoan 3a MHGAOPMauUMOHHA CUIYPHOCT B OpraHusaumsita.
JonbnHuTenHo npeaMmcTBo Ha u3bpaHata nnatpopma € HenHata ueHa. [lpu
peanunsauuaTta Ha CUC, 3agayata Ha usbpanata CIN[ e eguHCTBEHO OcuUrypsiBaHe Ha
3alWmuTa Ha AaHHWTE Ha opraHuv3auusita B MOCOKa OTBbTpe-HaBbH, 6e3 aa npeyn Ha
oCTaHanuTe CpeAcTBa 3a 3almTa.

4.2 MNnatdopma 3a peanusauymsa CMUL Cososys Endpoint Protector 5.0.2.1
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Device Control @ 9%’

YnpasneHue Ha ycTpolcTea
aHHW B OBIKEHWE

Content Aware Protection @ E
MHCnekyua no cbabpsaHue

Haunu B ynotpeba

eDiscovery
CkaHupaHe Ha [1aHHW B NOKOWH Q

[aHHK B NOKOK

®urypa 31. CML ,Cososys EndPoint Protector 5.0.2.1“ — CtpykTypa

OcBeH areHTHO-OpMEeHTUPaHN MOLENM C Len cMMmyrnaums, Moaena Ha peanu3auns Moxe
Aa 6bae cb3ganeH Ypes3 M3non3BaHeTO Ha CbllecTBYBallaTa cpeda 3a peanusauus. 3a
NnocTUraHeTo Ha Tasu uen m3bupame cbliecTByBawa nnardopma 3a wmsrpaxgaHe Ha
Crnnpa Cososys EPP 5.0.2.1 [96]. 3a cb3gaBaHETO Ha Mofena e u3nonaeaH noaxoda Ha
06EeKTHO-OpMEeHTUPaHOTO MoadenupaHe. B pesyntat e cb3gageH 06EeKTHO-OpUeHTUpaH
MOAEN Ha peanu3aumsi, KOMTO Aa CbOTBETCTBA Ha paspaboteHna OO npoekTteH mogen.
N3bpaHata nnatgopma 3a peanusauus Cososys EPP 5.0.2.1, ce cbcTon OT xapayepeH
cbpBbp U codpTtyepHn mogynu Device Control, Content Aware Protection n eDiscovery.
XapayepHusi CbpBbp OCUrypsiBa LiEHTpanuampaHoTo ynpaeneHune Ha CIAL, a otaenHute
MOAYNU ocypsiBaT pasnunyHa yHkumoHanHocTt (Purypa 31).

4.3 OOGeKTHO-OpMEeHTUpPaH MoAenN Ha peanu3auumsa Ha cMcTeMM 3a MHbopMaLMOHHa
CUrypHOCT

3a cb3gaBaHeTo Ha OO mMogen Ha peanu3aumsa OTHOBO M3MON3BaMe HCTpYMEHTapuyma
Ha e3nka UML. Ypes Hero cb3gaBame criegHuTe guarpamu:

e [lakeTHa gnarpama,
e KoMmnoHeHTHa gmnarpama,
e [lnarpama Ha BHeapsiBaHe.

1 1

Device Control - YNnpaBneHue Ha ycTpoicTEa MNoTpeGutenn

—1
| YcTpolicTBa | | PaSoTHKM cTaHuun | | MpaBsa }
I 1
Content Aware Protection - MHCnekumAa no cbabpxadme [~ | KoMyHWKaLMOHHN NPUIOXKEHWA |
7
1 —1
| MonuTukn | | YepHu cnucbsum ‘ | Benu cnvn::'hu,wl |Y|::Tpoﬁc1'sa ” KOoMyHWMKaLWMOHHW NPOTOKONU |
| eDiscovery - CkaHupaHe Ha "[laHHW B Nokoi" |
1 | Monutukn | | PeayntaTtu oT cuauupauel
Loknagu W aHannau

®urypa 32. UML MNakeTtHa anarpama Ha CIMN[ Cososys EPP 5.0.2.1
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Ctpetp Cososys EPP KpaiiHa Touka 2
Mopt 2

| Device Control - ¥YnpaBneHue Ha ycrpoﬁc1’33|

KpaiiHa Touka 3
| Content Aware Protection - Mncnekuywa no ceaepxanve | Lo 4 Mopt 3

|eDiscovery - CKaHUpaHe Ha AaHHU B NOKOW ‘

KomyHUKaLUMoHeH NopT Cbpsbp KpaiiHa Touka N
D Mopt N

KOoMyHWKALWOHEH nopT 1
X KomyHukalnoHeH nopt N

KpaiiHa Touka 1
[ mpoyecop | | LAN mpexa |
[ Onepatuana namer| [ Besmuana mpexal
[ Tewpaamex | [usB noproge |
| Cepuen nopt | [ Bayryr |
[ napanenennopr | [ wamepa |

®urypa 33. UML KomnoHeHTHa anarpama Ha Cososys EPP 5.0.2.1

[MakeTHaTa gnarpama oT mogena Ha peanusauus (Purypa 32) e cbcTaBeHa OT cnegHuTe
ocHoBHM naketn: “Device Control — YnpaenenHue Ha yctponctea“, ,Content Aware
Protection — Hcnekuunsa no cbabpxkaHue®, ,eDiscovery — CkaHnpaHe Ha [laHHM B NOKOn“ n
LOoKnagn n aHanuan®, oTtroBapsilimM Ha ocHoBHuTe moaynu Ha CIAO Cososys EPP
5.0.2.1.

Crnina Cososys EPP 5.0.2.1 e narpageHa Ha 6asarta Ha ,KNMEHT-CbPBbP® apXMTEKTypa.
KoHTponupaHute ot cuctemaTta paboTHM cTaHuuu ce HapuyaTt ,KpanHu Todkn®. Ha Bcska
KpaliHa To4Ka Ce WMHCTanupa KIMEHT, HapeYeH ,areHT", KOUTO KOHTPONMpa CbOTBETHUTE
KaHanv 3a gaHHu kato Lan mpexa, 6eaxmyHa mpexa, USB noptoBe, bnytyT noptose,
cepuinHn 1 napanenyHu noptoee (durypa 33). CIMNL koHTponmMpa n OOCTbMNa Ha BCUYKK
YCTPOWCTBA, M3MOM3BaWM KaHanute u nopTtoBeTe 3a faHHM — USB 3anametasaum
YCTPOWCTBA, NPUHTEPU, Kamepu U T.H. CuctemaTta KOMyHMKMpa C KpamHata To4vka KaTo U
Hanara 3a W3nbfIHEHME npueTaTta MonUTUKa 3a CUrypHocT, ykasBawa KOW moxe aa
n3nonaea KaHanuTte 3a gaHHu n yctponctearta, KOI'A ga rm nanonsea, KAK ga rm nsnonssa
(4pes kakBu npoTtokonu n npunoxenus), KAKBU gaHHM moxe ga nanonssa u uanpawia.

Upes pgmarpamata Ha BHegpsBaHe ce Mmogenvpa  (u3n4eckoTO BHeapsiBAHE Ha
CUCTEMHUTE KOMMOHEHTU. 3a pasnuMka OT KOMMOHEHTHUTE Auarpamu, U3MNofi3BaHu 3a
OnucaHne Ha OTAENHUTE KOMMOHEHTW, AMarpamuTe Ha BHeApsiBaHE MoKasBaT Kak Teau
KOMMOHEHTN Cce pasrpbluaT B peanHata cpega. [pumepHa gnarpama Ha BHeApsiBaHE Ha
Crnnpa cucrema e nokasaHa Ha durypa 34. lNopagm dakta 4e CUC obrkHOBEHA € CrnoXHa
cuctema, CbCTaBeHa OT ronsM Opon KOMMOHEHTW, Anarpamarta € OnpocTeHa M MNokasBa
HAKONKO XxapayepHu komnoHeHTn kato CIMWL (DLP) cbpebp, KOMTO € CBbp3aH CbC
co(pTyepHuTe areHTu, paboTewm Ha noTpedbutencknte paboTHM CcTaHuuu. Ypes
coptyepHute areHTtu, CMNU[ cbpBbpa Habnogasa, KOHTpoNUpa 1 ynpaensiBa kaHanuTe 3a
AaHHM Ha KparHuTe ToYkn (paboTHu ctaHumm 1 nantonun) — LAN mpexa, 6e3xudHa mpexa,
bnytyT, USB noptoBe, enekTpoHHa nowa, 4Yat komyHukauum n gp. ClMAO e B cbcTosiHme
Aa KOHTponupa KOMYHUKAUWOHHUTE KaHanu, Aa akTuBmMpa v geakTMBMpa NnoToka OT AaHHU
npes3 TAX cnopepn KoHTeKcTa u notpebutens. [JaHHuTe moraTt ga 6GbaaT MHCNEKTUPAHW MO
CbAbpXKaHue, KaTo NpU KOHCTaTMpaHe Ha HapylweHue — HeOoTOPM3MPaHO U3TUYaHe Ha
AaHHKU, TO MOXe Aa 6bae GnokupaHo n goknagsaHo. KomyHukaumata mexay KIMeHTUTe u
CbpBbpa ce ocbulecTesaBa Ypes TCP/IP npoTokon.

Asmopegpepamu Ha ducepmauuu 2022 (1) 50-101



82 NeaH Nangapckn
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durypa 34. UML OQuarpama Ha BHeapsiBaHe Ha CITAL

4.4. PaswupsBaHe Ha cbuecTByBawa CUC c HoOBM cnyyan Ha u3non3BaHe 3a
3awmTa Ha YyBCTBUTENHU AaHHU 3a opraHu3auusita

Mpn peanusaumaTa Ha MNOMUTUKM 3a WMHAPOPMALMOHHA CUTYPHOCT B OpraHu3auusTa,
rmaBHO BHMUMaHue ce obpblua Ha pasnuyHUTe No3vuumn (paboTHn mMecta). AnbXHOCTHaTa
XapaKkTepuctmka Ha paboTHOTO MSCTO onpedensl M3non3BaHEeTo Ha MHGOopMauMoHHaTa
cuctema. HaumHute Ha wusnonssaHe Ha WMC oOT cnyxutenuTe Ha oOpraHusauudaTta
AedUHUpaT CbBKYMHOCT OT crnyyYam Ha ynoTtpeba (use cases). CnyyauTe Ha ynotpeba,
CBbp3aHM C u3nonseaHe, obpaboTka MM KOMyHMKaLMA Ha OaHHW, OOEKT Ha 3alumTta B
opraHu3aumata morat ga 6bgat onucaHn B CUC, KOATO Oa crneam Kak CbOTBETHUS
Cry>XuTen cnassa nonmMTukarta 3a CUrypHoCT.

N36opbT Ha CIWN[L kato nnatcdopma 3a peanu3auma Ha CUC gaBa Bb3MOXHOCT 3a
rbBKaBa HACTPOMKa Ha cucTemMaTa CbC CbOTBETHUTE U3NCKBAHUSA KbM paboTHMUTE MecTa - C
KakBa MHopmMauma e 4onycTMMo Aa paboTu 1 KakBu onepaumm ca paspeLLeHmu.

Peanusaumsata Ha CAC ce onucea 4ype3 moferna Ha peanu3auusi. Ton ce KOHCTpyupa
ype3 OBEKTHO-OPUMEHTUPAHO MoAEenMpaHe OT OBEKTHO-OPUEHTMPaH NPOEKTEH MoAEen Ha
CWC. 3a uenta ce usnonseat UML gunarpamu cnopepf npeactaBeHUAT OT Hac metoq. Ypes
TSIX C€ OMMCBAT KOHKPETHU Crnyyaun Ha M3nons3BaHe (uUse cases) Ypes KouTto moraT ga 6baar
nocturHatu n ygosnetsopeHu noctaseHute npen CUC uenun. N3nonsearku crnydamte Ha
n3non3eaHe He € HeobxogumMo gOa ce peanuaupa peanHa, nbrnHomawabHa CUC.
[locTaTbyHO € onucaHuTe crnyyYam ga MOoKpMBaAT MNOCTaBEHUTE LEenuM 3a pasnumyHuTe
paboTHM MecTa B opraHu3aumsaTa. YUpes cueHapumTte, onNncaHu B criydanTe Ha U3nona3saHe
ce ocurypsiBa Bb3MOXHOCT Ha CUWC pa ce agantmpa KbM HOBM W3UCKBaAHUS Ha
opraHu3aumMsaTa u CbOTBETHUTE paboTHM MecTa. HabopbT OT onucaHm crnyyam Ha
N3non3eaHe, ONUCBaLl pasnUYHM cueHapun Ha B3aumogencteme Ha CUC ¢ okonHaTta
cpega n notpebutenute (Pur.23) gaBaT Bb3MOXHOCT Ha cucTemaTa ga yAOBMETBOPU
N3NUCKBaAHUSATA Ha Pa3nMYHK MO CBOS XapakTep, AEWHOCT U rofieMnHa opraHusaumm.

lMpeactaBeHUAT MeETOA, CbYeTaH C W3NON3BAHETO Ha [IbBKaBa nnargopma 3a
peanusauusa kato CIW[ ocurypsiBa Bb3MOXHOCT 3a AoOpas3BMBaHE Ha CbLUeCTBYBaLLM
CUC wu4pes HOBM cueHapuu 3a 3awWwmuTa Ha [JaHHW, HepeanusvMpaHu [Jocera B
opraHusaumsata. Metoga gaBa Bb3MOXHOCT 3a MOAENUpaHe U peanusauusi Ha HOBM
acnektn ot CUC 6e3 aa ce Hanara cuctemara fa ce npoektupa otHayano. [lpyro OCHOBHO
npeguMmcTBa Ha metoaa U uanonasaHeTo Ha ClW[ e 3anasBaHeTo Ha onepaTMBHAaTa
CbBMECTMMOCT C OCTaHanuTe enemMeHTn Ha cbuectByBawara CUC wnn Ha oTtgenHu
noaxoam W MexaHmsamm 3a MHGPOPMaUMOHHA CUFYPHOCT, peanu3vMpaHu Beye B
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opraHusaumsTa.

TakbB € cryyasT ¢ opraHM3aumd, nputexasalla gyHkumoHmnpaiwsa CUC n npegnassalla
eeKTMBHO HerHaTa MHMPACTPyKTypa 4pe3 pasfuMyHu noaxoauM 3a MHGOPMaLMOHHA
curypHocTt (MNC) ¢ mpexoBa koMmyHukaumna — dur.3. Cnen BnmnsaHeTo B cuna Ha Obwms
pernameHT OTHOCHO 3aliuMTta Ha nuyHuTe AaHHu - PernameHnT (EC) 2016/679 (GDPR),
pernameHTUpaly 3awmrara Ha NUYHUTE JaHHW Ha rpaxaaHn Ha Esponenickmus Cblos, ce
Hanara opraHu3auusiTa ga ce cbobpasu ¢ Hero 1 Aa BbBeae MEpKU 3a 3alumta Ha NNYHUTe
AAHHW Ha KIMUEHTU U CRYXUTENW.
3a uenta ca HanOXWTENHW CcregHUTe MPOMEHM B NONUTUKATa 3a MHGOPMAaLMOHHA
CUTYpHOCT

1. CnasBaHe Ha u3uckBaHnaTa Ha GDPR 3a onasBaHe Ha NUYHWN JaHHMU,

2. OnasBaHe Ha UHopmauuaTa OT U3HacsiHe B NOCOKa OTBbTPE-HABbLH.

TaxHaTa peanu3auusa ce 6asmpa Ha onpeaensaHeTo U onas3BaHEeTO Ha YyBCTBUTENHaTa 3a
opraHunsauusta nHgopmaums. Onuceat ce HeobxogMMnTe CLeHapun 3a 3almTa Ha JIMYHU
n/vnu 4JyBCTBUTENHM [aAHHW W Ce CbCTaBAT HeobxoaMMuTe 3a WU3MbIIHEHMETO Ha
cueHapuunte guHammyHm UML gmarpamu, cBbp3aHM C OMUCAHWETO Ha OUMHAMUYHOTO
nosegeHne Ha cucremarta (durypa 23). HAKONKO TakumBa cueHapusi ca MokasaHu B
Tabnuua 2. Cneg TtoBa Taka onmMcaHuTe cueHapum ce 0obaBAT KbM CblUecTByBallaTta
CUC, uypes wusbpaHata CIIMO 3a peanusaumMs Ha 3awurtata B peanHu Yycrnosus,
cbobpassaBalikn ce c oTaenHute paboTHM MecTa M cneuudukata Ha pabortata MM C
AAHHW.

CueHapum 1
Knroyoeu KOHTpON Ha NWMYHW/YYBCTBUTENHW [AHHU 4Ype3 MOMUTUKU U
KOHmMposu npasuna 3a IBAN, ElH, ID, Credit Card Numbers.
OnucaHue KoHTpon Ha TpaHcdepa Ha JNUYHU/YYBCTBUTENHU [OaHHM,

cbabpxawm IBAN, ID, Credit Card Numbers upe3 BbHLUHK
3anametsaBawm yctporctea (USB cnaw nametn).

CueHapul KonupaHe Ha gaHHM BbpXy BBbHLUHO 3anamMeTsiBaLlo yCTpoWC-
T80 (USB pnaw nameT). CUC nposepsiBa ganu KonupaHute
drannoBe CbabpXaT YyBCTBUTENHN 3a OpraHu3aumsaTa JaHHWU.
AKO OaHHWUTEe ca YyBCTBUTEMHW, NONUTUKATA 3a CUTYPHOCT On-
penensa ganu notpebutens uma npaeo Aa konupa dannose-
Te, CbabpXKalwm Te3n gaHHu. lNpoBepsiBa ce ganu cnopeg no-
nuTUKaTa 3a CUrypHocT notpebuTtens nva npaso a u3nonssa
TO3M BbHLIEH HOCUTen. Hanpumep B opraHuM3aumsaTa Moxe fa
€ pernaMmeHTMpaHo M3NoNi3BaHeTO caMO Ha CnyxebHu oTopu-
3MpaHn dnaw nameTn unm camo Ha kpuntupaHu USB Hocu-
Tenn. B To3M cnyyam ce geduHupa ,6an cnnchbk OoT paspe-
lWeHn 3a usnonasaHe npeHocumu Flash nameTtn. 3a Bcekn
notpebuten ce onpegensa nepcoHanHa Flash nameTt kodaTo
MOXe oa 6bae nanonsBaHa camo OT Hero.

Mpw HapywaBaHe Ha nonuTUKaTa 3a CUrypHOCT KONUPaHEeTo Ha
danna ce 3abpaHsiBa U ce MU3roTBA [OKMNa 3a HapyLUEHUETO.
Bb3MOXHO € [a ce cb3gade pesepBHO Konme Ha auvna
(OOKyMeHTa) 3a No-HaTaTbLUHO pa3scnefBaHe.

lMpoekmHu modenu | Bux MpunoxeHune 1
onuceawju 1. Anarpama Ha cnyyan Ha nsnonssaHe (Use Case Diagram) —
CueHapudu 1 ®urypa 1.1
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(UML Quazpamu) 2. Ouarpama Ha B3aumopenctsme wunu [uarpama Ha akTue-
HocT — ®urypa 1.2
3. Anarpamu Ha cbeTosiHue — durypa 1.3.1 n 1.3.2

CueHapum 2

Knroyosu MpUHYQUTENHO KpUNTMpPaHe Ha AaHHW, npeHacsHu ype3 USB

KOHmMposnu doriaw nameTn.

OnucaHue KpuntnpaHe Ha nUYHW/YYBCTBUTENHU [OaHHW, CbObpXKalluu
IBAN, ID, Credit Card Numbers npu npeHacsiHe Ha OaHHW
ype3 BbBHLUHM 3anameTtsaBawm yctponctea (USB cnaw name-
™).

CueHapul lMpu konupaHe Ha dpannoBe BbPXY BBLHLUHO 3anameTsBallo

yctpouncteo (USB ¢naw nameTt).ce npoBepsiBa ganu nonutm-
KaTa 3a CUrypHOCT paspeluaBa Ta3u ornepauus OoT To3u noTpe-
buten, ¢ Tean gaHHW. Cnen ToBa ce NpoBepsiBa Aanv BbHLLU-
HOTO 3anameTsABall0 YCTPOMCTBO € XapAyepHO KpUNTUPaHo.
AKO TO e xapayepHO KpunTupaHo, onepauunsata ce paspeluasa
N ce NpaBu pe3epBHO KOMUe, ako nosimTukaTa 3a CUrypHoOCT ro
N3NCKBaA.

AKO YCTPONCTBOTO HE € XapAyepHO KpUNTUpaHO ce akTuBmpa
BrpageHuat B ClMWL moayn 3a codTyepHO KpuntupaHe wu
dannoseTe ce KpuntupaT npuHyautenHo. Cnen ToBa onepa-
UusaTa 3a KonupaHe ce paspellasa, KaTo ce Konvmpa KpuntupaH
doann.

Upes To3n cueHapum ce rapaHTupa de npm 3aryba nnum kpaxba
Ha BBbHLLUHOTO 3anameTsiBawo yctponcTteo (USB dnaw namer)
GDPR e cnaseH.

lMpoekmHu modenu

Bux MNpunoxerne 1

onuceawju 1. Anarpama Ha cnyyan Ha nsnonssaHe (Use Case Diagram) —

CueHapuu 2 durypa 2.1

(UML Quazpamu) 2. Ouarpama Ha B3aumopenctsme wunu [uarpama Ha akTue-
HocT — durypa 2.2
3. dnarpamu Ha cbCcTosiHME — durypa 2.3

CueHapuu 3

Knroyoeu KoHTpONn Ha nNW4YHW/Y9YBCTBUTENHW AaHHW 4Ype3 MOSIUTUKN W

KOHmMposnu npasuna 3a IBAN, EIH, ID, Credit Card Numbers.

OnucaHue KoHTpon Ha TpaHcdepa Ha fMYHU U YyBCTBUTENHWU AAHHMW,
cbabpxawwm IBAN, ID, Credit Card Numbers upe3 enektpoHHa
nowa (email).

CueHapul M3npalaHe Ha gaHHM Ypes3 enekTpoHHa nowa (email). CUC

npoBepsiBa Aanu uanpallaHaTta eneKkTpoHHa Molla CbabpXa
YyBCTBUTENHM 3a opraHu3auusaATa OaHHW. AKO [aHHUTe ca
YyBCTBUTENHW, MONMUTMKATa 3a CUrYpHOCT onpenens aanu
noTpebuTens uma npaBo Oa M3npalla nowjata, cbabpKalla
Te3an AaHHu. MNpoBepsiBa ce Aanv cnopen nonutukata 3a cu-
NYPHOCT NoTpebutena vMMa npaBo Aa u3npaila eneKkTpoHHa
nowia Ao agpecarta. Hanpumep B opraHusauusaita Moxe Aa e
pernameHTMpaHo U3npaljaHeTo Ha enekTpoHHa nouja Ao on-
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pegeneHu agpecu oT onpeaeneHn notpebutenu. B To3u cny-
Yyan ce pgeduHmpa 651 CNUCHK® OT paspelleHn agpecu Ha
erleKTpoHHa nowya.

lMpn HapylwaBaHe Ha nonuTukaTa 3a CUrypHOCT U3npalaHeTo
Ha enekTPOHHOTO MMCMO ce 3abpaHsBa U ce U3roTBS Aoknag
3a HapyLweHueTo. Bb3aMOXHO e fa ce cb3faze pe3epBHO KO-
nve Ha dpanna (QOKyMeHTa) 3a No-HaTaTbLUHO pascriefiBaHe.

lMpoekmHu modenu | Bux MNpunoxexue 1

onuceawu 1. Anarpama Ha cnyyan Ha nanonssaHe (Use Case Diagram) —
Cuyenapuu 3 durypa 3.1
(UML Quazpamu) 2. Ouarpama Ha B3aumopgenctsme wunu [uarpama Ha akTue-

HocT — durypa 3.2
3. dnarpamu Ha cbCcTosiHME — durypa 3.3

Tabnuua 2. CueHapum Ha HOBM cry4vaum Ha ynotpeba Ha cbuiecTByBalwa CUC

4.4.1 PesynTtaTu OT NnpoBeAEeHU U3NUTAHUA Ha peanM3npaHo paslwmnpsaBaHe Ha
cbuecTtByBawa CUC c HoBM criy4yau Ha n3nosn3BaHe 3a 3awuTa Ha YyBC-
TBUTENHN AaHHU

Llen Ha usnutaHusaTa

N3nuTaHne Ha npeanoxeHuTe cuUeHapuu 3a paswupsiBaHe Bb3MOXHOCTUTE Ha
cbuecteyBawa CAC 3a npenorBpsTsiBaHe U3TMYaHE Ha WHGOPMaUUA B ObpXKaBHU U
YaCTHWU CTPYKTYpPMW.

O6xBaT Ha npoy4YBaHeTO

[lo MOmMeHTa npoy4yBaHeTo obxBalla 7 opraHn3aumm — 5 ObpXaBHU M 2 YaCTHM.

Pa3mep Ha cybekTute: MawabHu gobpe CTpyKTypupaHn ObpXKaBHU U YaCTHU CyOeKTu.

MeTomonorus

[MpoBeageHn ca cpewm C NpeactaBUTENU Ha MNPOSABUNN MHTEPEC AbPXXaBHU U YaCTHU
cybekTn, Ha KonTo e obcbaeHa HyxaaTta OT pas3wnpsiBaHe Bb3MOXHOCTUTE HA CUCTEMUTE
3a MH(OPMaLUMOHHA CUTYPHOCT. [QUCKyTUpaHM ca pasfiMyHM MHCTPYMEHTU 3a 3alumta Ha
yyBCTBUTENHA WHpOpMauus, B 3aBUCMMOCT OT cneuudpmkata Ha OenHOCTTa,
HOpMaTMBHUTE U3UCKBAHUA U pa3mMepa Ha cybekta. Crnepn npoBedeHUTE CpeLlun ce cTura
A0 1U3B0OAa, Ye Han-rofnsama e HyxxaaTta OT BHegpsiBaHETO Ha pelueHus ot tuna CrAL.

B aBa ot cybektnte ca HanpaseHu nogpobHu TectoBe M [loka3BaHe Ha KoHUenuusTa
(POC - Proof Of Concept) Ha peweHnus oT tTun CIMW[L. 3a npoBexnaHe Ha TECTOBETE U
POC ca cbrmacyBaHn n ogobpeHn TeCTOoBWM CUeHapuu, nNpeactaBeHuM CbC ciyyYan Ha
n3nonsesaHe (Use cases) 3a 3almTa Ha YyBCTBUTENHA UHOpMaLUs, CbOTBETCTBALLA Ha
HOpMaTMBHUTE Yypeabu U BbTPEWHW npaBuna Ha cybekta. HabniogaBaHn ca wu
CbBMECTMMOCTTa C HaNUYHUTE KbM MOMEHTa MHCTPYMEHTU U pelleHuns 3a UT curypHocr,
N3MNon3BaHn B opraHnsayumTe.

HopmaTuBHa 6a3sa

3akoH 3a kubepcurypHoct B Pbvnrapua [57, 74], Hapegoba 3a MuHUManHute
N3NCKBaHMSA 3a MpexoBa 1 nHgopmMaumoHHa curypHoct [15], EU GDPR [68], ISO 27001 u
27002 [8, 78, 79] v gpyrv cnuumndmnyHn Hapenbu 3a cybektuTe.

OnucaHue Ha npoBeAeHUTE U3NUTaHUSA

3a ocbliecTBABaHe Ha cneuuduyHUTe 3a cpefaTta TectoBe, ogobpeHuTe npasuna m
CueHapuu ca OCHOBaHWM Ha W3BagKM OT  KMKYOBM  KOHTPOMW,  M3MOn3BaLiu
PYHKLMOHANHOCTTa Ha NpUoXeHoTo pelieHne ot Tun CMNI.

Pe3ynTtaTu 1 3aKno4YeHUs oT U3nNUTaHuATa
MN3nonaeaiku NpeanoXeHuAT oT Hac MeTon 3a npoekTupaHe Ha CUC, ce paswwupsaBsar
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Bb3MOXHOCTUTE Ha CbLleCTByBalUMTE CUCTEMM 3@ WH(OPMALMOHHA CUIYPHOCT.
[leTannHOTO onucaHMe Ha cryYauTe Ha ynoTpeba 3a 3awmta Ha YyBCTBMTENHM 3a
opraHuMsaumsita AaHHu 4pe3 npoekTHuTe mogenu ¢ nomowTa Ha UML guarpamum owe Ha
eTan npoekTupaHe ocurypsisat Bb3MOXHOCT Ha CUC TOYHO Oa M3NbriHsABa MOCTaBEHUTE
uenu, CBbp3aHM C MNONUTUKATE 3a BbTPELUHA CUMYPHOCT, MNpaBHUTE pPas3nopeaHn u
ANpekTuBUTE 3a noeputenHoct. Peanunsnpaneto Ha CUC ¢ nnatgopma CIAL ocurypsisa
WHTUYTUBHO Cb3faBaHe Ha MOMUTUKW, OMUCBaWM crydyauTe Ha ynotpeba u4pes
NpeanoXeHUTe CLeHapun.

dyHKUMoHanHo paswmnpeHata CUC e edmkaceH MHCTPYMEHT 3a npegoTBpaTaBaHe U
pascrnegBaHe Ha UHUMAEHTW, CBbP3aHN C U3TUYaHe Ha YyBCTBUTENHA MHOopMaLms.

MNpoekTHMA Mogen faBa sicHa nNpeacTaBa 3a npouecuTe, CBbp3aHM ¢ obpaboTka u
TpaHcep Ha NHopMaLmAa B opraHMsauusTa.

B pesynTtaT Ha npoBefeHuUTe U3NUTaHUA Ha JOpa3BuTMe Ha cblyecTByBawa CUC 4pes
HOBM crydyauM Ha ynoTtpeba 3a 3awurta Ha YyBCTBUMTENHM 3a oOpraHu3auusaTa AaHHU
(Tabnuua 11), e ycTaHOBEHO CNegHOoTO:

1. HamansBaHe Ha WHUMOEHTUTE, CBbpP3aHM C WU3TUYAHE Ha 4yBCTBUTESHA
nHdpopmauus (Mpaduka 1 ot dur. 35).

2. OrpaHu4aBaHe Ha MH(OPMALMOHHUTE KaHanu Mo KOMTO € Bb3MOXHO M3TMYaHETO
yyBCTBUTENHA MHGopMauus (Mpaduka 2 oT dur. 35)

3. lMoBuwaBaHe BMAMMOCTTaA Ha YyBCTBUTENHATA MHOPMaLMa OT TN [JaHHW B NOKOU
(Mpadmka 3 ot dur. 35)

4. lMNopobpsBaHe Ha CbLOTBETCTBMETO C MNOMIMTUKATE 3a BbTPELIHA CUIYpPHOCT,
npaBHUTE pasnopendbu n gupektmeuTe 3a noseputenHocT (Mpaduka 4 ot dur. 35)

5. lMNpaBunata 3a 3awmta Ha YyBCTBUTESNTHW OAHHW, M3rOTBEHM MO CUeHapuuTe Ha
cnyyYanTe Ha ynotpeba ce manbnHABaT CTPUKTHO U ©6e30TKkasHO OT DyHKUMOHANHO
pa3wmnpeHaTta CAC.

®urypa 35. O606LLeHN pe3ynTaTi OT U3NMTaHNS HaA OPa3BUTUETO Ha cbluecTByBalwa CYC

4.5 TpaHcchopmupaHe Ha OO npoeKkTeH mogen B areHTHO-0a3npaH moaen Ha
peanusauums

BHeD,pFIBaHeTO Ha cucrtemMa C peariHn KOMMOHEeHTUn WM3NCKBa 3HaYnTesIHM CpeacTBa,
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BpEME, CEPUO3HW YCUMUS M YOBELLKM KanuTan 3a HEeWHOTO TecTBaHe U cbbupaHe Ha
peanHn paHHu. [opagn TasuM nNpuyMHa Ce Hanara ga cumynupame OeWCTBUETO Ha
npoekTMpaHaTa cuctema B u3bpaHaTa areHTHo-6asvpaHa cumynaumoHHa cpefa. ToBa
n3nckea ga ce TpaHcdopmupa cb3gageHms OO npoekTeH Mogen Ha cuctemata BbB
areHTHO-6a3npaH Moaen Ha peanusaumsTa, YMeTo gencreme Tpabsa ga ce cumynmpa.

B areHTHO-6a3uMpaHuTe cuctemn, areHTbT cbbupa m obpabotBa WHGOpMaumsa 3a
OoKonHaTta cpefa, B KOATO AEWCTBAa, U Bb3AENCTBa BbpXy Hes Ha 6asaTta Ha B3eTWU OT Hero
peweHnss wn npo-aktuBHa pgenHoct. [lpu CUC ponyckame, 4ye OTOENHU areHTn
N3NbIHABALLM CAMOCTOATENHM 3a4aun No 3awMTa Ha JadeH akTUB unm uHdopmauus ca
yacT OT cuctemarta. 3a ga ce nocturHaT uenute Ha CUC, Ta TpsibBa ga ocurypm
AENHOCTTa Ha HSAKONMKO OCHOBHM BMAA areHTW, W3NbIfHSABaWLM oOnpedeneHa pons u
N3BbPLUBALLN UHTEpPaKUMU Mexay Tax: ,A2eHm rno HapyweHusma®, ,AeeHm 3a 3awjuma®
A2eHm Ha nonumuka 3a WCY  ,AeeHm 3a HabmnolOeHue®, ,Panopmysauy
aceHm”, , KomyHukayuoHeH AeeHm®,,0bpabomeauw; aceHm*, ,Cknadupaw, azeHm", ,AceHm
3a peanu3sayus Ha ycryau”,

TpaHcdhopmauuaTa ot 06eKTHO-OpneHTUpaHusa npoekteH mogen Ha CUC B areHTHO-
-6basnpaH mMogen Ha peanu3auusi ce OCHOBaBa Ha knac-guarpamata ot durypa 21.
Buanmo e ye knac "KoHTpon" cbabpxa B cebe 06ekTn, KOMTo mmaT noTeHuman ga ce
npeebpHaT B MPO-aKTUBHU areHTu, B3MMalLM CaMOCTOATENHM pelleHns. To3n Knac
B3aMMOAENCTBA C OCTaHanuTe knacose (3awmTta, [JaHHK 1 YnpaBneHue), Kouto opopMaT
OKONnHaTa cpeda Ha Knaca areHTu, KOATO ocurypsBa Heobxogumarta mm 3a pabota
MHopMauusa 3a B3emaHe Ha peweHus. OcBeH ToBa areHTUTe Bb3AencTBaT Ha Tasm
OKONHa cpefa C uern nocTuraHe Ha KOHKpeTHM pesynTtaTtn 3a kouto CUC e cb3gageHa u
nonyyasa oT TAX MHopmaums, Ha YnsaTo 6asa B3Mma peweHusTa. Moxem ga nppuemem ve
Te3n Kracose popmupaTt OKonHaTta cpefa, ¢ Koato knaca "KoHTpon" B3aMmogeuncTBsa.
MoxxeMm ga geduHmpame knac "OkonHa cpega”, cbCTaBeH OT Tpute knaca 3awmTta, [aHHu
n YnpaeneHue. ToraBa knaca "KoHnTpon" ctaBa AreHT "KoHTpon", B3ammogencTsaly C
HoBuSA knac "OkonHa cpega” (Purypa 36). Ha Tasn 6asa npuemame, 4ye knacwbT "KoHTpon"
ce TpaHcdopmupa B Knac “AreHT", KOMTO npeacTaBsa CbBKYMHOCT OT areHTW, BCEKU OT
KOUTO uMa onpegeneHa Len.

3awmTa

Kentpon
+Kanann 3a passm

FrpaBnsHWe

+CRETOAMME Wil CHETEMATA

+ ¥npasnesue()

Knac AreHt

Knac ,OkonnHa cpepga’

durypa 36. Knacose ,AreHT* n ,OkonHa cpega“

B cboTBeTCTBME C OTAENHUTE LUEenu M Hyxaata OT onpedeneHn ponwu, knacbT ,AreHT”
obxBalla: ,AreHT no HapyweHuaTa“, ,AreHT 3a 3awwuTa“, ,AreHT Ha nonutuka 3a NCH,
LAreHT 3a HabnogeHune®, ,PanoptyBawy areHT", ,KoMyHuKaumoHeH areHT”, ,O6paboTBaLy
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areHT", ,Cknagupaly areHT" n ,AreHT 3a peanusauma Ha ycnyru“ (durypa 36).

% +Hopmanku napameTpu %
_— >

AreHT Ha nonutuka 3a UC AHANUTUYEH areHT

L/

Mony4aten

+He f i
Monutuka 3a curypHoct

+Nla 7 Arent3a 3awmTa

\
HapylweHune Ha NONWTUKATA 33 CUTYPHOCT ?
=4
PanopTyBauy areHt
+lla +[loknag,
[loxnagBaHe Ha HapylieHue %
>

I

+bnokupaxe AreHT 2a zawura
BnokupaHe Ha aeicTBHETO
ChafasaHe Ha pesepBHO Konue —— > %
+PesepsHo konue

Cknagvpaly areHT

durypa 38. [lnarpama Ha cnyyan Ha nanonssaHe npu ,AreHT Ha nonutuka 3a NC*

+CamozawmTa
+OTKNOHeHNe
—_—

AHanWTU4eH areHT AreHT za 3awuta
) / +AHuyMKMpa
3annaxa

MpoTvBoAeiicCTEME NpW OTKPUBaHE Ha 3annaxa

MonuTuKa 3a CUrypHOCT

[ Y .E' ?
DoknagsaHe Ha HapyweHune +lloknan
PanopTysaw areHTt

durypa 39. [lnarpama Ha cnyyan Ha uanonssaHe npu ,AreHT 3a 3awmra“

3a ga ce onuule ponaTa Ha BCekun areHT Ypes nanonssaHe Ha OO e3unk UML ce nanonaea
anarpama ,Cryvan Ha n3nonsBaHe®, KOATO ON1CcBa B3aMMOAEWCTBMETO Ha AafEH areHT C
oKoIiHaTa cpefa, KoATo B Hawwusa criydan ce pasrmnexga kato OO cuctema. 3a Bceku eauH
OT n3bpoeHNTe areHTU ce Ccb3daBa TakaBa Anarpama, KOATO OMMCBa CLEeHapusi MO KOUTO
Ton gencrtea. 3a [a MNOKaXem Kak CTaBa ToBa Ce NpeAcTaBs Auarpamara ,Criydyanm Ha
n3nonsBaHe”, Ha okonHarta cpega OT areHTuTe ,AreHT Ha nonuTtuka 3a NC* n ,AreHT 3a
3awmTa“. [lo aHanorMyeH Ha4yMH ca onNucaHu U OCTaHanuTe areHTW, C KOeTo ce Cb3gasa
areHTHo-6asnpaH mogen Ha peanu3aumss Ha CUC. Tosanm mogen ce um3nonssa npu
cUMyrnupaHe OeMHOCTTa Ha npoekTupaHata cuctema. Ha durypa 37 e nokasaHa gnarpama
Ha cry4yan Ha nsnonssaHe 3a ,,AreHT Ha nonutuka 3a IC“, a Ha durypa 38 - anarpama Ha
cnyyam Ha m3nonseaHe 3a ,AreHT 3a 3awuTa“.
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4.6 CwumynupaHe Ha cucTeMM 3a MH(popmMaLMOHHA CUTYPHOCT U aHaNnU3 Ha
reHepupaHuTe TeCTOBU AaHHU

Peanusaunsata Ha cumynaumsita Ha apxutekTypHus mogen Ha CUC wmsBbpluBamMe Ha
Ga3arta Ha areHTHO- 1 MyNnTU-areHTHO opueHTMpaHo moaenupaHe B cpegute NetLogo u I-
SCIP-SA, nosBonsBaw cMeceHa (eKkcrnepTHa, CEeH30pHa M MaluMHHA) OueHKa Ha
npegnoXeHnTe apxmTekTypHu meta nagen [102].

ExcnepumeHTH B cpepata NetLogo

NetLogo (®urypa 39) e mynTtu-areHTHa Kpoc-nnatcopMeHa cumynauuoHHa cpefa 3a
cUMynupaHe Ha CroXHu cuctemn BbB BpemeTo [47, 118]. Cpepata NetLogo e ocHoBaHa
Ha areHTHo-6a3npaHn Moaenu 3a CUMynupaHe Ha AeNcTBMsTa U B3aMMOAENCTBUSATA Ha
MHOXECTBO aBTOHOMHW areHTn (MHOuBMAOYyanHW WU KOMEKTUMBHW CyGeKkTn KaTo
opraHusaumm wunu rpynu), padortewm enHOBpPEMEHHO. ToBa AaBa Bb3MOXHOCT [a ce
n3crnenBat Bpb3KUTE MEXAY MOOENN Ha MWUKPO HUBO, KOMTO BB3IHWKBAT OT MPWU TSAXHOTO
B3aMMOENCTBME M OLEeHKa Ha Bb3OEWCTBMETO MM BbpXy cucTemaTa, KaTo uano. Ha
basaTa Ha meTa-mogena ot durypa 14 e cb3gageH areHTHO-OpUeHTUpaH MoAen B cpedarta
NetLogo (v.6.0.4).

Pesyntatnte oT cumynauuute Ha TO3M MoAesn ca nokasaHu Ha durypa 40. Kato udano
ca u3cnegBaHu B3auMOAeEWCTBUATaA Mexay oTaenHute 6nokose: “AreHT 3a 3awwmta ”,
“‘KoMyHuKaumoHeH AreHT”, “AreHT no HapyweHusaTa”, “AreHT Ha nonutuka 3a WC”,
“‘PanoptyBaly areHT”, “Cknagupaly areHT”, “AreHT 3a HabntogeHue”, “AreHT 3a peanusauyms
Ha ycnyrn” n “ ObpaboTBaly areHT”. Ypes n3nonsBaHe Ha enemMeHTn oT Teopusi Ha urpuTe,
kKato M knac ot Metoaute MoHTe Kapno 3a paboTa CbC cryvaiHM UM3BagKw,
nmnnemeHTMpaHn B cpenata NetLogo, e ocblLUeCTBEHO NpeacTaBAHETO Ha areHTUTE U ca
peanuanpaHn MHTepakuunTe Mexay Tax.

®urypa 40. EkpaHHu1 cHUMKM OT cumynauus B cpena Ha NetLogo

ExcnepumeHTn B cpepata I-SCIP-SA

C uen no-ronama 6nM30CT 4O peanHocTTa, MO3BOMsBalla CMECeHO u3cnegBaHe Ha
npeanoXxeHnTe apxuTekTypHu peweHmsa Ha CUC e paspaboteH mynTu-areHTeH mogen [28]
oT TN ,cuctema-ot-cuctemn” [126] B cpegara I-SCIP-SA (Intelligent Scenario Computer
Interface Program for System Analysis) [105]. pu ToBa € npunoxeH onuta ot [106] n
opraHmsaumdata oT mogena, npeanoxeH B [103] u peanusunpaH B [107], aHanorM4Hn Ha
nscnegeaHnata B cpepata NetLogo. Uenta e pga ce cb3gage Bb3MOXHOCT 3a
noeHTUUUMPaHeTo Ha Obaeln 3annaxm — BbTpewHn U BbHWHU B VIC, n3nonssaHun B
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KopriopaTuBHa cpefa, B CbOTBETCTBME C Pa3NNYHUTE CbCTOSAHUS HA MU3MON3BaHUTE JaHHU
C aKTMBHOTO yyacTue u Ha 4oBelwkusa dpaktop. MawwnHHO, pedyntatute ca npeacraBeHu
NnocpeacTBOM opraHusauusTa ,00ekT-Bpb3ka“ [108] m npemocTaBAT Bb3MOXHOCT 3a
M3BbPLUBAHETO HA pErieBaHTHU HavanHu M KpawHU XONUCTUYHKM, KnacudUKaLuMOoHHU
OLEHKWN Ha areHTuTe B U3crneaBaHuUTe Mogenu.

Ob6ekTnTe, npeacTtaBswmM areHTn (rpadMyHO O3HAYEeHW KaTO MMEHYBaHW, 3a00neHu
NpaBOBbIMBNHULN) UMAT (PYHKLUMOHANHOCTN KaKTO 3a MeXAy-areHTHa KOMyHuKauus, Taka u
3a BuM3yanusauusi Ha BbHLUHW (3anuMcaHu WNu nonyyasaHW B peariHo BpemMe) AaHHU
(Purypa 40). Mexay-areHTHUTE KOMYHUKAUMOHHW KaHanu ca oTbens3aHu ¢ OBYNOCOYHU
CTPernku, eTUKMpaHu CbC CTOMHOCTUTE Ha Ternara (OuBETEHW B XbITO) U BpeMeBuUTe
CTbMKM (OUBETEHM B CUHbO), OTHeceHW kbM npasuTe (Influence) un obpaTHute
(Dependence) Bpb3kn Mmexay obektute B Moaena. [aHHuTe 3a Ternata Ha mexay-
areHTHUTe BpPb3KM, ObpasyBally TpeHAoBe MoraTt Aa npousxoxgaT OT  pasfuyHU
CMMYNauMOHHWN pe3yrnTaTh B CMeceHaTa pearnHOCT, KOUTO ca MoslydeHu KaTo pesyntar oT
peluaBaHETO Ha MaTemMaTU4eCKM MOLENU U BbHLUHUM U3TOYHULUM, KaKTO B peariHO Bpeme,
Taka v cnef nposexgaHe Ha cuMmynaumuTe.

durypa 41. Myntu-areHteH mogen Ha CI[ 3a npoakTMBHO U3cnegBaHe n3tuyaHe Ha JaHHU B
KopnopaTtuBHa cpeda

MHOXeCTBOTO Ha U3TOYHUUUTE Ha JaHHW MOXe [a u3nonssa: ceH3opu, APl doyHKUumM 3a
AVpEeKTHa Bpb3ka WUnM M3nonssalwy 3anucu BbB pannose C pasnuyeH npousxoq (BKI.
ekcnepTeH WNU Apyr CUMyNauuoHeH pesynTaT), KOUTO ocurypsiBaT Bb3MOXHOCT 3a
NPOakTUBEH CUCTEMEH aHanu3 N XONMCTMYHA OoueHKa Ha obekTute B mogena (B peasnHo
BpeEME WNu crnep cumynauusata), B CbOTBETCTBME C Pa3fIMYHUTE CbCTOSHUSA Ha OaHHUTE
(,0aHHM B OBWXEeHKWe", ,0aHHKU B ynoTpeba®, ,0aHHM B nokon®).

Pesyntatute OT cCUCTEMHUS aHanmM3 ca WHTEPNpPeTUpaHn W arperMpaHn no pasnuyHu
HaunHn, Hanpumep [109, 110, 111], kato TyKk ce wu3non3ea “3D [uarpama Ha
vyyBcTBUTENHOCTTa” — “3D OY” (Purypa 41), ocurypsisawia knacudukaums Ha areHTute
(o3HayeHun kato nHaekcupann 3D cdepun) B yeTnpu cektopa (AkTnBHM — Active, NacuBHn —
Passive, Kputnynm — Critical n Bydepun — Buffering obektn, umawm cbOTBETHO —
ynacmBHa“ — z < 0 unn ,aktTmBHa“ pons — z =2 0 NO OTHOLLUEHNE HA CEKTopa B KOWTO ca
pasnonoxeHu), B CbOTBETCTBME C obpaboTkata M CMeCBaAHETO Ha MNbpBOHAYarHUTE
eKCNepTHU [OMyCKaHUs W pe3ynTaHTHUTE CUMynauuMoHHW pesyntatv (3a BnusHue —
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Influence — x, 3aBucumoct — Dependence — y mn YysctButenHoct — Sensitivity — z,
N3MepeHN B NPOLEHTN OT uHTepeana [0, 1]).

durypa 41. Myntu-areHteH mogen Ha CIA[ ¢ gonbnHUTENHW KnacuuKaunoHHU HavyanHu OLEHKK
Ha areHtute B 3D Y

MpeonoXeHOTO pelleHne npeaocTaBs Bb3MOXHOCT 3a MPOAKTUMBHO y4vacTue Ha
YoBeLLKMS (pakKToOp B Mpoueca Ha B3eMaHe Ha peleHusi, rapaHTupamkv UssioCTHO
pasrnexgaHe M oueHka Ha ponute Ha ClMO (DLP) areHTute n npobnemHuTe MmecTa,
Bb3HMKBALUM Npu ToBa. MynTu-areHTHaTa KOMyHUKaUWs, B CUCTEMHUS MOAEN W3nonasa
pasfnnYHN OpraHM3auMOHHM cTpaTtermm OT Tuna: ,MOepcTBO” — “prominence”, KakTo u
~nperosopu” — “negotiation” [112], B 3aBMCUMOCT OT U3bpaHUTe CUMYyNaLMOHHU CLEHapUN.
[MonyyeHuTe pesynTtaTu OT aHanuM3a Ha MynTu-areHTHUs mogen Ha ClrW[ 3a npoakTnuBHO
nacnegBaHe Ha U3TUYaHUSATA Ha AaHHW B KOpNopaTUBHA cpefa nokassaT sAcHa Heobxoam-
MOCT OT BanaHcupaHe, OCUrypsiBaLLo paswmpeH KOHTPOS BbpPXY U3NON3BaHUTE KOMYHUKa-
umm 1 ycnyrm. Toea obadve kpve M peauua HESACHOTWU, Tb KaTO BbBEXOAHETO Ha HOBU
TEXHOMOMMYHN peLleHns MOXe Aa JoBeae 00 HeOYaKBaHN U3TUYaAHUA Ha OaHHW 1 NpobuBM
B curypHocTTa. CnegoBaTenHO MOHUTOPWHIA, MNOCT-aHanu3a u ckrnagupaHeTo Ha JaHHU B
KOMBUHauusa ¢ eBpUCTUYHATa 3aliMTa B peariHo Bpeme ocTaBaT KPUTUYHM 3a ycneluHaTa
3almTa Ha CbBpeEMeEHHaTa KoprnopaTuBHa cpefa, npu oTynTaHe ocobeHoCTUTe Ha U3nors-
3BaHUTE NOTOUM OT AaHHM.

FeHepMpaHe n aHanu3 Ha TeCTOBU AAHHU

M3nbnHeHneTo Ha Ta3u 3agjadya € opraHu3npaHo, Bbpxy u3bpaHa MynTu-areHTHa apxu-
TekTypa Ha CUC, Ha aBe CTbNKK: (a) CTOXacTUYHa Banuvaauus Ha OYakBaHusATa 3a U3TU-
YaHWA Ha OaHHW, NOCPEeACTBOM €KCMepTHW OO0MNYyCKaHWA U MaluMHHO reHepupaHu ad-hoc
cenekuumn 3a u3TuyaHus Ha gaHHu; (0) nHTepakTMBHa BepudmKaumst BbB BUpTyanHa Kop-
nopaTuBHa cpega ¢ nsbpanusa npototnn Ha CUC n BekTopu Ha knbep-ataku, peanuaupa-
LM OYaKBaHMATa 3a U3TUYaHe Ha KoprnopaTuBHU AaHHW NO onpeerieH cueHapun 3a npo-
urpaBaHe.

B HacToswarta rmasa nogpobHO € onMcaHo NPOaKTUBHO CTOXAaCTUYHO peLLeHne 3a cMe-
CeHa Banugaumsa Bbpxy NpeanoXxXeHns cCUcTemeH Mogen.
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BepudurumpaHeto Ha pesyntatnute OT CTOXaCTUYHUTE CMMynauuu e npoBedeHa emnu-
PUYHO, C M3MOoMn3BaHe Ha MHTepaKTUBHA CUMYyraums B TpaHcopMuMpaHa peasiHoCT, opra-
Hu3upaHa B pamkute Ha yyeHusta CYREX 2018, 2019 n 2020 [109, 117, 122, 123].

4.5 3aknwuyeHue

B rmaea 4 ca onucaHn nogxoam 3a cb3gaBaHe Ha mogen Ha peanu3auma Ha CUC ypes
npegnaraHarta oT Hac meTtogonorus 3a paspaborsaHe Ha CUC.

Ha 6Gaszata Ha npoekTeH 0OOekTHO-OopueHTMpaH mogen e usrpageH OO wmogen Ha
peanusauusi, cbobpaseH CbC CblUeCTByBalla cpefa 3a peanusauus. Cnen ussbpLuBaHe
Ha aHanuM3 Ha npobnemHaTa obnact u Ha 6Gasata Ha u3rpageH KoHuenTyaneH mogern,
pesyntaT OT TO3M aHanua3, ca YTOYHEHW W3NUCKBaHMATA KbM apXxuTekTypaTta Ha
paspaborBaHata CWC. HanpaBeH e aHanu3 Ha cblecTByBawm nnatopmm 3a
peanunsauua CIUNLO n e u3bpaHa Han-nogxoasiiarta B CbOTBETCTBME C Moferna Ha
aHanuaa.

MogenbT Ha peanu3aumsa onucea ChliecTByBalla nnatgopma 3a peanusauua Ha CUC
or Tun CIMKL ,Cososys EndPoint Protector 5.0.2.1“. 3a uenta ce w3nonsear
cbwecteyBawmte UML gmarpamu: [laketHa guarpama“, ,KomnoHeHTHa Anarpama“ u
~Luarpama Ha BHegpsiBaHe".

MpenocrtaBeHNAT MeTon AaBa Bb3MOXHOCT 3a ModenupaHe M peanusaumsi Ha HOBM
acnektn ot CAC 6e3 ga ce Hanara cuctemata ga ce npoekTupa oTHadvano. 3a uenta e
AocTaTbyHO Oa ce gopasBue cbulectByBalla CAC ypes BkNoYBaHe Ha HOBW Crydau Ha
ynoTpeba 3a 3alimTta Ha YyBCTBMTENHU JaHHU 3a opraHu3auusTa. B rnasarta e npegcraBeH
NPUMEpP C KOHKPETHW CLEHApUM Ha HOBWU criydam Ha ynotpeba (use cases), Kakto u
NPOBEAEHN U3NUTAHUS HA peanu3npaHoTo pasLNpeHne Ha cuctemara.

3a pga ce cumynupa pabotata Ha npoektupaHata CUC e uarpageH areHTHo-6a3npaH
Mogen Ha peanu3auus. 3a uenta e cb3gageH cMMynaunoHeH mogen Ha paspaboTBaHaTa
CUC, konTo Moxe fa ce peanuavpa B MyrnTuU-areHTHa Kpoc-nnatgopmeHa cMmynaumoHHa
cpeda 3a cuMmynuMpaHe Ha CroXHUM cuctemum BbB BpemeTo. [peactaBeH e noaxod 3a
TpaHchopMmpaHe oT 06EKTHO-OPUEHTUPAH MOAEN B areHTHo-6a3npaH mogen.

MpunoxeHoTo pelweHne 3a koHuenTtyanHo UML meTa-npoekTvpaHe Ha apXuUTEKTypu C
M3non3BaHe Ha pasNMyYHM KnacoBe Juarpamu, MO3BOMsiBA CTAaTUYHO W AUHAMUYHO
pasrnexgaHe Ha PYHKLUMOHANHOCTUTE Ha cUCTEMUTE 3a MHpOpPMaLMOHHa curypHocT. [MNo-
AETalnHN M3cnedBaHWsl Ha OYakBaHWsiTa 3a M3TMYaHUS Ha [aHHUM ca M3BbpLUEHWU
CMMYIaLUMOHHO, Ha OCHOBaTa Ha CMECEHW areHTHO- U MYNTUareHTHO- OpPUEHTUPaHU
peLleHunsi, ocurypsiBalLy ronsima r-BkaBocT 1 BGnn3ocT Jo peanHocTTa.

eHepupaHeTo U aHanu3a Ha TECTOBU AaHHW € OpraHM3npaHo Ha ABe CTbMKU:

e CTOXacTuyHa Banuaauus Ha OYakBaHWATA 3a U3TUYAHMS Ha OAHHWU, NOCPELACTBOM
€KCMepTHU OOoMYyCKaHWUs U MaLLWMHHO reHepupaHn ad-hoc cenekumm 3a N3TMYaHns Ha
AaHHWU;

e VHTepakTMBHa BepuduKauus BbB BUpTyanHa KopropaTuBHa cpega C M3bpaHus
npototun Ha CUC 1 BekTopu Ha KMbGep aTaku, peanuanpally oYakBaHUsITa 3a U3Tu-
YaHe Ha KoprnopaTUBHM AaHHM NO ONpeAenieH CLeHapuii 3a npourpaBaHe.

MpepnoxeHnte NpakTnyecka sBanuaauus u Bepudukaumsa Ha nsbpaHa komepcuanHo
poctbnHa CMNWI nnatgopma 3a peanu3aums ¢ rBkaBu yHKLUMOHANHOCTKU, aganTupaHu
KbM MeTa apXuUTeKTypuTe, aBaT Bb3MOXHOCT 3a peasiHO CbyeTaBaHe Ha €EKCNepTHW,
CEH30pHM W MaLUMHHO cuMynupaHu faHHu. [lpu TOoBa OCTaBa Bb3MOXHO U THAXHOTO
CpaBHEHNE C MNPOEKTUPAHUTE apPXUTEKTYPHU (PYHKLUMOHAMHOCTM, MO OTHOLIEHWE Ha
peanHuTe BEKTOpM 3a aTaka B CMeceHa, yTypucTudHa BupTyanHa cpefa 3a m3bpaHu
CLEeHapUrHM KOMBUHaLMN.
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Upe3 areHTHO-OpMEHTUPaHUSA Noaxoa MOXe [a ce Nnokake AMHaMuKaTa Ha cuctemarta,
KOSITO C Apyrnte Moaenun He Moxe aa 6bae npeacraBeHa. AreHTHO-OpPUEHTUPaHMA MoAen
HW [aBa UANMOCTHA KapTUHA, KOATO HWUTO KOHLUENTyanHusi, HATO OBEKTHO-OPUEHTUPaHUS
moaen Mmoxe aa gage. Cumynaumara Ha CUC gaBa Bb3MOXHOCT Aa Obae mscneaBaHa
ANHaMMKaTa Ha cuctemarta npu pasnuyHn cueHapuun. CueHapumTe ca onucaHu n npeac-
TaBeHW Ypes3 guarpamm Ha crnydyaum Ha usnonssaHe B OO mogen n cneq ToBa CUMYynMpaHu
ypes3 areHTHusa nogxod. CuMmynauusTa Moxe fa nokaxke NoBegeHWeTo Ha cucTemaTta npu
npoMsiHa Ha OKOoNnHaTa cpefa. TakaBa e Hanpumep NPOMsiHAa Ha 3aKOHOOATEencTBO WU
HopMaTMBHa ©0asa, AaBallo onpeneneHn MpuopuTeETU, BNUSHMETO Ha BbLTPELLUHUM UMK
BbHLUHM 3a OpraHM3auusaTa nuua, nosiBa Ha HOB TWM 3anfaxu Uin HeCcTaH4APTHU HAYMHU
3a U3TMYaHe Ha AaHHW. PedyntatuTe OT cuMynauuaTa nomaraT ga ce npeaBuaaTt Kakto
TpaauLMOHHMTE, Taka M NO-PSAKO CPeLlaHn 3annaxu u ga ce onTuMmanpa U3nori3BaHeTo
Ha MAC.

[maBa 4 onucea U3NbIIHEHWETO Ha 3agayn 5 u 6, geuHupann B "Llen n 3agayumn Ha
ancepTtaumara”:

e PasButne Ha cobuecteyBawm CHYC Ha 6as3aTa Ha npoekTupaHe MU peanusauus Ha
HOBW crydam Ha ynotpeba, oTHacsLWmM ce 40 YYBCTBUTENHU AAHHWN.

e OnpegenaHe Ha nogxod 3a TpaHcdopmupaHe Ha npoekTtHua mogen Ha CUC B
MOAEN Ha peanu3auus;

e Cumynauusa Ha CUC Ha 6asata Ha mogena Ha peanusauus. [eHepupaHe 1 aHanus
Ha TeCTOBM AaHHW.

B pe3yntar OT U3nbl/iHeHaTa Hay4YHoOuU3cnegoBaTesrickata OENHOCT ce nocTturaTt crnegHuTte
HaY4YHO-TMPUITOXHU NPUHOCKU!

1. MpeaonoxeH e UML mogen Ha peanusauma Ha CUC B opraHusaums, uanonssalla
CNA nnatgopma 3a peanmsauus ,Cososys Endpoint Protector 5.0.2.1¢

2. CpaBHuteneH aHanuad Ha cbuecteyBawm CIIAL nnatdopma 3a peanusaumsa Ha
Ga3arta Ha u3nckBaHusTa, oNMcaHn B MoAena Ha aHanmaa.

3. MpoekTupaHe, peanusauusi U TecTBaHe Ha pasliMpeHue Ha cbuiecTByBawm CUC c
noadbp)XaHeTo Ha HOBM Cryyait Ha ynoTtpeba.

4. PeanuaupaH e cumynauuoHeH mogen Ha CUC Ha Gasata Ha 0BEKTHO-OpUEHTUPaHO
onucaHue Ha apxuTekTypaTa My Ype3 U3rnoni3aBaHe Ha areHTHo-06a3npaHo npeacTaBsiHe
B cpeante NetLogo un I-SCIP-SA; CuMmynaumoHHO mn3crneaBaHe Ha apxutekTypaTta Ha
CWUC 4ypes n3BbpluBaHe Ha CTOXaCcTMYHA Banuaauus n MHTepakTUBHa Bepudukaums.
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