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4 |van Vlagoev

Introduction

Advances in technology are so obvious that it can only be mentioned without the
need for a factual description. In this respect, a significant difference from recent times is
the highly expansive digital transformation. Due to COVID-19, the threat to human health,
the speed of technology entering our lives has accelerated greatly, leading to a total
change in many activities, and in the coming years will be even more noticeable as
humanity transforms and adapts to this new way of life.

All that has been mentioned so far leads with it and very completely new to science
and processes not previously researched. The collection and processing of time series and
big data will be expanded by infiltrating new processes. The need for research and new
discoveries will be crucial for the development of science and technology in the coming
years. For this development of new methods and tools for time series research and big data
processing, it is extremely important and will be a major tool for research and
development of science and technology in the future.

This dissertation, through time-series research, contributes to achieving better
results in methods of forecasting financial instruments, processing big data and improving

cryptography and cyber security.

Purpose and tasks of the dissertation

The purpose of this dissertation is to develop new methods and means of data
analysis in information systems using timelines.

For this purpose, the following tasks are defined:

1 develop a method for analyzing and predicting price movements in the financial
field using time series;

2 to propose an algorithm for the training of artificial neural networks in forecasting
financial time lines;

3 propose solutions to increase cryptographic protection in information systems by
applying methods of analysis of time lines;

4 to conduct experimental studies to verify the proposed methods of enhancing

cryptographic protection in solving cyber security tasks.

Abstracts of Dissertations 1 (2021) 3-37



METHODS AND MEANS OF DATA ANALYSIS IN INFORMATION SYSTEMS USING TIME SERIES 5

5 develop programmatic methods to overcome problems when working with big data

In time series.

Structure of the dissertation

Thesis work is structured in four chapters.

Chapter 1 provides an overview of the current themes in the field of data science,
especially when these data are presented as time series.

Chapter 2 presents the developed methods for researching and forecasting
financial time series using different mathematical apparatus.

Chapter 3 also describes the developed solutions to provide cryptographic
protection in the provision of information services by examining random number
generators representing sequences of time series. The practical application of the proposed
approaches to cyber security is presented. The actual results of the tests carried out,
demonstrating the successful resolution of the tasks assigned, are shown.

Chapter 4 overcomes loading and processing a big data problems in limited
computer resources when examining time series with the means of programming language
R.

A summary of the results of the development has been presented in the Conclusion.

The dissertation work contains 125 pages, 33 figures, 1 table and 1 22 bibliography

Sources.

Chapter 1. Analysis of the state of the tests.
If you look at the world through the eye of technology, the first thing that would

impress any specialist is how much data that is. This is a side effect of mass digital
transformation and automation (Wang, 2020), leaving a digital trace of the real process.
Time series in communications, technology, business come as a result of measuring
characteristics from technical, natural, social, economic and other systems (Mikalef,2020),
(Ciamp1,2020).

1.1 Time series

The time series is a representing row of data collected at equal or uneven time

intervals. A key feature of the time series is that each subsequent value is depending on
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the previous values. This dependency can be both very complex and relatively simple.
Currently, many forecasting methods that act as effective tools are widely accepted for
evaluating and analyzing data from time line models. Of these, the most commonly used
model is an integrated method of seasonal component auto-aggression (SARIMA -

Seasonal ARIMA), which essentially belongs to a linear model.

1.2. Applying time series to financial instruments

Market price movements are described through time lines and are subject to
analysis by finance strategists, economists and market strategists. Types of financial
analyses currently used to analyze financial instruments:

o Fundamental - based on analyzing events happening around the world and

concerning financial and commodity markets (Wafi, 2015);

e The technical analysis - based primarily on statistical methods with time series
calculations - is based on statistical methods. Allows of forecasting to be described

by statistical means and mathematical algorithms (Plummer, 1991), (Scott, 2016).

1.2.1 Neural networks

Approaches for examining time series can be divided into two categories: statistical
methods and computational intelligence. Statistical methods investigate dependencies
between baseline and relevant factors after studying past data, while the other group of
methods mimics the human way of thinking and logical conclusion in order to gain
knowledge from past experience (such as artificial neural networks) and to predict future
values (Atanasova, 2017). Artificial neural networks (ANN) are used in various scientific
and daily tasks. In the simplest case, it is a multilayered perceptron. Time series are

attractive for research with artificial neural networks (Tomov, 2016).

1.3. Application of time lines in cryptography and cyber security

Meeting cyber security requirements is a prerequisite for the safety and security of
IT infrastructures, digital resources and the protection of personal data. In its foundation is
cryptography, which provides a number of processes, such as authentication,

identification, encryption, data approving processes and etc. The main root of
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cryptography is random numbers, and in the most frequent case for modern cryptography
needs, two types of random number generators are used:
e True Random Number Generator (TRNG);
e Pseudo Random Number Generator (PRNG).
Traditional RNG measures are mainly aggregated statistics relating to deviations
from mathematical chance. In order to help check the quality of a random number
generator, its output may be stored in a time series and the data may be subjected to

specialized mathematical analyses.

1.4 Conclusions
As a result of the conclusions drawn, it should be summarized that time series
studies in different fields and applications need to develop specific methods and means to

achieve the specific objectives.

Abstracts of Dissertations 1 (2021) 3-37



8 lvan Vlagoev

Chapter 2. Methods for examining and forecasting financial time series
This chapter examines the widespread Momentum Indicator that belongs to the
oscillators group. Its calculation is based on a mathematical time series processing

apparatus. The dissertation aims to improve its effectiveness.

2.1.1 Momentum Oscillator

Momentum is a major oscillator that shows whether the price trend is accelerating,
slowing down or moving at the same rate. The function of this oscillator is to take into
account the acceleration of the price trend. As confirmation of the signals for torque
differentiation, figure formations from technical analysis are included in the study to
combine and confirm the current price reversal. In the specific example of Fig. 2.2.
Momentum and the signal for divergence 1C confirm an upcoming price turnaround,

through a multiple peak of 1D.
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Fig. 2.2. EUR/USD Forex historical ch

on a daily time frame

2.1.2 Weaknesses in market trend analysis through Momentum
However, it is clear in the study that the rear incidents in which Momentum may
make an exception and not take into account a divergence at the completion of an ongoing

market trend, where it is depicted with 1C in Fig. 2.3.
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According to the example presented by the real forex market, the value of
Momentum reaches a higher peak even than the previous one. But the price then makes a
significant adjustment of about 60% without the oscillator's divergence. The question that

excites the study is therefore, can the accuracy of the Momentum oscillator be improved?

2.1.3 Method for increasing the accuracy of Momentum
This dissertation provides a non-traditional method for signaling a market
turnaround, namely the MA Volatility Indicator developed. And the MA is divided into
two under the form:
e Simple moving average (SMA):
To calculate the SMA, a time series is used to sum the data of the last periods(?)
where,  for example, t=10 forl0 days, according to the time frame (may be a
different value, optional). Then divide by the number of t periods. This calculation
is made for the period of each bar of the chart. The SMA formula is as follows:
SMA, =Y\ _, price,/t
o Exponential moving average (EMA):
To reduce the lagging effect of SMA, technical analysis users often prefer

Exponential Moving Average (EMA). They reduce the backlog by adding new values to
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10 lvan Vlagoev

the latest prices depending on the length of the MA. The shortest EMA will be of greater
value than will be applied to most MA.

X=K* (C-P)+P,

where X — current EMA, C — current price, P — EMA from the previous period (a value of

SMA is used for the calculation of the first period), K — smoothing coefficient.

The adjustment coefficient applies an appropriate coefficient to the newer prices,

which are related to the previous EMA prices. Formula for smoothing coefficient:

K=2/(1+N),
where N — number of previous EMA prices.

A conventional approach to MA trading is a higher time frame for the price not to
cross MA, as in case of market adjustment, reaching MA from the market price is
considered a strong support for the current trend. In case of a break in the MA price, it is
taken as a signal for a reversal and, in the case of a bounce, as a signal to confirm the
current market trend. The other method is an analysis with more than one MA, all of
which are at different speeds.

The MA Volatility Indicator method developed in the dissertation relies on
determining extreme values for moving the price away from MA, On the basis of which to

determine the sentiment of market participants at the present time.
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Fig.2.8 Combining Momentum with the proposed method - MA Volatility Indicator
(historical Forex USD/CAD chart, on a daily time frame, period is between 1997 and
1999)

On the Figure 2.8, the MA Volatility Indicator method is applied and combined
with the values of Momentum, and the simulation data is historically real from the Forex
market. Figure 2.8 makes it clear that Momentum, depicted with a green line, does not
take into account lower values at the last market peak. This is highlighted by the straight
red line of its trend.

In conclusion, it can be said that Momentum is an effective oscillator, which has
become part of many automated systems and trading strategies in financial markets. But
the MA Volatility Indicator method manages to improve forecasting accuracy. Therefore,

it could be applied both to automated systems and to analysis of market trends by man.

2.2 Forecasting financial time series via neural networks

Multilayer perceptron is the most commonly used type of artificial neural network
that can be presented as an oriented weighted graph. In this study, the basic idea is that
instead of the number of hidden layers, the number of neurons at the entrance increases
and the hidden layers expand during neural network training. The extension of the input
layer is related to the fact that each time line grows with the appearance of a new
measurement. The purpose of the training is to make the size of the input layer as large as
the size of the full time line.

2.2.1 Modeling prerequisites

The proposed model uses a set of artificial neural subnets and these subnets are
joined into a common artificial neural network. The smallest artificial neural subnet has a
1-1-1 topology (Fig. 2.2.6 - left). The network is trained with examples that have only one
value. The target in the model is a forecast of only one value ahead of time. Therefore, all
sub-modes have only one output. All input values are provided as examples of elastic
learning to reverse the error. The training stops at a certain /evel of epsilon for complete

change of neural network errors.
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Fig. 2.2.6. Training of artificial neural subnets with 1-1-1 topology (left) and 2-1-1
topology (right).
After training the 1-1-1 topology, the weight values of the first subnet are loaded in
the second subnet with a 2-1-1 topology (Fig. 2.2.6-right). A third subnet has a 3-2-1
topology. The size of the hidden layer is selected automatically by a gradual pruning
algorithm  implemented in the Encog Machine Learning Framework

(http://www.heatonresearch.com/encog/). The topologies of the subnets are formed by

adding one neuron to the input layer and adjusting the size of the hidden layer with an
incremental trimming algorithm. The ultimate goal is to reach n-m-1 topology (Fig. 2.8),

which covers all known values of time lines.
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Fig. 2.2.8. Training of artificial neural subnet with n-m-1 topology. Some of the
links between the input layer and the hidden layer are not displayed for a better look.

The general idea behind the proposed model is the gradual training of racing in size
artificial neural networks. The common problem in the training of artificial neural
networks is the size of the network. The proposed model has a higher degree of self-
adaptation, since when a new value appears in the time line, the size of the artificial neural
network increases, which means that the training phase and the work phase are

simultaneous.

2.2.2 Experiments on the study

Experiments are done through a JAVA program where artificial neural networks
are implemented through the API provided by the Encog Machine Learning Framework.
As input data for experiments, financial time lines are used on the FOREX market. Data
are taken from daily two-month trading for EUR/USD and USD/JPY currency pairs. Time
line values are scaled in the range from -0.99 to +0.99 with the Min Max zoom rule. The
results of the experiments are still within the range of statistical error that comes from the
complexity of financial processes and the high-frequency noise inside the data.

The proposed model for self-build three-layer MLP for predicting time series is a

promising approach to speeding up the training of artificial neural networks.

2.3 Conclusions

This chapter offers new methods for analyzing and forecasting market price

movements through time series and neural networks.
As a result, the following conclusions have been drawn:

1 The study so far covers the main aspects of the analysis process — from defining the
problem and placing the tasks, to presenting methods for solving them. In each of
the stages, real evidence is presented to identify weaknesses or the need to find a

more rational approach in the area under question.

2 The methods allow them to be integrated into automated processing and decision-
making systems. The developed method (MA Volatility Indicator) improves

oscillator precision (Momentum) and works in the combination of two EMA or

Abstracts of Dissertations 1 (2021) 3-37



14 lvan Vlagoev

SMA instruments, offering a new methodology for interpreting results in market
analyses and helping to reduce the risk of losses and increase success in automated

trading.

3 The proposed self-build training algorithm in three-layer MLP accelerates ANN's

training in forecasting financial time lines.

The methods presented so far can be applied by specialists in different fields in
systems of an estimated nature, for decision-making, analyzing events and processes based

on time lines.
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Chapter 3. Solutions for providing cryptographic protection by applying

time series in cryptography and cyber security

The dissertation proposes time series approach be applied to the quality analysis of
a random number generation system (RNG) to ensure cryptographic protection in
information systems. For the current RNG survey, a numeric array is retrieved to analyze
the values from random numbers in time rows. The results are displayed graphically,

where the vulnerable random numbers produced by the generator become more prominent.

3.1 Application of time line techniques for analyzing a random number generator in the
field of cyber security

RSA is an asymmetric encryption algorithm that allows anyone to send encrypted
messages that only the private key holder can decode. The principle of operation can be
explained briefly by generating a very large random number p, then generating another

such number g and calculating their work x=p*q, in fact x is known as a public key.

3.1.1 The researchers of the (almost) secret algorithm — weaknesses due to insufficient
RNG entropy

On the surface, RSA encryption seems invincible. But according to the study
presented, the problem lies in the random number generators that provide the algorithm.
The vulnerability is fundamental and comes from the fact that RSA needs very large
numbers to create encryption keys, and generators in mass computer systems have
significantly less capacity. By producing from the number generator, a starting value
called seed, entered into the pseudo generator and after computing-intensive computing,
cryptographic RSA keys are generated. The problem is that of devices such as phones,
[oT, small routers, etc. small systems are even more pronounced because they often do not
have sufficient resources for this laborious work. This greatly speeds up the process of
generating RSA keys as needed, but opens up a major vulnerability in cryptography
security. And considering these disturbing observations, they are reason enough to do
research on the subject.

The modern criteria for a reliable RSA key is a minimum of 2048 bits, the
recommended length being even 4096 bits. Other research has also found that between
4096, 8192 and 16384 bits of RSA key, greater security of larger keys is minimal. The

Abstracts of Dissertations 1 (2021) 3-37
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reason also comes from the limitations of random number generators. For larger RSA
keys, extremely large real random numbers are required. Which in a computer system is
extremely difficult to obtain.

And if weaknesses in cryptographic functions are not illuminated, we run the risk
of being discovered and exploited by malicious individuals without it being known to
others. In conclusion, it can be said that the weaknesses do not proceed from an error in
RSA arithmetic. They come from the technological weakness with which RSA is applied.
3.2 Method for assessing the vulnerability of random number generators for cryptographic

protection in information systems

The subject of the study includes the technology of the widespread PHP
programming language. For the needs of systems developed with this technology to ensure
the need for random numbers, PHP has the following means:

1. Lyne congressional generator (LCG), e.g. lcg_value()

2. The Marsenne-Twister algorithm, e.g. mt_rand()

3. Locally supported function C, i.e. rand()

They are also reused for functions such asarray rand() and uniqid(), and the
downside of entropy and random number generators of the above functions consists in
easily predicting future PRNG values. This is because the initial internal states or PRNG
SEED are limited and the output of values is in an insufficient range, and this is
predictable from readily available modern computational resources. Often, to get a SEED
value in PHP, developers use mt _rand() or the following script to use automatically:

<? php

mt_srand(3231153718);
for ($i=1; $i < 15; $it++) {
echo mt _rand(), PHP_EOL;

}

Which, due to the weak entropy of the tools on offer, risks the recovery of SEED
by an attacker. For this purpose, a simulation of a real information system is created in the
study, which uses the following source code to generate a token for the different purposes

of the application:

Abstracts of Dissertations 1 (2021) 3-37



METHODS AND MEANS OF DATA ANALYSIS IN INFORMATION SYSTEMS USING TIME SERIES 17

$newtoken = hash('sha512', mt rand());

Generating a token in the presented way is a nice example, such as a single
conversion to mt rand(), which is the hash with SHAS512. The fact is that, in fact, if a
programmer assumes that the functions of the random PHP values are "random enough",
he will be much more inclined to embed a simple usage model. But the method used
above to generate mark erssuffers from one flaw - random values are limited to numbers
(i.e. its uncertainty or entropy is close to negligible). If you check the output of
mt_getrandmax(), it will be found that the maximum random number mt rand() can
generate only 2.147 billion. This limited number of options makes it vulnerable to a
violent attack. In the presence of a modern good video card (GPU) and with the help of
specialized brute force attack software such as hash cat, such a calculation can be
completed in just a few minutes. Therefore, the use of hash to hide the output of
mt _rand() is useless.

To protect this type of system, random values of higher quality must be generated.
For use in non-trivial tasks, PHP requires sources of high-end entropy that can be provided
by the operating system. In Linux is usually used with /dev/urandom, unless devices with
even high erentropy are installed. In Linux, with the correct setting, a regular random
number generator that is of the PRNG type (which is a pseudo random number generator),
is often loaded from a source of high entropy /dev/random, which here it makes it resistant
to attacks. Therefore, any software system developed with PHP inorder to be well
protected should be redirected to the reuse functions of the mcrypt_create_iv
openssl pseudo random bytes OpenSSL external library. They are optimized to use a
cryptographically protected pseudo-random generator. Which is tailored and integrated

with the operating system.
3.2.2. Understanding RNG Entropy in Linux

In the Linux operating system, the random numbering architecture has the
following type:

1. /dev/random 1is a real random number generator if the entropy ends.

2. /dev/urandom is a pseudo random number generator (PRNG) and it is not

blocked due to entropy depletion.
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3. /dev/hwrng is an additional hardware for true random numbers that is
specialized and not installed in the default computer systems. It provides
entropy noise to maintain random numbers;

The accumulated entropy in Linux system can be verified by the following

command:

$ cat /proc/sys/kernel/random/poolsize
4096

$ cat /proc/sys/kernel/random/entropy_avail
3868

Where:

/proc/sys/kernel/random/poolsize is used to declare the size (in bits) of the Entropy
Pool buffer, for example: How many random numbers should we store before we stop
"pumping" for more.

/proc/sys/kernel/random/entropy availshows the quantity (in bits) of currently
stored random numbers in the pool.

Through the user activity and operation of the computer system, such as network,
disks, memory state, central processor, peripherals, etc. With the penal functions in the
Linux kernel, they have functions for continuously procuring random numbers. Which is
designed to compensate for the constant need for them when the computer system is
working. For the purposes of the study, such a situation can be easily triggered in order for
this process to be observed. By next command, just discard everything that is in
/dev/random random generator of random numbers and displayed on the screen:

$ hexdump /dev/random

0000000 d5c4 ff0a b8ef 9bdc ad95 480b 853 f0ef
0000010 eOcb 7c08 4bc4 daef 2b21 eab2 Oeac 2c6e
0000020 d6bd 70e6 5d6f a7e3 0874 d52f 77df 6a2b

0000030 1909 efe8 9964 acee 2aad 2522 4ddb 1d0b
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At the same time, the entropy buffer status may be displayed in a parallel open
command terminal, with the content refreshed every second. To do this, it is necessary to

run the following combination of commands:
$ watch -n 1 cat /proc/sys/kernel/random/entropy_avail

As a result, the presence of entropy will begin to decline, and its condition will
reach critical values, even to zero. By pressing Ctrl-C, this pointless waste is stopped.
Perhaps this should never be done in practice - especially on a real server system- except
for research purposes of course. But often the systems have problems with the

accumulation of entropy in the buffer, and the result seems disturbing:
$ cat /proc/sys/kernel/random/entropy_avail

96

From the example presented, the machine produced an entropy result of 96 bits and
the increase in this value is too slow and insufficient. The reasons for this can be
heterogeneous. For example, from a lack of specific hardware, incorrect settings,
virtualization, too much activity with random system numbers, and inability to
compensate for the contagion of random values, etc. One possible solution is to launch
specialized software to help collect random numbers. This is a daemon that is designed to
use any events that can be considered relatively random when the machine is working to
produce more and better random numbers. For example, the cpu "flicker", the change in
memory status, input output operations, network traffic can add more entropy to the

system buffer. Installing this solution and the basic setting in the system are as follows:
# apt install haveged
# systemctl start mgd
# update-rc.d haveged defaults
# mgd -r /dev/urandom
On a system with relatively moderate traffic:

# pv /dev/random > /dev/null
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40 B 0:00:15[ 0 B/s] [ <=>]
52 B 0:00:23 [0 B/s] [ <=>]
58 B 0:00:25 [5.81 B/s] [ <=>]
64 B 0:00:30 [6.05 B/s] [ <=>]
~C
# systemctl start haveged
# pv /dev/random > /dev/null
7.12MiB 0:00:05 [1.43MiB/s] [ <=>]
15.7MiB 0:00:11 [1.44MiB/s] [ <=> ]
27.2MiB 0:00:19 [1.46MiB/s] [ <=> ]
43MiB 0:00:30 [1.47MiB/s] [ <=> ]

~C

Using the pv command, you can see how much data is transmitted for this purpose.
It is clear from the data flow shown that 2.1 bits per second (B/s) were obtained before,
while then ~ 1.5 MB / sec was obtained.
3.2.3. Time series for random number generators

The specifics of RNG and PRNG allow them to be analyzed using time serires
analysis and forecasting techniques, such as capturing the flow of output numerical values
as a sequence and in itself arranged sequentially over time. Such a flow of numerical

values can be described as follows:
N=T*V

where: N - the length of the number row, 7 - time (duration) of the generation of numbers,
V - number of generated numbers per unit of time.

So through the time lines it is possible to determine the quality of entropy over
time. If a random number generator is not very reliable, then its weaknesses could be
found for a shorter time series of data, for which fewer resources will be needed for

processing and analysis. For the needs of the current study, a number array will be used,
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which will not be created by a high-quality random number generator, but by a mediocre
one. The idea is to apply the approach and analyze the time series of random values of a
mid-range computer system, which everyone usually has.
3.2.4. Study of random number generators with time series

Time series as stochastic process can also be used for analysis of RNG/PRNG. For
this purpose, an algorithm has been developed to detect repetitive patterns (patterns) of
data in the time lines generated by RNG. A specially written program is used to collect
data from random number generators in a time series for the needs of the survey. Using a
re-written program, the random number data collected is presented graphically, helping to
make it easier to spot important elements of the time series (Fig. 3.2 and Fig. 3.3). At first
glance, with the results of the data from System.Random in Fig. 3.2, everything is fine and
it is possible to think that they have a good quality of entropy. But let me suggest another

way in another graphical view to make sure of our judgment.

100

0

0 200 400 600 800 1000
posttion in array

Fig. 3.2. Visualization of data obtained by System.Random as a noise diagram.
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Fig. 3.3. Presentation of System.Random data in a field of dots preview

Presenting the same data with a different graphical interpretation can help to reveal

some quality problems with the values studied. In Fig. 3.2 and Fig. 3.3. They are

recognized and stained red and circled for better visibility.

The visualization of Fig. 3.3 shows the weaknesses of the processed results.
Patterns of recurrence occur periodically over time. These cases are colored red by a
program developed using predefined forecasting models, as mentioned earlier. If such a
random number generator is used in cryptography, the SEED values produced by it can be
successfully attacked by predicting the next SEED value or by monitoring encrypted data

transmitted, the values underlying the encryption system can be adopted at a certain point.

3.3 Neglected cyber security risks in public internet hosting service providers

So far, RNG quality analytics research and problem areas have been able to affect
cryptographic algorithms, programming languages and operating systems. Now the focus
is shifting to massively offered public hosting services. This research uses a web hosting
provider that is one of the most popular in the industry. The web application service is
installed on a mass-marketed shared hosting. Web certificate added and SSL access is
enabled, all running on standard communication ports. On the first line of client-server

security, the critical ciphers supported by the hosting server come out. If they are up to
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date and there are no vulnerable and already outdated and time-compromised ones, it can
be considered that the communication protocol is sufficiently secured.

A test was carried out by scanning the cryptographic protocols that provide the
connection between client and server (hosting service). Another protocol that the server
supports is TLS v1.2, which is still up to date and approved for use, It contains
cryptographic ciphers that need to be removed, but the server offers them for
communication, which is also a significant security vulnerability of the service provided.
The analysis of protocols and ciphers also identified another significant flaw. The TLS
v1.3 protocol is not supported at all, this is currently the most up-to-date and secure
protocol of the TLS family for tunnel connectivity.

After checking the cryptographic protocols and ciphers supported  for
communication, and the follow-up moved on to the more sensitive theme — random
number generators. To perform this analysis, a computer program was created that
establishes server connectivity in the available cryptographic security protocols between
client and server. In this case, TLS v1.2 was used, and in the connection phase, the
program takes the generated random numbers from the server and saves them to a file as a
time line. The program in question runs in a loop until it collects a sufficient amount of
data for analysis.

The data collected from random numbers is analyzed using the specialized open
source software to analyze random numbers used in Robert G. Brown's cryptography
Dieharder (Brown,2021). A simulation of 114 tests, as well as a check of the quality of
numbers and the cyber security standard of FIPS-140 random number generators have
been performed. In summary, the data from the random number simulation test are:

* Only 25 tests have passed successfully;

 Failed, which have compromised /predictable/ value and therefore detectable
cryptography are 76;

* Vulnerable where cryptography can be revealed with relatively good computer
hardware are 13;

From the results presented, it can be concluded that the that due to weaknesses in
random numbers and the identified violation of cryptographic protection, the risk of

success in cyber-attacks for compromising cryptography is critically high.
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The solutions that are allowed in this case are to use private hosting on its own
infrastructure, which will not allow excessive load of the type described. However, if it is
not possible to provide continuity for a hardware configuration and a suitable location,
such as a server room, it is better to rent a VPS server that will only be under the control
of one client and also avoid the problem. However, action can also be taken on the part of
the hosting provider to increase the capacity of cyber security. The techniques for
configuring proper functioning and enhancing the capacity of Linux entropy described in
section 3.2.2 "Understanding RNG Entropy in Linux" of this thesis should be applied.

After the correct system setup, you can resort to another unconventional approach,
noting the principle of working on collecting entropy in its buffers from the Linux
operating system. A program can be written that generates a series of events that will not
particularly harass the system, but will create numerous processes supporting the

collection of entropy:

#1/bin/sh

## list of sites using round-robin DNS
ROUND_ROBINS="www.yahoo.com google.com twitter.com outlook.com"
## Entropy stard and end value limits

STOP_LIMIT="3800"

START_ LIMIT="3000"

until [ "$(cat /proc/sys/kernel/random/entropy avail)" -gt "$STOP_LIMIT" ]
do while [ "$(cat /proc/sys/kernel/random/entropy avail)" -1t "$START LIMIT" ]

do for thing in "/tmp/loyeyoung" "/tmp/sueellen" "/tmp/rootdev" "/tmp/files"

do echo $thing

touch /tmp/toss
for robins in SROUND_ ROBINS

do nslookup "$robins" 8.8.8.8 > /tmp/toss
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nslookup "$robins" 9.9.9.9 >> /tmp/toss
nslookup "$robins" 192.168.2.3 >> /tmp/toss
nslookup "$robins" >> /tmp/toss
cat /tmp/toss

mkdir $thing -p

cp /tmp/toss $thing/toss
cat $thing/toss
rm -f /tmp/toss
rm -f $thing/toss

done
done
done
done

The presented program script is a quite basic and could be upgraded and compiled
in other programming or scripting languages. The rate of entropy build-up has improved.
Which contributes to the system in question to bear greater loads on the generation of
RNG values. The mode of action is as currently specified is that the additional operations
in memory, processor, disk and network will be activated when a value in the entropy
buffer reaches less than 3000. Also, the solution provided could be used in combination
with hardware solutions supporting cryptographic algorithms and random number entropy,
which Intel also provides in its processors.

The name of the random number generation module is Intel Secure Key, its
previous code name is Bull Mountain Technology. Therefore, it must be verified whether
the current system has such processors and its configuration could be upgraded. In the
presence of a computer system with a Linux operating system, verification may be done
except through the technical documentation of the chips from the manufacturer and
through the following combination of commands:

$ cat /proc/cpuinfo | grep -i rdrand | echo $?
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0

As a result, 0 means that an RDRAND flag is available and the processor can be

turned on to improve the cryptographic functions of the system as follows:
# apt install rng-tools-debian
# /etc/init.d/rng-tools-debian start
# /etc/init.d/rng-tools-debian status
* rng-tools-debian.service - LSB: rng-tools (Debian variant)
Loaded: loaded (/etc/init.d/rng-tools-debian; generated)
Active: active (running) since Fri 2020-11-28 17:30:54 EET; 3min 10s ago
Docs: man:systemd-sysv-generator(8)
Tasks: 4 (limit: 4915)
Memory: 1.3M
CGroup: /system.slice/rng-tools-debian.service
'-3597 /usr/sbin/rngd -r /dev/hwrng
§$ cat /proc/sys/kernel/random/entropy avail
4096

The results show that the rate of entropy collection for our case exceeds the rate of
its consumption.
3.4 Results in real technological infrastructure

The proposed approach to improving cyber security in cryptography and random
number generators in busy server systems with public services has been applied in the
technological infrastructure of the IICT-BAS. The hardware configuration used is mid-
range, taking into account the complexity of the task performed. The server is equipped
with one six-core Xeon(R) E-2236 V6, 32GB RAM and two hard drives in Raidl
configuration. The public service operating server is operating on Linux and all services

are entirely open source software. The services as running from the virtual machine are:
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server, currently with 242 user accounts. Available through SMTP, POP3, IMAP,
all of which are protected by cryptographic communication protocol TLS v1.2 and
TLS v1.3. Certified with a server certificate to establish TLS sessions with an
asymmetric algorithm of the type elliptical curve secp384rl. Connecting to the
service cannot take place without encryption of communication;

Web mail that allows all 242 users to operate their mail and through a web browser.
The communication is protected by the cryptographic communication protocol TLS
vl.2 and TLS v1.3. Certified by a server certificate for establishing TLS sessions
with an asymmetric algorithm of the type elliptical curve secp384rl. Connecting to
the service cannot be done without encryption of communication;

Web portal of the Institute of Information and Communication Technologies at the
Bulgarian Academy of Sciences, which is the main web space of the institute. It
contains activity information, two scientific journals, and structural information.
Communication is protected by cryptographic communication protocol TLS v1.2
and TLS v1.3 and server certificate for establishing sessions with asymmetric
algorithm with elliptical curve secp384rl.

SSH remote administration service with the highest degree of cryptographic
protection currently offered by the protocol.

FTP Web Content Remote Management Service. Communication is protected by
cryptographic communication protocol TLS v1.2 and TLS v1.3 and server
certificate for establishing sessions with asymmetric algorithm with elliptical curve
secp384rl.

For all services, the priority protocol for encrypted connectivity is the latest and

most secure protocol TLS v1.3, but if it turns out that the client does not support it passes

the protocol TLS v1.2. The latter is left only for compatibility, removing all cryptographic

algorithms in which vulnerabilities are detected.

It has been found that at present a server is used significantly intensively by IICT

users and external Internet users. The level of cryptographic protection is at the highest at

the moment according to established standards and no compromises have been made with

cryptographic protocols or ciphers. As evidence of the quality of cyber security b
yptograp p p q y y y by

cryptographic means, the result of an SSL Labs scanner test was applied to the level of

encryption in the TLS protocols offered on the available services. The results of this test
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are derived on the basis of current cryptographic protection requirements at present, which
have been validated by the international cryptographic protection laboratories FIPS and
NIST for the US and Common criteria for Europe. The results show that the protocols and
encryption tools are of the current level. The assessment of all tests is the highest possible
A+. The level of protection of the HTTP protocol that communicates with the browser via
the TLS tunnel is also the maximum level of protection A+.

Tests have also been carried out on the quality of entropy, using the methods
presented in the dissertation. Two well-established methods have been applied by the
command shell server, the first checking the quality of FIPS entropy with RNG test, and
the second with the Dieharder analysis tool. All tests of the entropy of random numbers
shall pass with the highest possible result according to the criteria of the programs in
question.

Despite the good results, another study has been carried out which shows whether,
at times of high user activity and intensive cryptography load, the capacity of random
numbers is exhausted. This statistic is collected within half a month. To make it clear
whether there are moments that lead to the depletion of the entropy buffer faster than its
charging by the system. As a result, after half a month of data collection in a time series,
2137 values were obtained. These values are displayed in graphical form and are depicted
in Fig. 3.10:
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Fig.3.10 Level of entropy at different moments in time
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Fig. 3.10 shows that the system had peaks of more intense activity, which resulted
in a strong drawing from the entropy accumulated in the buffer. However, the values at
times fell sharply. However, the approach proposed in the study was able to compensate
for the high consumption of entropy. While the graph amplitudes between maximum and
minimum values appear wide - the values are in a narrow range, with an entropy level
between 3000 and just under 3450. The lack of values below 3000 indicates that the
system is in very good health and is able to absorb greater loads because the values are far
from critical. Taking into account all these results from the actual working environment of
the server, the proof of effectiveness of the proposed approach is available. It can therefore
be considered that the proposed approach can be beneficial and support the different
Internet systems and solutions.

3.4 Conclusions

The research of the services presented and their level of cyber security is key to a
more secure transition to modern digital transformation. The rapid transfer of all social
and economic activities to digital platforms proves that but in terms of cyber security,
many of the current IT services are still lagging behind. Increasing the success rate of
cybercrime can lead to a loss of trust in technology and obstruction of these processes,
which will also affect scientific and technical progress.

Applying mathematical and statistical analyses with time series to solve cyber
security problems is effective. The approaches proposed here can also be combined with
other cyber security analysis techniques and methods to be more complex and effective. In
this dissertation work, a method for examining the quality of RNG and PRNG in an
information system has been developed by applying time series. The method allows to
increase the quality of entropy in the use of cryptography, providing various Internet
services. The algorithm for detecting repetitive patterns of data generated by RNG has
been developed. A study of cryptographic tests and the quality of entropy on real-world

busy server systems with public Internet services has been conducted.
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Chapter 4. Software approaches to working with big data sets and limited

computer resources with programming language R
4.1 The programming language R

Programming language R is a product with powerful tools for statistical calculation
and analysis. R is both a programming language and a software environment (Borcard,
2011),(The R, 2017). Language R offers a wide variety of statistical techniques such as
linear and non-linear modeling, classical statistical tests, analysis of time lines,
classification, grouping, etc., as well as graphic techniques and is extremely expandable
(Long, 2015).

Despite the many advantages of R, the richness of its statistical models and data
processing tools, as well as powerful visualization capabilities, problems arise when
working with large amounts of data. R's limitations stem from the fact that it is designed to
operate in single process calculation mode only (single CPU core) and data loaded at once
in RAM.

4.2 Overcoming problems with big data using a multi-core microprocessor

Parallel programming calculation of more than one CPU core is possible by

recompiling and adding some program components to R. This is possible due to the fact

that R is an open source system and this is one of the advantages that this concept brings.

4.3 Methods for optimizing data volumes

One of the well-known features of the R language is that it loads all the data it
operates in the RAM of the computer system, which would be critical even on powerful
systems with a large resource. As a way to solve this problem, the dissertation looks at
ways to load data into memory by excluding data with incorrect content at the time of
loading it.

In some statistical surveys, it is not necessary to load all the data, but only certain
time frames in order to make an approximate statistical analysis in a time frame. In this
case, positioned reading methods suggested in the dissertation work can be applied. This
makes it possible to process only a certain snippet of the data located in a big data file.
Another common problem is when loading large data is that after loading in memory and

processing, some of the data is no longer needed, but it continues to occupy significant
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amounts of memory. The dissertation presents a way to reduce memory data by removing

excess data and releasing memory.

4.4 Conclusions

The author's contribution is that this material, with the means of programming
language R, helps solve problems when working with large data sets with limited
computer resources.

In conclusion, it can be said that with the examples presented so far, the topic of
optimized data loading cannot be exhausted when working with programming language R.
Working with real data is always a challenge (Baumer, 2017). But the techniques
presented so far are between good practices and are often used, they could also be

combined with other approaches to problem solving in this area.

Conclusion - summary of the results obtained

The dissertation examined in detail methods and means of using time lines in
solving various tasks arising in modern applications of information technology and
systems.

A method titled MA Volatility Indicator has been proposed to improve precision in
oscillator (Momentum). MA Volatility Indicator works in the combination of two EMA or
SMA tools and offers a new methodology for interpreting results, which contributes to the
detection of levels of over-purchase and over-selling in the market trend. All EMA, SMA
and Momentum tools used in the study, as well as MA Volatility Indicator use time series.

The applicability of the neural networks apparatus for forecasting time lines in the
financial field has been examined. It has been shown that a new model of presentation of
input data characteristic of financial indicators results in a higher degree of self-adaptation
in neural network training. Experiments conducted confirm the complexity of the financial
processes and the presence of high-frequency noise in the data.

A method for examining the quality of RNG and PRNG in an information system
has been developed by applying time lines to increase entropy in the use of cryptography
providing various Internet services. This contributes to better cyber security of it
infrastructure for digital resources and data protection. In the dissertation, the topic of

cryptography received special attention due to its critical importance.
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The practical results of the actual experiment showed that the golden ratio between
mass services and actual cyber security requirements was found.

In view of the work carried out in this dissertation and the results obtained in the
course of the studies and set out above, the following scientific and applied results may be
formulated:

1. A method entitled MA Volatility Indicator has been developed to combine
indicators for detecting price movements with new approaches when using time lines of
financial data.

2. The apparatus of artificial neural networks shall be applied for the purpose of
examining financial time lines. An algorithm has been developed to train the neural
network by increasing the size of the neural network input and creating a hybrid structure,
and a model for self-build three-layer MLP has been proposed.

3. A method has been developed to increase cryptographic protection in
information systems based on studies on the quality of random number generators.

4. Experimental research has been carried out to solve cyber security problems in
public widespread hosting services. The results obtained confirm the validity of the
proposed method of enhancing cyber security.

5. Programming methods have been developed for efficient operation with large
data with means in the R language.

6. The developed methods for increasing cryptographic protection are implemented
in the technological infrastructure of IICT-BAS. A study of cryptographic tests and the
quality of entropy on real-world busy server systems with public Internet services was
conducted.

Guidelines for future research

The guidelines for future research on the subject of the dissertation include:

e Implementation of the MA Volatility Indicator method and its application in
combination with other methods of analysis and forecasting of market price trends;

e Application of the MA Volatility Indicator method to automated systems for
analyzing market trends and extracting decision-making signals;

o Conducting more research in the field of training algorithms and neural network

systems for analyzing and forecasting time lines;
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e The development of new methods to increase cryptographic protection in
information systems;

e Research of a combination of developed method with other RNG methods and
systems for analysis in cryptography and other technological fields to help create
and improve RNG, as well as to more accurately determine the range of tasks that
the generator can perform well;

o Find more approaches to loading and filtering big data to make it more efficient.

Publications on the subject of the dissertation work

1 Ivan Blagoev, Nikolay Dokev, Combining Momentum with one method for predicting
market price movements for more accurate results (Combination of Momentum with
One Method for Forecasting Market Trends to Improve the Results),International
Scientific Conference"UNITH'17" — Gabrovo, 2017 Selected papers,ISSN 2603-
378X, pp. I-265-11-270

2 Ivan Blagoev, Methods for Optimized Use of Computer Memory during Data
Loads with R Programming Languages, International Conference "Automatics
and Informatics'2017", 4-6 October 2017, Sofia, Bulgaria, ISSN:1313-1850,
pp.213-215.

3 Blagoev 1., Improving the Momentum Oscillator Accuracy by a Method for
Forecasting of Market Price Movements, Collection of Reports from An International
Conference, Vasil Levski National University, 14-15 June 2018, vol. 9, p. 1. 177-185.
(ceeol.com)

4 Blagoev 1., Method for More Reliable Users' Authentication on the Internet,
Collection of Reports from International Conference, Vasil LevskiNational University,
14-15 June 2018, Vol. 9, p. 1. 167-176. (ceeol.com)

5 Blagoev, I., Using R Programming Language for Processing of Large Data Sets,
Proc. Int. Conf. Big Data, Knowledge and Control Systems Engineering -
BdAKCSE'2018, 21-22 November 2018, Sofia, Bulgaria ISSN 2367-6450, pp. 91-
98.

6 Ivan Blagoev, Application of Time Series Techniques for Random Number
Generator Analysis, Proceedings of XXII Int. Conference DCCN 2019, September
23-27,2019, Moscow, Russia, pp.437-446. ISBN 978-5-209-09683-2, 2019 (RINZ).

Abstracts of Dissertations 1 (2021) 3-37



34 Ivan Vlagoev

7 Blagoev L., Neglected Cybersecurity Risks in the Public Internet Hosting Service
Providers. Information&Security International Journal - 1S1J, 47, no. 1, pp. 62-76
(2020)

8 Balabanov T.D., Blagoev L.I., Dineva K.I. (2018) Self Rising Tri Layers MLP
for Time Series Forecasting. In: Vishnevskiy V., Kozyrev D. (eds) Distributed
Computer and Communication Networks. DCCN 2018. Communications in
Computer and  Information  Science, vol  919. Springer, Cham.
https://doi.org/10.1007/978-3-319-99447-5 50, pp. 577-584, SJR:0.188

9 Blagoev I. (2020) Method for Evaluating the Vulnerability of Random Number
Generators for Cryptographic Protection in Information Systems. In: Dimov I,
Fidanova S. (eds) Advances in High Performance Computing. HPC 2019. Studies in
Computational Intelligence, vol 902. Springer, Cham. https://doi.org/10.1007/978-3-
030-55347-0_33 SJR:0.215

Citations noted

I Blagoev, 1., 2018. Using R Programming Language for Processing of Large
Data Sets, Proc. Int. Conf. Big Data, Knowledge and Control Systems
Engineering — BAKCSE2018, pp. 91-98.

It is quoted in:

1 Dineva, K., Atanasova, T.: Regression Analysis on Data Received from
Modular IoT System. ESM2019, EUROSIS-ETI, ISBN: 978-9492859-09-9,
EAN: 9789492859099, pp.114-118, 2019
2 Ivaylo Blagoev, G. Vassileva and V. Monov, "Methodology for content
preparation of online courses," 2020 International Conference Automatics
and Informatics (ICAI), Varna, Bulgaria, 2020, pp. 14, do1:
10.1109/1CAI150593.2020.9311364.
II  Blagoev I., Neglected Cybersecurity Risks in the Public Internet Hosting
Service Providers. Information&Security International Journal - IS1), 47, no. 1,
pp- 62-76 (2020)

It is quoted in:

Abstracts of Dissertations 1 (2021) 3-37



METHODS AND MEANS OF DATA ANALYSIS IN INFORMATION SYSTEMS USING TIME SERIES 35

3 M Terzieva, D Karastoyanov, ICT for Innovation in Advanced Banking,
PROBLEMS OF ENGINEERING CYBERNETICS AND ROBOTICS « 2020
Vol. 73, pp. 47-54 p-ISSN: 2738-7356; e-ISSN: 2738-7364,  dot:
10.7546/PECR.73.20.05
Il Blagoev 1., Method for more reliable wusers' authentication on the Internet,
Collection of reports from international conference, Vasil LevskiNational University,
14-15 June 2018, vol. 9, p. 1. 167-176.

It is quoted in:

4 Ivaylo Blagoev, Gergana Vassileva and Vladimir Monov, "Methodology for
content preparation of online courses," 2020 International Conference
Automatics and Informatics (ICAI), IEEE, Varna, Bulgaria, 2020, pp. 1-4,
doi: 10.1109/ICAI50593.2020.9311364.

5 Dineva, K., Atanasova, T.: Security in IoT Systems. Proceedings 19th
International Multidisciplinary Scientific Geoconference SGEM 2019, 19,
2.1, ISBN:978-619-7408-79-9, ISSN:1314-2704, DOI:10.5593/sgem2019/2.1,
576-577. SJR (Scopus):0.232 Q4

Participation in projects

1 National Scientific Program "Information and Communication Technologies for a
Digital Single Market in Science, Education and Security" (ICT in the IA) -2018-
2021.

2 Project Zora on Order No 147/14.06.2019 "Digital and Cyber Sustainable IICT"

Awards
1. Award of ICT-BAS for excellence in 2019 in the category "PhD students".

Bibliography
1 Atanasova, T., Barova, M.: Exploratory analysis of Time Series for hypothesizes
feature values. In: International Scientific Conference UniTech 2017, vol. II, pp. 399-
403, University publishing house V. Aprilov, Gabrovo (2017)
2 Balabanov T.D., Blagoev LI., Dineva K.I. Self Rising Tri Layers MLP for Time Series
Forecasting. In: Vishnevskiy V., Kozyrev D. (eds) Distributed Computer and

Abstracts of Dissertations 1 (2021) 3-37



36 Ivan Vlagoev

10

11

12

13

Communication Networks. DCCN 2018. Communications in Computer and Information
Science, vol 919. Springer, Cham. https://doi.org/10.1007/978-3-319-99447-5 50 (2018)
Balabanov, T., Atanasova, T., Blagoev, 1., Activation Function Permutation for Multilayer
Perceptron Training, International Conference on Big Data, Knowledge and Control
Systems Engineering BAKCSE'2018, Sofia, Bulgaria, ISSN 2367-6450, pp. 9-14 (2018)
Blagoev 1., Dokev N.: A Method for Investigating the Alterations in the Price
Trends of the Currency Markets and Forecasting of Probable Future Alterations,
Problems of Engineering Cybernetics and Robotics, vol.65, pp.39-48 (2012)

Blagoev 1., Neglected Cybersecurity Risks in the Public Internet Hosting Service
Providers. Information&Security International Journal - ISIJ, 47, no. 1, pp. 62-76
https://doi.org/10.11610/isij (2020)

Blagoev I.: Method for Evaluating the Vulnerability of Random Number Generators
for Cryptographic Protection in Information Systems. In: Dimov 1., Fidanova S.
(eds) Advances in High Performance Computing. HPC 2019. Studies in
Computational Intelligence, vol 902. Springer, Cham. https://doi.org/10.1007/978-3-
030-55347-0 33.(2021)

Blagoev, 1., Using R Programming Language for Processing of Large Data Sets,
Proc. Int. Conf. Big Data, Knowledge and Control Systems Engineering -—
BdKCSE'2018, 21-22 November 2018, Sofia, Bulgaria ISSN 2367-6450, pp. 91-98.
Camara C., Martin H., Peris-Lopez P., Aldalaien M., Design and Analysis ofa True
Random Number Generator Based on GSR Signals for Body Sensor Networks,
Sensors 19,2033; doi:10.3390/5s19092033 (2019)

Plummer T., Forecasting Financial Markets: The Psychology of Successful Investing,
January (2010)

Pseudo-Random Number Generators,

https://crypto.stanford.edu/pbe/notes/crypto/prng.html

Zhao P., R with Parallel Computing from User Perspectives, https://www.r-
bloggers.com/r-with-parallel-computing-from-user-perspectives/ (2016)

Brown R. Gu.: Dieharder: A Random Number Test Suite,
https://webhome.phy.duke.edu/~rgb/General/dieharder.php (2021)

Ciampi F., G. Marzi, S. Demi, M. Faraoni, The big data-business strategy
interconnection: a grand challenge for knowledge management. A review and future

perspectives, Journal of Knowledge Management, Vol. 24, Issue 5 (2020).

Abstracts of Dissertations 1 (2021) 3-37



14

15

16

17

18

19

20

21

22

23

24

25

METHODS AND MEANS OF DATA ANALYSIS IN INFORMATION SYSTEMS USING TIME SERIES 37

Koeune F. Pseudo-random number generator. In: van Tilborg H.C.A. (eds)
Encyclopedia of  Cryptography and Security. Springer, Boston, MA
https://doi.org/10.1007/0-387-23483-7 330 (2005)

Borcard, D., Gillet, F., Legendre, P. Numerical Ecology with R, Springer, pp.9 — 30
(2011)

Baumer B. S., Kaplan D. T., Nicholas J., Modern Data Science with R, Horton
Chapman & Hall/CRC, Boca Raton, (2017)

Long C. (Ed.) Data Science & Big Data Analytics: Discovering, Analyzing, Visualizing
and Presenting Data, John Wiley & Sons, Inc., (2015)

Martinez-Acosta L., Medrano-Barboza J.-P., Lopez-Ramos A., Lopez J., Lopez-Lambraiio
A., SARIMA Approach to Generating Synthetic Monthly Rainfall in the Sind River
Watershed in Colombia, Atmosphere, 11, 602; doi:10.3390/atmos1 1060602 (2020)
Mikalef P., Krogstie J., Examining the interplay between big data analytics and

contextual factors in driving process innovation capabilities, European Journal of
Information Systems, Volume 29, - Issue 3: Business Process Management and
Digital Innovation https://doi.org/10.1080/0960085X.2020.1740618 (2020)

Scott G., Carr M., Cremonie M., Technical Analysis: Modern Perspectives, e CFA
Institute Research Foundation (2016)

The R Journal, ISSN: 2073-4859, https://journal.r-project.org/ (2017)

Tomov, P., Monov, V., Artificial Neural Networks and Differential Evolution Used
for Time Series Forecasting in Distributed Environment, Proc. of Int. conference
Automatics and Informatics, ISSN 1313-1850, pp.129-132, Sofia, Bulgaria, (2016)
Wafi A.S., Hassan H., Mabrouk A., Fundamental Analysis Models in Financial Markets —
Review Study, Procedia Economics and Finance, Vol. 30, 939 —947. Elsevier (2015)
Wang, W., Y. Wang, Analytics in the era of big data: The digital transformations
and value creation in industrial marketing, Industrial Marketing Management, Vol.
86, pp. 12-15, ISSN 0019-8501, https://doi.org/10.1016/j.indmarman.2020.01.005 (2020)
Li C., Zhang J., Sang L., Gong L., Wang L., Wang A., Wang Y., Deep Learning-
Based Security Verification for a Random Number Generator Using White Chaos,
Entropy, 22,1134; doi:10.3390/e22101134 (2020)

Abstracts of Dissertations 1 (2021) 3-37



BbJITFAPCKA AKAOEMUA HA HAYKWUTE

ABTOPE®EPAT HA OJUCEPTALUA

3a NPUCHAKAAHE HA 00Pa30BaTE/IHA M HAYYHA CTelNeH “I0KTOpP” 1Mo HAy4YHA
cnenuajgHoct “Uudopmarnka

METOOU U CPEACTBA 3A AHAIIU3 HA JAHHU B
UWH®OPMALMNOHHU CUCTEMU C U3NON3BAHE
HA BPEMEBU PEOIOBE

NeaH NesaHOe Bbriazoes

PbwkoBoguten: [ou. TataHa ATtaHacoBa

Hayu4Ho Xypu:

Mpod. ViBaH apBaHOB
Mpod. Panocnae NowmHos
Mpodc. Bnagummp MoHoB
HDou. Necucnasa NMBaHoBa
[ou. Benusap WanamaHoB




39 WeaH bnaroes

yBoa

HampeabkbT B TEXHOJIOTUUTE € TOJKOBA OUEBUICH, Y€ MOXKE CaMo J1a Ce CIIOMEHe, 0e3
HYXZ1a OT ()aKTOJIOTUYHO ONKMCcaHue. B ToBa OTHOIIEHNE, 3HAYUTENHA Pa3NIMKa OT MOCIETHO
BpEeMeE € CUJIHO eKCIaH3upalaTa aurutania tpancopmanus. [lopagn COVID-19 3ammaxara
3a YOBEMIKOTO 3/IpaBe, CKOPOCTTA Ha HABJIM3aHE HA TEXHOJIOTUUTE B HAIIKAT KUBOT CHITHO CE
YCKOPH, KOETO BOJAM /IO TOTAJHA MPOMSHA B MHOXECTBO J€HHOCTH, a B CIEIBAIINTE TOJUHH
e ce 3a0emsi3Ba omie MO-CHIIHO, KOTaTO YOBEYECTBOTO CE€ TpaHC(opMupa W ajgantupa KbM
TO3W HOB HAYHMH Ha KHUBOT.

BcenukoTo cnoMeHaTo 10 TyK, BOJHM ChC cede CH | 10 MHOTO HAIThJIHO HOBH 32 HayKaTa
W Hew3clenBaHu 10 cera npouecn. CrOupaneTto u o0paboTKaTa Ha BPEMEBH NOPEIUIH U
roJIeMH JaHHU 1€ C€ pa3lIMpH C IIPOHWKBAaHE W B HOBUTE MpouecH. Hyxmara oT u3cienane
Y HOBH OTKPHTHS IIIE € pelaBamia 3a pa3BUTHETO HAa HAyKaTa M TEXHOJOTUUTE B CIICIBALIINTE
TOOMHU. 3a TOBa pa3paboTKaTa HAa HOBH METOIM WM CPEJICTBA 3a M3CIIEIBAHUATA C BPEMEBU
penoBe W 00paboTKa Ha TOJEMHU JAaHHH M € HM3KIIOYUTEITHO BaKHA W Ie ObJe OCHOBEH
WHCTPYMEHT 3a U3CIIEABAHUATA U PA3BUTHETO HA HAYKaTa U TEXHOJIOTHUTE B OBbJeCIIE.

HacrosmusT nucepTanmoHeH Tpy., Ype3 U3CIEIBaHHS C BPEMEBH PEIOBE TOTPHHACS
3a TOCTHTaHE Ha NO-A00pW pe3ynTaTd MpH METOAM 3a MPOTHO3MpaHe Ha (PUHAHCOBU
WHCTPpYMEHTH, 0OpaboTKaTa Ha TOJEMH JaHHM W TOA00psBaHE HAa KpunTorpadpusra u
KHOEpCUTYpHOCTTA.

Llen v 3agaum Ha ancepTaumsaTa

IlenTa Ha HacTosIIaTa AUCEpTAlMs € Ja ce Pa3paboTsIT HOBH METOIU M CPEICTBA 3a
aHaJM3 Ha JaHHU B HH)OPMALMOHHU CHCTEMH C M3IIOJI3BaHE Ha BPEMEBH PE/IOBE.

3a Ta3u men ce qepUHUPAT CIICAHUTE 3aJa4uu:

1 na ce pa3paboTH METOA 3a aHalIM3 W MpeJICKa3BaHe Ha IEHOBU JIBUKCHUS BBHB
(¢mHaHCOBaTa 00JaCT ¢ U3MOJI3BaHE Ha BPEMEBU PEIIOBE;

2 [a ce MpemyioKH AITOPUTHM 3a OOydeHHWE Ha W3KYCTBEHHW HEBPOHHU MPEXKH IPHU
MPOTHO3UpPaHe HA (MHAHCOBU BPEMEBH PEIOBE;

3 gma ce mpemIoXkaT peHIeHUs 3a TOBUIIABAaHE Ha Kpunrorpadckara 3ammra B
WHPOPMALMOHHATE CHUCTEMH Ype3 MpHaraHe Ha METOIHM 32 aHalIW3 Ha BPEMEBH
penose;

4 na ce mpoBenaT eKCIIEPHMMEHTAIHN H3CIeIBaHus 3a BepU(UKAIM HAa MPEII0KEHUTE
METOAM 3a TOBHWIIaBaHEe Ha KpuUnTorpadcka 3amuTa MpH peniaBaHe Ha 3aJa4dTe 3a

OCHTYpsIBaHE Ha KHOEPCHTYPHOCTTA.
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5 Jla ce pa3paboTAT MporpaMHA METO/IH 3a MPEoJoIsIBaHe Ha pobieMu mpu padoTta ¢
rojieMu 00eMH OT JaHHHU BbB BPEMEBHU PEIOBE.
CTpyKTypa Ha AncepTaumaTa

JlcepTaliMOHHUSAT TPY/ € CTPYKTYPUPAH B UETUPH TJIaBH.

B mbpBa riaBa e HarpaBeH Npersie]] Ha aKTyaHUTEe TeMHU B 00J1acTTa Ha HayKaTa Ha
JaHHUTE, 0COOCHO KOraToO Te3W JAaHHU CE MPEACTaBAT KaTo BpeMeBH penoBe. MoTuBupaHa e
HEoO0X0IMMOCTTa OT pa3paboTBaHe HAa HOBM METOMM M CPEICTBA 3a aHAIW3 Ha JaHHH B
MH(POPMALMOHHN CHCTEMH C U3TI0JI3BaHE Ha BPEMEBH PEIOBE.

BvB BTOpa T7aBa ca mpeacTaBeHHW pa3padOTEHHUTE METOAM 3a H3CIeBaHE U
MPOTHO3UpaHe Ha (PMHAHCOBUTE BPEMEBH PEIOBE C M3IMOJ3BAHE HA PA3IMYHU MaTEMATUIECKU
amaparu.

B Ttpera maBa ca omnucaHu pa3paOOTEHUTE pEUICHHUS 3a OCUTypsIBaHE Ha
Kpunrorpadcka 3amura npyu npeaocTaBsiHe Ha HH(OOPMAIIMOHHN YCIYT'H UYpe3 U3CIeABaHEe Ha
TeHepaTOpyU Ha CIy4allHM 4HCTa, NPEACTABISABALlM MNOPEOUIM OT BPEMEBU PEIOBE.
[IpencraBeHo € MPaKTHUECKOTO MPUIIOKEHNE HA MPEAJIOKEHUTE MOIXOAH 3a oOe3neueHre Ha
kuOepcurypHocrrta. [lokazanu ca peaHUTE pe3ysiTaTd OT MPOBEACHUTE TECTOBE, AOKAa3BallU
YCHEIIHOTO pellaBaHe Ha MOCTaBEHUTE 331a4H.

B 4yerBBpTa IMaBa npeoaossBaHETO Ha NMpoOJeMH MpHU padoTa ¢ TOJIEMH MACHUBU OT
JaHHU W OTPAaHWYCHH KOMIIIOTBPHH PECYpCH IPU H3CIEIBAaHE Ha BPEMEBU pPEIOBE €
HalmpaBeHO C pa3paboTeHHTe CcO(TyepHH TOIXOAM M CBC CpEACTBaTa Ha €3WK 3a
nporpamupane R.

B 3akiroueHuero € NpPEICTABEHO pE3IOME Ha TOJYYCHUTE pPE3yATaTd OT
pa3pabotkarta. OnpeneneHn ca HACOKH 3a OBbJCHIM W3CIeIBaHHUS U pa3BUTHE. lIpencraBeH e
CIHCHK C HAYIHH ITyOJIMKAIIUH 110 TeMaTa 1 3a0eis13aHu [IUTUPaHUSL.

JlucepTauOHHUAT TpyA chabpka 125 crpanmmm, 33 ¢urypu, | Tabmuma u 122
JUTEPaTypHU U3TOUHUKA.

[nasa 1. AHanM3 Ha CbCTOAHMETO Ha U3CelBaHMATA.

AKO ce TIoTJIeTHE B OKOJIHUS CBAT MPE3 OKOTO HAa TEXHOJIOTUUTE, MBPBOTO KOETO OH
BIICYATIIMIIO BCEKH CIEMANMCT € KOJIKO MHOTO JaHHU ca TOBa. ToBa € cTpaHW4YeH edekT oT
MacoBata IWTHTaidHa TpaHchopmamms u aBromarmsanusata (Wang, 2020), ocraBsiiku
nudpoBa ciea OT M3MBIHEHWETO Ha peanHus mporec. Te3n mudpoBH Clienyd OTpas3sBaT
CIly4BaIIOTO CE€ B PEAJHUS CBSIT W TO3BOJABAT 3aBJI0O0UEH aHAIM3 Ha OCHOBHUTE IMPOIIECH.

JlMHAaMUYHUTE BPEMEBH PEAOBE B KOMYHHMKAIIMMTE, TEXHOJIOTHH, OM3HECAa MABAT B PE3yNTaT
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Ha U3MEpBaHE Ha XapaKTEPUCTUKU OT TEXHUYECKH, MPUPOIHU, COLMATHH, MKOHOMHUYECKH U
npyru cuctemu (Mikalef, 2020), (Ciampi, 2020).
1.1 Bpemesu pegose

Bpemesute penose npeacraisBaTr peiuld OT JaHHU, CHOPAHHU HA PABHU WM HEPABHU
uHTEpBaM OT BpeMe. OCHOBHAa XapaKTEPUCTHKA HAa BPEMEBUS pel €, Y€ BCAKa CIelBalla
CTOMHOCT € B 3aBHCHMOCT OT IPEAXOJHUTE CTOMHOCTH. Ta3uW 3aBHUCHMOCT MOXeE 1a ObIe,
KaKTO MHOTO CJIO)KHA, Taka M OTHOCHUTENHO mpocta. lloHacTosmiemM MHOro MeTonu 3a
MPOTHO3UpPaHe, KOWTO JEHCTBAT Karo e(EeKTHBHH HHCTPYMEHTH, Ca IIMPOKO TPUETH 3a
OIICHKA M aHAJIM3 HAa JAHHMU OT MOJENM Ha BpeMeBH peaose. OT TAX, Hal-4eCTO U3MOJI3BaHUAT
MOJIeJ € UHTETPUPaH METOJT HA aBTOpErpecust che ce3oHeH koMmoHeHT (SARIMA - Seasonal
ARIMA), KOHTO MO CBLIECTBO MPHUHAIEXH KbM JHHEeH Mozen. Ho Ha mpakTuka mnpu
pemaBaHe Ha Pa3NMYHU 3a7add B MH()OPMAIMOHHH CHCTEMH Hai-4ecTO CpEIaHoOTO €, e
MpOLECHhT HA IeHEpHUpaHEe Ha JaHHU € CHJIHO HEIMHECH W NPOTHO3UTE TMOJIYYEHH C TE3U
MOJIEJIH, HE TT03BOJISIBAT /Ia C€ IOCTUTHE JI0 TOuHHUTE pe3ynraru (Martinez-Acosta, 2020).

1.2. MpunoxkeHne Ha BpemeBu peaoBe BbpXy GUHAHCOBN MHCTPYMEHTM

[MazapHUTE IIEHOBHM JBMIKCHUSI CE OMKMCBAT Ype3 BPEMEBU PEIOBE M ca MPEIMET Ha
aHaJM3 OT (PMHAHCHCTH, UKOHOMHCTH W Ta3apHH CcTpare3d. BuooBe (MHAHCOBH aHAJW3H,
KOUTO KBbM HACTOSIIUS MOMEHT CE M3IOJI3BAT 3a aHAIM3 Ha (PMHAHCOBU MHCTPYMEHTH:

o  (DyHIaMEHTAHUAT - OCHOBABa Ha aHAM3UPAHE Ha ChOUTHUSATA, CIYUBAIN CE MO CBETA

u Kacaemy GuHaHcoBUTE U cTOKOBU naszapu (Wafi, 2015);

o TexXHHUCCKUAT aHaTM3 — OCHOBaBa CE€ MPEIUMHO HA CTATUCTHYECKH METOIU C

W3YUCIICHUS BBPXY BpeMeBHUTE pejioBe. [103BOJsIBA METOIUTE 3a MPOTHO3HMpaHE Ja

OBJIaT OMHCAaHW 4Ype3 CTATUCTUUECKH CPEACTBA W MATEMaTHUYECCKH aJTOPUTMH

(Plummer, 1991), (Scott, 2016).

1.2.1 HeBpOHHU MpeXKn

[MomxonuTe 3a M3cieABaHEe Ha BPEMEBH PEIOBE MOTaT Ja ObAarT pasJelieHd Ha JBE
KaTeropuu: CTATUCTHYECKM METOAM M W3YUCIUTENHA WHTEIMTeHTHOCT. CTaTHCTUYECKHUTE
METOIM M3CIeNBAT 3aBUCHMOCTH MEXKIy U3XOTHUTE U CbOTBETHUTE (PAKTOPHU CIIEH M3yIaBaHE
Ha MUHAJIM JAaHHU, JOKATO Jpyrara rpyna METOAy UMUTHPA YOBEIIKUS HAUMH HA MUCJICHE U
JIOTHYECKO 3aKIIOYCHHE, 3a Ja MPHI00Me 3HAHWS OT MHHAIMS ONMUT (KAaTO W3KYCTBEHU
HEBPOHHH MPEXH) U Jia NpeABUAM Obaemu ctoiHocTH (Atanasova, 2017). M3kycTBeHHTE
HeBpoHHH Mpexu (ANN) ce H3MONA3BaT B pPa3IMYHM HaydyHd W EXKEIHEBHU 3aJauH.

Oo6ukaoBeHO ANN ce mpencTaBsT KaTo NpEeTeryieH Haco4YeH rpad W MMa MHOTO Pa3MyHU
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KOH(QUrypanuu Ha Ta3d cxema. B Hail-mpocTHsi ciydail TOBa € MHOTOCIIOCH IIEPCENTPOH.
BpemeBu penoBe ca aTpakTHUBHHU 3a M3CJICABAHMS C M3KYyCTBEHHM HEeBpoHHH Mpexu (Tomov,

2016).

1.3. TpunoxeHne Ha BpPemMeBW peaoBe Mpu Kpuntorpaduata m  Kmbep
CUIYPHOCTTA

M3npiHeHHETO Ha HM3UCKBAHMATA 33 KHOEPCUTYPHOCT € TIPEANOCTaBKa 3a
6e3omacHoctTa U curypHocrra Ha UT uadpacTpykrypute, mudpoBUTE pEeCypcH M 3amIuTara
Ha JIMYHWUTE NaHHA. B HeWHusAT QyHmament e kpunrorpadusra, KOSTO OCHUTYpSBA pEIHIla
MpOIeCH, KaTo UACHTU(UKAINS, YIOCTOBEpsIBaHE, KOJUpPAHe, aBTCHTUKAIHS, TIOTBBPIKICHHE
3a CBCTOSIHME Ha Tpolecd W AaHHU u Ap. OCHOBHHAT KOpPeH Ha KpunTorpadusara ca
CIlyJaifHUTE YHCIa, KaTO B HA-4E€CTHS CIIydail 32 CbBPEMEHHUTE HYKIH Ha KpunTorpadusra
Cce M3I0JI3BaT JBa BHU/Ia TeHEPATOPH Ha IPOU3BOJIHU YHCTIA:

e Teneparop Ha cinydaiinu yucia (RNG);
e JlceBno reneparop Ha cinydaiiau yucina (PRNG).

TpagummonnuTe Mepku 32 RNG ca npeanMHO 00001IeHa CTaTHCTHKA, OTHACSINA Ce 10
OTKJIOHEHHSI OT MaTeMaTruyeckaTa cllydailHOCcT. 3a Ja ce MOAIOMOTHE IpOoBepKara Ha
KauecTBOTO Ha IeHeparop Ha CIydallHU 4YHClia, MOXKE HETOBHAT M3XOJ Ja CE 3alMIle BbB
BpEMEBH peJ U JaHHUTE Ja ObAAT NOJJI0KEHH Ha CIICUUATU3UPAHA MaTEMATUIECKH aHAIN3H.

1.4 Vi3Boau

B pesynaraT Ha HampaBeHHTE M3BOJIM ClIE/IBAa Ja ce 0000IIM, Ye HM3ClieNBaHUATA Ha

BPEMEBU pEIOBE B pa3IMYHU OONACTH W TPUIOKEHHS C€ HYKHAiAT OT pa3paboTka Ha

CHeLII/I(i)I/I‘IHI/I METOIU U CPEACTBA 3a IOCTUTAHE HA KOHKPECTHUTE LCJIN.

lnaBa 2. MeToau 3a mu3cneaBaHe M NPOrHO3MpaHe Ha GUHAHCOBUTE BpeMEBMU
pegose

B Ta3u rnasa e pasriiegano u3cieaBaHe BbPXY LIMPOKO PA3NPOCTPAHEHUS MHAUKATOP
MoMeHTyM, KOHTO NpHHAIISKH KbM Ipylara Ha ocmwiaropure. M3uucnaBaHeTo My ce
0a3Wpa Ha MaTeMaTWYeCKH amapar 3a o0paboTka Ha BpeMeBH peloBe. B muceprammsara ce
IeJT TIO0OPSBaHETO HAa HETOBaTa e(h)eKTUBHOCT.
2.1.1 Ocumnatop MomeHTym (Momentum Oscillator)

MoMeHTYyM € OCHOBEH OCHWJIATOp, KOHTO IMOKa3Ba Jaid LEHOBATa TEHACHLMS cCe
yCKOpsiBa, 3a0aBsg WJIM C€ JBH)KA CBhC ChIaTa CKOPOCT. Toil OOMKHOBEHO JJOCTHTA

MaKCHMaJTHATa CH CTOMHOCT Ip€an BbpXa Ha HEHUTC U MUHUMYMa NIpEAU ABHOTO Ha Cliaga.
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@yHKIUATA HA TO3W OCIWIATOP € Ja OTYNTAa YCKOPEHHETO Ha IIeHOBaTa TeHAeHUHWs. [lpm
M3TOIIABaHE Ha TEKyllaTa TEHACHIMA W HaJMYHE Ha BEPOSTHOCT OT IPOMSHA Ha ChLIara,
MoMeHTyM AaBa CUTHaN 3a IUBEpreHnuns. ToBa € MOMEHT ITPH KOWTO II€HAaTa MPOIbKaBa Aa
Ce IBWXKH B IIOCOKAa Ha TEHIEHLHUATA, HO CTOMHOCTHTE Ha MOMEHTYM HaMmayiBaT IpH
BB3XOJsIIa II€HOBAa TEHACHIMS WM C€ IOBHINABAT IPU HU3XOAAIA I[EHOBA Ia3apHa
TeHaeHus. Karo moTBbpXkKIeHWE Ha CUTHaJIUTE 3a JAuBepreHuuss Ha MOMEHTyM B
M3CJIEIBAHETO Ca BKIIIOYCHU (UTYPHU (HOpMAIMH OT TEXHUYECKHS aHAIIN3 32 KOMOMHHpaHEe U
MOTBBPIKICHNE Ha TEKYIIHs [IeHOBU o0pat. B koHkpeTHus npumep Ha ¢ur.2.2. MOMEHTYM U
curHambT 3a auBepreHius 1C TOTBBpKIaBa TMPEACTOSII LIEHOBHM MasapeH obpar, dpe3

MHO>eCTBeH Bpbx ¢ 1D.
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®@ur. 2.2. [luseprernns Ha Momentym npu nazapes tpers EUR/USD na nneBHa 6a3a

(ncropuuecku nanHu ot Forex mazapsT)

2.1.2 ChabocTtn Npu aHanM3 Ha NasapHua TpeHa Yype3 MoMeHTyM
B uscnenpanero obaue ce BukIa, 4e MMa ClIydaw MpH KOUTO MOMEHTYM MOXe Jaa
HalpaBu M3KIIOYEHUE U Ja HE OTYETE AMBEPTEHLMA IPU 3aBbPIIBAHE HA TEKyIla Ia3apHa

TEeHJEHITHS, KoeTo ¢ uzobpaseno ¢ 1C Ha dur.2.3.

Asmopegpepamu na oucepmavuu 1 (2021) 38-73



METOON N CPEOCTBA 3A AHAIIN3 HA JAHHW B UH®. CUCTEMU C N3MOJI3BBAHE HA BPEMEBW PE[JOBE 44

159150
s
157080
156060
L5500
L5550
250
sism
™

\ H I ’ W"ﬂ[ |IM
"‘”’A Ilr | " ]i l’l‘”‘ Ml’ ll“ ; "ﬂlw» limnhmm
HSSLL i

il
Mi]

hnuwuwlxllﬁ
.umlﬂ'*]

J

! II ||rl|w
f o
Mi‘ l |1|\1”,p| iy

’ . ;|I’|‘1 m" h"l“lrh“ }llﬂ”“”[”d” ,,,,,,
||H I i Lz

I
J'WW }.M]’ﬂ e

[

o

] m[
i

g
Thov 1997 30w 15 S0k Do lere i Toweim e ey TAg i 1500 B5ei 10071 1iNos i J0w 1N 150wine B i 10Fe I GMe i IoMa i 19A i 1My u i Haeiss

d)nr 2.3. BanyrHa ):[BOI/IKa USD/CAD Ha ILHeBHa 6aza (I/ICTOPI/I‘IGCKI/I nanHu oT Forex
azapsbT)

Cnopen m3HeceHUs mpuMep OT peanmHusi (Gopekc maszap, CToifHocTTa Ha MOMEHTYM
HauepTaBa IMMO-BHCOK BPBX JaXe OT MPEIXOJHUS, HO IIeHaTa CIIEJ TOBAa MPaBH 3HAYMTEITHA
Kopekuus oT okoso 60% 6e3 aa e Ha JuIie JUBEpTeHIHs pH ocumiaTopa. Jlopu HanmpoTHB,
CTIOpEN CHUTHATHT, TEKyllaTa LEHOBAa TEHICHIHUS C€ TOTBBbpXKIaBa C YCKOPEHHETO Ha
ocumiatopa. BbIpockT, KOWTO BBIHYBAa M3CIEABAHETO CIIEAOBATEIHO €, Jald MOXE Ja Ce

moxo0pu TOYHOCTTa Ha ocuuiaaropa MomeHTym?

2.1.3 MeTop 3a noBMLWaBaHe TOYHOCTTAa HA MoMeHTYM

B To3u aucepraunroneH Tpy/ ce npeaocTaBs HETPAIUIMOHEH METO/] 3a TIOJydaBaHe Ha
CHUTHAJ 3a mas3apeH o0par, a uMeHHO paspadbotenusT MA Volatility Indicator. ba3upa ce na
HETPaJNIIMOHEH HAaYMH Ha M3TI0JI3BaHEe Ha MHAWKATOP OT THI ITBJ3SINA cpenHa JuHus Moving
Average (MA). UnnukaropsT MA ce pa3nens Ha ABa 1OJ BUJA!

e Simple moving average (SMA):

3a mpecmsitane Ha SMA, ce U3M0J3Ba BPEMEBH Pejl, IPU KOUTO ce CyMHUpAaT TaHHUTE

Ha nocyeanute nepuoau (¢), kpaero Hanpumep =10 3a 10 gena, cnopen Bpemesara

pamka (MOXxe ma ObJe pa3nIuvHa CTOWHOCT, 1o u300p). Ciex ToBa ce memu Ha Opos ¢

nepuonute. TakoBa TpecMsTaHe ce TpaBU 3a BCEKM €OUH Oap 3a IMEpHoI OT
rpadukara. @opmynara 3a SMA e, KakTo cieasa:
SMA, = Yt _, price,/t

e Exponential moving average (EMA):
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C men ma ce Hamanu u3ocraBamus epekt Ha SMA, Moa3BalMTe TEXHUYECKU aHAIH3
gecto npeanogutatr Exponential Moving Average (EMA). Te HamansBaT N30CTaBaHETO 4pe3
no0OaBsHE Ha HOBU CTOMHOCTH BBPXY Hail-HOBUTE LIEHH, 3aBHCEIIM OT ABDKMHATa Ha MA.
Haii-kpatkara EMA 1me e ¢ mo-roisiMa CTOWHOCT, OTKOJKOTO Ie ObJe MpUIOKeHa 3a

noseueto MA. @opmyrna 3a npecmsitane Ha EMA:
X=K*(C-P)+P,

kpnero X — Hacrosma EMA, C — nHactosma mieHa, P — EMA ot mpennus mepuona (3a
MpECMATAHETO Ha IMBPBHUS MepUol ce u3moi3Ba croitHoct or SMA), K — wm3rmaxpain

KOC(HIIHECHT.

MzrmaxxpamusaT KoeQUIMEeHT Mpriiara Mo X0/l KOe@UIMEeHT KbM TO-HOBHUTE IICHH,

KOHUTO Cca CBbp3aHM ¢ mpeaxogHuTe neHn Ha EMA. @opmyrna 3a m3riaxnamus KoeQpuiueHT:

K=2/(1+N),
kbaero N — Opoii Ha npenxoguure EMA nenu.

KonBeHnnmonaneH moaxoa 3a ThproBus upe3 MA e Ha MO-BHCOKAa BpeMeBa paMKa
[eHara sa He npecnda MA, kaTto mpu masapHa KOpeKIus JocTuranero Ha MA ot masapHara
[[eHa Ce CYMTa 3a CHJIHA MOJKpera 3a TeKymara TeHaeHms. [Ipu npoous Ha nenata Ha MA ce
mpuemMa, KaTo CHTHal 3a o0par, a NMpu OTCKavyaHe, KaTO CHUTHAJ 3a MOTBBPKICHHE Ha
TeKyIlara ma3apHa TeHIeHIHWsA. J[pyrusar MeToa € aHainm3 C moBede oT eaHa MA, karto
BcuukuTe MA ca ¢ paznuyHa ckopoct. [Ipu nmpobuB mim oTckayane Ha mo-0bp3ara MA KbpM
no-6aBHaTta MA, ce ThJKyBa aHAJOTHYHO 33 CUTHAJ 32 MOTBBPIKICHNE M 00paT B TEKyIIaTa
TEeHICHIHSL.

Pazpaborenusr B nucepramms metoq MA Volatility Indicator pasunra Ha onpenensne
Ha EKCTPEMHH CTOMHOCTH 3a OTJajieyaBaHe Ha IleHaTa oT MA, Ha 0a3a Ha KOeTo Ja ce
OTIpeNeN CAaHTHMEHTA Ha YJaCTHHLUTE Ha Ta3apa KbM TEKYIIHsS MOMEHT. [Ipu excTpemMHO
BHCOKH CTOMHOCTH Ha OTJajiedyaBaHe Ha IeHaTa oT MA 1o 1Mocoka Ha TeKyIlaTa TeHICHIN,
TpsOBa 1a ce CYMTa, Ye TOBA € CUTYPEH CUTHAI 32 MPEJCTOSI 00paT Wil IbI00KAa KOPEKIIHS
Ha TeKylnaTta TeHAeHuus. IHTepecHOTo e, 4e ToBa sBIeHHE ce HabronaBa 100pe B MOMEHTH,
Koraro MOMEHTYM He JiaBa CHTHAJIM 3a JUBEPTeHIHS M Kpail Ha YCKOPEHHETO Ha TeKyIlara

IICHOBA TCHIACHITHS.
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®ur.2.8 KomOunnpane Ha MOMEHTYM € IIpejIaraHOTO pelieHrne (MCTOPUYECKH JaHHU OT

Forex mazapsT USD/CAD)

Ha ¢wurypa 2.8 merombTr MA Volatility Indicator e mpunokeH m KOMOWHUpPaH ChC
cTOMHOCTHTE HAa MOMEHTYM, KaTo AAHHUTE 32 CHUMYJAlMITa Ca PEaJHd HCTOPUYECKH OT
¢dopekc nmazapa. Ha ¢urypa 2.8 scno mmun, ue MoMeHTyM, H300pa3eH ChC 3eJeHa JUHUS, He
OTYUTA MO-HUCKH CTOMHOCTH Ha MOCJETHUS Ia3apeH BpbX. 10Ba € MOA4YepTaHo ¢ Ipasara
YepBeHa JIMHMS Ha HEroBara TEHICHUMs. B cbOIOTO BpemMe JMYM M Hal-BUCOKaTa Ha
OT/JalieyaBaHe Ha I[eHaTa OT MypIypHaTa TuHusS Ha MA che cToiHOCT 554 mwmrica.

B 3aknroueHre MOXKe Ja ce Kaxe, ue MOMEHTYM € e/TUH ¢(heKTUBEH OCIIUIATOP, KOWTO
€ CTaHaJ 4YacT OT MHOXECTBO aBTOMATH3MPAHM CHCTEMH W CTpPaTerdu 3a THPTOBHUsS Ha
¢unancoBuTe nmazapu. Ho paspaborenus B mucepranusara meroabT MA Volatility Indicator,
ycmsiBa Aa mojoOpu TOYHOCTTa Ha mporHoszupane. CremoBaTenHo, TOH OM MOTBI na ce
mpuiara, KakTO IpH aBTOMAaTHU3WpaHM CHCTEMHM, Taka M MNPU aHAJIM3a Ha [a3apHUTE

TEeHIECHIINHA U OT YOBEK.

2.2 MporHo3snpaHe Ha GMHAHCOBM BpeMeBU pesloBe Ype3 HEBPOHHM MPEeXn

MHOTOCTOMHHAT TEPCENTPOH € HA-4eCTO W3NOJI3BAaHUAT BHJ HAa H3KYCTBEHH
HEBPOHHH MPEXH, KOWTO MOXKE J1a ce MPEICTaBH KaTo OPUEHTUPAH ImpeTeriieH rpad. B Tosa
MpOyYBaHE OCHOBHATa HMJEsl €, Ye BMECTO Oposi Ha CKpUTHU CJOEBE, yBeludaBa ce OpoAT Ha
HEBPOHHTE Ha BXOJA M CKPUTHTE CIIOEBE CE€ pa3lIMpsBAT 1O BpeMe Ha OOYy4eHHETO Ha

HEBPOHHA MpeXa. YIBIDKaBaHETO Ha BXOJHUS CIOH € CBBp3aHo C (hakTa, 4e BCEKH BPEMEBU
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pen pacte ¢ mosiBa Ha HOBO M3MepBaHe. Llenra Ha 00ydeHHETO € pa3MepbT Ha BXOJHHS CIOU

aa 6’5)16 TOJIKOBA I'0JIIM, KOJIKOTO pasMEPBT Ha ITbJIHATA BpEMEBA pEAHIIA.

2.2.1 MNpeanoctaBKkM Npu moAennmpaHeTo

B mpennoxenus mMopen ce M3MON3Ba HAOOP OT M3KYCTBEHH HEBPOHHH TOJMPEKH U
Te3W TOAMPESKH ce oOeaWHsABAaT B 00IIa M3KyCTBEHAa HEBpPOHHA Mpexa. Haii-mankara
M3KYCTBEHa HEBpOHHA moaMmpeka mma 1-1-1 tomonorus (¢ur. 2.2.6 - BusBO). Mpexara e
o0ydeHa ¢ MpUMepH, YMMTO BXOJ MMa caMo e/lHa CTOWHOCT. [lenra B Mojena e mporHos3a 3a
camMoO eJHa CTOMHOCT Hampena BbB BpeMmeTo. ETo 3amo BCHUKM MOAMPEXM HUMAT CaMO €IuH
n3x0J. BcuakuTe BXOTHU CTOMHOCTH C€ TPEAOCTABAT KaTO MPUMEPH 3a €IACTHIHO 00ydeHHe
3a 00paTHO pasmpocTpaHeHue Ha rpemkara. OOy4eHHETO Chupa Ha OMpEesieHO HUBO Ha

epsilon 3a mbyIHA IPOMSIHA HA TPEIIKUTE Ha HEBPOHHATA MpEKa.
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@ur. 2.2.6. O0ydeHune Ha U3KYCTBEHH HEBPOHHH NMOAMpPEXH ¢ 1-1-1 Tononorus
(BmsiBO) M 2-1-1 Tomonorus (BASCHO).

Cnen oOyuenne Ha 1-1-1 Tomosorusi CTOMHOCTUTE HA TEriaTa Ha ITbpBATa MOAMpPEKa
ce 3apexnar BbB Bropara noampexa ¢ 2-1-1 Ttomomorums (dwur. 2.2.6-pasacho). Tpera
noaMpexa uma 3-2-1 rononorus. PasmepsT Ha CKpUTHS CIIOW ce n30Mpa aBTOMATUYHO Ype3
AITOPUTHM 3a TMOCTENEHHO Mojapsi3BaHe, BHeApeH B Encog Machine Learning Framework

(http://www.heatonresearch.com/encog/). TomoJloruuTe Ha MOAMPEKUTE ce (GopMHUpaAT upe3

noOaBsHE Ha €MH HEBPOH BbB BXOJHUS CJIOW M KOPUTHUPAHE Ha pasMepa Ha CKPUTHS CJIOH ¢
QITOPUTHM 32 WHKPEMEHTATHO mnoaps3BaHe. KpailiHata mem e ga ce AOCTUTHE n-m-1

tononorus (ur. 2.8), KoaT0 00XBaIa BCHYKA U3BECTHH CTOHHOCTH HA BPEMEBH PEIOBE.
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@ur. 2.2.8. O0ydeHune Ha U3KYCTBEHA HEBPOHHA MOIMPEXKa ¢ N-m-1 TONOJIOTHS.

Hsikoun ot Bpb3KkHTE MEKAY BXOJHUS U CKPUTHS CIION HE C€ BU3YaJM3UPar 3a Mo-100bp BHI.

OOmrara uyes 331 MPEIIOKEHUS MOJIEN € TIOCTETIEHHOTO 00y4eHHe Ha ChCTE3aTeITHH
M0 pa3Mep M3KYCTBEHHW HEBPOHHH MpeXu. YecTo cpemanusT nmpodieM npu oOydeHHeTo Ha
M3KYCTBEHU HEBPOHHH MPEXHU € pasMepbT Ha Mpexara. Upes3 pasfensiHeTo Ha Hal-rojsMara
Mpeka B MHOTO TO-MalKd MpPEXH C€ TOCTHra yCKOpsiBaHE Ha Mpoleca Ha OOydeHHETO.
[IpennoxxeHusT MOJEN UMa MO-BUCOKA CTEIIEH HA caMoaJanTalus, Thil KaTO KOTaTO Ce MOSBU
HOBa CTOWHOCT BbB BPEMEBHS pell, pa3MEPBhT HAa M3KYCTBEHATa HEBPOHHA MpEKa HapacTBa,

KOETO O3HavaBa, ue (pa3ara Ha oOydyeHue u (pazara Ha paboTa ca €THOBPEMEHHH.

2.2.2 EKCNnepnmeHTH BbpXy M3CelBaHEeTO

Exkcniepumenture ce npasar upe3 JAVA nporpama, KbJeTO W3KYCTBEHHUTE HEBPOHHU
Mpexu ce m3nbiHsBat upe3 API, npenocrasen ot Encog Machine Learning Framework. Kato
BXOJIHH JIAaHHU 3a CKCIIEPUMEHTHTE C€ W3MoJ3BarT (huHaHCOBH BpeMmeBH penoBe Ha FOREX
nazap. JlaHHuTe ce B3eMaT OT €XKEJHEBHA JBYMECEYHA THPTOBUS 3a BaryTHHU aBoiiku EUR /
USD u USD / JPY. CroiiHocTHTE Ha BpEMEBUTE PEIOBE ce Maniabupar B auanaszoHa ot -0,99
1o +0,99 ¢ npaBuioTo 3a mamabupane MinMax. M3XoabpT Ha H3KyCTBEHAaTa HEBPOHHA MpeXKa
ce MpEeHacTpolBa 10 MbPBOHAYAIHMUSA JUANa30H ChC CHIIOTO NMPABHIIO, KOETO CE M3I0JI3BAa B
oOpatHa mocoka. Pe3yiaraTure OT eKCHEpUMEHTHUTE BCE ONIe ca B JAMana3oHa Ha
CTaTUCTHYECKAaTa TPEIIKa, KOSATO HIABA OT CJIOKHOCTTa Ha (PMHAHCOBHUTE TIPOIECH U
BHCOKOYECTOTHHSI LIIyM BHTPE B JAHHUTE.

IIpennokeHuAT Mozen 3a caMOHaArpaxaamu ce Tpuciaoian MLP 3a nporHosupane
Ha BPEMEBH penoBe € oOemaBamn] MOIXOJa 3a YCKOpsSBaHE Ha OOYJYEHHETO Ha M3KYCTBEHHU
HEBPOHHH Mpexu. HapacTBammar pa3mep Ha BXOJHHUS CJIOM BKJIOYBA MaKCHMalHa

nHpOpManus, HAIMYHA BbB BPEMEBUTE PEIOBE, HO MPEIJIOKEHATa TPOIeypa 3a 00ydeHne
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Ha M3KYCTBEHAa HEBPOHHA MpEXKa OTYUTA, Y€ IO-CTApUTE CTOMHOCTU TpsOBa ma ObOaT mo-

MaJIKO HH(GOPMATHBHH.
2.3 N3Boamn

B Ta3u riaBa ce npeajaraT HOBU METOAW 3a aHAJIM3 W IIPOTHO3UMPAHC Ha IMa3apHU

LICHOBH JIBW)KEHUS Upe3 BPEMEBU PENOBE U HEBPOHHHU MPEKH.
B pesynTaT Ha TOBa ca HalpaBeHHU CIETHUTE 3aKITIOYCHUS:

1 B uscienBaHeTo 70 TyK ce 00OXBalIaT OCHOBHUTE aClEKTH OT MPOIieca Mo aHaIu3 — OT
nepuHUpaHe Ha MpoOJieMa U TOCTABSIHE Ha 33JaunTe, JI0 MPEACTaBIHETO Ha METOJIU 32
pelIaBaHETO WM. BbB BCEKM €MH OT €TAlUTE CE U3BBPIIBA MPEACTABIHEC HA PEATHU
JIOKA3aTeNICTBA, Ype3 KOUTO MOXKE JIa ce WACHTU(UIIMPA HATMIUETO Ha CIa0OCTH WU

HE0OXO0IMMOCT OT HAMHUPAHE Ha MO-PaIlMOHAJICH TTOJIX0]T B pa3riiekaanara o0acr.

2 MeroauTe MO3BOJIABAT Ja C€ HHTETPHUPAT B CHCTEMH 3a aBTOMAaTU3HUpaHa 00paboTKa 1
B3eMaHe Ha pemenus. Paspaborenuar meron (MA Volatility Indicator) momoOpsiBa
nperm3Hoctta B ocmmwiatop (MomeHnTym) u pabotm B KOMOWHaLusATa OT JBa
nnctpymenta EMA unmu SMA, kato npeamara HoOBa METOAMKA 32 HHTEPIPETUPAHE HA
pe3yaTaThTe NpH Ma3apHU aHAM3W M CIioMara 3a HaMaJlsiBaHe Ha pPHCKa OT 3aryou u

yBeJIMYaBaHE Ha yCIeX P aBTOMAaTU3UpaHaTa ThPTOBHSL.

3 IlpeanoXeHUAT adropuTHM 3a OOydeHHE Ype3 caMOHAArpaxkaaHe B TpuciaoiHu MLP

yckopsiBa o0ydennero Ha ANN npu nporHo3upane Ha (MHAHCOBH BPEMEBH PEIOBE.

MertoauTe TpencTaBeHH A0 TyK, MOTar na ObJaT MpuiaraHd OT CHEIHAIMCTA B
pa3MyHU 00JIACTH B CHCTEMH C TIPOTHO3EH XapaKTep, 3a B3eMaHe Ha PeIIeHUs, aHATN3UPAIIH

CBHOUTHSA U TIpoliecH Oa3upaHy Ha BPEMEBH PEIOBE.

[naBa 3. PeleHunA 3a ocurypsaBaHe Ha KpunTorpadcKa 3almTa Ypes NpuaoKeHme

Ha BpeMeBW pesloBe Npu KpuntorpadusaTa n KMbepcmrypHocTTa

B nmucepranmsaTa ce mpeayiara MOAXOABT Ha BPEMEBU PEIOBE Ja C€ MPUIOXKUA KbM
aHajm3a Ha KadyeCcTBOTO Ha CHCTeMa 3a TreHepupaHe Ha npowmsBoimHu yucia (RNG) 3a
OCHTYpSIBAHE Ha KpHIITOTpadckara 3aluTa B WHPOPMAIMOHHUTE CHCTEMHU. 3a TEKYIIOTO
m3cinenBane oT RNG ce n3Bnmmya 4MCIIOB MacuB, 3a J1a MOXKeE Jla C€ aHAJM3UPAT CTOMHOCTUTE
OT CTydaliHUTE YUClia BbB BPEMEBU pejioBe. Pesynrarute ce n3o0pas3sBat rpaguuHO, KbACTO

MIO-SICHO CTaBaT BUAHU MPOU3BEIECHNUTE OT T'€HEpATOpa YA3BUMH CIy4YalHU YUCIA.
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3.1 HpVIﬂO)-KeHl/Ie Ha TEXHUWKW OT BpeMeBU peaoBe 3a aHa/IM3 Ha T'eHepaTop Ha

MPOnN3BOJ/IHN YNCJla B obnactra Ha I-(l/l6epCl/IprHOCTTa

RSA e acumerpuueH anropuTpM 3a KpHUNTUpaHE, KOWTO IMO3BOJISIBA HAa BCEKHU [a
U3Mpana KPUNTHPAHH CHOOIICHUS, KOUTO CaMO TPUTEkKATeIsd HAa YAaCTHUSA KU MOXE Jia
nexogupa. [IpuHOMITBT Ha paboTa MOKe 1a ce OO0sSCHH HAKpaTKO, KaTo ce TeHepHpa €IHO
MHOTO TOJISIMO MPOM3BOJIHO YHUCIIO p, CJIEJ TOBAa CE€ TEHepHpa OIIE €IHO TAaKOBA YUCIIO ¢ U CE

HU3YUCIABA TAXHOTO IIPOU3BEACHUE X=p *q, BCBHIITHOCT X € U3BCCTCH KAaTO Hy6J'II/IUICH KIIIOY.

3.1.1 M3cnepoBatennTe Ha (MOYTU) CEKPETHMA anropuTbm — cnaboctu nopaam

HeaOoCTaTb4YHa eHTponmAa Ha RNG

Ha mnosbpxnoctra, RSA xkpuntupanero wusmexna Heysa3Bumo. Ho coopen
MPEACTaBEHOTO M3CIEABaHE MPOOIEMBbT c€ KpHe B TEHEPATOPUTE HA CIy4allHU YHCIa, KOUTO
o0e3reyaBar alropuThbMa. Ys3BUMOCTTa € (hyHIZaMEHTaTHa W WaBa OT Tam, 4ye Ha RSA ca
HEOOXOOWMHU MHOTO TOJEMH 4YHWCia, 3a Ja C€ Cbh3AajaT KIIUOBETE 3a KPUNTHpAHE, a
TeHEepaTOPUTE B MAaCOBUTE KOMIIOTBPHU CHUCTEMHM Ca ChC 3HAUUTEIHO MO-MaTbK KalaluTeT.
3a TOoBa ce Hajmara Ja ce H3MOJ3BaT IICEBAO TEHEpaTop, KOMTO Ja ce KOMOMHHUpA B
KaueCTBEHUTE M3TOYHUIM Ha CHTPOIIHA, 3a Jla CE€ U3MBJHAT HYKIUTE Ha aropuTbma. Upes
MPOU3JI3]Ia OT TeHepaTopa Ha YKCiIa HayajiHaTa CTOMHOCT HapedeHa ceMe (Seed), BlIoxkeHa B
MCEBJO TeHepaTtopa MW Ciel TPYIOEMKHM 3a KOMIIIOTbPHATa CHCTEMa H3YMCICHUS
kpunrorpadpckure RSA ximrodoBe ce renepupar. [IpoOiaemMbT mnpu yCcTpoicTBa, KaTo
tenedonn, loT, Manku pyrepu u Ap. MaJKH CHCTEMH € OIIe MO-CHITHO W3pa3eH, 3ami0TO YeCTO
T€ HAMAT JOCTAaTHYHO PECYpC 3a Ta3u TpyJdoeMKa padora. 3a TOBa B TSAX Ce 3ajaraT Ha TOTOBO
MPEIBAPUTEITHO W3YUCICHH OCHOBHHU ()aKTOpH HEOOXOIHMMH 32 CHhCTaBSHETO Ha KIFOYOBETE.
ToBa 3HAUMTENHO yCKOpsiBa mpoiieca mo reHepupane Ha RSA kimo4doBe npu HEOOXOAMMOCT,
HO OTBaps ToJiiMa YA3BHMOCT B CHTYpPHOCTTAa Ha Kpunrorpadusra. M oTuuraiiku Te3u
00€3MOKOUTETHNA HAOIIONEHHs, TE ca TOCTaTHYHO OCHOBAHME Ja C€ HANpaBW M3CIEIBAHE IO
TeMara.

CpBpeMeHHHTE KpUTEepHH 3a HaaexneH RSA wimrou e muammym 2048 Oura, Kato
MpernopbUnTeNIHaTa ABDKHHA € gaxke 4096 Owuta. [lpm npyrm wu3cieaBaHus ChHIOO €
yCTaHOBEHO, e Mexxy 4096, 8192 u 16384 6ura RSA xirou, mo-royisiMara CUTYpHOCT Ha T10-
roJieMUTE KIIOYOBE € MUHUMaiHa. llpuumHara cho0 HMABA OT OrpaHWYCHUSITA MPH

TeHepaTopuTe Ha ciydaifHuTe yucma. [Ipum mo-romemm RSA kmodoBe ca HE0OX0auMH
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U3KITIOYUTEIHO TOJIeMH MCTUHCKH clydaiiHu uucia. KouTo B e1Ha KOMIIOThpPHA CHCTEMA €
KpaiHO TPYAHO J1a C€ MOoJIy4ar.

Axo crmaboctute B KpunTorpadCcKku (GyHKIUN HE CE OCBETSABAT, PHCKyBame na Obaar
OTKPHUTH H JIa C€ M3MOJI3BAT OT 3JI0HAMEPEHH JiMIa 0e3 TOBa J1a € U3BECTHO Ha ocTaHaiuTe. B
3aKITIOYCHNE MOXKE J1a Ce Kaxe, 4e ClabOoCTHTE HEe M3X0XKIAT OT TPEeIlKa B apUTMETHKATa Ha

RSA. Te unBar ot TeXHOJIOTUYHATA CTa0OCT, C KOATO ce mpuara RSA.

3.2 METO,EI, 3d OUEHKa Ha yA3BMMOCTTa Ha reHepaTtopuTe Ha CﬂyanJIHM YMCna 34

Kpuntorpadcka 3almTa B MHGOPMaALMOHHUTE CUCTEMM

B nmpenMera Ha M3CIEABAHETO MOIANa TEXHOJOTHATA HAa IMMPOKO Pa3NpOCTPaHEHUs
e3uk 3a mporpamupane PHP. 3a Hyxnure Ha cucremu, pa3pabOTBaHH C Ta3u TEXHOJOTHS, 3a
na ce oOesredaBa HEOOXOOMMOCTTa OT ciydaitHu 4ucina, PHP pasmomara cbe cinemnute
CpeAacCTBa:

1. JInneen konrpecen reneparop (LCG), nanp. 1cg value ()

2. AnaroputeMbT Marsenne-Twister, Hanp. mt_rand ()

3. JlokamHo moaubprkana Gyakus C, T.e. rand ()

Te ce u3moa3BaT NMOBTOPHO U 3a QYHKIMM Karo array rand() m unigid(),
KaTO HETOCTAaTBhKBT HA CHTPONUATA U TEHEPATOPUTE HA MTPOU3BOJIHHU YHCIIA HA TOPEOTTMCAaHUTE
(GYHKIIMM ce CBCTOM B JIECHOTO MpOTHO3MpaHe Ha Opaenmre croitHocTH Ha PRNG.
[Ipyuunara e, 4e mnppBOHaYanHUTe BbTpewHU cbcrosiHUS wim SEED na PRNG ca
OTPAaHWYEHU U U3XONBT Ha CTOMHOCTH € B HEOCTAaThUEH AUANA30H U TOBA € MPEABUANMO OT
JIECHO NOCTBITHUTE CHBPEMEHHHM M3YMCINTEIHM pecypcH. HUecto, 3a Aa momydar CTOWHOCT 3a
SEED B PHP, paspaboTuyuiure u3monasBaT mt rand () MM ClEIHHMA CKPHUIT, 3a Ja Ce
W3I10J13Ba aBTOMATHYHO:

<?php

mt srand(3231153718);

for ($i=1; $i < 15; $i++) {

echo mt rand(), PHP EOL;

}

Koero mopanu cnabata eHTpomnusi Ha NpeajaraHUTe WHCTPYMEHTH, BOIU 10 PHUCK
Bb3cTaHoBsiBaHeTO Ha SEED oT Hamamaren. Benpeku nacuBHUS CH XapakTep, TOBA BCHIIHOCT
€ HCTHHCKAa YSI3BMMOCT. 3a LeNTa B H3CIEIBAHETO CE Ch3/laBa CHUMYJalMs Ha HMCTUHCKA
nH(POPMALMOHHA CHCTEMa, KOSTO M3II0JI3Ba CIICIHHS U3XO0/IH KO 3a TeHepHpaHe Ha TOKEH 3a

PasiiMgyHUTE LEJIN Ha IPHUIIOKECHUECTO!:
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Snewtoken = hash('sha512', mt rand());

['enepupane Ha TOKEH TO MPEICTABEHUS HAUYMH € XyOaB MpuMeEp, KaTo eTUHHIHO
obppmane kbM mt_rand (), koero ce xemmpa ¢ SHAS512. ®akr e, ye B I€HCTBUTENHOCT,
aKo TPOTPAMUCT TpHeMe, 4e (PYHKIMHUTE Ha cirydaitauTe ctoiiHocTd Ha PHP ca "mocrarsuno
ciryqaifHu", TOM 11e ObJie MHOTO TIO-CKJIOHEH J1a BIpaJu MpoCT MOen Ha u3noisBane. Koero e
CpELIaHO MHOTOKPAaTHO B MpakThkara. Ho M3MOa3BaHUAT MO-rope METOJ 3a TeHepHpaHe Ha
MapKepHu CTpaZa OT €IUH HEeIOCTAaThK - CIyJallHHTE CTOMHOCTH ca OrpaHHuYeHH A0 nuppH
(T.e. HETOBaTa HECHTYPHOCT WJIM SHTPOINMS € OJM3Ka 10 HEe3HaYUTeNHa). AKO ce IpoBepU
NpoayKIuaTa Ha mt getrandmax (), IIE ce OTKPHE, Y€ MAKCUMAIHUAT MPOU3BOJIEH OPOi
mt rand () Moxe na reHepupa camo 2,147 mumuapaa. Tosu orpanuyeH Opoil ommuu ro
MpaBy ysA3BUM 3a rpyoOa ataka. [Ipu Hammume Ha chBpeMeHHa 100pa Bumeo kapra (GPU) u ¢
MOMOINTAa Ha CHenuaim3upaH codryep 3a araka ¢ rpyba cmima kato hashcat, TakoBa
M3YMCIICHHE MO’KE Ja Ce 3aBbpLIM CaMO B pPaMKUTE Ha HIKOJIKO MuHYTU. ClegoBarenHo
U3I0JI3BAHETO HA XEII 32 CKPUBAHE Ha U3XoJa Hamt rand () e 0e3moe3Ho.

3a ma ce 3aIIMTH TO3H THII CHCTEMa, TPSOBaA J1a ce TeHEepHpaT CIIydailHu CTOHHOCTH C
MO-BUCOKO KadyecTBO. 3a M3MOJ3BaHe B HeTpuBHaiHu 3anauu, PHP u3ucksa m3roununu Ha
SHTPOIHMS OT BHCOK KJIaC, KOUTO MOTAT J1a OBIaT OCHUTYPEHH OT OlepaluoHHaTa cucrtema. B
Linux oOukHOBeHO ce u3mom3Ba ¢ /dev/urandom, OCBEH aKO HE ca HWHCTAIMPAaHU
yCTpoOiicTBa C OIIEe MO-BHCOKAa eHTpomus. B Linux, ¢ mpaBmiHaTta HacTpoiKa, penoBEeH
reHepaTop Ha MPOU3BOJIHU 4ucia, KOWTo € or Tuna PRNG (koiTo e mceBmo reHeparop Ha
MPOU3BOJIHU YHCJIA), YECTO C€ 3apekAa OT M3TOYHHMK Ha BHCOKa eHTpomus /dev/random,
KOETO TO MpaBu ycToW4ymB Ha artaku. CremoBareqHO BCska enHa codTyepHa cucrema
paspaborBana ¢ PHP, 3a na 6p1e moOpe 3ammTeHa cinenBa 1a ce MpeHacoYr KbM (QYHKIIUHTE
3a TMOBTOPHO W3IOJI3BaHE Ha BhHIIHara Oumbmmoreka Ha OpenSSL. Karo ce wm3BmkBar
¢ysukuute openssl pseudo random bytes () m mcrypt create iv(). Teca
ONITUMH3UPAHU J]a H3II0JI3BAaT KPUNITOTPa)CKH 3aIIUTEH TICEBIOCTyIaliHu reHeparop. Koiito e

C’bO6pa3eH 1 UHTCTPHUpPaH C ore€paquoHHaTa CUCTEMA.
3.2.2. PazbupaHe Ha RNG Entropy B Linux

B omepammonnara cuctema Linux apXuTekTypara 3a IOJydaBaHe Ha CIydailHUTE
YHCNa UMa CICAHUS BUI!
1. /dev/random € HCTHHCKM TE€HEpAaTOp Ha CIydailHM 4YHCIa, aKO CBBPIIU

eHTpormsaTa 0j0kupa. To3W MHCTPYMEHT CH OCHTypsiBa SHTPOMUATA, ChOpaHa OT
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CHCTEMHHTE MapaMeTpH Mo BpeMe Ha paboTara My KaTo JOCTBII 10 IHUCK, MPEKOB
TpaduK, ChCTOSHIE HA TAMETTa, MPEMECTBaHE HAa MUIIKATa M JAPYI'H MPEKbCBAHUS
Ha CHCTEMara;

2. /dev/urandom e renepaTop Ha ncesno npousBosnu uncia (PRNG) u Toii He ce
OoKupa Topaad H3YeplBaHETO Ha eHTponusTa. MoXxe Ja ce H3MoJ3Ba 3a
paHAOMHU3MpaHE HAa HEOrpaHWYeH NOTOK. CIydyalHUAT MOTOK CE€ OCUTYpsiBa OT
PRNG crpykrypu u HeoOxoammute Hadanan SEED croitHocTn mie ce
nmpe3apexaar nepuoudHo ot /dev/random;

3. /dev/hwrng e IOIBIHHUTEICH XapAyep 3a UCTUHCKHU CIIydalHH 4HCIia, KOWTO €
CTENMAIM3UPAH U HE € HHCTAIMPAH B KOMITIOTBPHHUTE CHCTEMH TIO MMoApa3oupane.
Tolt ocurypsiBa IyMm OT EHTPOIHS 3a OIbpPKaHE HA CIIYYalHU YHCIIa;

Harpynanara earponms B Linux cucrema Moke na ObJe mpoBepeHa upe3 ClieHaTa

KOMaHJa:

$ cat /proc/sys/kernel/random/poolsize

4096

$ cat /proc/sys/kernel/random/entropy avail

3868

KBJICTO:

/proc/sys/kernel/random/poolsize ce u3NOJB3BAa 3a JEKIapupaHe Ha
pa3mepa (B obutoBe) Ha Oydepa Entropy Pool, Hanpumep: Konko npousBosHu uncna TpsOBa
Jla ChXpaHuM, TIPEIN J1a CIIPEM J1a ,,IoMIamMe’* 3a moBeye.

/proc/sys/kernel/random/entropy avail TmOKa3Ba KOJMYECTBOTO (B
OMTOBE) Ha TEKYILO ChbXPAHEHH CIIyJailHU YKCa B IyJa.

Upes3 motpebOuTernckara akTHBHOCT W padoTaTa Ha KOMITIOThpHATa CHUCTEMa, Kato
Mpexa, JMCKOBE, CBhCTOSHHE Ha TaMeTTa, ICHTpaJieH TNpoIecop, nepudepus u Jp.
cenuanHuTe GYHKIUU B sSApoTO Ha Linux mMar QyHKOIHM 3a HEMPEKbCHATO HabaBsHE Ha
ciydaiinu uuciia. Koero mma 3a men 1a KOMIIGHCHpa HEMpecTaHHAaTa HyXKJa OT TaKWBa, TPU
pabota Ha KOMMIOThpHaTa cuctemMa. DakT e, ye KOJKOTO M Ja Ce OINWUTBA SIPOTO Ha
oTicpallMOHHATa CHUCTEMa Jla KOMIICHCHpA ChC CIlydaiiHM uucia Oydepurte, B ONpesciicHU
MOMEHTH € BB3MOXXHO T¢ Jia ObJaT HW3TOYBAHM MHOTO TMO0-0bp30. 3a HYKIUTE Ha
M3CIICIBAHETO JICCHO MOXE Ja Ce TNPEIU3BHKA TakaBa CUTYalWs, 3a Ja MOXE Ja Obiae
Ha0Jo1aBaH To3M mnpoliec. Upe3 cieBaiiaTa KOMaHaa, MPOCTO CE U3XBBPJIM BCHYKO, KOETO €

B /dev/random reHepaTopa Ha MPOU3BOJIHM YHCIIA U CE M3BEXK/Ia HA EKpaHa:
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$ hexdump /dev/random

0000000 dbc4 fflOa b8ef S9bdc ad95 480b e853 flef

0000010 e0Ocb 7c08 4bc4 daef 2b2l1 eab62 Oeac 2cébec

0000020 débd 70e6 5d6f a7e3 0874 d52f 77df 6azb

0000030 1909 efe8 9964 acee 2aad 2522 4ddb 1d0b

B cpmms MOMEHT MOke B MapalieIJHO OTBOPEH KOMAaHIEH TepMHUHAN Jja Ce HU3BEAe
CBCTOSIHHETO Ha Oydepa Ha SHTPOIHS, KaTo ChIBPKAaHUETO ce 0OHOBSIBAa BCSIKA CEKyHIA. 3a

[eaTa € HeoOXOIMMO J1a Ce CTapTUpa CileIHATa KOMOMHAIMS OT KOMaH/IH:
$ watch -n 1 cat /proc/sys/kernel/random/entropy avail

Karo pesynrar HannumeTro Ha EHTpONMs IE 3allOYHE [a Crajgad, Karo HEroBOTO
CBhCTOSIHUE II€ CTUTHE KPUTHUYHU CTOMHOCTH, JOpW M 10 Hyda. C HatucHe Ha Ctrl-C ce
cnupa ToBa 0E3CMUCICHO pasxuiieHue. Moxke OM HUKOTa HE TpsOBa Ja ce MpaBU TOBA Ha
MpaKTHKa, 0cOOEHO Ha peaiHa ChbpPBBbpPHA CHCTEMa, OCBEH C M3CIIeoBaTelICKa el pa3oupa ce.
Ho decrto cucremure mMaT npobjaeMu ¢ HATPYNBAHETO HA EHTPONHA B Oydepa u pe3ynTarbT

M3IICKIA CMYyIaBall;

$ cat /proc/sys/kernel/random/entropy avail
96

Ot mpencraBeHus: IpUMep MallMHATa MPOM3BENE SHTPONMEH pe3yaraTt oT 96 Oura u
YBEJIMYaBaHETO HA Ta3W CTOMHOCT € TBBpJAE 0aBHO W HemocTaTh4yHO. lIpuumHuTe 3a TOBa
MoOTaT Ja ca pasHopoaHd. Hampumep ot ymmnca Ha crenuduyeH Xxapayep, HEMpPaBUIHU
HacCTPOWKH, BUPTYyaInu3alus, TBbPAE roJiiMa aKTUBHOCT ChC CIy4allHUTE YMCIIA HA CHCTeMaTa
7 HEBB3MOXHOCT J1a c€ KOMIIEHCHMpa KOHCyMalMsTa Ha CIy4allHW CTOMHOCTH M ap. EmHO
BB3MOJKHO PEIICHHS € J]a CE CTapTUpa CHenruaIn3upan copryep moanoMarail ch0upaneTo Ha
ciydaiiHu ymucia. ToBa e 1eMOH, KOHTO € MPOEKTHUPaH /1a U3M0J13Ba BCAKAKBU CHOUTHUS, KOUTO
MOTaT Jla C€ CYMTAT 3a CPAaBHHUTEIHO CIyJ4aliHM NpU paboTara Ha MalIdHATa, 3a Ja Ce
MpOU3BENaT TMOBEYE M I[I0-KaueCTBEHU CiIydailHM 4wnciaa. Hampumep npouecopHOTO
,,TPETITeHEe , MPOMSIHATA B CHhCTOSHUETO HA MaMeTTa, BXOJHO M3XOJHHU OIEpallH, MPEKOB
Tpaduk MoraT Aa no0aBsT omie eHTpomus KbM Oydepa Ha cucremara. MHcramipanero Ha

TOBa pCHICHHUE U OCHOBHATa HaCTpOfIKa B cCHCTEMAarTa ca CICOHUTC:

# apt install haveged
# systemctl start rngd

# update-rc.d haveged defaults

Asmopegpepamu na oucepmavuu 1 (2021) 38-73



55 WVeaH bnaroes

# rngd -r /dev/urandom

Ha cucrema cbc cpaBHUTEITHO yMepeH TpaduK:

# pv /dev/random > /dev/null

40 B 0:00:15 [ 0 B/s] [ <=> ]

52 B 0:00:23 [ 0 B/s] [ <=> ]

58 B 0:00:25 [5.81 B/s] [ <=> ]

64 B 0:00:30 [6.05 B/s] [ <=> ]
~C

# systemctl start haveged

# pv /dev/random > /dev/null

7.12MiB 0:00:05 [1.43MiB/s] [ <=> ]
15.7MiB 0:00:11 [1.44MiB/s] [ <=> ]
27.2MiB 0:00:19 [1.46MiB/s] [ <=> ]

43MiB 0:00:30 [1.47MiB/s] [ <=> ]
~C

C nomMomira Ha KOMaHaTa PV MOXE Ja C€ BUAU KOJIKO JAaHHH Ce MpeaaBar 3a LeNTa.
Ot noka3aHus OTOK Ha JaHHUTE Ce BIDKIA, 4e mpeau haveged ce moiydaBaxa 2.1 Oura B
cexynna (B /s), moxato cnen ToBa ce moiydasat ~ 1.5 MB / sec.

3.2.3. Bpemesu penoBse 3a reHepaTopu Ha CyYalHM Yncna

Cnemndukara Ha RNG u PRNG no3BosnsiBa Te 1a Ob1aT aHAIM3APAHU 9pe3 TEXHUKH
3a aHaNM3 W MPOTHO3MpPAaHE Ha BPEMEBHU pPENOBE, ThH KaTo YJAaBIHETO Ha IOTOKA Ha
M3XOJTHUTE YHCIOBU CTOMHOCTH € IMOCIEeJOBATEIHOCT M caMo Mo cede cu e ToJpeaeHa
MOCIIETOBATEIHO BHB BPEMETO. TakbB MOTOK OT YHCIOBU CTOHHOCTH MOXe Ja ObJe ONHCaH,
KaKTO CJIe/Ba:

N=T*V

KbAeTO: N - IbJDKWHATA HAa YUCIOBHSA pexd, 1 - BpeMe (MPOABIDKUTEIHOCT) Ha TCHEPUPAHETO
Ha yucia, V - Opoli reHepupaHu Yuciia 3a eAMHULA BPEME.

Taka, 4e 4pe3 BpEMEBHTE pEIOBE € BB3MOXHO Ja C€ OIpeIeNd KayecTBOTO Ha
CHTPOIMATA BBB BPEMETO. AKO Ja/ieH TeHepaTop Ha CIydailH! 4Hiclia He € MHOTO HaJeKICH,
TO HEeroBuTe crabocTH OMXa MOTIIM J1a C€ HaMepsT 3a MO-KpaThbK BPEMEBU Pl C JaHHH, 3a
KOUTO IIe ca HEOOXOOMMH IO-MAlIKO pecypcd 3a oOpaboTka M aHammM3. 3a HYXKIWTE Ha
TEKYIIOTO H3CIEIBAaHE IIe CEe M3IOJI3BAa YHCIOB MAaCcWB, KOWTO HsAMA Ja ObJe Ch3HaneH OT

BHCOKOKA4EeCTBEH I€HEpaTOp Ha CIydailHW YWCla, a OT MOCPENCTBeH TakbB. Maedra e nma ce
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MPHUJIOKHU MOAXOOBT U Ja CC aHaJIM3Wpa BpeMEBATa JIMHUA OT CﬂyqaﬁHH CTOMHOCTH OT CpE€acH

KJIaC KOMITIOTBbpHaA CUCTEMA, C KaKBaTO HaM-4eCcTO BCEKH pasnoJiara.
3.2.4. Npoy4yBaHe Ha reHepaTopM Ha CAYYalHKM YnCNa C BDEMEBM peaoBe

BpemeBute peoBe KaTo CTOXaCTHUYEH MPOIEC MOTaT Aa ObJAT M3MOI3BAHU 33 aHAIIH3
n Ha RNG/PRNG. 3a Ta3u 1nen e pa3pab0oTeH alrOpUThM 3a OTKPHBAHE HA TOBTApSIIU CE
Mozenu (patterns) ot manHu B reHepupanute oT RNG BpemeBu pemose. 3a ma ce crbepar
JJAaHHU OT TeHEPATOPUTE HAa CIIy4allHH YHCJIa BbB BPEMEBU pell 32 HY)KIUTE Ha M3CJICIBAHETO
Ce HM3MO0J3Ba CICUUATHO HamkcaHa mnporpama. [locpeacTBOM OTHOBO HamucaHa 3a IeTa
nporpama, CbOpaHuTe JaHHH ChC CIIYJaiHU YUCIa Ce MPEACTABAT rpaduuHO, KOETO moMara 3a
MO-JIECHO 3a0ersi3BaHe Ha BAKHUTE €JIEMEHTH OT BpeMeBuTe penose (¢pur.3.2 u ¢ur.3.3). Ha
MPBB MOTJIE] C pe3ylITaTUuTe OT AaHHUTE OT System.Random Ha ¢wur. 3.2 BcHuKo € Hapen u €
BB3MOXKHO J1a C€ MUCIH, Y€ UMAaT J0OpO KauecTBO Ha eHTpomus. Ho Heka mpemsioka oiie

¢IMH HA4YMH B ApYr rpaducH U3TJIe], 3a 1a CE YBEPUM B IIPEIICHKATA CH.

value

mg

0 200 400 600 800 1000
posttion in array

®ur. 3.2. Buzyanusupane Ha TaHHATE mosrydeHn oT System.Random, xaTo nuHMS Ha mIyMm.

Asmopegpepamu Ha ducepmavuu 1 (2021) 38-73



57 WeaH bnaroes

- T e s SR, g A
. B . o~ L S o - ° .
L LI . . }.\,. g)
% S\ O A - *® @ s o ¢ < et ik ®e
.o = s ol . . G %e . - .o o O}
e @ B o — . e B °* 20 B H .
. » = » L g . . N i o %) *® o o\ & l’{') . @ : s
80 :. % s > » o LT @ Oyehe B - c . &
» . eV @ aay o 8 6 o M. O £y e
©% ol TS PR S
e LN - ® ® . 1 = . o @
e ) *e o o . = -« * (O o %e
s D v, ®p Ve G uyof v o Bl ", T
& o . ~ 2% o . o o® . .o
% .8 * s o e = . @ * L) ® e 1 RO
o o ". o a X - "~ e ® .. . . - ® oo et
2 . . i ) ol - . . » ey o e O
- e e e ® *"e o . o 18 . 3% o o8
2 = o e °, o . oo o - o = 2 ® L O]
) .. 2 s B . B L o
. e O . @ . .
" o s " X .‘..' o iy SO : @.0‘0 .@?"‘.‘. o . *° s = ..C'!D .o
@ & . ® LSS e, B S e g = ufs s
« % - ‘ s =y @ ~ 5 @2 g L o %, %o B L R ®..
o %, % »%se® L h i, Tkt B~ 8 gee Eae e ’-. ) o ."‘/‘3). o
B = . 1O e . . o @e . E>Ne o ® P .
2 o ... . :/' i i - g . - 3‘/... ° . :.\'_'/ e ..‘ N . \"?’ . B
. . . . B .
J % ..- .. . co‘..o s o e :(35 . ’.'“G'. '. . . o i . .
. I . . .
ee o Y : - . :' * e e [ & - %o .‘o - ge, &% N
a)*® « % S s .. o 0 iege, e R ROMD e’y -
° - & & . o e W L4 B - s o '®.N oS- v se " oo

position in array

®ur. 3.3. [IpeacrassaHe Ha qaHHUTE OT System.Random BB BU3yanu3anus THIT TIOJIe

C TOYKH

[MpencraBsHeTo HA €IHU W CHIM JAHHU C pa3liMuHa TpapuyHa HHTEPIIPETAIHS, MOKE
Ja TIOMOTHE 3a pPa3KpHWBAaHETO Ha HAKOM TPOOJEMH C KadecTBOTO Ha H3CJICABAHUTE
croitHoctr. Ha ¢ur.3.2 u ¢ur.3.3 ca nzoOpasenu rpaduku Ha eIHA U ChIM MaHHH. KaTto mpu
¢ur.3.2. KaueCTBOTO Ha CIyJaHUTE YHCIA CIIOpe] TpaduKaTa MOKe J1a ce mpuema 3a J100po.
Ho crnen npernen va rpadukara ot ¢ur.3.3 cTaBa sICHO, Y€ IMa YECTH CIIydail Ha TTOBTOPESHHUS,
KOUTO TIporpamara MpHuxBalla, Karo MoJel Ha NmoBTOopsieMocT. ChOTBETHHTE CTOMHOCTH Ce

pasno3”HaBaT U OLBETABAT C YEPBEHO U Ca OTrpaJIcCHU B KPBI' 3a no—z[06pa BUIUMOCT.

Buzyammzarnusara Ha ¢ur. 3.3 mokaszpa cllabOCTUTE Ha 0OpabOTEHUTE pPE3YNTATH.
Mopenute Ha TOBTOPHOTO MOSABABAHE CE CPELAT NEPUOANMYHO BB BpeMeTo. Te3u ciiyuan ca
OIIBETCHH B YEPBEHO OT pa3paboTeHaTa MporpaMa, KaTo C€ H3MOJ3BAT NPEABAPUTEITHO
OTIpENIeJICHH MOJIENM 3a MPOTHO3UpaHe, KakTo Oelle CIIOMEHATO MOo-paHo. B KOHKpeTHHs
CiIydyail Ha pa3IJIeXJaHUTE BPEMEBH PEIOBE, Te3W ciaydau ca 65 ciyudas or macuB ¢ 1000
cToiiHocTH. MOXe na ce kaxe, ye 6,5% mpornosnu umucia ot reHepupanusi RNG macus ca
3HayuTeNneH pe3yntar. OOWKHOBEHO TIIOCIIEAOBATEIHOCT OT IICEBAOCIYyYailHM YHCIa Ce
unuuuupa ot SEED BbTpe B PRNG (Koeune, 2005). Ako TakbB TeHEpaTop Ha MPOU3BOJIHU
qHclia Ce M3MOoN3Ba B Kpunrorpadusra, npoussenenure ot Hero SEED croiftHOCTH MOoraT na
ObIar arakyBaHd ycremHo. Ype3 mporHosupase Ha ciexasamia croiHoct SEED wmm upes
Ha00ieHUEe Ha NPEJaJeHd KPUNITUPAaHU JaHHW, CTOMHOCTHTE B OCHOBAaTa HAa CHCTEMaTa 3a

KPUNTHPaHE MOTaT J1a ObJaT BE3MPUETH B ONPEIETICH MOMEHT.
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3.3 MpeHebperHaTn pUcKoBe OT KMOEPCUrypHOCT B A0CTAaBYMLUTE HA YCAYIM 33

ny6anyeH VIHTepHET XOCTUHT

Jlo Tyk m3cienBaHeTo 3a aHaiM3M Ha KayecTBOTO HAa RNG u obnacTture, B KOUTO ce
cpemiar mpooieMH, yCrs J1a 3acerHe KpUNTorpad)cKuTe alropuTMH, €3I 3a MPOrpaMHpaHe
u oneparonau cucremu. Cera GoKychT ce U3MeCTBa BbPXY MAaCOBO MpENJIaraHd MyOJIMYHN
XOCTHHT yCIyru. B Ta3m mucepranms 3a HACTOSIIOTO M3CJEABAHE € M3IIOJ3BaH yeOd XOCTHHT
JOCTaBYMK, KOWTO € €IWH OT MOMYJISpHUTE B OpaHmia. YciyraTa 3a yed TpUIIOKEHUS e
WHCTaJMpaHa Ha MacoBO MpeJIaraH HaeT crojeneH XocTuHr. /loGaBen e yed ceprudukar u
SSL nmocTembT € aKTHBHpaH, Karo BCHYKO pPAa0OTH HA CTAaHAAPTHUTE TIOPTOBE 3a
KoMyHuKanms. Ha mppBa JMHHS Ha 3amMTa MEXAY KIMEHT W CBhPBBD H3JIM3arT
KpuTorpadckute mMuppH, TOAIBPKAHA OT XOCTHHT ChbPBBbpPA. AKO T€ Ca aKTyaJHH H MEXIY
TSX HE C€ CpelaT YA3BUMHU U BEU€ OCTApEIM U KOMIPOMETHPAHU BbB BPEMETO TAKHBA, MOXKE
Jla Ce CUMTA, Y€ MPOTOKOIBT 38 KOMYHUKALIUA € JOCTAThYHO J00pE MOJICUTYPEH.

W3BbpiieH Oe TecT, KaTo ca CKaHUPAaHU KPHUITOTPadCKUTE MPOTOKOJIHM, 00e3NeyaBarin
Bpb3KaTa MEXAY KIMEHT M ChPBbp (XOCTHHI yciyraTa). YCTaHOBEHO €, Y€ OT CIHCBHKa C
KpunTorpadcku MPOTOKOJM, KOMUTO CBHPBBPBT mpemmara ydactBar: TLSvl.0 m TLSvl.l,
KOUTO M3001110 He TpsOBa /1a ce MO UIbpIKaT U MpeJJiarar, Thil KaTo IMaT OTIaBHA YCTaHOBEHU
cmaboctu U He TpAOBa Ja ce M3Moy3Bar. Jpyr MpoTOKOJ, KOMTO ChPBBPBT MOALBPXKA €
TLSv1.2, koliTO € BCce oIlle aKTyaJieH U € 0JJ0OpPEH 3a U3IMO0JI3BaHe, HO HE B IIBJIHUS MYy BUj. B
HEro ce ChABpKaT Kpunrorpadcku mmdpu, KOUTO TpsiOBa Aa ObJaT U3BAACHU, HO CHPBBPBT
U Ipenajara 3a KOMYHUKalUs, KOETO ChIIO € ChIIECTBEHA YSA3BMMOCT B CHUT'YPHOCTTa Ha
MpeIoCTaBsiHATa yCIyra. AHAJIU3BT HAa MPOTOKOJIHUTE M MU(PPUTE CHIIO TaKa YCTAaHOBH OIIE
enuH cepmiecTBeH HemocTaThK. [IpotokomsT TLSv1.3 He ce mopmbpka 300110, TOBa 3a
MOMEHTa € Hal-akTyaJHHsS U CHUTYpPEH MpOTOKOJ OT cemercTtBoTo Ha TLS 3a TyHenna
CBBP3aHOCT.

Crnen mpoBepkaTa Ha KpUOTOTPAapCKUTE MPOTOKOJM W IHUQGPH, MOITbPKAHH 3a
KOMYHHKALHsI, U3CIEABAHETO CE NMPEMECTH BbPXY MO-4yBCTBUTEIIHATA TEMa — I'C€HEPATOPUTE
Ha cirydaiiHu gucia. [loHexxe Topu W MpHU Hail-aKTyaJHUTE MPOTOKOJIM M MU(PH 3a 3aIUTa,
aKo CIy4allHWTE YMCIIa HE Ca AOCTATHYHO KaYECTBEHU U CIIy4alWHH, PUCKBT Ja MajaHE LsuiaTa
KpUIITHpalla 3alluTa € MHOTO TOJsAM. 3a Ja Ce HM3BBPIIM TO3M aHaju3 € Ch3JaJcHa
KOMITIOTBPHA TMpPOrpaMa, KOATO YCTAaHOBABAa CBBP3aHOCT [0 CHPBBPA IO HAINYHHUTE
Kpuntorpacku MPOTOKONHM 3a 3aIlldTa MEXKIY KIMEHT ChbpBBbpP. B KOHKpETHHs ciydail e

msnonm3Bad TLSv1.2 u BBB (pazara Ha ycTaHOBSBaHE Ha CBBP3AHOCT, MpOrpaMaTa B3UMa
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TeHEePHUPAHNUTE CIyJailHu 4YHcia OT ChPBbpPA M T'M 3alMCBa BBB (hailyr, KaTO BPEeMEBU pEIl.
BwnpocHara mporpama ce M3NBJHSIBA B IMKBJ, JOKaTO ChOEpe TOCTaTHYHO KOJIMYECTBO
JAaHHY 32 aHAJIH3.

CpOpaHuTe [AaHHM OT CIy4alHM 4YHCIa ca [OAJIOKEHM Ha aHauu3 upe3
CTIEIUANM3UPAHUAT cCOPTYyep C OTBOPEH KOJ 3a aHAIM3 Ha CIyJallHW YHUClia W3IMOJI3BAHU B
kpunrorpadusara Dieharder ma PoospT I'. Bpayn (Brown, 2021). U3nbeiHenn ca cumymanus
Ha 114 Tecta, KakKTO M TpOBEpKa Ha KA4yeCTBOTO Ha YHWClaTa M MO CTaHAapTa 3a
KHOEpCUTypHOCT Ha reHepaTopu Ha ciydaiiau uncna FIPS-140. O0o0meHo naHHUTE OT TecTa
3a cCUMYJals Ha cIyJailHU Yyucoa ca:

» Camo 25 Tecra ca IpeMUHAIN YCHEIIHO;

* Heycnemnn, KOWTO WMar KOMIIPOMETHpaHa /mpeicKa3yemMa/ CTOMHOCT U
CIIEIOBATEITHO OTKpUBaeMa Kpurrorpadus ca 76;

* Ys3BUMH, KBIETO KpUnTorpadusTa MOXe Aa ObIe pasKpuTa C OTHOCUTEIHO T0OBD
KOMITIOTBPEH xapayep ca 13;

OT mpencraBeHHTE pe3yJlTaTH MOXKE Ja CE€ HampaBH 3aKIIOUYCHHE, Y€ 3apaau
crmabocTuTe B CIIydailHUTE YHCAa M TPU YCTAHOBCHOTO HapyllaBaHe Ha Kpumrorpadckarta
3amIMTa, PUCKBT 3a yCHexX MpH KuOeparakd 3a KOMIPOMETHpaHe Ha Kpumrorpadusita e
KPUTHUYHO BHCOK. [IpuumHKTE 32 TOBa MOXE /1a ca pa3HOPOJHH, HO HAl-4eCcTO cpelaHara oT
TSAX €, Y€ XOCTUHT JIOCTABUMIIMTE YECTO MOEMAT MOBEeUE KIMEHTH C TEXHUTE MPUIOKECHHUS, OT
KOJIKOTO KamalTeTa Ha KuOep3almTara Ha ChPBBPHTE UM MOXKe Ja moeme. Paborarta Ha
MHOTO TIPHJIOKCHHS M KIMEHTH €IHOBPEMEHHO, HEMPECTAaHHO M3TOYBAT KpUNTOTpadusTa
CIIyJailHUTE YKCIIa HA ChPBBPA.

Pemenusita ot cTpana Ha KIHEHTa, KOUTO c€ JOMYCKAT B Ciydas, € Ja ce U3MO0J3Ba
gacTeH XOCTHHT BBPXY COOCTBEHa HWH(PACTPYKTypa, KbBIETO HsAMA Ja C€ JOIYCHE
MPEKOMEPHOTO HATOBapBaHE OT omucaHus BHI. [Ipu HEBB3MOXKHOCT Ja ce ocurypu obaue
HEMpPEeKbCBAEMOCT 3a XapJyepHa KOHQHUTYpalus W TOAXOISIIO0 MICTO, Karo CHPBBPHO
nometeHue. [lo-no6pe e na ce Haeme VPS cbpBbp, KONTO 1€ € camo Mo KOHTPOJIa Ha eIUH
KIIMEHT ¥ CHINO MpoOseMbT e ce u3derrne. OT cTpaHa Ha XOCTUHT JOCTaBYMKa 00ade, ChIIO
MOJKE J]a Ce MpeanprueMar IeHCTBUS 3a TIOBUIIIaBaHe KarmanuTera Ha KnOep3ammrara. Crnensa
Ja Cce TPWIOKAT TEXHUKUTE 3a KOH(UTypupaHe Ha NPAaBWIHOTO (YHKIMOHWPAHE W
MOBHUIIIABAHE KaNauTeTa Ha eHTpomnus B Linux, onucanu B pasnen 3.2.2 ,,Pazoupane na RNG
Entropy B Linux“ Ha Ta3u auceprarms.

Crnen mpaBWiiHAaTa HACTpOKa Ha CHCTEMara, MOXE Ja ce MpuOerHe 10 ApYyr

HETPaJIMIMOHEH TOIXO0J, MO3HABAaliKM MpHHIMIA Ha paboTa Ha chOMpaHe HAa EHTPOIUS B
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Oydepute cu oT onepanuoHHara cuctema Linux. Moxe Ja ce Hamwmie nporpama, KosTo Jia
TeHepUpa PEIWIH OT CHOUTHS, KOUTO HsSIMa Ja 3aTOPMO3ST OCOOCHO cHcTemara, HO IIe

Cb3aaadaT MHOXKECTBO IPOLUECHU moarIoMaramnu C’B6I/IpaHCTO Ha CHTPOIIUA:

#!/bin/sh

## list of sites using round-robin DNS

ROUND ROBINS="www.yahoo.com google.com twitter.com outlook.com"
## Entropy stard and end value limits

STOP_LIMIT="3800"

START LIMIT="3000"

until [ "$(cat /proc/sys/kernel/random/entropy avail)" -gt
"$STOP_LIMIT" ]

do while [ "$(cat /proc/sys/kernel/random/entropy avail)" -1t
"$START_LIMIT" ]

do for thing in "/tmp/loyeyoung" "/tmp/sueellen"
"/tmp/rootdev" "/tmp/files"

do echo $thing ==

touch /tmp/toss
for robins in SROUND ROBINS
do nslookup "S$robins" 8.8.8.8 > /tmp/toss
nslookup “$robins” 9.9.9.9 >> /tmp/toss
nslookup “S$robins” 192.168.2.3 >> /tmp/toss
nslookup “S$robins” >> /tmp/toss
cat /tmp/toss
mkdir $thing -p
cp /tmp/toss $thing/toss
cat $thing/toss
rm -f /tmp/toss
rm -f $thing/toss
done
done
done

done
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[MpencraBeHus: MporpaMeH CKPUNT € ChBCeM 0a30B M OM MOTBJI Jla ObJe HAITPAJCH H
CBCTaBsIH U HA JPYTH NPOTPAMHU WM CKPHUIITOBH €3UIIM. BBIPEKH ceMIUIis BUI, yCIsBa Ja
Jaie OYaKBAaHUTE PE3YITaTH W MOKPHE HYXIUTE Ha TEKymOTO m3ciensane. CKopocTTa Ha
HaTpynBaHe Ha EHTPOIHS ce moo0pu. KoeTo mompuHacs BeIIpocHATa CUCTEMA J1a TIOHACS TI0-
rojieMl HaToBapBaHUs BbpXy renepupaneto RNG croitHocTn. HaunHbT Ha meiicTBrE € KakTo
€ 3aJaleH B MOMEHTA €, Y€ H3IBJIHCHHETO Ha JOMBJIHUTEIHHUTE OIEpPAllMUTEe B IaMET,
MpoIecop, MTUCK M MpeXa, IIe Cce aKTHBUPAT NPU JOCTUTAHE HA CTOWHOCT B Oydepa 3a
eatporvs nog 3000. Chio Taka, OM MOTJIO TIPEAOCTABEHOTO PENICHHWE Ja Ce M3I0JI3Ba B
KOMOMHAIMsI € XapAyepHH pelIeHUs, MOAIOMAaramy KpPUOTOTpapCKUTe anrOpuTMH U
CHTPOIMATa Ha CIIydallHHTE dHCIa, KOeTo M KommaHusra Intel mpeamara mpu cBouTe
IPOLECOPHU.

HamMenoBaHueTo Ha MOAyna 3a MOJNOMaraHe TeHEPHPAHETO Ha CIlydaliHU 4uclia €
Intel Secure Key, npeaummuoTo My komoBo ume ¢ Bull Mountain Technology. C ToBa nmero
Intel onpenens B mpouecopure cu pasmupeHneTo 3a apxurekrypa Intel64 u IA-32 RDRAND
U CBbp3aHaTa ¢ Hero xapayepHa peanusanus Ha Digital Random Number Generator (DRNG).
OcBen Bcuuko apyro, DRNG, wusnomspaiiku wunctpykuumara RDRAND wmoxe na e
M3KITIOYHTEIHO TI0JIe3€H MPH TeHepUpaHe Ha BUCOKOKAYECTBEHU KIFOUOBE 3a KPUNTOTPadCKU
npotokosm. CrenoBaTemHO TpsiOBa Ja ce MPOBEpH, Al TEKyIlaTa CHCTEMa pasmojiara C
TaKuBa NpOoIecoOpy U OM MOTJIO HelHaTa KoHHrypamus n1a 6b1e ooHoBeHa. [Ipu Hanmyue Ha
KOMIIOTBpPHA cucTeMa ¢ Linux omepamyioHHa cHcTeMa, MpoBepKaTta MOXKE Ja CTaHe OCBEH
9ype3 TEeXHWYecKaTa MAOKYMEHTAllWs Ha YHUIOBETE OT MNPOW3BOAUTENSI M 4pe3 cieaHara
KOMOWHAITHSI OT KOMaH/IH:

$ cat /proc/cpuinfo | grep -i rdrand | echo $?

0

Kato pesynrar 0 o3nauaBa, ye ¢ HammdeH (iaar RDRAND u mpomecopbsT Moxke 1a
ObJe BKIIIOUEH 3a MoJ00psiBaHe Ha KpunrorpadckuTe GyHKIMU HA CHCTEMaTa MO CIICIHUS

Ha4YHUH!

# apt install rng-tools-debian

# /etc/init.d/rng-tools-debian start

# /etc/init.d/rng-tools-debian status

* rng-tools-debian.service - LSB: rng-tools (Debian variant)

Loaded: loaded (/etc/init.d/rng-tools-debian; generated)
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Active: active (running) since Fri 2020-11-28 17:30:54 EET; 3min
10s ago

Docs: man:systemd-sysv-generator (8)
Tasks: 4 (limit: 4915)
Memory: 1.3M
CGroup: /system.slice/rng-tools-debian.service
*=3597 /usr/sbin/rngd -r /dev/hwrng
$ cat /proc/sys/kernel/random/entropy avail

4096

Pesynratute mokasBar, 4e CKOpPOCTTa Ha ChbOMpaHe HAa EHTPONHS 3a HAIIMAT CIIydai

HaZXBBPJISl CKOPOCTTa HA HEMHOTO KOHCYMHUpAaHe.
3.4 Pe3ynTaTn B peasiHa TEXHONOTMYHA MHPPACTPYKTypa

[Mpenyosxenust moAXo ] 3a MOAOOpsBaHEe HAa KHOEpCUTYPHOCTTa B Kpunrorpadusara u
TeHEPaTOPUTE Ha CIy9aiiH! YHCIIA TIPYU HATOBAPEHH CHPBBPHU CHCTEMH C TIYOJMYHHU YCIIYTH €
MPHUJIOKEH B TEXHOJIOTWYHATa WHppacTpykrypaTa Ha nHCcTUTYTa MMKT-BAH. M3non3Banara
XapayepHa KOHQUrypamus € OT CpeleH Kiac, Karo € ChoOpa3eHa ChC CIOKHOCTTAa Ha
M3MTBJIHSABaHATa 3a7ada. CbpBBPBT € 000pyaBaH ¢ equH mecT sapeH nporecop Xeon(R) E-
2236 ot BTOpO mokonenue u Bepcus 6, 32GB RAM u n1Ba TBBpaM OUCKa B KOHOUTYpAIHs C
RAID1. OmnepaTuBHHS CBPBBp C NYONMYHUTE YCIYrd (YHKIHOHHpAT BBPXYy Linux u
BCHUYKHTE YCIYTH Ca M3ISJIO U OT codTyep ¢ 0TBOpeH koa. DyHKINOHHUpAT BEPXY BHPTYyallHA
MallnHa, KaTo (U3nuYecKkaTa MalldHa € CaMO BHPTYaJeH XOCT, KOETO € €KBHBAJICHTHO ChC
CUTyalusiTa C pPa3rieKIaHUTE MAacoOBU YCIYyrH, KOMUTO ca B IMpeAMeTra Ha TEKYLIOTO
M3CeBaHe 3a KHOEpYCTOWYMBOCTTa Ha KpumnTorpadcekara 3amurta. ChpBBPHHUTE YCIYTH,
M3ITBJIHSABAHM OT BUPTYaJHATa MallIiHA ca:

® Meil ChpBBP, KbM MOMEHTA ¢ 242 moTpedutencku akaynra. Jlocrenen upe3 SMTP,

POP3, IMAP, karo BCHYKH TE€ Ca 3aIIUTEHH C KPHUNTOTPa(CKM KOMYHUKAITMOHEH

npotokon TLSv1.2 m TLSvl.3. YmocroBepsiBar ce chCc CHpPBBbpPEH cepTU(dUKAT 3a

ycraHoBsBaHe Ha TLS cecun ¢ acumerpuueH anroOpuThbM OT THUIA €IMIITHYHA KPUBA
secp384rl. CBpp3BaHETO JIO yClIyraTa HE MOXE Jia C€ OChIIEeCTBU 0e3 KpUNTHpaHEe Ha

KOMYHHKAIIHATA;

e Vel Mmeii, KOHTO T03BOJISIBA HA BCUUKHTE 242 TIOTPEOUTEIS 1a OTIepHpaT C MoInara cu

u mpe3 yed Opayssp. KomyHukammsra e 3ammuTeHa dYpe3 KpUOTOTPaCKHS

komyHuKanuoHeH mpotokon TLSv1.2 u TLSv1.3. YnmocroBepsBaT ce CbC CHPBHPEH
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ceprudukar 3a ycraHoBsiBane Ha TLS cecmu ¢ acHMETpHYEeH alTOPUTHM OT THIIA
enunTuyHa KpuBa secp384rl. CBbp3BaHETO OO0 yCiyrata HE MOXE Ja C€ OCBIIECTBH
0e3 KpunTUpaHe Ha KOMYHUKAIUATA;

e VYeb mopran Ha VMHCTUTYTHT MO MH()OPMAIMOHHA W KOMYHHKAIMOHHU TEXHOJIOTUHU
kbM bbarapckara akamemus Ha HayKuUTe, KOETO € OCHOBHOTO ye0 MPOCTPAHCTBO Ha
nHcTHTyTa. Chabpka mHpOpPMANUs 3a JACHHOCTTA, J1BA HAYYHU >KypHasa, KakTo U
cTpykrypHa wuH(popManusa. KomyHukammara € 3ammreHa dpe3 Kpunrtorpadcku
KoMyHHKannoHeH mpoTtokon TLSvl.2 m TLSvl.3 u cepBBpeH ceprudukar 3a
YCTaHOBSIBAaHE HAa CECHU ChC aCUMETPHUUEH alTOPUTHM C EIMITUYHA KpuBa secp384rl.
VYrnocToBepsiBaT ce ChC CHPBBPEH cepTH(HKAT 3a ycraHoBsiBaHe Ha TLS cecum c
aCUMETPUYEeH AITOPUTHM OT THIa enunThuYHa Kpusa secp384rl. He ce mosBossiBa
CBBP3BaAHE JI0 yCJIyraTa 1o He KpUIITUPaH KaHal;,

e Vcayra 3a otnanedeHa anmuHuctpauus SSH ¢ Hail-BHCOkaTta cTemeH Ha
Kpunrorpadcka 3ammra, mpenjarana ot IpoTokoJia KbM MOMeHTa. VneHTudukanusra
Ha motpedbuten mo SSH e camo ype3 kpunrtorpad)CKku KIFOYOBE, HE CE JOIMYyCKaT
apoJy;

e VYcnyra 3a oTAalcueHo yrpamieHue Ha YeO cpabpxkanuero FTP. KomyHukanusara e
3amMTeHa 4pe3 Kpunrorpadckn KomyHuKanuoneH mpotokon TLSvl.2 m TLSvl.3 u
CBhpPBBPEH CEpTH(PHKAT 3a YCTAaHOBSIBAHE HA CECHH ChC AaCHMETPUYEH alTOPHTBM C
eNMUNTUYHA KpuBa secp384rl. VYimocToBepsBaT ce ChC CHPBBPEH cepTHQUKAT 3a
yctanoBsiBaHe Ha TLS cecuu ¢ acumeTprdeH alrfOPUTHBM OT TUIA EIUNTHYHA KPUBA
secp384rl. He ce mo3BossiBa CBBP3BAHE 10 yCIyrara 1o He KpUITHPAH KaHa;
3a BCHYKM YCIYT'H NPHOPHUTETEH NPOTOKOJ 32 KPUNTHPAHA CBBP3aHOCT € Hal-HOBHST

u curyper npotokos TLSv1.3, HO ako ce okaxke, 4e KIMEHTa HE TO MOAIbpKa Ce MUHABA Ha
nporokos TLSv1.2. [locmegHusT € ocraBeH caMO 3a CbBMECTUMOCT, KaTo OT HEro ca
MpEeMaxHaTH BCUYKH KPUITOTPA(PCKHA AITOPUTMHU B KOUTO Ca OTKPUTH YA3BUMOCTH.
YCTaHOBEHO €, 4Ye KbM HACTOALIMS MOMEHT CBPBBPBT CE€ IMOJ3BA 3HAUYMUTEIHO
nHTeH3uBHO OT norpedutenure Ha UMKT u BpHIITHE noTpebutemm Ha MaTepHer. HuBoTO Ha
Kpunrorpadcka 3ammura € Ha Hali-BHCOKOTO KbM MOMEHTA CIIOpPE]] YCTAHOBEHUTE CTAHIAPTH U
HE Ca MpaBeHW HHUKAKBH KOMIIPOMHCH C KPHITOTpaCKUTE MpOTOKOoJM M mudpu. Kato
JI0KA3aTeJICTBO 32 Ka4eCTBOTO Ha KHOep3amuraTa ¢ KPUNTOTPadCKU CpPencTBa € MPHII0KEH
pe3yarat ot TecT upe3 ckeHep Ha SSL Labs 3a HHBOTO Ha KpHUNTHUpaHE MPHU MpEIaraHUTe
TLS npoTokonu BbpXy HAJIMYHHUTE YCIYru. Pe3ynTaTUTe OT TO3M TECT ca HM3BJICUEHU Ha

0a3ara Ha aKTyaJHHUTE M3WUCKBAaHMATA 3a KpUMNTOrpad)cka 3ammTa KbM MOMEHTa, KOUTO ca

Asmopegpepamu na oucepmavuu 1 (2021) 38-73



METOON N CPEOCTBA 3A AHAIIN3 HA JAHHW B UH®. CUCTEMU C N3MOJI3BBAHE HA BPEMEBW PE[JOBE 64

YTBBPJICHU OT MEXIyHapoaHUTE Jaboparopun no kpunrorpadeka zammra FIPS u NIST 3a
CALl, u Common criteria 3a EBpoma. Ot pe3ynrarute € BHIHO, Y€ NPOTOKOJHUTE H
cpelcTBaTa 3a KpUITHpaHE ca OT Haill-aKTyaJIHUTe KbM ceramHusi MoMeHT. OleHkaTta Ha
BCUYKU TECTOBE € Hai-BHCOKaTa Bb3MokHa A+. HuBoro na 3ammrta nHa HTTP mpotokomna,
KONTO KOMyHUKHpa ¢ Opay3bpa, dpe3 TLS TyHembT ChIo € ¢ MaKCHMAJIHOTO HHBO Ha 3alIUTa
A+.

W3BbpiieHn ca TeCTOBE W HA KaYECTBOTO HA EHTPONUS, Upe3 METOJUTE MPEACTABEHHU B
mucepranusaTa. Ot xomannuus shell Ha cbpBbpa ca NMPUIOKEHHW JBa YTBBPAECHU METOA,
I'BPBUSAT NPOBepsABa kKauecTBoTO Ha eHTponus 1o FIPS ¢ rngtest, a Bropust ¢ ”HCTpyMeHTa 3a
anamm3 dieharder. Bcuuku TecToBe Ha €HTpONHATA Ha CIy9alHUTE YWCIIA U3ABPIKAT C Hali-
BHUCOKUS Bb3MOXEH PE3YATAT CIOPE] KPUTEPUHUTE Ha BHIIPOCHUTE MPOTPAMH.

Bernpekun mobpute pe3ynraru € HampaBeHO OIIE €JHO H3CIelBaHEe, CIIOpen KOETo
CTaBa SICHO, Jald B MOMEHTHM Ha BHCOKa MNOTpPeOMTENCKAaTa AKTUBHOCT W WHTEH3UBHOTO
HATOBapBaHE Ha KpunTorpadusra me J0BeJaT A0 M3UeplBaHE KamaluTeTa Ha CIydailHUTe
yucna. 3a [enTa € CbCTAaBeH MPOTPaMEH CKPUNT, KOoMTo Ha Bcekn 10 MuHyTH 3amucBa
pa3MepbT Ha HaTpymaHara B Oydepa eHTponus. Ta3u cTraTucThka ce chOHMpa B paMKUTE Ha
MOJIOBUH Mecell. 3a Jla CTaHe SICHO Jajdd MMa MOMEHTH, KOMTO BOJSAT JI0 H34YepIlBaHE Ha
Oydepa c¢ eHTponus MmMO-OBP30 OT KOJKOTO € HETOBOTO 3apexaaHe OT cucremara. Kato
pe3ynaraT ciiesl MOJIOBUH Mecell chbOuMpaHe Ha JaHHU BbB BPEMEBU pel, ce nomyduxa 2137

croitHocTH. Te3u CTOHHOCTH ca n3BeJeHH B TpaduueH Bua U ca n3obpasenu Ha ¢ur.3.10:
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®ur.3.10 HuBo Ha eHTpOnys B pa3inyH MOMEHTH OT BPEMETO
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Ot ¢wur.3.10 nuum, ye cucreMara ¢ UMaja IMUKOBE Ha MO-WHTEH3UBHA JIEWHOCT, KOUTO
ca BOJICJIM JIO CHJIHO YEpIICHE OT HaTpynaHara B Oydepa eHTponus. 3a TOBa CTOHHOCTUTE Ha
MOMEHTH PsA3KO manar. [IpemroxeHusT B M3CIEABAHETO IMOAXOJ] BBPXY CHUCTeMaTa obade,
ycrsiBa Jla KOMIIGHCHpAa BHCOKara KOHCyMalHMsi Ha eHTponus. Makap Ha TpadukaTa
AMITTUTYIUTE MEXAYy MAaKCUMaJlHH W MHHUMATHH CTOWHOCTH Ja W3TJIEKAAT MIUPOKH, TO
CTOMHOCTHTE Ca B TECEH MMAaNa30H, ¢ HUBO Ha eHTporus Mexay 3000 u manko mox 3450.
Jlunicara Ha croitrocty og 3000 moka3Ba, ye cucTeMara ce HaMupa B MHOTO JI00pO 37paBe u
JIOpU € CrocoOHa Jia moeMe TMO-TOJICMH HAaTOBapBaHUs, 3allOTO CTOWHOCTUTE ca Janed OT
kputnuHuTe. Karo ce B3eMar mpeaBu BCHUYKH TE3W PE3YITaTH OT pealHaTa paboTHa cpea
Ha ChpBBpA, € HA JIMIE JOKA3aTeJCTBOTO 3a €(PEKTHMBHOCTTA HA TNpEJIaraHus MOJXOI.
CrneoBaTeIHO MOXKE JIa C€ CUMTA, Ue MPEJJIaraHusaT MOJX0J MOXe Ja ObJie OT Toj3a U Ja
mojroMara pasnuaanTe MHTepHeT CHCTEMU U PEIICHUS.

3.4 VI3Boau

W3cnenBaneTo Ha MPEACTaBEHUTE YCIYIH M TSIXHOTO HHBO Ha KHOEPCHUTYPHOCT € OT
KIIFOYOBO 3HAYCHHE 3a MO-CUTYPEH MPEXOJ KbM ChBPEMEHHATa TUTUTAHA TpaHCc(HOpMAaIlHsL.
bBp30TO TpexBBpIsIHE HA BCUUKH COIMAIHH M MKOHOMHUYECKH NEHHOCTH KbM IUTHTAJIHU
m1aThopMu JOKa3Ba, dYe ChHIIECTBYBAllaTa TEXHOJOTHYHA HMH(PACTPYKTypa MOXe Ja
OTrOBOPH Ha AHEUIHHUTE TPEIN3BUKATEIICTBA 3a QUTUTANHA TpaHchopmanwms. [lomure ot ToBa
B HMKOHOMHYECKO M €KOJOTMYHO OTHOIICHHE ca HeocmopuMu. Ho mo oTHOmeHune Ha
kuOepcurypHocrta, MHOro ot Hacrosimmre UT yciayru Bce omie n3ocraBar. YBeIMYaBaHETO
Ha CTETEHTa Ha yCIeX Ha KNOepIpEeCThIUICHUITa MOKE J1a I0BeIe 70 3aryda Ha TOBEpUETO B
TEXHOJIOTUMTE W BB3MPEISITCTBAHETO HA TE3W MPOIECH, KOETO IIe 3acerHe M HaydHO-
TexHu4eckus mporpec. ChINO Taka IIe MOBIUsSe Ha 3a0aBIHETO B Pa3BUTHETO M HA MHOTO
JPYTH CBBP3aHU 00JIACTH B UKOHOMHKATa, CHTYPHOCTTA, TEXHOJIOTHHTE.

[MpunaraneTo Ha MaTEeMAaTHYECKH W CTATUCTHYCCKA AaHAIM3U C BPEMEBH PEIOBE 3a
pemaBane Ha mpoOieMu B KuOepcurypHocTTa € edektuBHO. [Ipemmaranure Tyk IMOIXO.H,
MOJKe J1a ce KOMOMHUPAT M C IPYTH TEXHUKHA M METOAM 33 aHAIN3 Ha KHOEpCUTYPHOCTTa, 32
Jla ca T0-KOMIUIEKCHH U epekTHUBHU. B Ta3u nucepTarnrionHa paboTa € pa3padOTeH METOJ 3a
n3cnenaBane Ha kadyectBo Ha RNG u PRNG B un(dopmanmonHa cucrema upes mnpujiarane Ha
BpEeMEBU penoBe. MeTonbT TO3BOJISIBA Ja CE€ MOBHIIM KAadyeCTBOTO HAa CHTPONUS TpH
M3IOJI3BAaHETO Ha Kpumnrorpadus, ocurypsiBama pa3mmaan MaTtepHer ycnyru. Paspaboten e
AITOPUTHMBT 32 OTKPHUBAHE HA TIOBTAPSIIN Ce MOJIENH (patterns) OT JaHHU B TEHEPUPAHHUTE OT

RNG Bpemesu penose. [IpoBeneHo e u3cienBane Ha KpUNTOTpadcKku TECTOBE U Ka4ECTBOTO
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Ha CHTPONHUS BBHPXY palOTeIM B PEaTHH YCJIOBUS HATOBAapEHH CHPBBPHH CHUCTEMH C

nyommunu MHTepHeT yenyru.

Fnasad. CodtyepHM noaxoau npu paboTa C roNemm MacmBuM OT AAHHM U
OrPaHUYEHN KOMMIOTbPHM PECYPCH C €3MK 33 NporpammpaHe R

4.1 [MporpamHuAaTt eank R

IIporpamuuaTr e3uk R e mnpoxykr, pasmonaran] ¢ MOIHM HHCTPYMEHTH 32
CTaTUCTHYECKN W3YMCICHUS W aHAJIM3H. R eIHOBpEMEHHO € MporpaMeH e€3uK M copTyepHa
cpena (Borcard, 2011), (The R, 2017). Komnunupa ce u paboTn Ha pa3IuyHA OTIEPAlMOHHU
cucremu, karo UNIX mrardpopmu, Linux, Windows u MacOS. E3uxbst R npemrara mmpoko
pazHooOpasue OT CTAaTHCTUYECKH TEXHHKH Karo, HampuMep JHMHEHHO W HEIMHEWHO
MOJIeNIMpaHe, KIACHYECKH CTAaTHCTUYECKH TECTOBE, aHalM3 Ha BPEMEBH pEIOBeE,
KIacu(uKaIys, rpynupane 1 1p., KakTo ¥ rpaduaHu TEXHUKH U € U3KITFOYUTEITHO Pa3IIupsieM
(Long, 2015).

Bwrnpekn mHOTOTO TpemuMmcTBa Ha R, ©OrarcTBOTO Ha HETOBHUTE CTAaTHCTHYECKH
MOJIEIM W WHCTPYMEHTH 3a 00paboTKa Ha JaHHU, KaKTO W MOIIHUTE CIIOCOOHOCTH 3a
BU3YyaJM3allHsl, U3HUKBAT MPOOIeMH Tipu paboTta ¢ rojiemMu odemu oT gaHHU. OTrpaHudeHUsTa
Ha R mpousnmsar ot ToBa, 4e TOIl € MPOeKTUpaH J1a OTepupa B PeXKUM Ha W3YHCICHUS CaMO B
eIMHUYEH Tpoliec (Ha eIWHUYHO SIPO HA MPOLECOpP) U MPH JaHHHUTE, 3apEICHH HaBEIHBK B

oI€paTuBHATa IIaM€ET.

4.2 TlpeoponasaHe Ha npobnemn Ha paboTa C ronemuTe JAaHHM ypes
M3MN0N3BaHE Ha MUKPOMPOLLECOP C MHOTO AAPa

[TapanenHOTO HpOrpaMHO HM3YKCISIBAHE HA MOBEYE OT €OHO SAPO Ha MPOLECOp €
BB3MOIKHO Ype3 MPEKOMIIMIIUPAHE U T00aBsSHE HAa HIAKOW TporpaMHu KoMIToHeHTH B R. ToBa e
BB3MOJKHO, TIopaau (akra, ye R e cuctema ¢ OTBOPEH KOJI U TOBA € €IHO OT NPEIUMCTBATA,

KOETO HOCH Ta3W KOHIICHIIHA.

4.3 MeToau 3a oNTMMM3MpPaHe Ha 06emm OT JaHHM

Enna ot BcensBecTHHTE 0CcOOCHOCTH Ha e3uka R e, ue 3apexa BCHIKU JaHHU C KOUTO
ornepupa B RAM mamerTa Ha KOMITIOTBpPHATA CHCTEMa, KOETO IpU paboTa ¢ TOJIeMHU JaHHU On
OWIO KPUTUYHO, AOPH U HAa MOIIHU CHUCTEMH C rojisiM pecypc. Karo HauuH 3a pemaBaHe Ha

TO3HU np06neM, B JUCEpTauATa CE€ pasmiCKaaT HAYMHHU 3a 3apCKAaHC Ha JaHHUTC B IIaMETTa,
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KaTro ce M3KII0YBaT JaHHUTE C HEKOPEKTHO ChABpPKAHWE OIIe B MOMEHTAa Ha TAXHOTO
3apex/aHe.

B HjKOM cTaTHCTHUECKM HM3CIEIBAaHHA HE € HEOOXOIHMMO JIa CE 3apeXIaT BCHUKHTE
JaHHWA, a CcaMoO ONpEICNICHH BpPEMEBH paMKH, 3a Ja C€ HanpaBh MNPUOIM3UTEICH
CTaTUCTHYECKH aHAJM3 B OTPSA3BK OT BpeMe. B TakbB cirydaii, MOKe J1a ce TPUIIOKAT METOIN
3a MO3UIMOHUPAHO MPOYUTAHE, MPEJI0KEHU B TUCEPTAIIMOHHUS TPYyA. Taka cTaBa Bb3MOKHO
1a ce 00paboTH camMo OIpEeNieH OTPSA3BK OT JAHHHUTE, Pa3MoJI0KEHU BBB (hailyl ¢ romeMure
naHHd. JIpyr 4ecto BB3HHKBAII MpOOJeM €, MPH 3apekJaHe Ha ToJIeMH JaHHU €, Y€ CIel
3apexIaHe B mameTrTa u o0pa0doTka, HAKOM OT JaHHUTE BeYe HE ca HEOOXOAWMH, HO
MPOABIDKABAT J1a 3aeMaT 3HAUYUTEIHH 00eMHu ramer. B nucepranmsara € mpeacTaBeH Ha4uH 3a
penynrpane Ha JaHHUTE B TAMETTa, KaTo Ce MPEeMaxBaT U3JUIIHUTE OT TSAX U Ce 0CBOOOKIaBa

IaMeT.

4.4 I3soam

[IpuHockr Ha aBTOpa €, 4Ye 4Ype3 TO3M Marepual CbhC CpelIcTBaTa Ha €3WK 3a
nporpamupane R ce momnmomara pemasaHeTo Ha mpoOJIeMu Mmpu paboTa ¢ TOJIEMH MAaCHBH OT
JaHHA TIPH OTPAaHWYEHW KOMIIOTBPHU pecypcu. B Tasm mucepramus ca pa3paboTeHH
copTyepHH TEXHUKH 32 ONTHMH3MPAaHE Ha KOMIIOTHPHATa IMaMeT MpH paboTara C rojeMu
JaHHHU.

B 3akmmouenue Mosxe fa ce Kaxe, 4e ¢ MPEACTaBeHUTE 10 TyK MPUMEPH HE MOXKE Ja ce
u3uepra TeMara 3a ONTUMH3MPAHOTO 3apekIaHe Ha JaHHU Tpu pabdoTa C €3UK 3a
nporpamupane R. Pabora ¢ peannu nannu BuHaru e npeausBukarenctso (Baumer, 2017). Ho
MPEICTaBEHUTE 0 TYK TEXHHKH ca MEXIy NOOpHTE MPAaKTHKH M Ca YEeCTO HM3MOJI3BAHHU, T
Ouxa Mo Na ce KOMOWHHMpAT W ¢ APYrH MOIXOAM 32 PEIIaBaHETO Ha MPOOJIEMH B Ta3H

oOutacr.

3aKarYeHne - pe3rome Ha nosiydeHnTe pesyiTaT
B nucepranuonaus Tpy/ MOAPOOHO ca M3CICABAHN METOM M CPEJICTBA 32 U3IOJI3BAHE

Ha BPEMEBH DPEIOBE NpPU peIIaBaHe Ha PAa3IMYHHU 3aJ]a4d, BH3HUKBAIIM B CHBPEMEHHHTE
MPHUJIOKEHUS Ha MH(POPMALMOHHHU TEXHOJIOTHH U CHCTEMH.

IMpenmoxxen e weroa o3armaBeH MA  Volatility Indicator 3a momoOpsiBaHe
npenusHoctTa B octmiiatop (Momentym). MA Volatility Indicator pabotu B koMOMHaImsITa
oT nBa uHctpymenta EMA nwmm SMA u npennara HOBa METOJMKa 332 MHTEPIpPETHpAHE Ha

pe3yaTaTuTe, KOeTO JOTPHHACSH 32 OTKPHBAaHE Ha HHUBA 32 CBPBX MOKYIKA M CBPBX MPOJaxOa
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MIpU Na3apHaTa TeHAeHuus. Benuky n3non3Banu B u3cnensanero nHcrpymenTd EMA, SMA u
MowmenTym, kakto 1 MA Volatility Indicator m3mon3Bar BpemeBH penose.

Pasrienana e mpmiiokuMOCTTa Ha amapara Ha HEBPOHHUTE MPEXKH 3a MPOTHO3HpaHE
Ha BPEMEBH peioBe BB (hnHaHcoBara obsact. [lokasaHo e, 4e ¢ HOB MOJIeNT Ha MPECTaBIHE
Ha BXOJHHTE JIaHHU, XapaKTepHU 3a (PMHAHCOBH TOKA3aTeIH, CE TOJTydaBa IM0-BUCOKA CTEICH
Ha camoananTtanus npu oOydeHHWe Ha HEBpOHHATa Mpeka. lIpoBeqeHHWTE eKCIIepUMEHTH
MOTBBPIKIABAT CIOKHOCTTA HA (PMHAHCOBUTE MPOIECH U HATMIUETO Ha BUCOKOYECTOTEH IIYM
B JTAHHUTE.

Paspaboten e meton 3a m3cnenBane Ha kadectBo Ha RNG u PRNG B nnpopmanmonna
cucTeMa 4Ype3 MpWiIaraHe Ha BPEMEBH pPEIOBE 3a Ja C€ IOBHINM EHTPONHS Ha TpHU
M3IIOJI3BAaHETO Ha Kpunrorpadus, ocurypsisama pazmmyan Matepuet yenyru. 1o To3u HaunH
ce jomnpuHacs 3a no-uobpara kubdepcurypaoct Ha UT nnppactpykrypa 3a nudpoBu pecypcu
W 3alIMTaTa Ha JaHHU. B nucepranmmonHara paboTa TeMaTa 3a KpUNTOrpausTa MOIYydd
CTEMAIHO BHUMaHUE, TIOPaal HEMHOTO KPUTUIHOTO 3Ha4eHue. [Ipu mpomyckaHeTo caMo Ha
€/IMH PUCK B KHOEPCUTYPHOCTTA € Bb3MOKHO J1a Ob1aT KoMnpoMmeTupanu Bcndku UT yciyr.

[MpakTHdyeckuTe pe3ynTaTd OT PEANTHUS EKCIIEPHMEHT IoKa3axa, 4e € HaMepeHO
37ATHOTO CHOTHOIICHWE MEXKIYy MACOBH YCIyTH W JCHCTBUTEIHATE W3WUCKBAHHUS 3a
KHOEpCUTYPHOCT.

C ornmen Ha paboraTa, M3BBPIICHA B TO3H TUCEPTAIMOHEH TPYHA W pPE3yNTaTHTE,
MOJIy9eHU B XOJla Ha M3CIEIBAaHMUATA M M3JIOKEHH MO-TOpe, Morar jaa ObaaT (GopMylIHpaHH
CIIEIHUTE HAYYHO-TIPUIIOKHU PE3yNATaATH:

1. Paspaboren e meron, o3armaBeH MA Volatility Indicator, 3a komOuHupaHe Ha
WHAWKATOPU 32 OTKPHBAaHE HA IICHOBU MIBIDKCHHS C HOBHM TOJXOJM TPH H3IMOJ3BAaHE HA
BPEMEBH PEIOBE OT (PMHAHCOBUTE JAHHU.

2. TlpunokeH e amaparhbT Ha W3KYCTBEHHW HEBPOHHH MPEXKH C IENl M3CIeJBaHE Ha
¢uHaHCOBH BpeMeBU penoBe. Pa3paboTeH e anropuThbM 3a 00ydeHHe Ha HEBPOHHATA MpekXa
Yype3 yBenMUYaBaHE Ha pa3Mepa Ha BXOJa Ha HEBPOHHA MpeXa M Ch3JaBaHe Ha XUOpHUIHA
CTPYKTYpa, KaTo € MPEIJI0KEH MOJCI 3a CAMOHAATpakaalliy ce Tpuciaoiau MLP.

3. Pagpaboren e wMeTox 3a TOBHWINABaHE Ha KpuUnTorpadckara 3ammra B
nH(POPMALMOHHUTE CHCTEMH Ha 0a3zaTa Ha M3CJIEIBaHHSA Ha Ka4eCTBOTO HA T€HEpaTOpHUTE Ha
MIPOU3BOJTHH YHCTIA.

4. TlpoBeneHH ca EKCIIEPUMEHTATHH HM3CIICABAHUS 32 pelIaBaHE Ha MpoOJeMHTE C

KHOEpCUTYPHOCTTa B IMYOJNMYHH IIHUPOKO PA3MPOCTPAHEHH XOCTHHT yciyr. [lomydeHurte
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pe3ynTaTd MOTBBPKAABAT BaJMIHOCTTa HAa TMPEMJIOKEHUS METOA 3a IOBUIIABAHE HAa
KHOEpCUTYpHOCTTA.

5. Pa3paboTenn ca mporpaMHU METOIM 3a e€pEeKTHBHA paboTa C TOJEMH JaHHU ChC
cpencrsa Ha e3uka R.

6. PazpaborenuTe MeTOmM 3a TOBHIIABaHE Ha KpuUITOrpadcka 3ammra ca
MMIUIEMEHTUPAaHU B TexHoiornyHara uHppactpykrypata Ha WUKT-BAH. IlpoBexeno e
W3CIeBaHEe Ha KPUNTOTpa(CKH TECTOBE M KAUeCTBOTO Ha EHTPONHs BBPXY paboremm B

peasTHy YCTIOBHUS HATOBAapEHU ChPBBPHU CHCTEMH C ITyOIMYHN HTEpHET yCIIyTH.

Hacoku 3a 6baeuwm n3cnensaHmn

HacoxuTe 3a Obaemy u3cie1BaHus 10 TeMaTHKaTa Ha TUCePTAIMATA BKIIOYBAT:

e Hmmementupane Ha MeTonbT MA Volatility Indicator m npumaraneto my B
KOMOWHAIMST ¥ C JAPYr'M METOAM 3a aHaIW3 M MPOTHO3MpaHEe Ha Ia3apHHU IICHOBH
TEH/ICHIIUH;

e [Ipunarane Ha MetonsT MA Volatility Indicator kbM aBTOMaTH3MpaHH CHUCTEMH 3a
aHaJM3 Ha Na3apHU TEHACHIINH 1 U3BIMYAaHE HA CUTHAIM 32 B3MMAaHE HA PEHICHUS;

e [IpoBexxmane Ha ole M3CIEIBaHUS B 00J1aCTTa HA 00yJIaBaly aTOPUTMHU U CUCTEMH C
HEBPOHHH MPEXH 33 aHAJIM3 ¥ MPOTHO3HPAHE HAa BPEMEBH PEIOBE;

e PasBuBaHeTo Ha HOBM METOAM 3a yBeIWYaBaHE Ha KpUMNTOTpadckara 3aiiura B
WH(POPMALMOHHUTE CUCTEMU;

e U3cnenBane Ha KOMOWHAIMS Ha pa3pabOTEH METOJA C OPYTH METOIU M CHUCTEMH 3a
amamm3 Ha RNG B kpunrorpadus ¥ Apyrd TEXHOJOTHYHH OOJACTH, KOETO Ja
chIeiicTBa 3a ch3haBaHe W yChBbpIIeHCTBaHE Ha RNG, KakTo W 3a IO-TOYHO
OTIpeNeNIsTHe Ha CIIEKThPa OT 33/1a4H, KOUTO TEHEPAaTOPBT MOXKE Ja U3ITBIIHABA J00PE;

e Hamwupane Ha oImie Moaxoau 3a 3apexaaHe W UITPUPAHE HA TOJEMHUTE JaHHH C 11T

no-e()eKTHBHATA UM 00paboTKa.
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