BBJITAPCKA AKAJIEMU S HA HAYKUTE ¢ BULGARIAN ACADEMY OF SCIENCES

MMPOBJIEMU HA TEXHUYECKATA KHWBEPHETHUKA 1 POBOTHUKATA, 71
PROBLEMS OF ENGINEERING CYBERNETICS AND ROBOTICS, 71

Codua e 2019 e Sofia

Security Policies for Wireless and Network Infrastructure

Georgy Kostadinov, Tatiana Atanasova

Institute of Information and Communication Technologies 1113 Sofia
Emails: g.kostadinov@iit.bas.bg, atanasova@iit.bas.bg

Abstract: The security is the main element of every data network. Security must be
integrated into the design of the network and provide the three basic requirements for
data transmission - authenticity, integrity, confidentiality. The paper presents
requirements for the network security provision. General network security methods are
provided. Special attention is paid to wireless network security.
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1. Introduction
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Security policies are one of the most important controls in any organization. These
controls include network security and describe the specific technology, hardware or
software that will be used, as well as the acceptable and unacceptable use of the
organization's assets.

The network security is based on regulations and internal organizational policies adopted
by the organization and implemented and monitored by its network experts and
administrators as prevention of unauthorized access, misuse of data or configurations, as
well as monitoring and recording of such events. All of these may result in denial of
service or network resources, unauthorized access, and theft or loss of data. Policies
should be applied across the organization consistently and give the opportunity to track
the actions of users who carry out their normal activities.

For Network Security Policy there is no single mechanism for protecting the network [1,
2]. There is no one-size-fits-all network security mechanism because any security system
can be compromised, if not externally, then internally.

This paper discusses the main aspects of applying the network security policies and
proposes guidelines for its provision. The rest of the paper is organized as follows:
Section 2 introduces network security levels; Section 3 provides methods for general
network security; Section 4 considers aspects of wireless network security with some
recommendations for its improving. Section 5 concludes the exposition.

2. Security levels

Network security is implemented through a set of tasks and tools that are used by the
organization to protect against unauthorized access to the computer networks and related
devices of people and applications. Different levels of security (layers of security) are
applied to ensure network security [3], so the attacker must compromise two or more
systems to gain access to assets critical to the organization.

Network security, monitoring and recovery strategies must be implemented in network
security policies.

Security - All systems and networks should be configured as correctly as possible,
following the latest manufacturer's recommendations and following best practices.

Monitoring — It needs to be identified at all times if there is a change in configuration or
it is a network traffic that is not typical for the network or systems running on it.

Recovery - If a problem is identified, devices and systems must be restored to the latest
safe state as quickly as possible.

3. General network security methods
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Network security methods are described as different types of network security provision:

o Access control - Block unauthorized users and devices that have access to the
network.

0 Malware protection - virus, malware and trojan protection measures must be able
to prevent the initial infection and be able to eradicate the malicious code after being
infected.

o0 Application security - hardware, software, and processes must be used to protect
against network access through unsecured applications.

0 Behaviour analysis - the normal behaviour of the network must be known and
documented in order to detect anomalies or breaks, if any.

o Data loss prevention - technologies and processes must be put in place to ensure
that data relevant to the organization is not intentionally or unintentionally
transmitted outside the organization, damaged or destroyed.

o E-mail security - E-mail security tools can block both incoming attacks as well as
outbound information important to the organization through outgoing messages.

o Firewalls - network security tools that, following the rules, allow or prohibit the flow
of traffic between networks internal and external to the organization by building
security barriers.

o0 Intrusion detection and prevention - systems that scan network traffic to detect and
block attacks by comparing network activity to databases for known hacking
techniques and attacks.

0 Network segmentation - network partitioning software classifies and segments
network traffic, facilitating security policies.

0 Web security - Internet usage in the organization and blocking of web-based threats
should be controlled when using browsers as a point of entry for infecting the
network.

o Virtual private networks (VPNs) —IPSec or SSL based tools that authenticate
communication between a device and a secure network by creating an encrypted
tunnel.

0 New legal provisions (GDPR - General Data Protection Regulation in EU (European
Union) [4]) - the organization must put in place the necessary measures and controls
to protect the integrity and confidentiality of its data entrusted with regulatory
requirements.

Every organization is required to establish, observe and comply with organizational
policies, procedures and guidelines for:
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- creating instructions with rules for installing computer systems and
applications;

- creating a guide for building a local area network;

- creation of job descriptions of employees and specific instructions and
regulation of their work with computer systems and electronic documents.

At last but not least it is physical security, which also uses technical security features such
as: video surveillance systems, alarm systems, access control with personal magnetic
cards, etc.

4. Wireless Network Security

Awireless local area network (WLAN) is a group of wireless network devices in a limited
geographical area, such as an office building that exchanges data through radio
communications. The security of each WLAN depends to a large extent on how well each
component is secured - client devices access points (AP) and wireless switches
throughout their WLAN whole lifecycle from initial design and deployment through
ongoing maintenance and monitoring.

Wireless networks do not have the security features of cable networks, such as firewalls,
intrusion prevention systems, content filters, and malware detection programs. Thus the
open communications environment makes wireless transmissions more vulnerable than
wired communications to malicious attack [5].

Wireless networks provide wireless access points that may be susceptible to infiltration.
The lack of all security available on cable networks makes them susceptible and
vulnerable to attacks designed to gain access to corporate networks.

Wireless security protocols are constantly evolving [6] to compensate for the continued
development of wireless network attack types. For example, the protocol WPA3
(Wireless Protected Access 3) includes 128-bit advanced encryption according to the
AES standard.

All organizations must follow and apply good practices to protect their enterprise
wireless networks:

- implementation of a wireless intrusion detection and prevention system;

- software and firmware update monitoring of all wireless devices and
components as recommended by the manufacturer;

- reliable device configuration according to the organization's security policies,
manufacturer's recommendations, and best practices;
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- implementation of multifactor authentication - an additional factor of
authentication - such as active directory or server radius (RADIUS);

- splitting the wireless network for employees and guests by segmenting traffic
and different network identifiers — SSID.

Several recommendations for improving security in wireless networks [6] are as follows:
- enter filters with MAC addresses that are allowed,;
- hide network identification SSID;

- reducing the signal strength of the radiating access points so that they cover
only the areas for which they are intended;

- periodic scanning for vulnerability (VMulnerability Scans), both inside and
outside, comparing results from previous scans;

- end-to-end traffic encryption on the level of application layer using techniques
such as SSL or SSH.

The number of different types of attack, and the many possible solutions, makes it a
difficult task to put in place an appropriate wireless network security policy. Such a policy
must address both the size and nature of the enterprise, and the resources available to it

[7].

5. Conclusion

The technology is increasingly developing, so the need of tools to ensure that the
networks are better protected is extremely welcomed. The Internet of Things (l1oT) and
Machine-to Machine (M2M) are fast growing examples of the network technology
development. loT connects many different physical devices that collect and share data
via wireless networks to the Internet. The data can be extremely sensitive. So the security
is one the biggest issues with the 10T [8]. The importance of network security policies
should not be neglected. Extensive research efforts have been devoted to the security
issues in wireless networks, but numerous challenges still remain open.
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[Tonutuku  OGe3omacHOCTH  JyIsi  OSCHPOBOJHOM U CETEBOM
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Annomauus: Bezonacnocms s61Aemcs OCHOBHbIM dNeMenmom 1oboll cemu nepedau
Oannvix. Bezonacnocms 0onscna Oblms UHMeZPUPOBAHA NPU NPOEKMUPOBAHUL CEMU U
obecneuusams mpu OCHOBHBIX mMpebosanus Ol nepeodadi OAHHLIX - NOOAUHHOCHID,
yenocmuocme, KoHpuoenyuaibnocms. B cmamve npedcmasienvl mpebo8aHus K
obecneuenuio bezonacnocmu cemu. Pazenedanvl obuue memoowt bezonacrnocmu cemu.
Ocoboe snumarnue yoensiemcs 6e30nacHocmu Oecnpo8OOHbIX Cemell.

Kniwueeoie cnoea. bezonacHocme, Memoowl beszonacrocmu, cemesas
ungpacmpykmypa, becnpogoounvie cemu
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