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Introduction

The security systems imitating human presence in the guarded dbject are a specific
class since they create misleading inpression in the extermal obsernver. This effect is
achieved by autaratic switching on and of f of radio sets, radio cassette-phones, (R
and TV sets, electric lanps, etc. It is supposed that this circunstance would evertu-
ally refuse the thief from forcing the house. The idea is not new but Its achievenent is
different and this is the paper subject. The author believes that the problem with
uncortrol lablle rabbery is social ly significant and that is why he hopes to contribute to
its solution representing the detail principal electronic schemes of three seaurity sys-
tes (differant in possibilities and corplexity).-

The author has not any pretensions so he offers absolutely free the use of the
principal electric schames of the security systens by those who are interested.

Description of security systems block-schemes

Fig- 1 shows the block-scheme of a security system with Tixed swittching on and
of f time intenvals. The alteration of the intenvals is acconplished before the system
start, ifnecessary, with the help of Swvitch 1 and Swirtch 2 blocks.

The system operation is as follows: rectangullar pulses with frequency of 1 Hz are
obtained from the tact gererator (RC Ocsillator), which are entered to two bi-input
countters (Counter 1 and Counter 2). The two counters (Counter 1 and Coun-ter 2)
are reset at system start and the output level of Svitch 1 is null, that iswhy the pulses
enter the counting input of Caunter 1 only. After Its content reaches a definite value,
the level of Switch 1 becomes unit, thus blocking the courtter input of Counter 1 and
enabling the counter input of Counter 2; thus realizing switching in the control relay
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unit. When the content of Counter 2 reaches a given value, set by Svitch 2, the two
counters are reset by a RC cirauit, the relay unit is switched and the process is auto-
matical ly repeated until the poner suply is off.

When designing the system, special attterttion is paid o the ciraunstance that the
electric lamps must not be switched on during daytime. For this purpose a special
block is suggested (Control Electric Lanp) , which controls them. It is analogous to
the control relay unit, which produces a cottrol signal, the difference being the pres-
ence of a sensor reacting to the visible part of the light spectrum. During daytime the
sensor is activated and the control signal is blocked, so the ellectric lamps conrol led
by the Control Electric Lamp are switched off. The sensor is mounted outside the
dbject taking precautions not to be influenced by artificial light sources, such as strect
lighting, for eamle.

Fig- 2 shons the blodk scheme of a security system with automatic pseudo-ran-
dam alteration of the swvitching on and of f intenvals in the gperation process.
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The action of the scheme is the Tollowing: rectangular impulses with frequency
of 1 Hz are dotained from the tact generator (RC Ocsilllator), which are put on two bi-
input logical circuits AND (AND Gate) . When starting the system the two counters
(Countter 1 and Courtter 2) are reset and the output level of the eight-input nulltiplexer
Mx. 1 is zero. Due to this, the tact pulses enter the input of Counter 1 onlly. The system
start finds Countter 3 and Counter 4 in an arbitrary condition. These two counters
cortrol multiplexers Mx. 1 and Mx. 2. When Counter 1 reaches the value defined by
the content of Counter 3, the output of Mx. 1 becomes unit; the access of the tact
pulses to the input of Counter 1 is forbidden and to Counter 2— enabled. The pullses
entry to the input of Counter 2 continues until the value defined by Counter 4 is
reached. When this value is reached, the output of Mx. 2 passes from null to unit.
Counter 3 and Counter 4 increase their contents by one and a differentiating RC
chain resets Countter 1 and Counter 2. In this way the system is again reset, the values
reached by Counter 1 and Counter 2 being different than those in the previous cycle.

The operation of the special Control Electric Lanp block is the sare as in the
block diagram in Fig. 2.

Fig.- 3 shows the block scheme of a security system designed with a program-
mable timer and RC oscillator. The oscillator frequency is regulated by the system
setup. The JK trigger pre-prograns the timer with the help of its AB inputs.

Each time the timer output passes from zero to unit, the J-K trigger is reverted,
thus changing the value of the inputs A and B.

When switching on the power supply, it is not knoawn in what condition J-K
trigger is found sowe assure that It is instate unit, i.e., Q=1, hence B=11. After
65 536 tact pulses the output of the timer willl pass from zero to unit, the JK trigger
will tum to zero (=0 and AB = 00) which is a precondition that the timer output
stays it for the tine of 8192 tact pulses. The transition fran unit to zero at the timer
output does not trigger J-K; hence 8192 pulses will be necessary for the timer to
change its output level from zero to unit. After JK is triggered, the timer will need
65 536 pullses for its output to pess into rull.

The timer output is comnected wirth relays control and in effect different intenals
of switching on and of Fwill be obtained for each operation cycle of the system.

The gperation of the special block Control Electric Larp Unit is the sare as in
the block schemes in Fig- 1 and Fig. 2.
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Brief description of the principal electric cirauits of the three seaurity
systamns

Fig. 4 shoas the principal electric cirauit of a seaurity systemwith fixed tine intenals

of switching on and of f. It is completely built on CMOS integral circuits of 4000
series. The consumption is minimal, the supply voltage being from 3 up to 18 Vol ts.
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The impulse RC generator is based on 4069 integral cirauit, Counter 1 and Counter 2
— on4020. Switch 1 and Swirtch 2 are desiigned for integral cirouits wirth eight swittches
each. It is important to note that only one of the eight swittches can be on. When
swirtching on the powner supply a short positive pulse produced by C03 and R0O5 resets
the o counters.

Fig. 5 shows the principal electric circuit of a security system with autoratic
pseudo-random alteration of the switching on and of F intervals. OVOS integral cir-
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cuits are caompletely used. The pulse RC generator is constructed wirth integral cirauit
4069, Counter 1 and Counter 2 — with 4020, and Counter 3 and Courtter 4 — with 4520.
The multiplexers Mx. 1 and Mx. 2 are designed with 4051 integral circuit. When
pover supply is switched on, a short positive pulse, produced by 003 and R05, resets
Counter 1 and Counter 2.

The principal electric circuit of a seaurity systemwith a programmeble tiner is
represented in Fig. 6. An integral timer with bui It in generator 4541 is applied. The
gererator frequency is set by 001 and RO2. JK trigger is 4027, and the delay for the
front of the timer output signal is set by 4089.

The special block Cortrol Electric Lamp Unit is not indicated in the principal
cirauits for the purposes of sinplifying because it is analogous to the Control Relay
Uit

The Cortrol Rellay Unirt block is built on two NPN transistors, connected acoord-
ing to Darlington circuit, operating in a svitching mode and a relay.

The special block Control Electric Lamp Unit is the same with the only differ-
ence that before entering the transistor basis the control signal passes through the
ocontacts of a reed relay, comrolled by a lighting sensor-.

Comparison of the security systems discussed

The comparison is done with respect to the number of the necessary elements for
realization (the price), the possibility to set different switcthing on and of T intenals
ard the possibility for pseudo-random synthesis of the intenvals.

The security system with a programeble timer s with the lonest price, folloned
by the systemwirth fixed switching on and of F time intervals. The security system with
automatic pseudo-random alteration of the switching on and of T intervals is the most
epasie.

The security systens with fixed time intervals and automatic pseudo-random
alteration of tre intenals are idatical with respect 1o the cgpecity for defining differ—
ent switching on and of T intenvals — eight for switching on and eight for switching of T,
whi le the system with a progranmable timer is with two switching on and two switch-
irg of T intenals.

The security system with automatic pseudo-random alteration of the switching
on and of F intenvals is the best one concemiing its possibill ity for pseudo-random alter-
ation of the swittching on and of T intervals. After it the systemwith a programmsble
timer folloas, while in the security systemwith fixed switching on and of ¥ tine inter-
\als this possibility isrot aailsble.

Conclusion

The comparison of the security systems imitating human presence shons that the rela-
tion price/possibi lities is best for the system with a programmable timer. The wide
capecities of the seaurity system with automatic pseudo-random alteration of the switch-
ing on and of f intervals in the gperation are recamended for large places guarded.
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[POEKTUPOBAHME OMHOT'O KJIACCA OXPAaHUTEJILHBIX
CUCTEM, UMUTUPYIIMX MIPUCYCTBUE UeJIOBEeKa

Krprir Kojryakos

UHCTUTYT MHOOPMALIMOHHEIX TeXHOJIoTMit, 1113 Cogusa

(PesoMme)

[lpenyaraeTcsa NOOXOI MPOEeKTUPOBAHMS OIOHOT'O KJlaCCa OXPAaHUTEJIbHEIX CHUCTEM
VIM/TVPYIOUMX [PUCYCTBYE UEJIOBEKA B OXPAaHSAEMOM OOBeKTe. [[penCcTaBIIeHs TP
BMIA OXPAHUTEJILHEIX CUMCTEM: C QMKCUPOBAHHEIMM BPEMEBBIMM MHTEPBAaJIaMA
BKJIOUEHM S VM BBIKJIOUEHMs, C aBTOMATUUYECKMM [ICEBIOCIyUYaliHbEM M3MEHEHMEM
VHTEPBAaJIOB BKJIOUEHMS M BBEIKJIOUEHMS, C IPOIPaMMMPyeMBM TariMepoM. CIesiaH
CPaBHUTEJILHEN aHaJIM3 IPOEKTUMPOBAHHEIX CUCTEM IO OTHOMEHWM HECKOJIBEKO
KPUTEPMEB .
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